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WDOAB-14 £5 Avgust 1947

SUBJECT: Proposed amended version of Bill B,1019

TO: Deputy Chief, Army Security Agency

1. a. The attached proposed amended version of 35,1019,
as adopted by the Intelligence and Sscurity Sub-Committee of
USCICC on 20 August 1947, has been carefully studisd. By vay
of general comment, it is my opinion that because the blll 1s
aimed directly at only one phase of matters pertaining to the
security of thes U.3., and sspecially because of the history
of attempts to obtain legislation of this sort, it will excite
undus attention and sncounter most careful scrutiny for hidden
motives, even though there ars no hidden motives. Our experiences
wvith the several attempis made in the past to have such very
epecific legislation enacted should be convincing in this
regard. It appears tc me that 1t would be more advisable and
really easier to obtain passage of a modification to existing
legislation rather than aim at brand new legislation bound to
be examined with microscopic scrutiny for ulterior motives,

On this possibility socmething further is stated hslow.

b. The nev version is an improvement on previous
attempts to correct the serious defects in the original bill,
in that it eliminates the principal provision that would have
been the center of much controversy, viz, Clause (3) of Sec. 1,
the one that would make it s orime to publish or divulge any
mausagg which has been transmitted in &8 U, 8. Government code
er cipher,

c. Additional specific comments on the draft are con-
tained in Par, 2 belov.

2. a, The present draft still haas cne fatal dafect, &0
far as its meetl the requirements of the situastion which the
bill 1s designed to meet. Under 1t, “whoever ... shall willfully
communicate ..." shall be fined ete. It will probably be
accepted by all conserned in considering this legislation that
the term "willfully" means "intentionslly or designedly, without
lawful excuss, but not necessarily with an evil intent”.
"Wi1llfully" here would imply only & person who, having asked

Epprovedior Release by NSA on 09-26-2013 pursuantto £ 013520



REF ID:A399%94

i - - e Tt SR SPL N SR L

WIDGAS-14 (25 August 47)

ermission to divulge or publish elasaified information snd

v been denied such permission, then proceeds to &ivulge
or publish the information could be indicted for his willfyl
disregard of the prohibition. It is not that sort of vielation
of security that has caused us more difficuliies. Recent
cases of leakage of classified information have come largel
from more loose talk or thoughtless action, without any wiliful
attempt to circumvent an official prohibltion., The word
"v11lfully" should therefors be deleted.

b. On the other hand, this version, unlike 3.1019, pro-
vides no procedure or means for authorliezing the publication of
any olaasified cryptologic informntion when this might be ad-
vimsable. Thus under & strict interpretation 1t would be a
violation for the amed services 4o publish documents contein-
ing classified information regarding the cryptographic or
crg?tanalytic activities of the services, for instructional or
other purposes. The failure to providg some procedurs or means
of this sort should be corrected and & nev Sec. 6 is proposed
(see Inclosure 2).

o, The billl will very probably meet with strenuous .
sbjection from the representatives of the press. It reads:
"™Whoever having obtained ... knowledge of ... (3) any claasified
information concerning the communicatlon intelligence activities
of ... anv forelgn govarnment; or {4) any classifisd informa-
tion obtained from the communications of the United States or
any foreign government by the processes of comtninication intel-
ligence, shall willfully ... communicate ... or publish any
such classified information shall be .,. ete." This means that
if an American newspaperman should obtain such informstion in
some foreign country, he could not without expectation of serious
punishment, send it to his home office in this country, nor
aduld the editor &t this homs office publish it without aimilar
expectation; the same goes for radio news, commentators, and nst
vorks. Considering how carefully the press examines any measure
which even remotely might infringe upon its right to print wvhat
information it obtains, no matter how that information has been
obtained, this part of the proposed bill will be & controversisl
issve, Unfortupately, I can recommend no change to elimirate
this defeot without & complete redrafting.

d. The definition, in Bec. 6, of the phrass "a person
not authoriszed to receive such information" is propably too
restrictive to be scceptable, It would means, for instance,
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that the Seoretary of the Treasury could not, without violating
the lav, disclose to the Beoretary of State some classiflied
1nrorm&£10n concerning a cryptographic system used by one of
the agencies or bureaus in the Treasury Department, for example,
the Bureau of Interpal Revenue or the Bureau of Customs; vige
versa, the Secretary of State could not disclose similar in-
formation to the Becretary of the Treasury. Nor could any
foreign service officer in our diplometic service, having
obtained some information concerning the communication intelli-
gance activities of some foreign governuent, disclose this inw-
ormation to his superiors, even to ¢t NSeoratarw of Btate him-
self, without violating the 1lav. Also, ’American citizen abroad,
vho has in some manner or other obtained similar information
and wants to communicate it to some U.3., agency where it might
be useful or important, would bave toc make certalin that the
person to whom he discloses the informetion is authorized to
recelive 1t; he would violste the lav 1f he disclosed 1t to the
Ambassador or to any State Department employees in the Epbassy--
&lthough presumably he would not violete the law if he dis-
closed 1t to the militapry or paval attache, Furthermore, as
the definition in Sec. 6 now stapnds, it would &ppear necessary,
in a strict interpretation of the definition, that each and
every clvil aervice employee or officer assigned to duty in
oryptologic work for the government be given written authority
to receive such information, such authority to be signed by
the Becretary of Var, the Secretary of the Ravy, or the Attorney
General, This is carrying matters pretty far, it seems to me,
It i1s suggested that Bec. 6 18 not necessary and that the
defects pointed out could be eliminated by changing the clause
"a person not authorired to receive such information,™
appearing in Bec. 1, to make it read "a person not entitled
to receive such information“--~this being the wording in the
logg-standing Espionage Act, The present Sec. 6 can then be
deleted,

e¢. The proposed bill Adoes not make the “punishmoent f£it
the orime.”"” It is clear that the disclosure of some plece of
minor bureaucratic scandal not even remotely affecting the
safety of the U.8., provided only that the information was
classified (even a&s lov as restricted) and obtalned by the pro-~
gesses of comminication intelligence, would be sufficlent
violation of the law to bring about the imprisomment of the
offender for ten years, ap well as his fining up to the sum of
$10,000, It is doubtful if so stringent a proposal vould meet
with acceptance by the Congress, or avold the blasts of the
press, It is recommended that & graduated scale of sanctions
and penalties be incorporated.
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s +¥, 'The proposed bill makes no allowance for the sffects
3! he passage of time, It would, for example, be & violation
§f the lawv to publish anything about the codes and ciphers
tuséd by the Pederal Army in the Civil War or about the solu-
tions of Gonfederate ciphers by Fedsral eoryptanalysts in the
{ivil War; on the other hand, it would ndst be a violation of
the lav to disclose information about & nev cryptographic sys-
xem in the research or development stage, provided it did not

L4 ¢ s r

*iavolve & device or apparatus. It is recommended that, the wprd
A rentlz” be inserted in S8ea, 1 before the word "classified”,
#0 as to insure that dsclassification Would occur from time to

_time and thet no person's safety could be impaired by a spiteful

on. - .

*gzﬁaécution baséd upon disclosure of old and obsolete informa-

. There might still be some doubt as to whether or
aot the §av would really prohibit the disclosure of information
trapsmitted in & U,8, code or cipher. Reference is made here
4o clause (4): "Any classified information obtained from the
cormunications of the United States or any foreign government

4 A

ggatho processes of communication intelligence®., It is true

"

}

«

';qngtparson vho, or agency which, is ...", The definition is
re
o 3

t the absence of a comme after "Inited States” probably
implies that the qualifying phrase bx the processes of communi-
gation 1nte;1§gence" 2180 applies to "commmnications of the
United 8tates"”, but someday somebody might raise a guestion in
the premises. If the cleuse 18 made to read: "Any classified
«dnformation obtained from the communications of the United
Btates ,., by the processes of communication intelligence” it
is obvious that such informetion would have to come from some
Yorelgn country, in which case, it woulid not be classiflied in-
formatior within the scope of the definition §1ven in Sec. 2,
which prequires thet the matter be classified "by a United States
ﬁOVéfnment agency”. I see no point in including in that clause

communications of the United States" &t all, and recommend its
deletion,

~

4 + ,~he fThe definition of the term “communiocation intelli-
'§ence (Sec. 5) as a field of endeavor" excludes the "intelligence"”
‘{tself, This may be satisfactory for the purposes of the bill
b“t.}’ somevhat unusual as a definition.

% L]

e

« +- 4. The definition in Sec. 6, should be changed to reads
¥ complex. Its deletion hgs been reécommended above.

: A

§. It is doubtful if the title of the bill should remain

- %8 L% stands. Hov can the security of the United States be
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furthersd by preventing disclosures of information concerning
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the cryptographic systems and the communication intelligence
activities of forelgn governments?

3. It 1ig 8till believed that & bill of much more general
scope in relation to securiiy and national defense would be
preferable and moreover would receive the heartiy support of all
bureaus and branches of the armed forces, A suggested draft
of an amendment to the so-called esplonage Act of 1917 was
submitted recently by this section. All references to crypto-
graphy, cryptanalysis, communicution intelligence, etc., wvere
eliminated from that draft, but the scops of the measure was
broad enough to be applicable to anything of a cryptologle
nature. Further, the punishments cited therein were graduated
in severity, so &as to meke them fit the erime committed. This
is believed sound in principle and it is belleved that such a
provision is likely to meet with more favor than would a bill
vherein punishment for revealing top secret information is
ax severe as that for revealling restricted Informstion. How-
ever, if there is now no possibility of presenting the AS-14
draft bill for consideration, then the present version will have
to be used. A drafi as amended in the light of the foregoing
comments is submitted as Inclosure 2., However, aa stated above,
I am not able to asuggest a simple change which will eliminate
the objecticns cited in Par. 2c¢ above.

2 Incls LLIAM F. FRIEDMAN
2 drafts of 8.1019 Bill ief, Communications Research



