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£• f)Je SDePd.. 8CCVIIC1 aD4 C!'l'!'l'tOf:fttlhic ear...rlty of Rob a d•!oe 
will cel"taiDJ,j be f# l'l"eAter than t.biJ.t. of the ";JI"'leeDt Jiyleioa .1le14 
Coc!.e, t.J:n.a 11188&.1W~: the l'er1 U'e~t• '' PA!""'~ 1 of •:4U.ta17 Cbsha
'•l!lot lea" aet up tor tbis dev'l~e. (_(~. '). u.J-oA ~C.·~) 

;}. !he ~erd. - t. t~'TI...r:rttar 'lca:pboal"d. c-m~t.r-:~11~ a b.ank of 26 
alac.le-1'019. darable-th!uw svt.tchea cont"l"'ls the -aaal'tine. '!'be bQ'boeri 
ia :JJa~D~al17 trpel':lted 1:t tbe uii'U\1 ~. 1'he a~t ot the 'cays 
eorresoond.s to tm.t of \he atand.u"cl -board bt1t the 'D7s aq be maller, 
closer tOA'8ther, 'll1cl opos-ate direc'b' caa,~ on the cont-ct le9en, u 
Ia the ~!Pill cr,rt:t.~.P.!.c cle91ce NC811'tl7 t"onrvde4 to the SJ.tnsal Con. 
tdorllt.orlo!!s at J'on UOI:Imoato. 

3. '1!1» ncording .-cban1am. - A- tba .sost l.ar&allt recr~Sr8rllenta tn 
tnta comsect1on ue tiba' the recoM!~ Of!CheD111l3 be IIDI!.l.l, n11gged b ecm
nr.x:tloa, aDd. 01)erBie em Y$r./ little oower. !hare la DDthtng oa tl1e ar
lalt. or in com-a ot ~elOOCktnt wb1ch now •"''• theae remJl'NIII!!nta !ldld. 
nch a mecban1a will m_.,.. to be 4enlol:Nid tDr tbe 'l'!'lli'Oowe. 

£• 1t la nco~eQ. tMt CGmei'C1Rl Ol'g.NJlsaUo:aa u:lllad. lD tba 
aoutl"'tCUoa of '""""'iJal!:• calaal.atlDc. IIDd. a;:~.di:ac .ahwa • coatacted. 
la repn1 t:o thla ~ at ,,_ pi'O.ject.. 

£• A r~Wo1Y1Dc &n- wheel .... to offu beat noaal'bSlUlea. !bla 
•G'lltl pl'ababl.T n.Ut Ia tcae-noonUDc n&htta- tha l'Me-pda&lllc. 

4. OUic' tea.tves.- • tt. niP' of •&ln 'Wiabt.D aacM mot to 
ueM4 15 'Pfi'IDU• 1Da11l4lllg aa1'1711tc oue. 

l.• ,.. .. ft!l\llJ'IIIIIIIIt;•• - lbr aclpberiJtc u4 "-~ olrcDit• 
4i YDl&a (a.l") will •ttlce. ibr eatrolltac --=-•• or :ralap a.aaocla&eC 
trltb &he olpbeJ~ootrheel dlaplc-• .acllaaS-. a -.11 _, o~ el.VIa ,.... 
•lll 'be ftfl'llred (ab•t 4t '101,•). l'oftr ntralnd. tor aohal~ d.taplfllelllc U. 
alp'bar-Ueel• Md tbt catn11flte.!l•• ._ f'ol' opere&S.. tile neorCJac. • 
..a•t.a eaa 'be nplle4 Q' a 1lalll laYer or • a clooll-apa"lltc us.w. or a 
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COJII)inatln of lto&h. It l• reooaaeaW. tht.t a dterapt be II8Cle to d.Hlp 
the ~ant.11• 10 as to .a :U aoasible t.o nel'de the tiLUN macbal• 
'~ a eonblaa,lon of two 01' three di'J' c .. u. (!A-9) aDtl a band or toot-operat.ed 
lwer. 

Of't1ae of tbe Chlef 3t 'Dal O:f't1c ... r. 
1i-a•h!.D4toa9 '• e. 

~ 
___ .,. -.t.:--v 

IUllam r. 7rleau. 



I. 
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.£• 'rhe anttAd. ~t·U!'qe? and cr.!<-:>to,gr.tr.hic 8fJC'll'i ty or \111.Ct· a device 
will certRinl¥ be !R.r ~rentHr thAn thrtt of the r>reaent Jlvhion tield 
Code, tl""t• mePt1~ t:he r~~ire·;:f~uta ·">f P"r-"P.~~h 1 of ~~~!ilitP-r;t CMI'aa
teriatica" "P-t U'f> for thh d·~~ri.~e. 

~ £he k.e;yboi\J'd. - t\ t~ry:.~~'f1r1t.,r l-eyboP.rd. eontr~ll i~~J?: !l b.'Ul'l-:: of z~J 
aingle-r,ol~. d1.71tbl ... thrQw 8\'fitc~·'liJ c~ntrols thP f'1"1Cl·1ne. 1'be keybo~;.rd 
iB :"nnally O'f'H rnted in the 'O.Rn.d !lNUl~r. fhe ~rt'l'n.F,er.:oent of tl!O k8ya 
corresponds to tb:.,t of t!:~ ahru:h.rd Jtqbo,:.rd lmt the lce78 !MY be BI•lllller, 
clos~~Jr togeth,r. f!tld Ot>~rAte d1-recUy downwArd on tM c<mhot l~Yen, a• 
1a the ~1~ eryPtO.Sf"tll'.hic d.eviee recent17 f'o'f'W~:rd.e(l to the 'Sinuu Corns 
Labord;ori~, At tort Momrmth. 

3. 'i'he recording me«:hMli&:rt. - A· '!hfl H<OSt ir.JPOrtnnt rec~~n1reroente in 
t1 ie conn~ction Are thT~t thFt record!~ i:tP.ChMht; be wnall, rng,r,ed in con
stt"lletion, Pnd o'P49rl\te o:n v,..ry 11Ule r-o:..,er. rhf'!re ia notning on the nr"~ 
kat or in ecwnrae o'f dnelo~nt which no• Dl!"••ta tl-,qso reiJ'lit"em<·.nts "'ld 
anct~ 1'1 meehRr,ianl will h~,ve to he develon~ for tbft ~ll'rOt18. 

2_. lt is reeo· rJ9nd.er~ th- t COM!''.I~rehU. or~"r•ht\tiona a'ld.llllti in tt.e 
constr.nct1on of t;ynewrtti~. el'lenl:<>ting, r.nd n, ... di.ng mr;.c:hin·:-a be cont:;-et.ecl 
in rAg~rd to thb ··hua of tne pro.}~t • 

.£• A. :revulYing tyr.e wMel sef'!:!a to. offer best •·ol!lsll::iHt i".'!s. i'!~ie 
..,.0'1,ld probP.bly rf~m.lt 1n t.'lpe-reoorditv. ratil"!' thsn 'T'Il":·e-printillp,'. 

4. Other fe;·~~,ros. - A• ·:rhe weight ot ~l1tire 1lL~chine on{~}1t not to 
exeefJd lt pounu"'• 1ncltld1nR c{;rryi.~ e:--.ee. 

:g_. 1 o-rt?r rw:uirez"n"~nh. - !<'or enciphP.ril¥': ~!W.l. deciphPrin;t elrcnita 
4~ volta (:Bt-9) will suffice. :<'or contro:i.l ir~ u.N'1l~"~t• or r'-'l~YB ~-3~oci .. t.etl 
dt!J the eipbe~wheel dis'ljlr..-ee: lent 1'W:han1em, a amtrtll MIO'Ont of electric po..vlil' 
w111 be reqn1red (nb-mt 4. volts). ~~r reqnired. for ~t'l~lly dt~l .. ei~ the 
cir.·hcr-wheals nnd the control 11hecls. lind for opert=~tibg the reeonU.ng 
meotlrJ111SJR cr::n be an-p....,lif'd. 'b;! n h,md lev~r or by 11 clock-sorin~ drive .. or n 
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colllbinnt ion of both. It b reconllV!nded tb; t an p.,tteropt be made to d~dgn 
the a!)r•ar~,t,,a so ,!',S to mtlke lt -~~sibla to o"Cerate the entire r1ec:hanbe 
by a eormin~tion ot two or three drr cells (P. .. ~-9} and a band or toot-oper~ted 
lever. 

Of:f'ice of tbe c:def si~nal ·()ffiC')t",, 

.~·.fil'hiu~ton, ). C. 

william F. 'Friedman. 
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1. !he. ba•1o cr;yptograjlbio pr1no1pl~ ot thtJ aacshifte. - J!.• Us• 
rotatabl• co.ute\ora (cipher wb•elt) UTI1D£ed aooordinr to aohqe 
-outliaed 1n Fica. 1 &nd 2 o! e.QCO!Ips!J11Bg dratt apec1t1CAUon• (blolo
tu'i'e 1) co•erlng Joint 1ment.t.o. ot Jraak 8, f•lett, aDd the Uftdersi&ned. 
lave ttft :lbtercbanc•ble OOU1.\tato:ra, tbr•• o.t which Nne as IIUbtJt.ttu ... 
t1on oo~tora, two •• 4ont~ol commutator•• 

.2• 'l'he two control co&-.utator• act1llJ upon the three aubatitution 
CO&'IU'tatora will 71eld an enc1pher1nr, ktty of oonlidenble l•ngth, ftl")'iDf 
'b4ltwMD a low"er 11a1t or 17,576 and en uppex- l1a1t: of ~laoat 1~,000,000 
charnoters. (The exact length la a tUDoti~n of ~ nuaber or variable 
faotora.) For esob difterent arrtuJruel'lt ·of coiiiMltotors upon th4: shatt 
there will ~ a d1tterent ktt1 of ltlnrtr'> intU.c~.~.ted above • 

.1• 'l'he apH(i, e.cc~a, an<i orr;tosrtt)hic aecurit3 or such -A devic• 
wlll oerltlblly be equal to thst ot tbe pr•••nt lliv1t1on Y1el'i' Code, llnd 
~>robabl.T 'be aau.eta "*tter, t.hu• ••tinr th• req,ut~•ot• of Par. 1 or 
•utlitary L'hta"a.cteriftiaa" set up tor th1a devie• in llt;aor~tndu:~ of 
Se~taber 10, l9J~. (Enclosure· 2) · 

2. Th• kt117baard., - A typtwrita:r k9)'bc>lll"d cont:roU1ng a bank oL 26 
atnal .... pole, do\Jbl~tbrow n1tabea contrql.J the uohintt. !he ktJ7boBrd 
1e aaJlUG.ll.7 QPerated in tbe usu.til aruu.tr, t44i &rl"Aflieaent of the k~7• 
oorreapouds to th~.t ot the 4tnndurd ~qboar4 but the k17a &<'~1 t. MBller, 
oloaer to:•thtrt a.nct c~rate d1raotl,- downward 1.\ft the cont~ct l6Yers, aa 
in th~ ~..a aaebiDe. 

3. The reco:rdinr, ••cluln1 .. , - A• the aoat iaportant requ1reza.ate 1n 
thi:J couneotton are th6.t, the r•cordine UCh!inift be l'llall, ntj;~ged in 
oonatruct1on, 8Dd otJer&te. on "'Very little bJOW&r. 1her• io cot.hin.e on the 
earket. or ln oour•• ot a.-.el.o~nt wh1ob now ... t,. th•ae r-au1reaents and 
auab • ••ohanle~~ will h4•• to btl develo~d tor the purrX)••• SeYenl trP•• 
are br1atlr cutlino4 in the aoo~~ing encloture 3, 

ll• irb1ch of th• acheaell IJh~wn 1n lncloeure 3 rill be aoat pracU.aablo 
tor 4n•loi•ent lhould be d.etwaaed after conference with SigMl Corpe 
Labore.torlttt or with per•onnel «tkilled tn recordltW m~~1aa, 

4• other !Mtur.ee, .. !.• The we1t;ht of •nt1ro aaoh1ne ought not to 
••04te4 15 poUDd.a, itleludtng CArrying cAae • 

• 

l!• .Pnel" requireaonts. - FOl' cncipber1n£ itna 4ec1pher1nr circui te 
4t Yolta (Nt-9) wUl tutf'ice. lor controlling •en•t• 8aaocuted with 
th& c1!lher •b•ela and th6 aeohaniRa, a :!aU UOUDt of el•ctrio power 
wUl be J~eq\llred ·(about 4j TOltl) but 1101t. or i)Mer required tor act.u~tll1 
perto.raing tbeae !unctions can be BUP.vli•cl b7 2l h•nd l~ver ol' by a cloek
sprbg drive, or a c~b1lll.t1on or both. .tt will p.robably be ;>oesible to 
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operate tb~ entire aach&aita b,r a coabiaatlon or tw~ or thrt& dry 
celle (B&-9) and n, hand or toot operated la••~~ or it may be nec
essary to have a storage battery. 

otttc• ot the ~111tt ~irn~l otttct~, 
W:lahtngton. n. c., 
Octobel" 4, 1935, 

. lillJ.a '· il"1edilau. 


