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"1'be .. ! Intor.aation Service abroad •Plo7• abort waq traruad.ttere 

tor qu1ok tnn•i•eicm ot reports. !beae vana1ttera an inet.alled eveJ")"­

'Ibera, are opexoated by apecial, t.ruated ...n who bave a 1arp circle ot 

apnte cooparatinc with thea. 'theee ahort •v• atatior~~~, wh.oae range in 

lurope liOl:"Ml.l.T does not exo..S SOO Jd.lameten 1 u1ntain contact w1 th 

a otfttral ottlce (BIIbuey or apeoial conaulate) wbich in ita turn tornrd.a 

the report t.o OGDtral otticea 1n Berlin. 

to k"P the content ot thne reports ncret, they are enciphered 

an41 indeed, bJ' a 8pec1al proceea. Prao\!.calll' tbe UD1niatod cannot 

4eo1phar 111 cb a kq beoauae the ordinar,r eecret code ie not •plo,red. 

!h1a cci'pbenent 18 balled. upon tbe qat. of the croenord pua•l• and 

1fU oaq introduced in 19,36. fhe orilinator and the addressee haft the 

••• iae'QIJ ot a c~aword pua•le ~~a~a•1ne, whiob 1• ftl7 rare]¥ cb.anae4 

becauee tid• iB bard.lT neceaea17. lach correapondent bu hilt cal1 or 

u.ntttication •isn. 
fbe per1ode tor tzoanA!Rii1tt.ing arc uau.allT the njcht hours, because 

of aote taYorable cond1tlona. Onl7 ill t1ae• oi atnaa a.n eeveral boura 

4url.na the da7 apt troe tor each inclindual .taticm. Each originator 

bu two waTa l.eDithe at. bia diapoaal which, however, are O!ll.y chanced 

at de.tini te p:redetenained t.iMif. 

b ia a •••aa• encipbentd? 

(1) !be sender ohooaea arrr croanord pu•tl• tr0111 M.a aagasine. 
I 

(2) In order to be able to WIG thia pusde aaain, or 1n or4el' 

eclassified and approved for release by NSA on 12-19-2013 pursuant to E.O. 
13526 
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to avotcl IIJ'OUfling II!H.Iploion 1D oue lde 4nl.l.ina ahoul.d be earcbed and 

\be aaculna toun41 be worb 111 tb tnnaparant paper, Wbioh a l.a1d. over 

the pll*ale. 

• Jbr the Na1work beaiM. 

(') Abcwo i.be ptUJile U. ldd1Yidual cella 1Dclw!ing the black 

•Ua ant lftiM'bet:red Conii8CUt1Ye~ troa left _, l'lJb\• 
1 :;a., S ~ S" Co 7 t" 1 10 II U. 1-. 11(. IS" If. 1"1 It l 

l \I\ 1&1 \Ill~ II\ I_ 
(4) !ba pldn text. i• t.ucri'becl, cmo letter in ._,b ceU. (Ch 

a.c1pberlnl and partq to make acipbement d1tt1c\1lt tor t.1w enc;r. 

(6) •ow tba lett.era, 1nclud1ng tbOISe ln tho 'bl&ck celle, are 

('1) !ba heading of the ••uaee 18 4etara1ned and \hie 1e done 

1ra five 11"0\Jpe ot tif:\D"Me lach CJ'C)Up CONtiate ot a tou.r--place fl\1'\bor to 

aYOS.d el'l"'ro. 

to _,..., \be heading Nll1 to read. a lone paral.l.elogra 1e d1 Yided into 

_ ftve bo:me aftd t.be 1Dd1T1ctaal t'1lu'N IJ'OUPS ana eterec! in theee auccosaivel.T& 
~ 

(a) Ha!f!a (\t) 1,:1:-e ot Hn41l'!L(c) -,u.ber ot lat\ez-. in ~ -•ae1 (d) l!e. 
I! t.be aro..IN'Ot'd psla boot, {•) P!J! 1n the !&• 
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(1) llrl the page of the by u urv catUMtcut.1ve worda are Aleoted 

u there are c.alls in tho bor!sontalllne ot the plain text orosnord pu•ale, 

beg1nnins at. the top or th~ pa~e and 1ncluc11.ntt &t'G" caption which 111q be 

present. Onl~ CCIIIl)let.e words, no abbreviationet, no s1nc1e l.et.ters aM no 

tipre• are used. 

It tho ,p&ge 11 div1dod 1 aa a sat.ter ot prl.naipl• the lett sid.e 1a tabrs 

unln• IIOmR epeckl arrange•nt hae been •de. 

(2) The initial le\.tera or \he wrda eelect.ed are written out in 

order, beainn1ng at the top. 

~ R EC V VAN~ H M I L R '8 N F I 
~ IS Cf ~ 11 llf I 13 '1 t' l'l.. Cf II 1(,. '2. l'f S" to 

(3) When that. baa been done, the lattera are ll\Bbeftd. aerialq 

~cordinc to t.M1r accurrence tn tbe alphabet. 1n such tuhion that the 

firet lat."-r ot the alphabet ia called n,.bar one. It tbe t:Lrat letter 1a 

ld.u1nc, the next. following one cets t.bia maber. U arrs let.tar occura 

aoH than cmca, on its aecond occurrence it c•ta the next conaecut1YW tmllber_, 

.... ,_ 
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•tc. '!be hleheat nt.JIIbor tn.wt coincide wit.h tOO nmaber or cells. (lxll!lple 

at cue 2, tha lettero a aDd 1' &bema.) 

(4) n.n thia baa boan co1:pl.oted, the plain 'test lettera 1D 

the rectan~:le aJ"e transcribed according to t.he nl88:d.cal n;,. For cco­

'ftn:tenca ot control ard. accuracy, the text ia tben transcribed in pooupa 

ot ttve lettenl, t1ve croups to the line. 

!be total. n.bor of letters aut cbeck with t bat e!.Yen in the 

head ina. 

HNt:NT oCRAA lAIN 

(S) !bJ t.xt. tbue enc1pbtra4 ia t.ranaitted b7 ahort. wave aa 

tollanr !be sender at the appointed tJ.M tint aenda hia 1nternational 

call atsn. then hia recoc:nitton sisnalin plain, repeating HYWI'al tiaea • 

.tt\er \bat. cCIIee the beading, then the ••aage, then tina~ t:be llianiDB 

ott a1cnal (international). After Gila llinute, the whole 1a repea.ted. 

• 
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ftia ia •iapJT the nftrae ot the ab(;vo. 

(1) When aueh an encipberod •••~• baa been received t.he 

letters ana arranged 1n groupe of five to have a rood check and to 

tacilit.ate work. 

(2) !he heading 11 vea the page or the D.r and the page or the 

cro•,...ord pul:ale aa well u the letter cGUilt. 

(3) First. turn to tho pa£o at text and lay trana;>&Mtnt paper 

OYer 1 t and above the pWiale n'UIIIber the horillontal cella (See Pace two 

Paraa,raph 3). !hua. one knon at OJlCO how III:!.D.1 letters are requ1red an 

the 'ke;y page ar.d then 1n what orc!ttr the lettor.s and tbo plain to:xt are 

to be 1necr1bod in tho crouartrO.-d pu.sale pattem, be&inning at the top. 

(4) The nuaber or l!qlUU"aS 1a counted, eorreapond1nc to the obebk 

.m2Mber 1D the beading and iJIIa&diateq bloelcecl ott 1D peAeil to prevent 

•k1 ne 8D'1' Ida takes 1n decipherin~. lbraWiple' 
I 2.. ~ 

(5) ~ the k87 page the letters are written out vert.iaal.l7; 

'belinn!ng at the top aDd nuabered 1n alphabetical order. (Se. pase 2 1 

azcipbenaent, Seotion 2. ) 

(6) 1fow the letter• or the enciphered •••age are entered 

corrtt•pon41na to tbe DlJMrical ke;J iD the cella ot t.M c:roanorcl pussle 
_,_ 
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pattern,. beairm!D& rit.h tbe coluan whoH nuabor cCIIlea tirat an tho kq pace. 
I 
I 

(;) · When all the let.tera have been mt.ncl, those tall:tng 1D tbl 

black cella are oroaeed ott 110 u not to interfere w1 th the r eadin& o.r the 
I • 

plain ten. 

' I I 

·J!Dclo~Nd ta • croano.N puaale aagaline, accOJ"d.iraa to which the e.planaUOM 
\ 

have been u4e 1'tt 
l 

.Ia aut~ ot principle,. onq UO let.ter.J aN to bo ued tor &1'\T ono 
\ •••age· It the sea:.Jage acmtainll !lOre l.ettera tr..an thia, 1t 1a broken up 

I 
lnto two parts, each w1th ita own bead:1ng. 

\ 

I 

i 

• W. clo not. bave ~ encloaure referred t.o. 
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SECRET 

SECRET 
Wo-.J?.,. (JuJ- ~ t"L r tt( 'I ( 

........... ----------~--------
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