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. The Method of Zncipherment According to the Crossword
JFussle Systen Used by the Nasi Intelligence Service

The Wasl Information Service abroad employs short wave transaitiers
for quick transmission of reports. These transmititers are installed svery-
whers, are opsrated by special, trusted men who have a large circle of
agents cooperating with them. These short wave stations, whose range in
Rurope norially does not exceed 800 kilomsters, maintain contact with
a central office (Embassy or specisl consulate)} which in sfta turn forwards
the repoart to central offices in Berlin.

%o keep the content of these reports secret, they are enciphered

and, indeed, by & special process. Practically the uniniated cammot .
decipher mch a key becaunse the ordinary secrst code s not employed.

This encipherment is based upon the system of the crossword pussle and
was only introduced in 1936. The originator and the addressee have the
sste issus of a crossword pussle magasine, whioh is very rarely changed
becavse this is hardly necessary. Rach correspondent has his call or
identification sign.

The periods for transsitting arc usually the night hours, because
of mora favorabls conditions. Only in times of stress are several hours
during the day kept frue for each individual station. Each or{ginator
has two wave lengths at his disposal which, however, are only changed
at definite predetermined times.

NHow is & messags enciphered?

(1) The sender chooses any crossword pussle from his magasine.

(2) In order to be able to use this pull‘le again, or in order

Declassified and approved for release by NSA on 12-19-2013 pursuant to E.O.
13526

-‘ - -




..
ST REF ID:A69065 T o

%o avoid arousing suspiocion in cass 14s dwelling should be searched snd
the magesine found, he works with trensparsnt psper, which is laid over
the pussle. _
Now the real work huiﬁ. .
{3) Avove the pussle the individual cells :h:clﬁing the black B
della m nubered consscutively from left %o right.

2 3 4 S5 6 7 & 9 io 1 13 I3 ¢ \§ 6 7 It
2 7

(4) The plain text is insoribed, ons letter in esch cell. (Cb
im xroplaced by Q, J or ¥ by X).

eInjalLla@nN]DImluls] T cloin]cle]
N[ R AlTlelAlL B FEEd o|Rlc|E S
TloBGdw] V IN|TIH e|wlA]lR Z

{5) Wulls are written in the black cells, partly to siwplify
snciphering and partly to make decipherment difffcult for the eneny.
{(6) Now the letters, including those in tho black calls, are

nomud..

(7) The heading of the message is determined and this is done
4n five groupe of fipures. Each group consists of s four-place nmuder to
avold errors.
Yo nake tho bheading sasy to read, a long parallelogram is divided into
- £4vé booms and the individual figure groups ars entered in these succossively:
(a) Q;ﬁ; (b) Time of sending,(c) Rumber of letters in the messsge, (d) Page
in the crosswerd pussls book, (e) Page in the key.
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(1) On the page of the key as many consecutive words are ssleoted
&8 there are calls in the horisontal line of the plain text crossword pussle,
beginning at the top of the page and including ary caption which may be
present. Only complete words, na abbraviations, no single lstters and no
figures are used.

‘If the page {s divided, as a mattsr of principle the left side is talosn

unlens some gpecial arrangement has been mnde,

{2) The initial letters of the words selected are writtem out in

order, beginning at the top.

GRECVVANGHMILRBNF|

Gis 43 t7 12 1 13 72¢ 29 11 I6 2 1% S (o

(3) When that has been done, the lstters are numbered serially
accoyding to their accurrence in the alphabet in such fashion that the
first lstter of the alphabet is called number une. If the firast letter is
missing, the next following one gets this number. If any lsttsr occurs

more than once, on its second occurrence it gets the next consecutive number,
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stc, %he highest nuubor rmust coincide with the number af cells., (Example
sf case 2, tho letters 0 and ¥ above.)
{(4) ¥hen this has boen cowploted, the plain Sext lettera in
the rectangle are transoribed according to the nwmerdical kewy. For con-
venisnce of control and accuracy, the text is then transcribed in groups
of five letters, five groups %o the line.
The total numbor of lstlers muat check with that given in the

heading.

NETOC LCWGR GCFEN TMLHU DETEA
ESBoR SFWDA HNENT oCRAA IATN

{(5) The text thus enciphered is transmitied by short wave as
follows: The sender at the sppointed time first sends his international
call sign, then his recognition signal in plain, repeating several times,
After that comes the heading, then the message, then finally the signing
off signal (international). After ome minute, the whola is repeated,
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Deciphering

This is simply the reverse of the abcvo.

(1) ¥Yhen such an enciphered messege has been received the
letters are arranged in groups of five to have a good check and ¢o
facilitate worke.

{(2) The heading gives the page of the key and the pages of the
arogsword pusale as well as the lestter count.

(3) First turn to the page of text and lay transparent paper
over 1t and above the pussle nwiber the horisontal cells (See Page two
Paragraph 3). Thus, one knows at once how meny letters are required o
the key page and then in what order the lettors and the plain toxt are
%o be inscribed in the crossword pussle pattern, beginning at the top.

(4) The number of squarss is counted, corresponding to the cholck
nueber in the heading and 1mmedintely blocked off in pencil to prevent
saking any mistakes in decipherine. %xample:

t % 3 ¥ & 6 7 & 4 (o u a3 ¥ (5 (6 171 (¢

N
7
Z =7

Z
Z %z

N

(5) On the key page the lstters are written out vertically,
beginning at the top and numbered in alphabetical order. (See page 2,
Fuciphernent, Seoction 2.)

(6) Now the letiers of the enciphered message are sntered
corresponding to the numerical key in the cells of the crossword pussis

e

eIy

38 - S T T T e T




e .- REF ID:A69065

pattorn, beginning with the column whose numbor comes first an the key page.
(‘r)" Yhen a1l the lstters have bean mtered, thoss falling in the
black cells a'ro erossed off so as not to interfers with the reading of the
plain text.
‘, .
uclosed in & crosaword purale magasine, eccording to which the explanations
have been ladm,*

An a mti'ér of principle, only 110 letters are to bo used for any ono
message. If tlIm message containg more letters than this, 1t is broken up
fnto two parts ,\‘uch with its own heading.

\

# We do not have “tha anclosure referred to,
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