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Part I. Technical 
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1. In the latter part of 19.38, messages a,r.peared 1n a spec1.al 
secret Japanese ciphar g1v1.ng the author~zat~~n for travel for a 11 Com
mll."licat:.ons ~xpert" named u~"D.oto, Ul order that he might put 1nto ser
nce certam cr- ;.tografhl.c pa.ra.;Jhenal1a' ter:ned b1 the Japanese dl.plomatic 
offices as the T"JPe "B" cipher macnine. Th1s machine was to replace the 
then currently used Type •rA11 macnin-e for h1ghly secret com.nu."'ll.cations 
a~ong the ~~Jortant Japanese embassiesl t~xoughout the world and the For
eign Off:t,ce m Tokyo. On I~ebruary 19, 1939, a message bear1ng the date of 
origUl as Febn.ary 18, 1939, 1n superenc1phered coda (K-1- tra."l.sposed and 
enc1phered by spec1al A-mach1ne procedure} ~1as 2ntcrcepted and was round 
to give the effective aate of the 1n1t1ation of ~~e B-~ch10e~as February 
20» 1939. The:A-mach~ne was st1ll to be used by all holders for certa1.n 
classes of comc~'licat~on. 

2. Among the first messages received a:fter the effect!.ve da'te or 
the B-.mach1.ne were three messa6es,or1g1natLng 1n ~arsaw,,mich had a new 
t:rpe or J.rJhcator wstead or the normal 11A'1 type indJ.eator. "Eu1in:t!.on 
or these messa:;es sho."red that they V:ere def:lnitely not "A" t~?e messa5es, 
but due to the fact that six or the twenty-six lett9rs appearJ..ng Ul the 
text o£ the m.essa~es 7lere abnor:nally h1gh (as the:r 110uld have been had the 
A-machine been used for their enc1;herment) 1t \~s assumed that the mes
sages were p-:r;:epared by the B-machJ.ne and that it "'l"B.S c1. 'llOdJ..fl.cat1on of the 
basi'C A-:nach1.ne. Further l.llt-3rcepts tended to corroborate tl-is theory. 
'"~: ·--'"c'--.,e ,";as ccl"'tl.nuad m reg-J.lar use -at P.s!.nkinci and Shanzhal. and 
very occasl.onally (apparentli" vhen w1e .::-·:-&ilc •• ::.na • ~.3 c,_ ~ o~ ~:"":.. ~io::-::. ..... ' 
t"'e A-nacr.:.ns continued. to be e:nployed at the 'laces lmich had been pre
video "Ai.tu ~-:nachJ.nes. 

:;. After a br1ef study it ""B.s,,.contirmed that the cil:n.s1on of the 
letters into t';o categories (one group of su: letters and another. group of 
twenty letters) which was the basis of the cryptogra.,1hic treatment-l.n the 
A-2Ac!u.na 11as reta:Lned 1.n the B-machine but Yil.th a very l.ID.portant chanee. 
~~ereas in tne A-machine the 6 letters compr1sun5 the "61 s" as well as the 
20 ccmpr1smg the "201 s 11 ware enciphered by means of what had been deducea 
as be~'lg a rott:Gtm~ com:nutp.tor, -whose stepping ;was controlled by a break 
~o·t-.eal of 47 positions -wrth -certain slaps m the cycle (the ,cp·n.-uut..ator could 
advance· li 2 or 3 ste_r)S at a tJJDe), 1.n the B-:nacnl.ne the "6 1 s" were en
c~p}l~red·by mians of a ser1es or 2; heter~eneous and differently mixed 
alp~a~~ts wh1ch ~ere CQnstdnt 1n their nature and cyclic repatl.tion. These 
25 al.l:'"habetl:» l.ere merely a carefully s.electea se.t of 25 of the poss1ble 
£20 perm~~r1o~s or transpos1t1ons or_6 elements taken 6 at a t1me, and a 

--.-_____,_.\ f6P' ~fg~R 
1 ':'"asbin~1fr.\~erll.n, London,~Pal'is, t.::oscow, Ro:ne, Geneva, Brussels, 
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decJ.phering chart or "developc.ent' Yras c nstructed to corres.t"ond "1\"l. tb these 
25 pernut.a.tJons. Th~s chart Nas revised and correc~cd fror.t day to day 
unt11 it bec&~e certa~n that all its elements were absolutely correct. 

4 •. '!hi& hav-.Lng baen accoiC.pll.shed (by April 10, 1939), it teca:ne 
possible, ts a res~lt of crl~ta~alytic tectmi~ue elaborat~d fer the purpose, 
to deCJ.&?her the "6' s" 1.n pract1.cally every :nessaee o! &"'lY consJ.der.sble 
length in the B-cc:..c-hwe. It \\as found that so far &s the "61 s" ~ett;een 
two messages .nth unlJ.ke J.ndJ.cators l-ere concerned, the cnly dJ.fference 
'bet.- een cne indicator and another -.,as tlle st-artJ.ng feint in t.he cycle o! 
2S al;:habets. T!.er.e were 120 o1fferent 1.ndicatcrs- but only 25 different 
s~ting poL~ts, so that four (tn cer~in cases, f1ve) d~fferent 1nd2cators 
r.e?resented the s~e start1ng poir.t. 

s. ·ihen the 11 61 s" in a g1.ven messace 1 ere decir:rered, the pla.m te:<t 
valu~s of c1ph~r letters scattereQ here and there tt~CUGhcut the text bec~e 
aveail.able, so tt.at the skeletons of rords and phrases offeree the:c.selves 
for completJ.on by the J.n;:enuJ. ty and t!'.e J..":lae;in.ltJ.on c-f the cr:~tanalyst. 
For ex&..tple, sup_pcse that on a ~J.ven day the 6 letters fontmg the "6' s" 
were E f..: A D R H and the follo;•"l.n6 te~tt l\as at hend: 

Cipher: a~AX~FQCEV~OOXHhCFDLNqtaV~PPLC~RP. 
Plain: H E A A E E E R E ,. P. 3 ~ E P. J, • - - - - - --- -- -- - ---- -

It is not dif'f~cult to imag~ne.. tha~ the mx-sswg_, 1.etters are t}"lose 
sho •• n below: 

Cipher: 
Plain: 

B it A X E F' ~ C E V ~ 0 0 X H ~ C F D L N H ~ ?..' V :;, ? P L C .: P. ? • 
T H E J A P A N E 5 E. G .,0 V E. ?. N .to• E~ ~~ T R ii: ·: l:' E 5 T 3 T tr J. T - - - - - -~- - -\- - -- - - - - -

In this process of' tilling Ln the pla:-n,.text values of' the 11 20's" t.,_e 
cr,~pta."l.alyst could be ~~c.ed ~:mly b:r t\.o t~.1.n3s: (1} tne FOS~tl.cns sna J.:..e -
ti ties or the decl.phered "6 1 s" and (:::) the cc.ntext. ror it sp~eC'J.l;r, :::dca...,~ 
apparent that any cryptogra~hic relationshl.p betNeen the pla.m text and tl"'e 

. . 
• • 

• • 

' constantly-sh~f'ting c1pher text values in the case of the letters co~stitu
ting the group of "201 s" had been mbst carefully eHminat.cd, disguised, or 
suppressed. This fact corroborated tte conclus1on drawn fro~ all stet1.st~cal 
and L~alytical tests made on the c~pher texts of the var1ous ~essages studJ.ed. 

6. The process ·or filling m the plnn text valu~s or the "2C' s" Toas 
U1erero~e,as a rule, a very d1if1cult m4tter, deoend~g usually upon the par
ticub.r assortment of letters constitutJ.ng the "6' s". If the te·ct •.as l.n 
Je-::anesE" there was, in addJ.tJ."O" to t.~e diff1.cult~· inherent in that lan~.Jas_e 
itself, the added perturbat1.on occas1oned by the faet tha~ the Japane~e For
c~en uffJ.ce t:.a.d, en :.:a!r, 1, 1939, l.nst1.tuted a S?ec~es of "rhJ.ll1.ps Cede :n 
co"l!'lect~on T'i. th th-aJ.r use of the B-.""tach1.ne, -n. th a lcng ser1.es of a.r"!n. tr.?:::-y 
letters and abbrev~ations st~d~n3 for n~~berb, p~ct~t1.cn s1~s, ar.c fre
G.U.entl;r used COo~lQJ.nat1ons of letters, syllables, .;c:-ds, ana. sor.tet~es co•
:,lete phrases. For instance, the com.bl.Ilat:l.on C F C r.epr.esents p~r'l.ou; C C F 
represents para&raph; the s1nGle letter L (not normallY used J.n Ja~~~ase) 
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re~resen.ts the d.:L:.-hthong ai; X represents ei; P represents m:,; v :::-epre
sents long U; r< '1" C.. represents J.rJ.ta (s:n.)_ili,p'Ll. tashi; E K t> rer:resents 
BeikoJ..-u (• United o:.tates); 'i' ii \, represents Tel..kok\..seUu (• J;..p.snese Ccv
errunent); S r: \' represents Su~{Unakarazu, etc., etc. ~ne diffu:ulties l.n
troauced by tt.1.s at:breviated or rat.l--::,;:o codP lli'J.t,_ne alone m~re ;•Jl.:e sta-
E.ering as well e.s ae;grav!:.t~nz;, for o!ten the "text" even ,,hen finally re: 
constructed appeared more lJ.ke code or a ra11dc!l assortment. of letters tt·a.., 
plam text. 2 For the recc•nstructJ.on or such text, the ser,ices or the 
Jaz.ranese ex,r~erts were absolutely ess~ntial, and the --:"Ork 7:ent vezo:· slo· ~Y 
not or.ly because or its a1.fficul ty, but. also because t.l'1e serv1.ces of ~' ese 
t.rdllsldtcrc: were available only" a S!"lall part of the time 1l.en tl:-e tra:.r::c 
r_cr the daJ,.ly 11 BulletJ.n11 pel"llll.ttcd, ;r,:~1.ch 111as quite seldom. Ho .. e·lt::r, oc
caslo"1ally J.t Vlas .f'c..u.'1.d, after the "6' s'' J.n a £!l.Vcn C"essa:e had teen de-
c ... ,.hered, th::.t the.:Je letters and theJ.r cb.strJ.butJ.c.n t..'lr1 Utit.out tl·e .nes::.a~e 
~ave eood mdJ.cat1.ons of the ,r>resence, 1.n ·:hole or .:.n part. 1.n ·the l'leS!:c: ·e, 
ot nor ... .al jnglJ.sh text. In such cases,. the 11 ~3'5S::i.~n process :'s lil·elj· 
to be ccnsiaerably ea::.ier because cf U1e aosence cf abbreviations (except 
f(lr :;.unctuat1.on s1.gns, in .,,.hJ.ch case tbese were a help), because of the ... 

2 A typical ex&nple of the sort of 11 text" usually found at the beginn!.n: o! 
mesS2f:eS is the follo\VJ.ng: 

Ci&=her: FGFXP 
X F C G J 

IXUDB DGECZ LB"L~IU Z~O"'"H 
"••FOVD DNOBB FYXFO CFYLC 

INA-?.': 
Plain: C F- 5 G 

DE I L 0 
t.nit'I 

AX.PPP 
C G u .1. V 

Z?GRA 
rl'rLS! . . . 

!~e rortert eroup~ne of letters and the i~+erprDtP.iion ~r the fore~o~~: 
11 p~n text11 l.S .as .f.ollows: 

lFC=Da1-gCS 
GJ1':=15 
F 0 V = Open parenthes1.s 
DD =2 
~~ C, • "cf" (Jap.plain text 

a a • 1 
particle possess~ve) 

i!S=) 
G T S = I'Jetsu (month) 
J V R K : J'iiroku (= 16th) 
H I = Japanese -;,ord for ''da"·" 
F I C = Beg1.n kana spellJ.n~ 
~ U !'! V = CurU (= Gre·;) 

~· Y I = Close parentl:.esis) 
F G C = Cokuh1. (= ~ecret) 

F E L = Close kana sncllin~ 
B K "; = 3al.koku (= u·. S.) 
T L S I = ~aishi (= ~oassa~c~) 

F Y L = :.~ancho .furze a tukaJ. 
C C F : Sn~ s~o (= Paragra~h) 

~":1 ,runnJ.n~ la.nr,.~ze, the message be~ins as fcllOIIS: 11!:u.-nber 15 (pa:-t 
.c. puts). ~ecret, to be kept ,.,1.th1.n the Depar'buent paraGr&.:t-h Cn ... arcn 
the n.n::r1.can Ambassador, GreY'" , etc. 

- 3-
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cr nt.a.>'Uil;{st.' s :rea te.r !'.?~ ll.j l.U"J. t:r ~r!. th fre lan':,uc~e, a.rt:J '!;lec~ue~ o!" tnc> 
ava~lab~lity o! 7.h9 se~ces o! a lGr:er n~Taber of ftVr~ars. It ha~~~~ed 
.. '"~t "•n cavaral cases, after a fe-;· ~'Ords had t"'".us been obta:.rsd b·• ;.l-..:. --·"' .., - - .. --
n -,.essi :l:::;" J ::.. clue . as affcrt.ed C.:i "';.c t.'"lc ~ener"~l :ut~·.lre- or t-•.c ~e:::scr:;e 
a;:i t~is lod to a ...fr=-.. .ut.ic saarch ~or &. cc:!lplete aocu:•lant • hJ.c'l ·~.L,znt be 
aval.lable ei t}Ler i..--t our O?Tl fJ les o:r l.n t .... e f~ les c.:t ctr.er ;;o·.,rsr•'!.n<:n t. 
:.-~~c"1es.~ t.na case lrd:s found ~n •"' J.Ch the B-r.1acr•u1e :nessa""e ccPta_n~d a 
~-· ~ 

... t 

v!.... .... 1 H •• 

;.a:-a:.h:"a.sed version cf a ile:;sa.£e ucnch he:.d oeen trc-nsi'".J.tted in .-1 cc .. ~e. 
;..c.·:;.;.ta:;e :as, of" ccllrse, l.li'Jnedl.at.ely taken of tr.u; c1.rcu:nsU:.rrce ::l\..t t'1e 
e~~~e te~t cf tne B-~achJ.ne ~e~sece coulo never oe reccnstructed fro~ ~·e 
pa:-a:J:l.I"a.sed ~-~ vars: on, poss1.bly beca.J.=e of the excellent. para_.~.ras .ng, 
~ossiolY because o£ the ~resence Of abbreV1at~ons, pOSSJ.bly because of be~\ • 
C-=rtcll.~ :..n:;li ~!1 tsxt "llessa;es, no•"ever, uere recc."lst:n..etaa,, scme ?f ttae.n tc 
~~G e~te~t cf ~0-9~v, because the aoc~usnts be~ng quot~d in ~h~ nessa:es 
wer-.:: :ortmc:.tely ::locat,t=d and ottamed, most often t.'u-ou3h tl.e cco_:>era'l..lon 
~nd ~ood of!1ces ~ G-2. 

7. In all, the pla1n texts for parts o.r SC'id 15 i"a:l.rl,.v lengthy 
.:testa._es ;-ere o 1ta. ined by the .ne thods ind~ca ted above, and these ;• ere -su'J
Jec~d to most mtensJ.ve 8l"ld e>:l"'~ust1.ve cr,.ptanalytic studies. To the 
cc-:1sterr.a t1.oa ot the cr!'";•tana.lysts, it u.:'!S found t•1at not onlj y,as tl'i-:!re 
a co 'i;lete and ab-solute absence of any CCLUS9.l ref.etl.tions ,n_ tb.n a11y.' si.n:ln 
:a~~sa,:e, no .:aatter how lon;, o.r bet"?.een t"~ o •nessages •'lith different l.nC.::.
c;. ... ..crs en tne sa.F.a da~,., but also tt>a t -~hen repetJ. tiona or t.hre~e, or occ~
!~cn~l~· !our,cl.~b~r letters ~ fo~~d, these nqv~~ re;r~se~ted the sL,~ 
)laLn ~ext. In ~~c~ s s~~t1~t1cal e~lculatton ;av~ the est0r1st·n~ res• l~ 
_::..!, ... 1. ti.e :tu:n.bar of' re.Jet~t1.cns actH::.lly ,,re-=ePt ·n these- cr•-to;-rs..-,s • 2s 
• _.:; tc~'"l t'1-:: nu:n~er to be e-.-:;ected hao. t:·a letters c.,rnpr1.s:n::- t~ ~~ ... 

.:. ''"':. c:.t rar.do.ll out o! a h~tt A,>!Ja.rently, the m., cl·~ ne had •n t.~ nctl:.cJ.nus 
:nr.. -- mt ":>rilb .... ..,:.l~r -- ':j~ ::"l c-..,:~!'" -C t_ ... t.c ::.u.p:t.Jrf=&S al:l: plaJ.n te:t.:.t 

t.c:,:~et.~t.ion. :ievarmeles.s, th.a cr:'Ptanalysts ru::d o. ~eellng that th~s. very· 
circurnstarice.-.7ould,_ in ::he f:in;tl PnP~..,-::-:.s, t""!'::.ve t!.. ~e :.!".e ''•P LOJ.n,:; o!' ~•: 
- .. _ ... a.::. a::r • .n~c,lan~~.n. l.xla so 1 t turned outt 

a. !n all tha forego1.ng studies; several factors stood cut'!. First, 
the basic la,- undc::.rl,ying t.,e 3-'lla.Cr.."l.ne 1'12.5 of such character that th~ 
c~~n~r~~ necc~~ seemed to start from certa~ J.nitl.al settLnb3 an~ to 
;rc~rass absolutely- ::tetl•cal.cally A!.thout_cycll.c repetJ.tion of ~m·· sorts. 
strai r&t t!!!'cu.c-h to the end of ~·1e nessa'""es. the lon,::.;est of ;•1ach for ... ~,lch 
;;la1.:1 teY.t bad been reco1rered ccttt1 r:.sed over 1, 500 letters. Eeccr.dly, two 
!centl.C:il pl£.in-tez1., letters J.n sec;uence could never be·repr~sented .. by to;o.o 
ider.tical c::.pher-t.ext letters; nor could t~~ 1.dentJ.cal plain text letters 
:Co letters apart be i.-1 el" t1.ca lly enCJ..!-•1-serc.c!. , T'1.is p~enomenm whj C.a.l vras 
ter:red ~·s~ppression of dupl1.cate enc~:t--herments at tne lst. aPd 26tn 1.n •,ar
va1s'' fc-:: .. ~e~ the Su!:JJ::ct of lo!le and arrlt..ouf> stuu:,•, .fr ... 'l.tla.:is e~aru--enta
tl.o:.n ani r.ucn cJ.scussL-on. TI.irJly, two messa:;!eS ·nth J..:::.C"ltl.cal 1n.!J.c;J.to-:= 
c !" .... t: • .e 30:.'le da,.,.· a: .. pe~~d tc ba 1.dent1.ca lly encJ.;herec!, 211d C"l d1rect st. .. er
-::.~csl.t..:.or. !.hc,.Ied thef"lselves to be llonoalp}'la_,etl.c- ··1.tt:n colu.-ms, 
~,· .. :. ntr: t.,e lll<inoalphabets cons-tantly, J.zreg'!larly ar~ unrrec1.ctably :::1 1.!~
_n_ :ro'!l cclwm to colwnn. Fourtflly, tY"O m::ss.:.:es ·nth identJ.cal 1ndLCo~rs 
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o:t diffttrer•t '\a;;•s (d1.fferent plu~board -a:rran:err-ents 1nto the "Trnchino)' .. -ere 
ausolutclj d~ft-::rent.. .F'~fthlJ, b:o 1•\e-ssa-ges .ath different J.mhcators en 
t!&e s .... 11e day ( s.;.ne pluE;bcarC' arra:n~eMentl .\ere absolt..tel.y C.iff~rent and: , 

1-0 "ed no cr~· >to,..rd JhJ.c Sl.!!l~larJ. tJ.es ... hatsoever. S1.xthly, J.n eact .... l1.ne of 
J .~ ... 'f. _.. ... J '" 

- 2r ... l~tt~r;., t.' :l.ilc:rt~"al l~ttoro:;~ ,could ·be _a.ent:..cco.ll:r enc::.J?hl..~ec. o;:cc~.., : t. 
u-e 1st J..~terv.:~.l, t.~.at J.~, J.nent1.-cal ,enc-1"hanents cculd, and ofte~ d::5d,, oc
ct.r 7.'l.t•1l.n<'l lLne of 2t- lettar&.·at all ~ntervals, exce;...t at•the lst 1.ntcrral, • 

,, 
I 

al-tnou)l t.u.s ~mar.ollenon \.as rare at the,v2d, Jd, 4th and' 5th 1.ntervals. , , . 

9. At the same tim~ as the .foregoJ.ng !'he:nom.ena ... ere be1.n3 stuc!J.e:i, 
1r.te~s1ve res:arch 1as ccntJ.nu~d in~ e~~eavor u. establ.sh pr~wrl or basic 
c1 ;:h:r sec;.1ences of the nature oi' these usually founc! m cr~.-p~Of:raf.-ns •'l. th, 
.:-o~ t;., "'C co ~1.utc:1.tors, rotors, and the ll."'~.e, such .o:.s m the Hebern .-and· ..:;nl.ryl~ ~ • 
c:-y;oto.t;rlltms, our ... -134, etc. ~·or J. t-'" ·as ,;:ol"lCt nce1. va~le that the 11t:J.cr l r e e,- · 
?lo=·-=d .:1. 'llt.l tl.pll.Cl. ty of non-re;aa t.1..n::; kt:.ys of lengths cqrres1 ('\ncar.g to U•e 
l~..!'6tJ,s 'of t.ne: messa15es and,, :n.oreover,, tt,eoretJ.cal ccnsideratJ.o'l.s ell.!n:.na.ted 
u d possJ.::al:o. t:r that rl.r ... .,in,g l:3ys ., ere beJ.nf;""U~ed. SC'Ime-,mere, so nshou, t.ne 
r:'!.:ustence o! c~c1J.cally re~e~t~n: !.:.:eys or se,~uences Taust he uncov:1red· befor5!. , 
solu.t.LO"l coulo. oe effected. But all efforts to a.~sclo::c the presence or 
cJclically rafleatJ.ng ,seque.."l.ces v.:::re fr . .ntless. ~ In one and onlv one case 
.. u.s t.h~re .i'olinc. :::ver tt.e s!.J.::;l·1t.cst ·-,tnt of such sec;.uences as were ~bews; 
sou;;ht. ,, In a· certa1.n Enelish text 1nessa-';e the letter !:. Y'as fC"und to--be 
represented 'b." ~~ 26 letters a. a"- arother "Z "'as found to be- represented by 

, i, ann aga .. n .2o lett.ers ay,-ay anotlh:r B was foun~l ~o be representee by V, 
"c.;ln:. 't:.~- •sequ.ence .._1 V; in th.c vary sa.:e messaf!e the sa."'le t1:. 31"aph c;. 'I J 

r:ls fcunt:. tc re,•re:sent t"".ree :;•s :nn1l.ar:y s.~aced.· ~';.t.empt.& to aw..l t.o ~ •LS 

;) !. :~ sec;.l"3nce '•ere .:-usolutel.y ·.mava'l.lin::. In t(IJ.S lon~, e.<haust:l.ve and ". • 
te~ious search for repeated sequences or~part1al!y repeate~ se~uences much 
la.Oor a."lc erergy ,,as ex;.·enC.ed but :!. t 1a..s r eal1zed t~t the r:.J.i'fJ cnltf .... ~ r:s 
- ... ~ V\~:!. • ,_,_,o to the ~~,1C .. ty r:!: t"'c tevt, ,~es1·:.te t-·,~ !11.• .. 1'-)e:" m"'cl ~o ... ,..t.:~ "f 
~~'Je 'l''l.'-l.V~u&.l messazes c-va·l&ble ,:'or ..::tLt'lJ rmd for T.::.l.J.Ch "':.he ?1~; :t tc··t 
t:d. L1t!'"!'l reco'l:;tru'f!te~. It _==!,eC~ '!~ "U~!.Q.rrt 1Q:~t- :.:t~t_ ~uJA JiP:,_:ec~ssa.::" ·-~~l _ 

.f;..~~1.J. ~-~~!f..:ll! -.::~ __ c L.l!z:a_~:!_~~~;;,::__,~l~:a~tl::_~--':.ll...:::J.:.:...J!f.:~~~-~~ _..:_:: 
.._~ .... u ' ..... - s-=-.. , ... .! ,.. .. a , r;}l. ..... e::·.: .... c c• 1''. ~-.. t J~ ...... ::.rrt: ...,,a..,.~ .. .,- _s ........ t'.. t ,c -~t. ..... "') -'"' :::-

:i~'.or·~\.:.Jn •1--!"ez:.~l'l~,..~a .. ~ tl'_t:.lle ~ .. ~~~ii,;; ··efore _q,ventle. e.:::=:-::ten~~~~ :, 
:;Jc. r.uc=:,:.~-~.ll.'l~.:~1g,'!s_"cGul.i._a~'!_t.ec ~cl!. 

~' 
f "' .. J 

10. In all tne tncu:;a."ld. or ,'lore ~a~sat:es en hand u.ere .. er..e but. a 
Olero oc..-:er1 s ilal'f dozen or so cases ·h~re 't•-..:!ra .-er~ t .. o, .tessa_;es G"l th~ SrL"'.oG 
'daJ C:"1C. .. n t.r.e s.s.,e' J.n ... l!.c:. tc.r. _ ora .than t. "0 had "le·.rar -baen ~ou.t'l.ll and tr 'lS 

&.::.. .tc. 'C·iLeX:J~Ctt:a. l.fl a -=-~-ste•t ,: ... t'i. l~J cr::.f .:'erent l.rUJ.ca tors ava1.la-ole fo:
~-=l~c tacn .. eacn d~·. In one case' of ~. •. J.s car-a phenCia"3non -t!.e ,cllcun •t.ex: t. !o .. • 
<Jn-.. ~01 1..rtd t ... o m~ssa ... ~s~-..as avaLla"Jle but v:::~· lJ."'tla C')Ulrl oe.,..d ... "~na •eve" ":.i"en 
.1.s 'd~l'ir::-s-~t.r.s so-3.~-r.::..o:~· of t.nr3 ot"ler rl-e!:lber· of tl·~~ nair of .71essa •as.• ?or 
~J.c'& ,a lct.,od of :a"..tac .. d.t. least .26-::::s 1e•.sa -es-.all in ,.t-he S[s.,~ ::."~c.hc~ t.:r 
1. ..: c~ t·-~ 5:.1: te aa•r .. o~:O. "le necesS ... I""I ~m! t~~S as C! 'coursa re'CC -ll.zec. f,o:; 

.:.! ~erractly· "to!).~le;s e"<""'ec~~t1.on•. ~ 1.i'&t~re r~.,a..:nid' t:•e ~cssib::.ll~~.r ~r con-• . 
.-~rt._n_ se.rer.sl mes::;a~es •"J.th tne sa:ae ... .,~~C"a~r o ... t. en :.l.~f~rc""t · s.:1s ~o 
w.e ;;;anc ~asa,e-nr ·::.~le this -n~~ o.! of~att.a..t''c looked extre11el: d~!."f1.cu1-. ... 

:. ~., . ,., '""'- ~... ,.,.... _,. .. 
- ... _ .. _e, "10 v a;p,ea~ :l~)el-3S~·-,, _,I -,~· r "' ·, ,, -, .: •• " '"',·.---~-::::'j"- ~, 

- ~ ~~ I ~· • • - , ,,t ... !OJ , ~ 1 C 0
' ~ ' I! < t! ~ ... • 

·-~ ~ II bJ 11., ~ -~ 
-~ ,JfJ. IJ u 
> ~- "''i:· ' - 5 - ..... ' ' _, ' :. ,._ 



~ 

11. A mett.od~ fer~ t 1s com..,~rs..L.cn to t.'le ::a.ne b~se , c.s ceveloreG. 
<=.."lU T•S.S ter;ned "the l.C.elltLfl.Cat.:;.on Of h0•:1elo_:s.n 'Ihat is, ~n at':.e~;;t -•as 
'to be rnn.c!e to estahll.c.l1 -~.1at a Sl.Ven lett~r on a c:rte1.n aa•.r:r-c.nd :::."'Ct"ler 
let<.sr on a d::Lfferer.,t aa~·.·· ere ,tres.t.~d in an. .abs(Jlutely icir.:~d .... c:;.l or, , 0 :-e ._ 
o;:.ccurat~ll· ... ~pea:...in5, f01lclar:cu~ .. rnanr .r .,by Ve~.1ac'.1.na ."hen s ... t t.o t1 e' :::a. 1~ 
Ln~l.c~tor. T11S convers~Jn~prcces~ is too 1.n~ ,1\e~ to~ex:.la1.n in t~~~ ~e-

~.t"ort bwt~su.ff1ce it to sry that,d.lff:1.cult thouch 1.t 1s, 1t -..as s.u-:::essr•ll 
in two cases. Cne of tne::;~ .rl.elded a SGt o!' 6 ·~:::s.a~s, all 'ln l."l.C!l.Cllt•"'r ' 
5-3173 'Ill 'l.Ch could all :>e redt..ced to t•1e s::. '1e bnsc. 'I'hcse, fer-act! L.ha .r-.. -
c1al ~et of .nessa:ges from the, study of" "•' Lch sur::c~s~ in solt.tJ.cn or tre •lh
ct.L.na "1..c:.S f1.nally acn1.eved. 

. ' 

12. tJ.str1.but1on tabl~s of the letters ccnstitut~~ the text r~ 
U1ese Sl.X ~~~~S"i~es .ere •nade. It shoulc! ':J~ stflted that J..n f·,ur of Lhcsc 

... _ six cruc1.al ,ness:- :es _onl:r .!"ra~rten ts of pl ... 1 n tdxt har! been recrYJ.~t.:-uctcd, 
' here anri thJre; the cc.nple~e or ,nearly cc.m;;ll':!te ;;laJ.n tezts of only ~t ·c o: ~ 

these .... six .OldSsazes •had been- re.cor;.stnucted. ;"ic ;J,r'"'r, .. anou,:h' r:k.tn • ere· o.ccu.·t.-
late< ... frou1 these t- "0 CC:::i.pl(:=t~ly and •tte other partiall~r recr.nstructcd r1e:s-
a.::.e:;, to ·riEld d::!..strJ..but: r."l tables : J..C'h, O'l'l care!"..~-1 e7.A."llm•tJ..cr, -~J.SC'lc-:e'! .... . ' 
t'le presence of re :ieated :::ecuences, lure and t•.cre.' ":"~is, on ::.ente:r~.~~r. "'J, 
1~40, at a~out 2:GO P.~.r., • .. ~s ~he v~r~· f1rst 1ndJ.c.at~cn. that~a :J;1cces~!'ul 
::~ttack ,u~ht be rossl.ble. '!'here "ra.s nuch .~xc1ter:~.ent a.t t.'"'J..s'.Cu~st :zll.l"'.i'"':" 
of l1.;:ht U_:>C'n' Cl SUbJ~Ct that ~1ari for 50 "lc."Ulj'"' "'IOnth.:; '!.1~~:1 shrouded l.n CO""l_::.!e~~ 
clarkn~ss anJ re--ar~ed acca~l.onall·r • 1. th :iO"'!.e h~CC..1.1!"a ... ~'!"!:lt. ':'he natur~ l..l: 
tc.~.e t..J..str~·ltttio;i tabl.;..s, re u:~rr .::~ ~o, l.S also toe l.mrol-;ed to -s-.-.,la,_..,' l-'1 t; :. '3 

re_Jc.rt, but suffice :1. t to l.ndica:te the.t tl'le;r st1o.•e'l carta1:.n s:r~netrie:::; "J•:!
tween the succe~ s1.ve Cl-her et:..u1valents of @ .,.1.ven. :Jl.ain-ts::t nett~r .->n~. -:.. '7.~ 
&u-=co9ss.Lv.e a.J;:J~arances ~! that pla:.."l-te:-:t 1-itt-::r J."l. .. t.b.e c;:rptc~ra. :1::..c text •• 

13. ~s'soon <1s the ex:istal'lc~.o!' c{clic or s•Pn.rrF::trlc·se uoe"lc-:-s l"e
,~~ .... ~:_u, .:.~L::. 1.:>~ ... · ..l.L·e naa.e to. t..ncover co.1plste oas1c :sec:uences of t•ie 
t~C:JII! theoret.Lcally tJre1hcted., Eut,man." confl1cts &.nd i:'lco!'lsiste"lcl.es soon 
r!P•,.,.1-r~1, •1 ~.e Lc t ,.~ .:'c;ct. L~.<:.i.. !.."...:= crJ, tocr:1 11c ll: s tL"ld3rl,t:tn~ t~re :3 :.!'tr
.Lr.~ "! rc•'l sefiuenc~ to se':lU~"lce ' ere st~ii U."lu:rJ.~l'Il. Concurrd.ltly - "1. t~~ tt.a·. , 
\";crk connect-ad 11th st~a1!:.1t.:;run: out and reac·nne i::.conzistenc1..-=s Jn t~.e~c~ 
r.econstructed bas1c sequences ran t},e .era<: of uncoveri"l~ tne/'cr:-ptogr£.:11-,!o:: 
lAws referred to, and verv soon the -=n~ra~ nature cf the latter oec~~e . . .. 
quite clear. All efforts were concentrated U!JOn tne develOiJ"~'~""nt of the 
Sf..eCl.f1C' 1;:.\\S ana. s,::ec:;..f.'J..c ~as1.c 3equsnccs a.:-p!~ca&Jle ~ the 1.n::hca to:r 
1Jl:Jer · ~tur!y, viz. 59173, I":. th a view to uncov~r1.n,; all- tt.e c~r; tcc:r1.~h!c 
'"rel"omenll J.n 1 th1s ce.se err! then searc''L::..n,·-.... for Malo .. ous uher..c::~ena 1.:1 v,e 

"""" ., 0 .. \ 

case ·or other 1.nd1cators. Ccr~1.n . 1~a:1.:1ed p~rsor-.,el frort other sectp-;ns 
.,,ere brou;::ht 1n to css L3t, a.'l~ a cr-n•n: .. -~crr!bl~ amourt: of-.-n11:ht , i)rk \as 
!C.l."ld da:::;l.ra':lil.e ~n oruer to pus~ t"~-Ais ~i-;t:.dlr to CO'TL~latio!l a.t t.'le ee.rl:.ect. 
poss:tole :oment. 
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• 
a,} )l·r~ng the pr:.nc.!.ples of sclut..Lon, b:r 110 10lo;s, gui:led b;t -. .. .h~ ·al.d or .!;.be 
r~~o;strueted b:s~c sequ.ences. It '"a~ all the mo:-e srr..ta.fYJ,.ng tl",at tl~is 
eo:1lrl be done, &n tl-,e verJ u.aJ t.uc:.t iiMOUl'lC,el.\ent ..,as !l8.de of the ::.si-:rlnC o~ 
tlle 'l'r1.part1. te :. ::r~e.ncn t a:tt;n; Get .aan:r, ! t.a.ly, a.t."1Sl J .!iJJin. 

15. · .•. ~.~xch '"'-ark re..:1a1.nea. to oe 'c.one, i·o ever, s.!.nce only thP dat::t. 
a.>:ll.J.cable 'to ~ut cne' o1..t o~ tlu3 r"hola set' of 12J 1ndicators ·rere .?.t hr.nd. 
~~- sclve t~~ r~~l~~n~ 119 1.~d1.cat~rs a;peared s~1.ll to prese~t q 1.~e a 

~ lRr:;e ~~ocler.~.. '!l:.ese solut:!.ons c-rs:.st o~ f1.nc.ins t-:e ::...."1.::.. h.al :se"tt.:.:':s c.~ 
u.rc~ 20-lave:!. reotru-j, elec tr .L.cal cr!r:..)tc ::;re_ l.C ele:n·=nts of 25 ;o1.nts e:>c ,. 
and fl.nc.Ln.:; t~ e c:-cl.3r 1.n .t··1.ch ll•e-:.e three elements are brour;ht :.~to pla::: 
,,~ t.h:ul .::ach .J.n-..ll.catur :::;ysta'I'J.. • ·1.=.h b1.o.t l1. t t1e s~ac".:e-- :n=: of ~'lc ::£.ce c.:t 
'b:,r the ~6-:"SCOI'!el t.he"ll.salvas, orK: tl· S ~ro::;r~ssed ul.tl":.• V!.~Or anC. a't tl::.~ 
.:.o.::1~n t sol~ t1. ... n'S for ov~r cne-th1.rrl of t "le 1~0 1.nc.icators .are avaJ..1r.'Jle. 

16. As to_ t.he ,necr.a.-ucs of t.l,a E-:naC"l.ne, .natura1l;r t"Le bas:J.c ~r!.n
Cl.=Jles cf 1.ts con~truct1.on and(cpcrat..ton t'-ere ded.1..ced f'ro1l t 11e c~r:.Jtc::·a::h'!.e 
pn,~no.aena- oose:t'Vt.'~le J..n the u1essa~as, nna l.ln.o:edl.atel~- plans .. ere .J..ru t~~-:..ec. 
for tne construct~on of an equ1.valent ma..:oh1.ne for our r.ur:)oses. C.rd~rs f'or 
the 1..1a terl.e1 for 2 fully au t'J,a .. L t1.<: nacrn.nes 1:ere placed and ex;ed1. ted. · i1:.le 
awaJ. t~:~c tl"~e e.rr1. val of tr.1.s m.a:ter1.el a t1and-o;:erated rr.ac.ll.ne c.s o.es~ 7"" ~d 

' -

b;r p~r&•Jnnel of the J-S sect:J.on, con-structed b:r tree, and 1.s at. t!1.s ·-r_t.:'~g 
be1.n~ u~ea to a~S~St l.Il the decl.phe~~ent of ~essnses. 3a~l.Cally, the 3-.;c~ "~ 
ccns1sts of 13 rot=;.ry, t-level,~ 2-5-poLnt, s ... n. tcaes or the t,-pe e.nJ: ... loy~a. 1."l 

c11...tontic tele~hon:,r. On!:! cf these. 13 s '1.tc!1e-s' cont:-ol'3 th.e enc1:Jher1L~mt c! 
the 11 c1 s" and 1. t goes t.I.I'uu.:=h the S&:le 25-pomt cycle over and ov.ar aea_n as 
many ti~es as is necessary to ene~pher the messa~es. It h~s 150 cross
connect~<ins, \flnch, c-s stated E..'Jove, h"'".d b~en establ1.shad lon- c:.go. ! s t.o 
• ·~~:·_•J .. e.-..~c __ a _ .. .1::. .... ~1 .... -~-: .. -:-,_ .. t::...~-: j~:, ::::. : j~ l s .. _"'c ~<"' _g,..- .. '1: ... _ .. 

banae hav~n(. 5~0 cross-connect.l.ons, •'lak:.n? a ... total of 1 1 500 sub-cJ..rC~.ol.t.s.a;,n .. l
.t..~~ fer ":.he ~""lC''l._.r::::-.n"r~ cr· an:· c..._v'=!n letter. The arrE'"-e"'.e"ltc; fcr·r-rv ..... e-

-1.~"': t.bese sn.tcnes 1.s such that for c:. •·1.ven :.m:ucator, say ~Q_~4.J, barr~ "'lr....-~.
ber J steps ccntl.nuqus1~r, .~ank nUJ!lber 2 steps .:;:tee !or every 25 ste_ s c... :>.:rr..: 
r..'mlber J, anu 't.11n~<: nunber 1.ste~ts once for.evar:,· 6:C:5'"'steps cf be..."'ll., nu.-~e:- 3-~ 
TJ-1s t!-"?9 Of ""lOtion has ">aen des:.~nnted QS a 11 ;21" 'U.Oticn. :'or C?-i.Oth~r :..."1-
'I.~Cator the or.!-ar of tt1is ste~J')J.nc- 1na•r be~ a1."f.i."er..ent and it' all t.~~re r..· ~.:ac 
to ~e 6 ciffercnt tl~es of sta?p~~G: i-2-3, 1-3-2, 2-1-3, ~-J-1, J-l-~,

6 

~~d 
)-2-l .. Althou::;h t!lare are 1='0 diif-:rent ::!.."'d1cators ~':tare a!"e C.'lJ.:r 6 ~:..:.!'~!"E:"'l~ 
t.:,';'eS uZ !:o t1.on or s t:.er .. .t- 1.n: of tne three c 1.~.1-::r:.n~ s,-:.. tc~:es, so t • ,;: 't ~ t ~?
~ears t.."~.;;.c..t e:1ch t~-pe or .not1.on ;u~ t epresant<>d by 2~ :arr~re~t J.rc.:!.cr."".r:::-~. 
~t1la t c.iffere'ltl.a tes one l.n,hca.tol' fro . ., another .. 1. tn:.n :men a so3t or ?J 'l.m.!.
c&.tors &re tne relat1.ve start.l.Il:; pt.n .. ,.ts t.l.thi.."l &.J"le three o~trks cf S\":..tCtL~S. 
';hese st.art1.nc pamt5 a.:Jpear to have bcel"'_ verJ carefully selected ~c. .:~.s t.o 
pr.dcluue Or reduce tJ1e :JO.::Sl.bl.b.tg or 11ovarla;:s," tnat 1.~, tue 1ll'Olluc:'lur' Cf 
t.~c, 1"--!:Ssa.;es ' J..cn :.n .. hole or l.n_,p.art nr..ve bean enc:tphcrdd o:r ~rlenuc:r:.l lte;
L"l:;" ele..1.ents •l.n 1.tlant1.cal seouence. • Cnce t..1ese factors concerr,l.I".l' all .. r.
a<:ators hav.; oeen estr.ulu,lu~'i, ann our m.aclnn:; l.S -1.:-:. operaLon, th£. rdatn""'l~ 
o.f B-~acm."'le l:l"!SSaGeS .rasol .. es l.t:Jelf :L"l ... .o t."le estr.bll.sh .. "'l.tnt cf tre .. a .. ~:· 
plu;:hoard arrcn,,e~nent, tl.at 1..S, the oraer an::!.. id~t1.ty of the .nteo lcacl:::::._r: 
...... rca~ the keyooard mtc the cryPtcgra.:Jn c:.nd thenc~ out or th~ cr~ p:.c~:.·D..:n 
J.nto the ,:}r:.ntl.Il6 un1.t. Cryptanal!'t1.c procedures for Vd:::; purpo:Jc 1'10.\"<J a.l-
reaay oe1~n established and so t tn1.s t be a serl.ol..s 

~, ...... ,,, 
' I ' 
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~, ."";•ven a long messa;;e or several suort ones of the same d-ate, :- ro-..-e:n. .... .... 
solut~on ~ould be poss1ble in an expedit1cus ~nner. 

17. Tha solut1cn or the B-mac~1ne has, as a concomitant, throRn 
co'll::lidcra3le l~sht UiWn the mecharasru or the A-'Ilach"'...ne nth the result 
t.~at. cur ;:-r-esent a-112L''n ne w:i.ll be rnod1f1ed :in t.'le ll.ght of "Lnece l.J.sco,. "lr
les ar,u ~iill o.a·m&Q.e more ef"!1cient.. The whole s1.tuat1on vrith re~pect tc 
t!.e ci?her m.act.1nes em loyed by the Ja,anese Foreign C r,rice no .. a-::.pea!"s 
to be ."lte~ated into a. cons1.stent :Jche.,e or development rrn'll it£ car
l1~st ana s~pl~st bes1nn1n~s, about 1930, to its present ~uite con~le~ 
r(..r:n. Proble~s ccncerrang the J\-.,a.ch~ne ~u1.d c:.uestl..O:"S for "'Tul.Ch lc:;ica'l 
ana ":-ae.sunable11 answers could not be fou."'lri are noi1 expla1nable on the 
d.a"!l:)la grounds of the type of cryptogra:?hJ.c mcchan1.s:n e.n •. loyed 1n the 
eLrl~er mach1nes, ~nich seems to be t~he rotary S\~tct used 1n auto~~tic 
-t~le •• hon:;·, rather than the revolvin~ cc.1Unuto.tor eiDplo~-ed l.n our :;;>resent 
J..-.r.acm.ne. 

Part II. Cred1.ts 

18. The successful solut .. on of the B-machwe is the cu~,1inat· on 
ot 12 DontLs of ~ntensive study by ~ group of cr:~tanalysts and ass1stants 
:.orking as .a h8l"li.lonious, well-coordJ.nated and cooperc-.tive temn. Cnly by 
such cuoper~t,on ~d close collaborat1on of all concerned could the sol~
~~cn poss~Oly have been reached, and the n&~e or no one person can be 
~electea as desarving or the ~l8JOr port1on of cred1t ror tt.is achieve~e~t. 
':'le parts i'layed by the individual me:o.bers or tt1e tea.'"ll may, ho~·ever, be 
i:1eica. ted. 

19. 'Ihe Specific direct:.cn and coord"natl.On Of all studies on rt,1"Ll.S 

-::reject ,•as the JOi.nt •-rrl• of '":r::~~~,~:!..:rst rr[.. '· :.:'c-;let.t S..~C'. !,s~:.5"tarlv 

a...r. pt.c!: a.l.y"~t ... :Obert 0. l',err.er.- The1r l.Daefatigable labors and brill i.ant 
anal:,rtical. .·-orlt testify anQ are a crerJ t to ~ ~; :- c~:-":.c:r.El~-~l.c sl 1:1, .. -
~ "': ell e:-:._?en.en.ce. 'io tneJ..r .:;o'.."lt , .. l.r':}ct:.on and effcrts are d"G.e ~he P .. -

:-E~~lj f:-1tf~l analy&~s or the cr:~tograFll.C mechanics underlj1n~ the 
operat:.on c:t the B-.macrdne as e. ".uole, the theory or its operation, and 
tl:.e de\·eloP:m.:mt anc! solut1on of tne 11 6 1 sf' at. eny early date 1.n these stun
_es. ":'1e;r ?.;ere also extremely act1.ve 1.n puslan;;;;: the solution to a success
ful conclusion by orga~J..ZJ..ne a11.d ~1rectL~~ ~~e reccnetruct1.cn of the 
cevel~p!!lent.s. or t•irings of the sm tches i'or tne 1120's". JtmJ.or Cr:J?t
a.'lalysts ~=evieve .:... GrotJan, Al::>ert • 5.uall, and .:.a:nuel s. Snyce-r cl.d 
~c::t e..'.cellent wcr1:: i::J. recovermz: the •t6 1 s" dur1.ng .:na..."ly- rc.onths of S.J:.-?a.r-
C"ltlj ho;.eless a!i'ort. In t::.is ~erk they •• are occas:.onally &SSi..:Jt:?d b:· 
.:r:.-;tozrt.~:.ic Spec1alists Cyrus c. ~tur~l.~, Jr., KPnneth p ....... llar, ·-anc. 
:.lenn 5. ~udig. Of U1e latter tv.o •11ent.!.oned, 1.t should also be stated 
tuEat. t~eir Vdr".J' large output or ,crl-c: 1ll .Jne decod1n5 of' J code "'l.aterl.al, 
.__:;:o,.s:.ed :"JCS'!"t ti:ile by oth:::r namo~rs or tr.e J-SectLor., l1.fted muct. c! ~".: 
!.~:&v;, 'b~rc..en cr •t. ~s absolutely necessar;,r current translation -crk froil tr·e 
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the same date, 

.. t ,;, B-n-Lo"S-, I ~ 
~<.cl "t C .. f f. ha.."ll., • ~ne 'htis,.. as a concom1. tant, thro"Rn 
~l t.h~ ~\\" , ~e ~;' ot the A-mach"..r.e 'lrt t"l- the :result 

....r ~~.,.'a1nA \fl~'~l.ent ..... ~lfied 1.n tnt= ll.sht of th~r.·~ ~lSCC'", .. r
.......... re t)Clt 

1 
"t.h:/ The vlhole si t1:.2.-cion vd th re:lpect to 

lr,y,Jcl ""+-ent 1
"'[ e.nese Foreien c i·rice now acpearc; 

1 .. ' •j • 

t- c;m1tt nbov ·• ,e'Ue of develcpraent from it::: car-
.,..· ... :•u1rl 't1

; ,\-'"':'.., ~ 1930, to 1. ts present (!ul. te con-;1e:>" 
J.'J 1 r11J, \I,,.. net ' ne a."ld quest1.ons for ":l1 1.ch lo~1.ea.l 
,t'5 C(lll! ,. cr-pv rou.'1a are non e~laina~le on the 

tys;;!IJ ~t to. to~ ,. a.ph1.c mechanism e.n,tJloyed 1.n the 
, ... • ... "'n'•r oln \e ratar~~ sntct. used 1.n autc:m.tic ",. ~ I .,.... 

~.. t,l:U 1 "' cc.mmutat;!lr e::plo!red in our present 

**to 
~*** ' I 

Part. 
1. • Credits " 

IJlUtlO .. 
$:':J8ful ~._dy b· "'1 the. B-:nachine is the cuLLinat~_on 

" ~'·'"1V9 A I-COO~ 5roup or CI"""..r"Ptanalysts and 2SS1Stants 
.-/ ' 1/.I'JS, Yt91 r llatc ••uted and cooperc:.tl.Ve team. Only by 
'' ' · el.o~!J ,..,_ ed ... :;.on of all concerned could the sol'l.o.-
11' 1 " ,.,.jJJ ' ... • th r '" _en ~ra ~ !aJO. e name o no one person can ue 

1. o! t.t.-; vid112- ·,.rtion of credit for th.1.s acttl.eve"'lent. 
tile ind I .. '3'll.bers of the t.ea:n. i'1$lY, hov1ever, be 

' (• 

J• 

1 t/ . ,, 
' .,. act· r.-· 

£-•, '' • ... - -"' coordi..,ation ·or all studies or tt.is I .Jl 

i •J.f, w;rt. ''~ ·~- "'al.vst Fra.."'lk S .. Rotllett ana Assl.stc:.n .... 
tl. r, ?,.rtb ~:, :.1',1- mdefat1.gable labors and brill'lant 

~~~ ~ 
• 6"j I --!1."- "-Q "' -- .. C....,-L,.-~lu"'l.C S"l. 1 '1.,1. .,_... ,.r -.

0 
... .._.. \1""' \..a.lc:;._..._ .- .. ,_ ... \..Ci.UC1 JU h. .L J .. .,.,_ 

· ... , .; r ~ct- c"' "'""' e .. rcr.Ls ~rc ~ e ... ,. ~ ,.. · ~-- .. ~ ~0 ' J' thE:: • - • - ·~ ........ .L- ~ c:. _... I. - - -

;'Y" .. c '_dl,,~i.• 1:1~ 5 .,1 ...:.~togra;;:'"i-e aecha'nics under.ljulc tr.e 
1 ... ,- J ...... ,._ -

' \" '; ~.;;.c• t:-~~ 
11 

or ~ '9, the theory or its opera.tion, and 
I' ' • I " , d 

... . 

,• '~ 1 .~ cc,!r:!.r-' .dly ~ .. "o' s•~ at ar.y early data 1.n these st'!! --... , :.P ~r;:~ .... " -·e in pusl.~ tha solut1.on to a success-
' "J. I 1. Jl~. g.:, .., 

L IJJ.J-',k-(.;,..%- the s- -ectJ..."l; ti'e reccn-struct1.cn or the:-
' ,~ .J,.e•, ~..~!" 1an ;._ : 1as .for tne "201 s". J\m~or Crypt-

• 1 _,.J, 1 ' ; ~t ~ all d =- ""Ue1 ('! S yder ~l.~ , .. , ,..,,. ' v""r~.. - • i:lll , ar. ~m~.~. _ ;;, • n .... "" 
~ ~J ... -· - t6 ' ._ , 1."'1 ~~"'= t.c1.s -g ' 1 s" durl.Il& many rnonths 'Of &.f;?a.r-
t •, ,,.·t., : ~ ~; rru~ - they •;are occc.s:.ona.lly ass1.Gt2d b:' 

f !. J .fJ.!.f 3- ..... '3 -t I. t t.er "t.ur~J..S' Jr. " Kenneth n. .l.l1er' a:l.C. 

,, f.~fi .!.· .t o! "lent..toned, it should also~be t:tatea 
'"1 ,,.,.· --· ' r..:. ~ • '!..n i.ne aecodln£ or J coae "'l.aten . .-.l, 

I~ ~ .. •W-'il ~. -
1 

' it'' ', ·,;: 1ta1- • • of tne' J-Sect.~..or.., ll.rted ::~.uch "C~ :.'.: 
',/ -·' ' J. ~_5 ;,. /'?'"' JSS&ry ,currer~t trS.."lSlS.tJ.on Yvrk frO"l- .. r~ 

~. . 
t 
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e. 
• ~uf~~!nl~7'-. 

u:UJJr rw~l!J;u~tu. 
s~o~lcers of the other ~em~ers cf the J-sect~on, th~s g~v~~g the latter 
!!lore tue for research on t.."le .3-'"12.c•nr.e than "o"'Ul·i t.ave other."l.se been 
:>ossible. For the or~::.nal suggest~on of the elect:-ical tele?hone s 'i tc,..
ln.; .necl":.anism. for dupl.J.cating the enc1.phernent of the 11 6•s", the des~;;" 
a.~d. con:::truct1.o"l, in colla.borat.Lcn · "1. th .:.r. i-:.o .lett, assJ.st.ed b:· ct"'•er 
..:.e.r:bers o! t!"e ss~t .en, of t:-.e T"\8.,.. ;me foJ.· ..d.eci.>h:!r!.n:;: tho 11 6 1 s' anc! fer 
excellent ?"'r'-:: in the a.eciphJrnent of the 11 61 s" J.n current traffic over 
::J.arrJ' :C"'n~1s, C.:j-ptc:;rapnic ~peci.a:1.st (no·'i lst L'!.eutenUlt) Leo ik\sen l.f:i to 
be ~antioned. Fe also superv1sed and ass:.sted 1.n L~e conetruct:.on df 
the ha.~C.-oparatad 5-maclr:.ne deSl..yl"3d. b;· the c.ryptanal:rt1.c std.ff of the 
J-Gect!.on; .i~ tt.l.5 latt~r ~roJ::ct Jl:Ilior :r-~?tanal.;,-st H. F. ~aarcl3, ~r:::-Jto
sra~hic Spacial1.st £d~~rd J. Ea11~1ns, Sets. -_lder End ~o~ also assJsto~. 
In tl".l.s ccr.nect ... or:., 1. t sl1ot..l<! also be ::1en t.~ol'!e~ t:r..at the shop fEcJ..ll. ~ies 
or the :-.ad!.O LG.boratcry, ~·avy Yard' . .are kindly plr.ced c.t cur C::.s:-osal ....... d 
cartc.J.n "!lE.tarl.el !urnis'1Pd thereP t, ttll'oueh the courtesy cf Co,r.nandsr Lf. 
~a!'ford of the Co~lU:'licat.Lons Sect.z1.t7 Group, Cff~ce of ~:~,val Co:l.'".l'I.&Ilice
tions. Tnis ere&tly fac~l~tated the cc~struct~on of ~e hand-o:erated 
a.-.ma.chine. The exce!len~ 'orork of Tabulating ~.achme Supervisor Ulr1.ch J. 
{..ro;fl and Cr:1ptanalytic .'ide ~ary J. :Amr.ing in p~rrc.rmin£ countless ta~
ulating mach1.ne op=rat::..cns deserves '1!.ention, as v;ell as t.'1e painst~kl.nf: 
1-or~; cf t.ne vc:.riou:s card punch oper&tcrs under t.~el.r sl..pern.sl.on. ·.ass 
:,ro:ten burg perfcnr..ea and asf.is.tea !n '3BDY cler1cal jobs or rout1.ne and 
special nature in cor.nect1.on · "l. th t..~ese s t1..dJ.ee. ':he work of Resea.rct· 
J._"lalysts Jor!I' .a. c!urt a"ld Pa.1.,1 S. Cate muf't be mentioned in connection 
\'il.th our efforts to recor:struct the texts of mess6.:es 1n Ja:-anec;e. Tl'.~s 
difficult -.,ork had to be done l.ll 'ihat l1.ttle tl.!ll.e could be spared rrotl 
~~eir reJ~lar and arduous dut::..es as trarslators. ?ne .or~ of Cr~~tc~ra;~1.c 
Clerk l='ra."lces :..::. Jarome m Jla.mta.J..m.ng tl.e f::les of the ir..tercert traff:.c 
necessary to ~,_ese studl.es proved to be extremely helpful; her ever"Juay •ork 
in oparatJ..n~ the 11 6 1 s 11 deci~r.erin~ mac:1.ne was painstakmg and accurate. 
To Cr:.-,tographl.c Clerk 1"iary Louise Frather cred1. t shoulfl be S:'l.,,~ fC'r .L,.,.,. 
t. .... ~.: .ll "=c.l:"':..::g of t:1e ro::coz as and .:;.no.e:-: cf all !'lessages; l. t vas al.so !l-'":ie v1ho 
i'ound the para.Ihra.sed K-1 message mentioned J.n ier. 6, and ~h~ch plc.yed an 
!-;::>c:-~.::..""'t ;::.rt ~-: the !':.nal 'ere:.!~ :.11."!.c the syst~. After t.'"::.e :.r..::L1.'l.al :::pl ... -
til,n o~ t~e rr:c.•s•• hc:.d =:aan uade tbare '_s ~rea":. pressUI·e to hurry tne ark 
along as fast as poss1.ble. In addition to considerable overt'l.m.e vrork by 
geocers or the J-section, certain personnel from o~her sectl.ons or ~~e 
S.I.S. i'iere broueht in to e.ss1.st. 5o:!le or 't."Le:.1 pertorned this "ork only 
t s voluntary overti.T.e. Ir. t·1is spec.1al ass1s~ance t.l-t.e na.-:1es of the fol
lowin~ persons are to be L'lent::.cned: J.ssoc:::..a.te CZ"l?tanalyst Abrahart SL~t'ov, 
Assistant Cr,rpta.Plal.yst Lawrence Clark, J"un:::..or Czo:tptanal;rst ~ell.a. J..nn 'I'a7lor, 
Cr:,-;:.to~ra;:hlc Clerk "'7ilma z. Berry:um, ancl Crjrptoera.pn1c Spec:.al1.st E:a•,•ud 
E. Chris.topher, ;Jr. 

~e vigil~ce and exce1lent work done by our various moni~or sta
tions in intercei=tJ.nz and cop;.ring the necessar;,· traf!'ic also de::;erves 
-s;;ecia.l .:nc:mt:.on. 'Ihe assistance rendered by G-2 1.n obtain1.n: certa.:..'"l cata 
has alreacy oeen 'llentioned. 

~,e un~ers1gned eas 
stud~es L~ Au;ust 1~39, and 
:ar.eral superv1s~cn, at the 
.!"roo: ~~ ich he hac. not 

dir.ected to partJ.c:.pate 1n the "3" 1:1ac'lJ.ne 
from that tUle on these stud1.es 'V"ere under tis 
sa.-ne tJJne that he carr1.ed on :scrne of the c.l..tl.eS 

this general sup~rvis~c~ 
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I 

he also directed and ::.l.:l.selt conducted spec:.al stl:.dJ.es ""'i th a.ttne\-: to un
cover.J.n!l the CI"j~togra.Jhic pr1ncJ.ples underlying tl'.e B-."n~ct.we. r!e in.sher. .,. 
to ta.Ae t.~.is o;•.~:•crtu.."'.ity to indicate b:. s. :rat_f~cot-on cf tha de-:.or.strt.t..c"l, 
bJ !-is assists-nts, of tr.eir crasp of the cr -;:ta..''lalytl.c techn1.~ues tau~ht 
t:ie:l as a res-1 t of t.heir !'artl.c:..patJ..on 1n the traim.nt: afforded by the 
S!.;;nal !ntell1.gence Scr ool, as .··ell as nJ.s ple&sll!'e at the Tanne:r :;.n -.~,J.cn 
~ 1e ir.divi~ual ~e~bers of the ~eam earnestly ~nd ~holeheartedly coll~crPted 
in t~J.s JOJ.nt effort. Fe also 7dshes to express hJ.s arprec1.at1cn cf the 
im?ortant assis~ce rendered by the Cfficer ~ Ch~ee or the s~gnal !n
tellic;ence ServJ..ce, and l11s co"1mission~d ass1.st2.nts, in ex:;;:ed1.t1.ng the ,;:.ro
cure.-:tent of personnel, sup:-ll.es, and s;.ec::.al 1nforru:=ticn v'hen ne-eded. 
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CIJ)~ n'.iJ~~~ ... •·~ 
.-ill1c F. !i'ried~E!n, 
rr1.ncipal Crj-ptanalyst. 
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