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YVour Honor's asscrtion that .lmost all cipher telegrems
»en 33 deecipherad 18 untenanls. LI the matter were so easy,
1the .lesmman oadlo sections would probably not fall to decipher
ino Russian, Engiish and French radiograms which they intercept.
"o my kxnowledge the German madio sections have only succeeded
in 2arcially deciphering tne Italian radliogrems; this may be
2r2131 -4 by the fact that they h:d material supplied by the
frzirlisn~-Hungarlien army to Terve as basis. Without such an
ald, the decipherment of unsystematic ciphers 18 out of tre
nussilon. That the General Staff is at present not in a
pcsition to declipher Russian diplcmatic cipher despatches, 1is
uwest shown by the fact trat Major Nicolai recently requested
thet ve turn over our Russion cipher materisl &nd the Zommunica-
.inns officer in the CGeners: Staf’ of the Field Army recently

=zpeated this request.

In the case of ciphers of the Foreign Office a distinction
nuat be made hHetween antiquated and new ciphers. Of the former
Jastre are usually one or two copies 1n each mission for the
transmission of unimportent reporta or identical messages, or -
sinze these are already comprcaised - for sending out misleading
irlorasticen. In radlo ccmmunlication with Spain, for instance,
several bogus telegrams have beenr sent in a cipher known to
our eremies., That the decipherment of such radlograms causes
ro difiiculty 1s clear. It is different with telegrams enciph-
ercd in the unsyitematic secret clphers of the Foreign Office,
es“ecielly vher: used with constantly changlng keys. Decipher-
neni of these telegrams is simply impossible even for the most
clever specialists. Tt can only result 17 the entire cipher
is butrayel or essentlal parts amnl keys come to the knowledge
of a Pareign govermment. Of course, there is no absolute
securlitly agalinst betrayal and the only aid is the frequent
chiange of clpier and of keys, which is abundantly provided for
asre.

During the war the Forelgn 0ffice has had radic communica-
tion chiefly with the embasslies 11 Madrid and Washington and ¢
with the mission in Persia. The embassy in Madrid has inde-
pencently ard cornstently safeguarded its ciphers by the most
intricate systems. Hcwever, siace the clpher ltiself could
r.ot be changed during the ver, it is conceivable, though
highly lmprobable, that radfograms to Medrid could in part be
deciphered, alvays assuming tha: the llterel key employed was
netrayed.

For Persla %00 a secret ker 183 employed for important
telegrams. The radiograms to Washington could be read by our
enamles since they had to be encinhered with a cipher which
is in twe hands of the Amzrican cznsors in Tuckerton and
Ei1lvesz., Perheps the observations of the General Staff are
tased in the main on these telegrams. It would interest me,
hewever, to be informed of these observations in detail.

In uy conversation vith Majcr Nicolai he requested the
sending of e representative of the Forelgn Office to a conference
vhich ghould discuss an exchange of information regarding
cirher maeterial of hostlle states now in the hands of the
Adnlralty Siaff, General Staff and Forelgn Office. In thils way
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the declipherment of foreign enciphered correspondsnce should
~¢ furthered so far as possible aad at the same tlme our own
tither system be benefitted. The representative of this
+ffice did not glve any essurance regardlng the turning over
cf rsed German ciphers cf the Forelgn Office four the purpcese
centinned by Your Honcr end, thercfore, could not teke back
thet assurence. Instesd; the Communlcations Officer, Cept.
Grabru, was lnformed that 3.7 would be well to turn over to the
Porelipn Office the intercepted radlogrsms between St. Peters-
burg &nd Russian diplomsilc missions abroad, since the Cipher
Jurean - on the besis of the olde~ Russian cipher materlal at
Lts disposal and its long experience decliphering Russian cipher
teiegrams - might be in a prsitlior to decipher them, whereas
thi3 was simply impossible for thz General Staeff. Your Honor
4111 bring uap this suggestion mos: emphatically with the
apnropriate office.

Cur revresentative expressed himself 1n general terms
2t ihe above menticned ccnference respecting the cipher systems
us¢d 1n the Foreign Office end the measures taken for their
vecuritly. fThe Forelgn Offlce 1tre1f has the utmost int<-est
in sefegusrding its telegiraphlc traffic.

I will say further that in tne past year word came from
Aoiland - word whlch has been repzated several times - that
all German cipher telegrams were veing read by especially
clever enemy agents. Theireupon, 12 sample postal ciphers
vyere glven the representative supolylng the information, these
he was supposed to be able to get into the hands of the agents
end also tc learn what results they had with decipherment.
To date ne report on this metter has been received. Thils shows
the value of such repcrts,

I leave it to Your Honer to use the foregoing in friendly
fa.nion in the proper qguarter. I have not the slightest
doubt of the loyalty of Lhe Army Supreme Comménd in the
question.

Representative of the Forelgn Office
at Grand Headquarters Nr. 158, Secret.
General Headquarters, 23.III.17.

I tring to Your FEonor's attentlon the foregolng letter
of the Secretary of State of the Foreign 0ffice to me. Please
treet &s confildentilal.

(Signed) Baron V. Lersner
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o .) Chlef of Fleld Telegraphy.

Cwiat of Fleld Telegraphy
vl n7¢ deadquarters., Recelved: T May 1917.
fentlden IV Nr. 49314 Becret.

fent 1( Kuy 1917 with a draft.

r

tniz® of General Staff of the Fiold Amny 10_.May 1917
hle® off Flald Talegrapay
2a0:loa I¥Y Nr. 49414 3Secret

To T ¢ %r, 3119 Secret of 7 Y 17
Re: Zfeocurity of the Codes of the Forelgn Offloce.

}o {hief of the General Staff of the Field Army. .

. arree wvith the view of the Chiel of the Admiralty : .aff of
whe Navy The requested draft of & letter to the Foreign
Watuee iv enclosed.

On behalf of the Chilef of Fleld Telegraphy
1 anslosure. (signed) von Massov.

Thro a letter of the Adnirelty Staff of the Navy I an
made socualnted with the fact that four systems of secret
coit-uslcation supplied by the Foreign Office during the course
of the wvar have not proven adecuately secure. The Admirelty
Gladd LD Foimd dfnelf foreed to order the withdrawal of these
¢21:% from all Naval officas (eattacnes) equippea therewith.

The fact that these codss wers furnished to the Navy for
uge dur: g the var l.ads to the conclusion that the codes of
...7cTcign Off'lce are ccmposeé on the ssme principles and
frareforc do not arford adeounats seourity.

In view of Lhe extrsordlnary lapsrtance which the
securlty of the ccdes of the Foreipn Office has for the collective
~wuiwhin 0l the nalion, I can not fall to suggest once again
to Your Excellency subjecting the codes used by the Foreign
0fi'ine to an examingtion by experts wvho had no part in the
productioa of these codes.

The art of decipherment has developed into a solence
during the war.

Under the Chief of Field Telegraphy there is an office
vhich 1s exclusively occupled with the decipherment of forelgn
systems and vhich has succeeded in breaking nearly all Iield
and naval systems nov in use as well as several diplomatic
srstems., Hven unsystematic olphers wvith changing recipherment
have been solved ty this office without any aid from other
sourcea.

I mropose therefore that Your Exoellency utllise the rich
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> I3” of the Admiralty Staff of the Navy
Berlin, 14 April 1917.

II
Very Becret.

Persvent to my letter D 2584 II of 22 March I have had the
ciies of the Forelgn Office Nr. 2(0, 604, 2505,and 1303 vhich
w¥1e -Lurned over to the Kavy subjected to a brief examination.

;he result of this examination wvhich 1s enclosed, has con-
2ocon e that these codes are not sultable to guarantee
-‘--nunta sscurivy over any considaerable period of time. I have
1 0"y ordered thelr vithdrawal from all Naval Offices

:;':.-;;ma’!aq. present supplied the~swith. _
8ign>d S8ignature

Te Imperial Privy Counsellor, Secretary of State of the
'-'re:lgn Office, Kr. Zimsermann, Excellency, Berlin.

Berlin, 13 April 1917.

'« of the Admirslty Staff
of the Navy .
D 2978 II.

vory Seecreot.
To the Roysl Fleld Marshall General, Chief of the Gener:l
» Mr. von Beneckendorff and von

"3taff of the Field Army
Hindenburg, Excellency, Grand Headguarters.

Encloced I send Your Excellency for your information a
copy of a letter to the Secretary of State of the Foreign

Ofi'lce.

Even thoygh 1t 1s impossible to Judge here whether the
the Forelgn O0ffice

awis, sacret mesans of coumunication used by
ar®u ad greater security, the results of the investigation

..1.:' L.
of £ codes turned over to the Navy during the ocourse of
.nhe <ar fcr 1ito use® - which therelors were evidently regarded

oy Ltas Foz-aign; Orfioce as sufficlently secure - make it
ligesrative to use caution in transmitting seeret material

through the mediation of the Foreign Office.
(8igned) von Holtzendorff

{hief of the General 3teff of the Grand Headquarters
T May 1917.

ield Army
[ G, 3119 Hecret

Only by Officer.
Through ths letter of the Chief of the Admiralty Stafr
T 2708 II of 14 IV it has come to my attention that individual
;ecret codes of the Foreign Office are not absolutely secure.

Should this be true, I roquest that a suitable araft of
& letter to the Forelgn Office be prepared for ue.

I enclose the materisl at hand for your conf'idential use.
By Order

3 s.aclosures Ludendorff




REF ID:A6%9606

: el ience of this office and have the codes In questlon
b ted by an officer of this office. Detalls could be arranged
»’ 11 the Chlel of Field Telegraphy

Jn:of of the Admiralty Staf? Berlin, 28 VII 1917
of the Navy
5749 1L

veri Jecrat.

in ~onrection with I 2980 II of 13 April (I beg to inform
rrv; tiat for speclal reesons the telegraphic communications
ef 1 ne Foreign Offlce with the Imperial Embassy in Madrid has
nert, pibjected to a study cf its security. This investigation
hes corf -rued the previous opinion respecting the codes con-
i 2tec on the model of 2505, inesmuch as all enciphered
teizzrnsd could be deciphared in 1% days. With respesct to the
3>-2ailed Lotterls Cipher employsd for more lmportant mattors,
inr2stigzatioa shoved that tnis did indeed involve greater
giffioulty 11 soluticn but neverthsless would only assure
sdenvas security 1f certain defects vere eliminated and if
L ruzber of codes vere avallable for use at the same time,

(Signed) vor Holtzendorff

70 the Royal Prussian Field Marshal General,
fhlef of the General Staff of the Fleld Army
Mr. von Bensckendorf{ and Hindenburg,
Excellensy,

Grand Heoadquarters.

R. Chief of Comumunications
with request for opinion. by order L
E. .

t'Thief of the Cormunications Service Grand Headquarters 1 VIII 17.
Sesction IV £ Nr. Th284  Secret '

I apgree with the view of the admiralty Staff, Here too
traffic of the Forelgn Office with Madrid 1is 1ntercepted and
vonxad on. One of the codes used between the "Minister of
Forelga Affairs" 3erlin and Madrid was solved after 14 days.
I'na Chief of the Communications Service made personal report
cf this to the Quartermaster General. Telegrams from this
traffic are enclosed.

A check of the codes of the Foreign Office for solubility
by experts is considered ebsolutely essential, as already
reported.

By Lotterle Cipher 1s understood a code in which the
groups are not arranged in alphabetical order but distributed
ih random fashion arfter the i1aanner of a lottery.

. '., i v. 8 d ml- dl)n
P {-* ' U. Ch a. @.
Lo (signed) von Massov
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Fvaign Office Berlin, 11 August 1917.
~q, 3, 768

v N, 18931

!l =nelosuras

Very Scoret. .

I am returning to Your Excellency the telsgrams enclosed
11%h vour letter of 6th inst. M. J. Nr. 21625 with the obedient
rerary that they did not originate with the Foreign Offlice but
trom thoe Adeiralilty Starff. or vere destined for the latter, and
AT ey are enciphered with the Naval communicatlions book and
:ha ilaval keys. Only the beginniag of Tel. Nr. 26 of 2 March
Shant o) is given in a’' cipher of the Foreign Office and not
aaeinhaeed,

] leave 1t your Judgment whether to inform tha Chief of
the A¢slralty Start of the foregoing )

8z far a=z the declpherment by the Admiralty 3taff of the
r-lcgrams cf the Forelgn Office enciphered after the model of
iLe antiguated code 2505 1s concerned, 1t may be remarked
thar thfs was only possible duve to the exact knowledge of the
lonslgn Off%ce cipher material avallable at the Adwiralty 3taff
wnd on the basis of actual decipherments of telegrams supplied
1 here since sent for that department. Decipherment of
L) dgiams in tlre Lotterie Cipher na8 not yet been undertaken
by the Admiralty 3taff h.are. )

The Foreign Office adheres, first and last, to the point
of view that its new Lotterle Ciphers, especlally when reen-
riphared, can only be regarded as not absolutely secure 1if
betrayal or cereless use of the ciphers or of the enciphered
c¢nrrespondence oceurs,

(S8igned) Signature.
To the First Quartermsater General,
General of Infentry,
Hr. Ludendorsi’, BExcellency,
Grand Headquarters.

Chief of the General Stafi of the 14 VIII 17
Fleld Army

1 C KFr. 4291 Secret

F. Crief of Communications

Fefercnce your IV £ Nr. T42EL secret with reqguest for
oninion.

by order and acting
{Signed) von Bockelberg.
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Cwief of Coomunications Service
Eect?cn IV £ Rr, ThoBh
In; 18 VIII out 17 VIII 17 .

It vas assumed here that the traffic with the inscription
inirter of Fovelgr Affairs Medrid” and “"Minlster of Foreign
277ui»s Berlin" wus conduoted by the Foredgn Offlce or at
wwast snciphered there. . ¥rom the rnbove communication from
th» rForeign Office, as vell as froa solution of another system
us tale tra’ic which has been mad: meanvhile (Political :
$23%%9a2 J.E.L.) it appears that this is not the case. The
saprous, as yet unsolved systems from this traffic, among vhich
trha: of .be Forelgn 0ffice must be found, are being worked on
£z ther.

11 cpcloaures. Y. 8. d. Ch. D. N.
d. Ch. d. G.
(81gned) von Masaow

Navaign 0ffice Berlin, 17 August 1917
. B, 55 i
g fir. 19281
In »30ly to letter of 11 May of thls year.
T ¢ #r. 3117 Seoret
1 enclosure
Vexry 3ecret Representative of the Foreign
Offlce in Grend Headguarters
Kr. 654
through: 19 VIII 17
signed Baron von Lersner

Tcur Excellency's assumption that the ciphers assigned to
Lh2 liavy were considered by this office to be sufficlently
Bo3:»g, is correct. The Foreign Office still takes the point
of wiew that the other ciphers too - especially the Lotterie
Sivaers Jith moipherment according to nev principles, are
ahsclutely secure s0 long as there is no betrayal or careless
ha1dliag of ciphsr material or enciphered correspondence.
T2> lonz & uae of ths colde 1s, of course, likely to shake
felth in the code and wve have alvays taken care to change
ccd=z and keys frequently. Unfortunately it has never been
pcesitle te chnnse the frequently used codes in Madrid as ve
thoulé icve liked, ¢us to the var, however frequent change in
en: ipheent has t.een made,

To the statements of the Admiralty Staff regarding de-
nivhermeats of telegrams of the Jorelgn Office to and from
Mad-id, I have stated my position in my answvar of 17th inst.,
214 have the honor to send Your Exsellency & copy herewvith.

Cy3y of Ch. B. 750 (Sigued) wvon Kuehlmann

To the First Quarterazaster General,
General of Infantry, )
Nr. Ludendorff, Excellency.
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s v, 10342

ig:y Seoret Berlin, 17 VIII 1917

In reypiy to letter of 27th u't.
D. 3759 IT

With tho 1atimate sorvice re.ations which have alvays
y3wainad betwesn the Admiralcy Hta’l and the Foreign Office
3 Vinier has never healtatad o place at the disposal of
vy Admiraliy Sctaff ita cipher saterial, Just as the Admiralty
41+"* a3 turned over ita coles {T-affic and dsspatch books)
1o Lea roreligr Xflce., In tnis way the Admiralty Staff gained
1 2=}abt inte ocur cipher systems. Since the land line commun-
{tAailon with Spain has been blockel all telegrams of the .g°
torelga Office to and from £pain have passed through the war
cei-Lil office of the Adwiralty Siaif. Telegrams arriving
tere fyem Fedrid, vwhich exe destined for the Admirelty Staff,
rexvr hi .herto been passed or to the latter in clear without

c¢chrnpe 8o that both ciplier text and plaintext vere avail-

+ = Zogsethar. Even nev keys have been sent from Madrid in
! "war cdde. Thus, the opporziunitr for decipherment wvas
pravide.:,. Under like circumstances other codes could be read

" 3

In the telegram dscipherments submitted the Lotterie
v137er was not smployed in a single case. The Forelgn 0ffice
tharefere sticks to the point of viev that 1its new Lotterie
todez gre perfectly secure provided no possibility of un-
tuthorized decipherument is given by betrayzal or lack of
csvrtion in their use.

«n juiging the Madrid Ciphers consideration must be
gilven to the unavoidable circumetrnoce that they could not be
shanged during the wvar, otherwvise the series to vhich 2505
helongs wouid have been replaced long since by the Lotterie
vlnhesr, A3 stop-gap serve the variations of the ciphers used
b7 HAudp*d; these changss are froquant and, in part, very
saryiecsnbla. For instance this system of the Naval codes with
3} ldadle, fraquently changinz keys is used there.,

¥er the rest, ve are wovking unceasingly to attain the
vircst poseible securlity of our enciphered correspondence
cy freguant change of codes and recipherments.
(S8igned) Kuehlmann

¢ the Chie! of the Admiralty Staff of the Navy.

Ja. B. 960 25 IX 17 Grand Headquarters of His Majesty,
salef of th®» Coomunicatioas Servics 23 IX 17.
lzetlna V Hr. 79181

To th? Chiel of the General Staff of the Field Amy.

Enclosed are enciphered radicgrams of a circuit Koenig-
vusterhausen - Madrid vhioch have besen solved by my evaluation
certer in Grand Headquarters. It appears to be a gquestion of
& secret traffic of the Foreign Office in Berlin with its
representatives in Spain.

40P —3 R O0REBT
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T~ is requested that one ascertain wvhether the asolved
r:- ~appad agree with the originals.

2 yaetosures ) 18ignen) Hesse

U &. Secretary of i>cate of .ne Foreign Office with a
* 1iesr {or prompt stateasnt.

(3igned) Ludendorff.
0. Ohief of Ccomunicetions Service

Forelgn Crffice informs thatl Lhe Cipher Service of the
"Ferelgn Office 1s belng reorganized.

t8igned) von Bartenverffer 8 X.

Tl s._mti,rm Grand Headquarcers of His Majesty 22 IX 19.7
R Y W

S, 45

Result of Investigation of Cryptograph’c Syatems used in
Radlo Traffic betveen Eerlin and Madrid

The veriocus types of radiograms observed here in traffioc
D - epu, signed on the one hend by Zimmermann, Kuehlmann,
¢<.mn, Busache ard on the other hand by Ratibor, Bassevitsx,
rer re beyond doubt belonging to the telegraphic coomunications
+® whe Jorelgn Office with the Imperial Ambassador Prince
tauiour in lladrid, can be divided essentisally into two maln
2103 5

l. Talegrams which have at the beginning the indicator
groups 27082, 18870, 2189%, 1777, 12441 with 4 and 5
digit groups up to 30900 and rare groups above 30900.

2. Cipher telegrams with the indicator groups 0053,
5003, 5300, 0000, 4343, 1357, chiefly with A digit groups.

The investigations wvere made on the basis of intercepted
raaicgrens, l.e., with the same means vhich - at the very
leest - would be avallable to an vnauthorized, hostile de-

olpherer.
Th? results are as r'ollowvs:

To 1. Work on telelgrams with indicator group 27082
showved that:

a. the telegrams are encoded but not enciphered.

b. the code used 1is systematic; the code groups are
corposed of 2 and 3 place heading numbers and 2 place column
rumbers. Groups vith the same heeding number lie near
together in the alphabet.

Since there is no doubt about the possibility of solving
an unenciphered systematic code, and since furthermore firom
a2 solved oirher telegram the relationship of the systems 27082,
21304, 1777, 12844 was evident, vork vas not carried further
vwith these systems, (Cf. Radiograms read -~ Supnlements 11 andl?).

T o0rFr—85 B2 0RBT
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s 2, Investigation of the talegrams vith indicator
: vy 2053, 0000, 8343, 1357 ylelded the follovwing resulta:

a. 1ths telegrams encodel with s code and enciph-
= - =7 agveral methods. In 0000 encipherment is by simple
trensnisition of the digiits of the groups, in the other
“+tegrezzs by sdcition and substitution according to frequently
clenpiag keys. (Bupplement 1)

The dirrovaory of the types of encipherment and thus the
et o of all these tyues to one basic type vas carried
« v one operator in 3 -reeks.

b. “he code thus discnvered 18 entirely & place;
“ha 2igyy digih prelized <o many groups is & blind. HNo
“1s3t23 »a3 fouad in the sctructure of the code. The code
virned out to ne the completely irregular so-called "Lotter-
le~alffrea™. Contrery to the opinion of the Foreign Office
s nich "zihere® firast and last to the viev that the decipher-
ot of the Lotterlechiffre is absclutely impossible" two
wtrkers vers able in 4§ werks to reach the state of decipher-
t <ut. shown in the appendec telegrams (Supplements 2 - 10).
seceording to onr rience with other Lotteriechiffres in
diplonatic trarfic {e.g., Italian K. 19) it would be possible
i a Tev weeks to carry the wvork to a point where almoat every
suleg~an could he solved or practical purposes.

Th? preceding proves cthat system 0053, 0000, 4343, 1357
cun be aolved and 13 therefore open to critioiasm.

fezarding the appended solutions of messages 1t may be
ssld that:

. The 35 place groups in the heading generally show
nuzber 2nd date of the message. These are enciphered by a
zpeclie? tabie for numbers anc dates vhich was solved here.

2, It lles in the nature of a non-alphabetic code
lotteriechif'fire) that the recovered values of olpher groups
do not alvays azree in wording vita the meadings in the
orizinal code and that vords or rare ocourrence can only be
dacipnered wvith limited ovwrtainty.

I. YV,
(s:l.gned) Stuetsel
Lt. of the Reserve.




