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v )'!.11" nono:''~ nsscrt:..on that .-..lmoat all cipher telegrams 
·~:-~"\ "Ja decl.ph('rari ~.s u..T.J.'t..::nR:.,la. l:f the matter 11ere so easy, 
1.h~ .Jema.an "'n.d1o secti-onu vc,uld p.rob&.bly not .tail to decipher 
;.r'13 M1l!is1a.n, English and Fl.•ench l'.Ft.diograms which the,- intercept. 
?ll m_f ·..('novl~dge the Germail. 'l'adi•J .~:~ect1one have onl.J' succeeded 
1~ ~~artially ne~1p~er1ng tne Italtan radiograms; this may be 
;K;l31·~d by the fact that tbey h~d material supplied b7 the 
t' :. ::H:.r1.-:;n-B".LL:gar1e..n a~ to '!erve e.s basis. Without such an 
aid, the dec1p~erment of unsystematic ciphers 1s out o.t tte 
~usf Lion. 'l'hat the Gcnf!o:i'·al Staff is at present. not in a 
pcs1t1on to ~ecipbcr Russi6r. diplcmat1c cipher despatches, 1s 
il~S't shown bJ" the f'act t:t·at MELjor Nicolai recently requested 
thP'i: 1.:e turn O\"'er our Rutasi.m cipher material and the .Oommun1aa­
tlonr. c•ff1e•:.r :l.n the Cenera.~ Star~ .. of' the Field. Army recentl7 
~~peQted this request. 

In the case o~ ciphers or the Pbre1gn O.tttce a distinction 
m~st be made between antiquated and new ciphers. or the former 
:.n.-:-re are uaua.ll7 oue or two copieoa in each utission tor the 
t~an~m1ss1on or un1mportcnt reports or identical messages~ or -
sin~e these a~~ al~ead7 comprc~is~d - ror sending out misleading 
1r..:'o!·:nat1on. In radio ccmmun1cation with Spain, f'or instance, 
several bogus telegrams ~ave been sent in a cipher known to 
our er.em1es. 'l'hat the decipherment of such radiograms causes 
r.o d1fi 1cu!t7 1s clear. It !s dii"f"erent with telegrams enciph­
er·od 1-n. the Wl&yt..temat1r. secret ciphers ot the P.oreisn Of"tiee, 
es:reciell7 ,,.hen used w1 th cone tan •;ly changing keJ'S. Dec1pher­
ue1'\t, of' tl!.e-se te'!.egrama is BimP'-7 i.mposstble even tor the moat 
cJ e·tcr specialists. tt (..an onl7 l .. esul t 1Z the enti:roe cipher 
is botraye~ o:r essential pa:.o:-ts an•l ke7s come to the knowledge 
of" a t'·Jreign govt~rnment. Of' coUl'ae, thero is no absolute 
!i~CUI"1ty against betra,-al aml the onl7 aid ia the t:requent 
t.fl3.Il£S9 of' clp'tel' and o.t ke;rs, vh1·'lh is ab~dantly provided f'or 
hare. 

During the war the Foreign orfice has had radio communica­
tion c~iefly with the embassies 1~ Madrid and Washington and 
with the mieston in Persia. ~he embasoy 1n Madl'1d has inde­
p~ne6~t~,. ar.d conste~tl7 safeguarded its ciphers by the most 
in trieste 5yst~:mr.. Bcvevez•. s1,1C;e the c=ipher itself could 
Lot be c~~ed during the v~~. it is conceivable, though 
high~.,. 1mprobabl(:, that z·ad~.ogram.s to Madl'1d could 1n part be 
deciphered, alvays assumtns that the literal key emplo,-ed was 
'hetl'~yed. 

For Persia too a secret ke7 1a employed ~or important 
telegra~a. The rad1ogrdms to Washington ~ould be read b7 our 
enamtea since the7 had to b~ enc1~hered with a cipher vh1ch 
is in t~e hands of the ~8rtcan c3nsors in Tuckerton and 
Etlv~s~. Perhaps the observations o~ the General Starr are 
based in the ~ain on these telegr~s. It would interest me, 
hcvever, to ~e informed of' these observations ~ detail. 

In 1117 conversation w-ith Majer llicolai he requested the 
send1~ or a representative of thG Foreign or:rice to a conrerence 
which should discuss an ~xchange of information regarding 
~1pher rru!terial of hostile states nov in the hands or the 
Amn!ralt7 Starr, General Sta~r and Foreign Of'tice. In this vay 
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tb~ decipherment of foreign enciphered correspondence should 
~e furthered so far as possible a~d at the same time our own 
c:Irher syste1n be benefitted. The re-presentative of this 
tffice did not give any ess~rafice regarding the turntng over 
c..f' t se-d Gezman. c1phere cf the Foreign Office for the purpose 
t:_er. t :t,r.~ed by Your Honc·r f..nd, ther=cf·ore, could not te.ke back 
t.hf'.:."t REsurE.nce. Inet€S.cl 3 t:t .. e Comt1,un:tce.tions Of'.ficer, Capt. 
G:L>a.bc.u, vas !nt"ormcd tha."l. :J.-: would be vell to +.urn ove1, to the 
Po~"ei~n Of.f::.ce the interrJep-.:ed re.,iiogrSJils between St. Petei"S­
b~u .. g a.::-1d Russian dtplomR!..lc m.:..ss1.~ns abroad, since T-he Cip~ei" 
lu:l"t')'lll -· on the bE-sis of t.hP. oldP. ..... Russian ciphe:r material at 
lts dispos!ll and its long e:=tper1e•lce decipherin~ RuHsian cipher 
teiegra~s - might be in a p1sitio1 to decipher them, whereas 
t::>ia "'~s si1nply Impossible for th'3 Genei•al Staff. Your Honor 
~111 bring ~p this suggestion mos~ emphatically with the 
~~p~cpr1ate o~fice. 

Ol~r rc·;.tresentat1ve expressed himself" in general tenns 
e.t the above mentioned ~cnf£renoe respecting the ctpher systems 
l.lf"f <1 in the F'orcign Office e.nd t.h€' measures taken for their 
l...E C"...!P1.ty. 'lhc Foreign Off lee i tfH;lf has tht~ utmost tntrt:."'est 
tn sr:.fPguardtng its telegl"S.phic t::-af'f"ic _ 

I will say 1'1Wther that in "tne past year woi"d came fro1n 
Holland --word which has been rep"3ated several times - that 
~111 German ciphel" telegrams ver•e Lleing read by e-specially 
~lever enemy agents. The~e11pon, 12 sample postal ciphers 
~ere given the representet17e sup9lying the information, these 
he was supposed to be able to get into the hands of the agents 
and also tc learn what results thay had with decipherment. 
To date no report on this matter has been received. This shows 
tt•e value or such :repc·I"t~. 

I leave it to Your Honer to use the foregoing in friendly 
fa:-hlon. in the Pl'"ope:r quarter. I have not the slightest 
t!oubt of' the loyalty of t.he Army Supreme Command in the 
q110S t~.on. 

Representative or the Foreign Otftce 
at Gr~~d Headquarters Nr. 158, Secret. 

General Headquarters, 23.III.l7. 

I tring to Your Honor's attention the foregoing letter 
of the Secretary of Sta~e or the Foreign Office to me. Please 
treet as confidential. 

(5igned) HAran V. Lersner 

If 6 p Sl!l8HB'F 
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.:';u .. ·· J Chief at J'lold ~elegraplq. 

~~: 4 t or J'ield ~ele~PbF 
~J !~.,c ileadquartera. Re.celnd: 1 r • ., 191?. 
f'f.\ 1. :l.cn IY •r. ~~~~- Bearet. 

~ent lC Ma7 1917 v1th a draft. 
t 

tJ;I i_r-'~ of' 0e'18Ml 8taf'.t Dr the J'1ald AJIIQ 
Cl1.tei' ,r. P1ald Telepap!Q' 

lO.IIIQ' 1917 

s.a.,t1o:1 !Y 'lr. '1941Ja. &eoret 

~o I 0 -~. ,119 Beoret or 1 V 11 
Jhu !ea,.!l'ltJ at the Codes of the l'oreip Ort1oe. 

~ Clo ~=ht•r or the Ge.a.eral &taf'.t or tba .P1elcl AJ.w7. 

I ar.ree vith tbe view or tbe &hiet ot tbe ~lralt~ ~~at.r at 
~.!"~• aRVJ' 'l'he requeated dH.tt or & letter to the Jloretp 
· ... • •-~-=- t~~ eneloaed. 

L '!ualoauN .. 

On behalf" or the Chief ot P1eld !elepaplQ' 

(81gne4) YOD llaBBOV. 

JUlAPil' 

Thl'oQh a lettft or the Adw're.ltJ' start ot the Ba.,- I • 
al4de aoc;uahted vlth tlle raot tbat .tour apt-• or aeoret 
~ .. .,t'1-l'li'inat1on auppl1ed bJ the Pore1p Ot.ttce dur:lDs the 00111'88 
at' the va~ han D.Ot P1'0ven a~uateq aeaure. The Adlall'alt7 
~;;.....;-: :1.:-:. !"·::::•-.._.. -t.t:r;~lr t'orce4 t~ O!-.,.cr the )1'1thdrawal of theae 
eli~~ rv~ all Bsval orrtaas (attaoaesj equ1~a tberav1th. 

Ttle tact t:&t tlwaa oodea vaN f"urDiab.ed to the li&VJ' t'o11 
Lise :iur:: ·~s the var l~;.ada to tlK' oonoluelan that tbe oodea ot 
· · ·-. :=':=c1p Otf1ae are cc:apo.111f. on the aeme JD'illc.:.i..&~l•• and. 

"= !"r1 .('f-fOJ"'- do not a.ttorcl adea11&te •~aur1t,-. 

In view of 1ha eztraord,~: ~o~tance wb!ch tbe 
aee\l:t·1tJ or the ccdea or the Pox-e1t;n o:rtioe has toz- the oolleotlve 
....... ·.·.l:l·nFot.h ot ti.ae r....&.l:..i.on. I OWl not ta.11 tu augeet once -:lD 
to Your BxoelleD§7 aubjeat1DB tbe 'odee ueed b.r the Poraian 
01 .. .?, ,,., to an .-1ut10D 'b7 ezpert~t who had no paztt 1D the 
pl'Odua t~04:1 or th.uae a ode a. 

ThB art o.t deolpb.emea.t l1a• developed 1Dto a aoluoe 
4uz-1Ds the vu. 

u*l' the Chiet or •teld felepa:plq. tbere 18 &D. ot'tioe 
vh1cb 1a aalu1velJ" oooupie4 with the deaipheJWID.t ot .to11e1p •J·• teal &Dd Which baa auoc:eeded 1D 'breaklDs nearlJ' all tleld 
and. D&val •r•~ DGV 1D. uae u well ae aeveNl 4iplaaat1a 
a,-ateu. .liven UDaJ'•t-t1o alphera with a:baa81q Naiphe--.t 
have been aolved t7 tbte o.tr1oe without &1Q' a14 ~ other 
aourcea. 

I 

I :rn-opoae theNto:N tbat '!'our lb:aelleDOJ' ut111ae tile 1'1ab 

'0 p 
• 
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~ :!~ ~r tb8 Adatralt7 Starr or tb8 Kav,r 
II Berl1n. ~ April 1917. 

Ve17 Beoret. 

Persc•~t to ~ letter D 25~ II of 22 Karch I bave had the 
('( ,;~~~ or the Fore-len orr1.ce IJ>. PC o.., ~. 2505,aad 1303 vl11oh 
\.rt·tt .·turned aver 'to the J&VJ subjected to a 'br1et aaw'D&t1on. 
~-hP J•&sult ot this aa1r..at10D Vh1ch la enclosed. Ia&• con­
··!-~-.~or, ;a,a that tt.ase codes are nat suitable to fPI&l'8D'bee 
r~·~··quate &ecvlq- over &I'Q' conaidftrable period or tiae. I bave 
·.l .' :.·, •e ol'd.erecl thelr v1thdl'a.,at :traa. all Raval O.ttloea 

: ,_:.. • ' : "k:a) at present euPJ,lied tba ~1 th. 

81pull 81pature 

~~ Icperlal Prlv,r Counsellor, 8ecret~ ot State or the 
c:·~·z:P1gn Off'.loe, JCr. Zt.emazm.. lUcelleno:r. Berlin. 

r:~.·IJf~· or the Adii,.Hlt7 Bt:at:t 
(\f the •• ,. 

iJ 2:J"'~ II. 

'1•1.7 Secrot. 

Berlin, l.IJ April 1911. 

'Io the Ra,-al Jl1eld Jlutshall General. Oh1et or the Qea.er'\1 
Statt' of thG Pleld A'I!IQ, b. YOil Ben.eckeDd.Ol'ft' &Dd VOD 
Blndenburs. BxcellellOJ'. Gr8D4 BeadqU&!'tere. 

Bnalor;ed I Rend Your Bx.oellenq .tor J"OUI' lD!'oN&tlon a 
csapJ t.f" a latter to the Gecreta.Pr ar State or the •ore1Sn 
Otf't,,e. 

R"en tho·Jgh lt 1a blpoaslble to 3udse here Vhetber tbe 
"):;j&t.~· s=Jcret .. ana or aa.aw11aat1cm. used bJ the Poreip O.tr1ae 
::a.~t':.. :-d. fFe&ter seour1t,', the reaulta o.t ttia 1Dveatls&t1on 
~,. f ~.!,. cod•• tUPDed over to tbe :I&'VJ' durlDS the aourse ot 
.ne ••r rcr ito use - vb:Cb tbe~etore vere evldent~ reaarded 
:Jt ta~a 1Pore1@al o.r.r1oe aa autr1.c1entl7 aeom-e - .eke it 
!•~eratlve to uae cautio~ 1u tr&Dam1tttaa secret material 
~~rau~~ tbe •ad1at1an ot the Pore~ Otr1ce. 

(Biped.) YOD BoltBendo:a-tt 

Onl7 ~ Ot't'1oer. 

~ the letter ot the Chte.r ~ tbe Adalralt)' Btatr 
~ 2?0& II of 1,. IT it has came to JQ' attentlOA that 1Dd1Y14118.1 
r.ecret oodea or the Pore1p ort1ae are DOt abaolutelJ' aeoUN • . 

Should thia bo true. I request. tbat a aultable drart ~ 
a letter to the Pee1p. O.tr1oe 'be prep&Nd ror •· 

I enclose the ute:r1&.1 at latmd tor 70111' o0Dt1dent1al uee. 

JJr Orcle:P 
.:; aMlcloaures Lu4eD4or!'f' 

• 
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.:: ::;·t·E"l ience ot th1a ott1ee and have the codeu 1...'1 question · 
r t·~· f'l.l·ed bJ' an ot't1eer ot th1a oft1ee. Details could be arranpd 
~' li thf! Ch1P.f t:tt 1'1.el4 'felegraph7 

OiH9f' of' the Adm1:ra'lt7 8t":"'i' 
ot t:.'le W&VJ' 

Berlin, 28 VII 1917 

VeJ!7 5ecret. 

Ir• ~olll'eetio.n v1th D 2980 Il of' 1:5 April (I bel to inform 
;·n. j t,.t .P.. t tor apee1al ree.aona the telegraphic c01111un1catione 
c•i' , nr Jiore.i(SD Office li1th the Imperial Bmbaaa7 1n Madrid haa 
. .,f:'''• &1~bjected to a atud7 ot ita eocurit7. This 1nveat1gat1on 
h.E.II t·C·I _.r •• ruied tiLe prev;.oua opinion respecting the codes con­
~~-=- .. ·~ t.ec'. on the m.ldol ot 2505, 1na.much as all enciphered 
t\.1;,. "?.:'~"l!;&.J could be cleciphared 1D 111- da:-a. lit th napect to the 
JJ·~~ll~d Lot~er1a Cipher am~lo,ed tor more ~ortant mattora, 
1n~~attgat1on ahoved that tn1a did indeed involve greater 
a!.tf.i.c~o~lt,- 1"1 aolutl,.n but nevert.bttleaa vould onl,- assure 
"'df.<i;:ai:e aecurit,- it certain detects veJ'8 el1ad.nate4 aDd 1t 
l.- Ir\lJ<-:ber o~ codes vera available ror uae at the same t1111e. 

(Biped) von l!oltaeDdor.rr 

'110 the Ro,-al Pruaa1BD Field Marshal Genex·al. 
~tar or tho General Statt or tbe P1el4 ~ 

ill:r. von Bensckend.or:r.t and B!ndenbvc. 
lb.:cell~tnq. 

Orand Headquarters. 

B. Cbler or Cammun1catiaaa 
vtth request tor optnion. 

:e. 
'bJ' order 

L. 

c ~h te:r o-r the Coam.un1oa tion.a Service Grand Headquarters 1 VIII 11. 
St"~~ t i.o~l ~V r H:r. 7 .. 284 Secret 

I anree vi th the viev or the .Adm1ral t:r Stat'~. Here too 
~~artie or the •orelgD Ott1ce v1th Madrid 1a intercepted BD4 
";fo·rked on. One of" the codes used 'between the "Minla te:r ot 
Poretgn Atta1~a" 3erltn abd Madrid vas solved attar 1' daJa. 
~n• Cn1et ot the Cammunlcatione Service made personal repo~t 
ct this to tbe QuarteJ.IDI&ater General. Telegpam.a 1"1'011 th1a 
traffic are eneloaed. 

A check of' the codea ot the ~ore~ Ot't1ce tor so1Ub111t7 
b~ experts 1a considered abaolutel7 easentlal, aa alrea«J 
reported. 

Br Lotter1e Cipher is understood a code in vb1Gh tba 
groups are DOt arransed 1n alphabetical order but d1stribute4 
~n random tasbion arter the Jq&DDer ot a lotter,r. 

t' I I ' 

: • I I 

v. a. 4 Ch.~d •. B. 
· u. Ch. 4. o·. 
(Biped) YO~ ~aaaov .. 
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r'1l'AiJSll Ottice 
,~..,. 3. 768 

Berlin, 11 Augue~ 1917. 

oJ "'~ • 18931 . 
!t l!nclosuraa 

Ve:rJ' Se ore t. • 

! am returniag to Your B1cellenc7 the telegr&Bs enclosed 
' :1. 4:h your lette:r of" 6th !nat. H. J. Br. 21625 with the obedient 
r·E~r.a:rr that they did not originate vith the Poreii.':O Ottice but 
1 :r-n111 t~ht• Ad»:1,.alt:r Starr.: or were destined tor the latter. and 
;:~1-~•T. 'tll"J' nt•e enc1phered with the Jlaval CODDDW11cat1ona book and. 
~;1t::l ~iAv~!l kOJ'B. Onl,- the ~egl.DD.1llg or 'l'el. lfr. 26 or 2 March 
'.~h,.ot nJ 1a given 1D. a· cipher or the Poreip Ott1ce and not 
<'~•10 ~1lb·l..(I'4Jd. 

1 leave it ;rour judgillent whether to 1Dt'orm the Chlet ot 
t~~ Ac~1ralty Starr ot tbe toregotQs 

ee tar as the decipherment bJ' the· Admiralty Start ot the 
r;...:; ~c;t·aii',s ct the Foreign Ot't1ce enciphered at'ter the 110del or 
i l.e antiquated code 2505 la conce1•ned. it m&J' be remarked 
th~r ~h~s va~ onl7 possible due to the exact knovledse ot the 
-~'C•!•·-,~.pl Ot'r~.Ce Cipher material B'Vl\1lable at the Adlliral'tJ' 8taft 
:_nd 01:& tbe baa1a ot actual decipherments or telesr,ama supplied 
·•· . .-,:1 here a1nce sent tor tbat department. Decipherment ot 
;,..J: Jdl.•.uaa in t11e Lotterie Ciphe:z- ::lBa not 78t been undertaken 
b'f the Admiral t:r Start h.n•. · 

The PorelRD Ottice adheres, tirat and laat. to the ~oint 
or vlev that lts new Lotter1e Cip.nera, eapeciall7 vhen reen­
~tphared. can onl7 be regarded aa not abaolutel7 secure 1t 
betra7al or careless use ot tbe ciphers or ot the enciphered 
I! ~~rraspondence occurs. 

(Signed) Sip.atu:re. 
'l"o the Pirat QuaJ•te:nru;.ater Oene:ral, 

Gene:?"al ot Inrent17, 
.f..l:r. Ludendorf.i', Bxcelleney, 

Orand Beadqual'tera. 

Ch1et or the General Start ot the 
.ilsld Ar!llJ' 

l C rr. '291 Secret 
P. Ct1et ot namm\mioationa 

1' VIII 17 

Re-ference 70ur IV r Br. 7-264 secret vlth request tor 
or .. J.r ... 1an. 

b7 order and. ac tiDa 

(Signed) von Bockelberg. 

T 0 J IBC:RB~ 
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c;,~t or Oamaun1cat1ana Berv1ce 
f!! ;:. t. "! 01 IY t Br. TIU!BIJ 
~n: 1- VIII out 17 VIII 11 

It vu aaat1M4 be:re that the tratrlc v1th the 11111or1pt1on 
K1n1Pter or P01•e~ Atta1ra M6drid11 8D4 ~1n1ater of Porelgn 

:.=·tt.1.:;•1 Be:rl1.n.11 va.a coDduQ"Ced bJ' the hN(SD. O.tf'loe or at. 
-: . ..,A~tt eno1!lh8Ntl t!Vtre •. ben tho above oamauu1oat1on !'JtCIII 
t .. il' , .. :e-etp Ot':f'loe, u well as 1"l'ooa aolut10A or another apt. 
Lil ~i11R tra!f.lio vbloh has been -.ci·1 MBDVhile (Political · 
·;~ 3 ': ;..,_, :J.B.l... ) it appears tb&t thta 1a not the oaae. .,._ 
;or J • .,'Ua, aa ;ret IUUiolved 3TB t•• t:.w-aa. th1a tra:rna, aaons Vlllob. 
u·.::~;: ,r '"b• :ro...-eip Ott1oe must be tOUDd, aN baLDs vorlred on 
• :.r: t~&c:or. 

!·~~nt;p& Ott1ce 
, • ., 9 ~-5 11 I • ,.t 
,J tlr-. 19Ml 

Y. 8. 4. Cb. D. R. 
d. Ch. d. G. 

(Biped) YOD. llaaaov 

Bar1111, 17 Ausut 1917 

In 2''lP17 to letter ot 11 Mq t4 
~ ~ lr. '11' Secret 
1 encloeu.:ra 
VerJ 8ecNt Bepreaentative at tb8 Po~1SD 

Ott1oe 1D ON.Dd. Bea.dquutera 
Br. 65' 

tbl'oqh: 19 VIII 17 
sipe4 Blll'on von Leraner 

~cur Ex~•llen07'• aenumptlon ~t tbe c1ph8J.Ia aaelgae4 to 
1.1\iJ IIR"":f vera oona1deNd 1Q" th1a o:rttae to 'be aul'f'1o1entlJ" 
Be\l·!~e 11 is COJ.INCt. !'he IPoJ.Ielp Ot"f'loe still take• the po:1Dt 
·l'f! "'lt.:v tbat the other o1phere too - eapeo1all.J" the LDtter1e 
01 "iJd8l"B· ·:1.1 th PJ01plaei'III8Dt aocDJ.IdiDs to uev pr1Do1ples, are 
~~aolutcl7 ••~~ ao loua •• tbere 1a DO be~al or oaraleaa 
!1'A"Jdl106 ot cipher -ter1al or enatphe:~~ed oorreapcmdeue. 
·r~, loaa a uae or a. code te. or c011r8e. lJ.JcelJ' to llbake 
t•1 tb 1n the code 81'..4 ve h&Ye alv&7• taken care to e1'laDp .. 
cct'.~! 8Jld Jrqe .t'requeDtlJ'. VDIOl'tuaatel:r it hU .aeve beltD 
pc aa1t·lE' tc c:t:aa.nse the tr•quea.tl.J" used collea 1D Mad.r1 cl aa ve 
thc.ulci J.c..ve liked. due to the 1rar • .bOVever trequent obanse 1D 
1 r.~-: 1-phc::"'l:.ent hae 't.aen 11&4e. 

'l'a tlJa sta teaen ta ~ the AdlltN.l 'tJ' Stan" rep~~diq de­
r:t··ll'lel-m.eJlta of tolepame ot tbe Jfareip Of'tlae to ud .trc. 
r.:~d .. 1.dl' I ha.-.re ate.ted IQ' 'POil1t1on. iD 1Q 8.1111VA11 or 17th lnllt •• 
'1.1~ nave the ho:uo:P to send Your BzfJelleDCJ" a COJJJ' herevl th. 

C l.7f ot Oh. B. 750 (8J.aud) YOl1 ltuehl•na 

To tb8 71rat QQ&rte~aater General, 
General or IDtantP,J. . 

Mr. l.uclen4o:rt't, BzoelleDOJ". 

'lOP IBGRB~ 
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. . . ! . 750 
~- '. 19)1J2 
\~7~ Secret Berlin. 17 VIII 1917 

.l.r~ r•t·'l7 tf• lette:r of' 27th u · t. 
D. 'TA~ Il 

Vl th tho 1-..tlmate aon.Lca l'fl:..&t1ona vh1ch ba'l'e alV&J'& 
ia ··d i.n.ad bttweun. tt-• Adlla1ra~GJ' lit~r aad tba l'oNip Otrloe 
.: ,. t ~:1 i. :.er .baa ;wver hea 'l ta t-Jd. ~o plaae at the d.1aposal of 
i.•'ot Adlllil'al ts s m:rt ita cipll•tr - tttr1a1. Juat as t..,_ .Adla1ralt,­
.:s.r.;"'~ :¥":& t:urne4. over ita ao·Sea (T:-at'f'1c aDd despatCh booka) 
• o lr·• ''orelgr. ~trioa. I11 tn1a ••7 tbe Adii1Nlt7 starr pJ.Ded. 
2 ~c,~l't 1ntc our cipher •J"•t••· SlDae the land line c~un.-
t •..:. i 1on 111lth 8palu. baa been blocke1 all tel•sr•• ot the 4" 
: vl·t: t ec• Oft·:a ce to an4 borll ~pain have pae a eel throush tile war 
t ~ .:. ui"Bl oft ice ot the Ad&1ra1 t7 81.at'r. 'l'elesr•• arr1Y:1DS 
...... , p. n·•t"-111 r-~edl"ld, vhtcb axe deet1ned tor the Mla1ra.ltl' 8tatt. 
t&\r. h1~~to been paaaed o~ to ~·e latter tD clear v1tbout 

· . (~tv•~·P.e ao thr.t lloth clpll.ar t:ext and -plaintext vue avail­
.... -:o,s-:thm•. aven nev Jre,-a havt· beeD ae.ot .traD Madrid 1n 

~ · "'.:."' c..Jd.e. IJ:hua, tbe oppor"Cuni t-;:"" ror dec1phe:raent vas 
~".:.• ..2 ;.•ide.L Unde-r lib airotBIItanaes other code• could be read 
• • .I J 

ID tbe tale~ dac1~ermente submitted tbe Lotterie 
~l,1e~ vaa not eapl~ 1n a •insle case. fbe Pore~ Ott1ae 
t~!retcre sticks to tbe point ot vlev that 1ta nav Lotter1e 
c odee liN perrectq aecure prov14ed no poaa1b111t7 or =-
t utt,orized d.ttc1pheruaent 1a S1Yen ~ 'bet:r&J"&l os- laalr or 
c•t•t1or... in ths1r 1111e. 

::n. judgJna tbe Kadr1d C!ipbera cou14erat1on auat be 
::r'-'"~" i.o the uaavo14able c1ra••trnoe that ~ could. .not be 
·shltr•eee du."!-tns the var, otllel'¥1ae thll aer1ea t, Whlah 2505 
be t.('Jns~ VD\lld ha'l'e been replaced 10118 a1Doe 117 tb8 Lottelt1e 
~~~~~~. A• atop-sap ae~?e the vartattona or tb8 o1pbera uaed 
t.r.; ;t:ulr"4J, t'be•e cllanse• are hoquent aad.. 1D pa1't, ve17 
<1!-:J:•v tceRble. !Por instance t!ie BJ'B'ti!D or t1u1 ••••1 codea v1 tb. 
mJtda~ld, trequentlJ Oban81Da ka7a 1a U8ed tbere. 

!Pr-r the reat. ve ue VG'l'ktns UDOe&a1D817 to attaln the 
\.·i:.r!c-at poaalble aecurlqr or our enciphered coJI1'8apoD4anoe 
cr rr~~~ent ct~ns• or aodea 8Dd reoipbermenta. 

(Signed) Jtuehlalann . 

r.t. 'l:hflo Chtel• ot t1w Adm1J'alt7 8'tatt.' or the B&YJ'. 

·'"'· B. 960 25 IX 17 Orand. Bead.quute:Pa of B1a M&Jeet,.. 
J~111t o~ tha Caaa.UD1c&t1ollll Se'!"1'1o• 2' lX 17. 
3~ctl~ Y Rr. 791'1 

!o tb• Chief ot tbe General Stat!' at t1ut J'J.eld. ~. 

Bnrloae4 are eno1pbere4 rad1r.s:r- or a auaul t ltoltllls­
vuetfil'haua&n - Madl'1d wh1al:J have been solved 10' Ill' evaluat10D 
ce.nte:r 1D GrBDd. Beadq1al'tera. It appears to be a queatlon or 
II se~ret tratric ot tbe Pare~ orrlce 1D BerllD wlth 1t• 
rvpreaentat1vea 1A Bpa1D. 

IJOP BBGRB~ 
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1· ta requested that one aaaerta1D vbetber tbe aolved 
r:· 1•1-l,.J:.:WH 881'88 Vith the Ozt181D&l8 . 

• 
•. 8"! snell) ..... 

aJ it. secMt&J7 or i">c.ate of' •• tw lPoNip ottioe v1th a 
· 1Je~r. rar pra.pt etatem•nt. 

(&tped) Luclelldortt'. 

0. Ohiet ot Com.un1cet1ona 8ePV1oe 

ffl11&lgn Ctt1ce lntoNB tl"'..a1. tb.e C1pber Senloe or the 
'l"("!-£·1gr, Off 1ee 1• bef.Da reorpn1Ef'd. 

, , '· L•, S.:t:Jt1 nn 
·' ,f •... (l. J - ·-~ ~ .. • I i~~ 

• 81ped) von Bartanvart.ter 8 X. 

Cbe~ld. Beadquar~era or Bla Majeeq- 22 IX 19.1 

8es.zlt o~ Illveattaatlon or OrrPtapapb--.o &J"•te.• ue4 1D 
Baciio "lr&rt1c between Ber11D aDd. lladr1d 

. 
IIJihe YUiDUB tJpea or N410plllll8 Obeened haN 1D t~:I.O 

: !' • e~, alped on the one II8Dd bJ' Z~zwann, J:•hl•aun, 
~··.·a-., Jauaache ar.d GD the other band. 'b7 Bat1'b0r, Baaaevlts, 
,..,., r.e b~:voD4 doubt belOD£1na to the telepapllio oamaun1oat:I.ODII 
.. .,. ··.he l'ore1p Of't1oe vl th the Dllper1a1 .Aabasaador Prlnoa 

•l:" •• .a.o'll:i.• .&.a. lladr14, OBD be 41v14ed eeaent1a1q into tva u1a 
~~..,·1pa;, 

1. !'•1•8~ vh1cll han at tba 'bes1DD1DII the 1nd1oator 
groupe 21082 • 1.81170, 21139'. · 1117 • lM,.,Ji. v1 tb. .If aa4 5 
41g1 t poupa up to 'ogob aD4 N.N poupa abOYe ""00. 

2. Cipher. tela~• vlth tbe 1D41oatCDt p~ 00,, 
500'• 5)00 • oooo, • :5Ji.'. 1'57. ch1ettl.J' v1 th ' 41&:1. t poqp~~. 

lfbe 1nveat1p.t10D8 V8N -.18 OD tbll baa18 Gr 1Dteroepted. 
rac1opmu. i.e., v1th the •- me&IW Vh1ob.- at the Vft7 
lc.est. - voul4 be aya1l&ble to an \~Uthor:l.aed., hoat1le 48-
oiplJerer. 

~b• reaulta are aa to1lava: 

To 1. Vo:t-k em te1elpula vlth 1Dd1aator ...,_ 2'1082 
ab.ovad tbat: 

a. tbe talepa~a 8.1'8 enoocla4 but not eDOipheNd • 
• b. tba code uaed 1a aret.atlo; the oode poupa ue 

ce~~poaed. t4 2 &Dd 3 pl&oe hcad1q n•iira and 2 plaoe 0011811 
r.:UIII't.ere. Groupe v1th the •- he&41JJ8 n•ber 11e ua1' 
t;or.etber :l.n the a1plla'bet. 

Blnae there 1a DO doubt about the poaaib1llQ' ot ao1Y1.q 
an unena1phered. •J'•~t1o oocle, &D4 a!noe turtl'Julaore tr. 
a aolved o!rb&~ tale~ the relatloDahlp ot tbe BJ'at ... 21082, 
~·1894, l1Tf. l.MII' vas n1daD.t, vo:p'Jr vaa nat a&rJ~1e4 f'1attlwr 
vit.l\ theae •J•t••· (Ct. RadlOI1'8JIB 1'8114 .. B"Gnl-nta 11 8Ddl2). 

'I&P ••e••~ 
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·.'"il 2. Innat1a&t1on of t..'lte ttlesi'•• vith 1D41cator 
· -~ .. , , .~053. nooo, (34l~ 1'57 71elded the tollo¥1118 reau.lt•• 

a. tlJe talap-• enao4e'i w1 th a code and eD01pb­
• :·· :.1 aeveral Mthada. In 0000 eDo1phe'I'ID8nt la bJ aillple 
r.; ll;.!i.l :-~:. 31 t.1on ot the 4:1&1 t.• or tb6 poupa. lD tbe other 
• .... ~f'StF..:r.s b7 a.d.c:1t1on and at•bat1tut1DD acccn-d1JJ8 to trequent17 
t \·f-1'\B~ ne Jra)'"s. (Supplement 1) 

IJ'l,,. d1~,..,'rnt-J' ot t.he t7]Mt& or eno1phezwent and tlmll the 
~ .. • ... ~·•· · .··: o:r all t-Jll!lae -.;y;;ea to one baa1c tJ'PII vaa canted 

: w•· :JllG O)lel'l.\tu:f' in. ' .,f!t!r'k8. 

b. r~'tle code th,aa diao•JV'f:Nd 1a entl:rel:r "· place; 
·~ ·... ~·t; ;:: 1 d tt 1. t pre:1:r.e4 ~o ll&nJ' dJIOupa 1a a b1111d. Bo 
"l:il:"2':1 was Cou"ld in the B'CliUOtU!'a or tlut aode. The aode 
L-' rn-ad out tc- ·oe the caapleteQ' l:r.Nplar so-call~ •Lottel'­
te·-.a1tt~a11. Cont:NJ7 to the op1111oa or the l'oreip orttce 
• :•h·h •··~'l'e!! f1rat and laat to the v1av tbat the 4eo1pher-
•• (.l\t. ot the Lotle:t=1eah1tf,.e 1a abaolutelJ :t.-poaelb1e• tvo 
~~rt.•l-kera vera able in 4 ve~k• to :reach the atate o~ 4ea1pl_wr-
l ~rat. ahovn 1n the appei'JdeC:. tel•P.U'• (8uppl-nta 2 - 10) • 
. ""·•:uo:rcU.n,s to our ezpr:P1•ae Vlt;.h o"t.ber Lotter1eah1ttree lD 
ci!.plol!i&tla tra:rtta t•·•·, Italian K. 19) lt would be poaa1ble 
~, .. a tev veek• to O&Pl'J' tbe VOl'k to a point 'WJ:le:re alaoet eve17 
.;u\es:"'IUI could '!Je eo1'1'84 i'o:r praot1ca1 pupo•••· 

1'b" p.~~eoe41ns proyea cllat •:r•t• 005,, oooo. '"'· 1'57 
o•~ be aolYed &D4 1a tberetore open to c~1t1o1 ... 

aegal'dlns the appeDd.ad •olu.t1~na ot •••aae• 1t _,. be 
es14 tbatr 

1. The :5 plaoe poupa 1D the beadiDB p.a.e!"&llJ' aJ:unr 
m::.lllber e.Dd date or the M&aqe. 'l'heae are eno1phe1'ad b;r a 
!!j.M#t;lP.~. tabla ro:r n•bere anc. d.atea vhlah vaa eo1ve4 here. 

~!. It 11ee 1D. tb8 Dat111'8 ot a DOD.-alpbabet1a code 
·.~..r..,ttel"~eoh1t:r.N) t!Jat the l"eaoveNd va1u.ee ot o1pher poupa 
rlo not alvq a a.pee 1D vO?d..tna vi tl.l. the •ad' ns• 1n tb.e 
Ol'1~'l~a.\ OOdO and. tbat Y01'411 CD' NN OOOUZ":NAG8 OIID OD.l.J' be 
d.J~1~el"ed vith 11111ted O''t-ta1D.'tJ". 

I. v: 
(8~4) Btuetael 
Lt. ot the Beaene. 

• 


