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MEMORANDUM FOR THE SECRETARY OF THE NAVY:

Subject: Brief on attached NSC Item.

‘tisfactory answe
cision 1s made b
may -be expecle&

1. All agree that there is no completely
to the problem. The important point is that when a
NSC, that those making it should know the results th
regardless of which course is selected. A

2. The answer is - "Should the| - ; ilﬁendeavor to
prevall on 'Western Unlon' Powers particularly| lto incre
security of their rapid communications, by ‘hav] ng the
provide a secure cryptographic system,—»and thus try to prevent the
U.S8.S.R. from decrypting and reading messages about Western Union plans
and intentions?" Naturally, the Secretary of State and the British Prim
Minister wish to insure security or such communications. FE . .

t raﬁhic ) stem were pro osed by

3, If 8 co

and was accepted by 'nd other Western nion Powers~- tnen

(a) Some improvement in communication security might .
result, but this would remedy but one defect in the.

| make this proposal tke‘
ﬁ ed will believe that the -
| are able to read] encrypted
messages and will change and improve their codea
and ciphers to our obvious disadvantage. ‘

(b) Becuase,the
and

(c)| {
o PCSSIGIy TO0T6vVer - WhoTess Thi6

U S.S.R. probably would continue to get considerable
intelligence as at present from their agents wiuhin

poor at this time.,

Leclassified and approved for release by MSA on 03-12-20714 pursuantto E.O 13529
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Subject:

Brief on attached NSC Item.

WASHINGTON 25, D.C.
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O 3.3(h) (2)

-------------------------- ~86-36/50 YS€ 3605

ko

The
(a)

(b)

(c)

CNC (0p-20) recommends that -

{or other weak

No action be taken to improve :
/peacetimeg ‘

ally) eryptographic security,,/

The U.S. recommend to U.X, : '/f,adoptionEif this (a)
as a oombined| |polioy. ’ oy .

ibe considered

before releasing a classified cryptographio infor-
mation to the[:f::ff] S : | Y .

No action be takan bﬁj7

(o)

(r)

(&)

(h)

The U,5. 1nslst that ouly Wpouch by courier" bo used
for transmitting all "Wastern Union" information. '

disoreetly advocate moving headquarters

—or—wesvera—onion" discussions froml :1 I
as a means of reducing number of co ; [ ]

thf __ Joust send.

If, despite the grave disadvantages whic will ensue
it should be declded that the propose }

No uniiateral action be taken by the U.S. as the

| ‘has an equal interest and only combined action
sSnoul

The

|ld be taken.

CNC (0p-20) strongly supports the Army and CIA

position (as opposed by State and Air Force), and recommends -

Copy to:

Op-32 .
0p-20-2

That the Secretary support CIA and Army unless he
perscanally decides that the State Department must be
supported even though the cost to U.S. interest by
reason of such support will be great; and even though
that course may prove ineffective. Rarl E. Stone
Respectrully, Rear Admirel, USN
c .\
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-TOP-SECRE™-

TOP—SECRET GEINT

31 August 1948

MEMORANDUM FOR THE NATIONAL SECURITY COUNCIL:

Subject: Security of Communications Relating to
International Diplomatic Activities Participated
in by the United States,

Reference: (a) NSCID #9.

Enclosure: (A) TOP SECRET Memorandum for the Executive
Secretary, NSC from the Chairman, USCIB
dated 31 August 1948.

1, There is attached a memorandum from the Chairman,
USCIB to the Executive Secretary enclosing majority and minority
reports on a TOP SECRET matter referred to USCIB by the Secretary
of State.

2. Because of the need for special security safeguards
in the handling of this matter it is necesaary to depart from
established procedures for handling NSC reports. The facilities
of USCIB therefore are being employed to 1limit the distribution
of the material relating to the subject problem.

3. USCIB members have been charged with the responsi-
bility of assuring that the heads of the departments represented
by them are furnished full background information prior to
Council consideration.

4. This item has not beeyplaced on the agenda for
the NSC meeting September 2 but in view of the urgency of the
matter the Council may desire to consider the subject at that

meeting.

SIDNEY W. SOUERS
Executive Secretary
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

Subjoot: Security of Ge-nunt!ons i-hunc 3o
International Diplomatis Activities Participated
in by the United Otates. ™

Reference: {z) ¥8CID #P

Enciosurs: s g USLIB Hajority Report dated 31 Au‘nn 1948,
USCI3 Nidority Report dated 3) August 1946.

i. The BSecresary of State has requested am
to datarniae aum rcr inmring ﬂu uamity, minn

of this problem.

2. Ia ascgrdanee with the provisions of refsrence
(s}, the snalessd reporte sre forvarded fTor consideratiom by
the Baticaal BSemirily Oounell st the time of its wmeeting on
2 Septomber 1948.

&, Ia somnnestion with the ocoasideraticn of the
sebjest prohles by the Bationsl Fecurity Ooumell, atteation
i2 iavitaed to the requirement et all partisipants be
indostrinated for Jdesling with comssumiocationm intelligence
anttenrd.

UEITTRG SYATEE COEUHICATION ITHTRL.LIGKNCE

¥RO%, 2. m;ga
Bexyr Aduireal, ¥,8, ¥avy
aRarmiskh
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TOP-SEOEET oy

Rear Aduirel Inglis

704 The Exseutive Sesrstary ”'Eo 3.3(h)(2)
Fatiomsl Seeurity Scumeil 86 36/50 USC 3605

SUBJECT: Views of USCIB Mmerity em. tlu lolutien o the Probdlea
of Yeateru Mowers Gomitntiol aoonrity.

1. Onm Angust 3§ the 9. 8. Gemniutie- Intolli;om Bocrd
(USCID) met at the request of tiw Departmemt of Biate to conaider
how the | |esn comtimss doing business with
the western powers in the Light of the latters' eo-n&utinn
incscuritys Yhe Bssrd wes advised of the oament f
108 of State and of their rsquest that a solution
e metior of urgenvy., The Board sppoiunted an ad Moo
sercitiees of teekaisal experts 93 cangider the prodlem and’ Evﬁ? 'Y

plen.

2, On August Z7 the Iward met againm, thomlhuoa_ttﬁn
mﬂﬁm.phwmmnmm whioh it ’sf:iI;"m would lnvo

'. 8. - dll use & um-tim tuyo tylta- ror all Muticu in-
wiviag mathers affioting the mativoel security of any eof the
pertioipnting matiesw. Baek mutisn would emsiphar 1ts messages in
1%3 own syvieas whi:kx then would ds super-snsiphered iz joinmtly-
mansd Bes5sage sente:s and trancuittad i{n the secure gyste=m.

3. The ¥sard dobetod . acsiiemss {a) zhether, in theoe
sdrsunstamees, the polley «f previ eryptograpaic assistance to
sther nstions shauld be adepted; sud (b) if s, whether the plas
proposed by the ad 59 semmitéme iz fearible and ncoomplistes the
Ceaired cud., Ehem s firet quawtisn was put to vets, four of the
nims wtadors {Stats, two Alr wesber: and ome Navy) wotad ‘yn";
sad fiww {(tws Army, 5o CIA aad exs Savy) veted "20.° On the
sesond question, thy 3lan of the el bos cemmitiss was appreved
saximausly by the Toard.

4. The wmimorily of UECIH is comvinced thet this Sovwrmment -
smaot provide sryptegraphis sassistans: o other powesrs, if recsseosry
o agsure the sesurity of strategie . afermation affesting the plans
ced intentisms ef this Bovornment; end 1t propsses that ¢ . um
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devised by UBCIB be implemented for the following reasoms:

as Reesat snd foressesable developments
between the Westerm Unien pewers and the U, 8,
require that this Govermasat be free to nsgotiaste
with thoss powere im matters of oritical atregeties
importsnees. BSuck megotistions mist wasume the
sharaster of direct and intimats participation
with those governments, axd their suscess is
predisated uporn somplets ssourity whish, in tura,
wiil be mo stronger than ths protection afforded
by amy one partisli azting power,

be In fermmlsting a plan to mmet this
situation, the U. 8. Jovermmsnt must oo nsider
whother its need %0 magotiate frecly and the degree
of attainable security outwaigh the risk to ite
own cemmunicetisn sesurity ead | |
I |

¢s The UECID mimeriyy bouml that the m‘
to megetiate freely is parswsunt, hmm, the |
plan preposed by the ad hee sommities nndo.pp-ov'd
by USCIB will per-it “Tree aad sesure -.;otiutiou.

de The sposific eryptographic ecsistanse EO 3.3(h)(2)
resommended in this plen desr mot endanger U. 3. PL 86 36/50 USC 3605

oryptographle seouwrity. :
A i

powers.
e Ths positicn taken by the mjerity of USCIB eam oaly be

with the western powers. ﬁiwﬁt the plaas aad intentiens of
ths western alliss rnay reach the USSE My ether means of pome’ :2tisn
osrtairly does mt justify taking we artior im a field in whieh it
st be assuwesd the: sush leaks are soseurring cvery day., This would
e in ixpressive contrast te the situstiox im arees eontrelled by the



REF ID:A517043

TOP-SEOET i,

USSR vhere lmmsdiats and firm msssures wers taken to proteet the
sseurity of Soviet operational plannipg through the establishment
of comtrols over satallite telecommunicatiens.

““Yhomms ¥§. Inglis
Rear idmirel, USK
Chairman, USCID

“Oharles P. Cabell
Eajsr Geaeral. USAY
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- /
e 72

LR L | posel Lo hpm:l

Gryptographis Soourity
EO 3.3(h)(2)

PL 86 36/50 USC 3605

1. The proposed couwrse of astice any ruu.u. 1 scw mm
Laprovessnt An Lbe 0edwiity; of [ | severnceab ciwsunisations beeriag
et “estesn ualon aatlers. TAs eryplbegiaph.g wekiicts r"uiring
Su. @ebivh, toweve , while serious ln nature, is bt oiw defest of sany
of oqual grevity 4o Liw uvei-al.: security of Lha [ | @nn:mm
strushere, ‘ .

nuumuma.mummummua \
partionlar cemsunisstion liak iadiostisg vulaersuility wummmu
abanl, the ensuing refuloes ubudlly resuld ia Joes of Lhe epesifiis

intelligense suuwress. SRS Joia 08 & DONCES 18 & jrast.cAlly oertaia
soqual of the prupesed action, Sush loss would duubliess Nw
ia amture,

Se | | u.rmnuu u,

1a \als Tield mave been ocas slent wd relialile, ihese cetivad DAve
plased Li081e eaphasis, therefure, an ecvert astivities within | |
duvernaeal, The L3R is belioved, on the other band, to Lo in &
suf{iciently faveradls pcsitica in vperetica of vther laleliigense
activitied o cidaln significantly the sass amvust of isicrastien and

lose rwthing of <unee uence,

,/ﬂ’&M//
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6s it 18 more than possibls, cermidaring lLimiiativas of sommmise~
tica lotelligence activities lmpused won Lhwe wy scarcity of ualified
persvanel, yrocuresant of equljeent wns lae celiling abvve waleh iotersal
securit; of activities even imside tos ".run cwrtain” is se lonyer Lree~
tical, thst W08 Wid nes negiecied axploitativn of |
Liuns «8 & sowee, 1If covirage [ria olher istelilzemss aotivities has
bean ade-aste it ls  uite a logical probsbilily that her JORLXY strength
48 bLoon Quocenlraled on PAY LSBT LAKSLS —~ LUw U5, ana the U.k, :

7o 2@ clher security risks fuvolved in jessing infursatica o

b Ilndiserstion of officials.

8 trerscnal disloyaliy of cifielals or esglojews &£
tiw GoverTsant DEviag scesss to claselilled inforastion, 1als
is dislasaliy arising iyua parsendl or politieal opjositium
te | fr <esters unlea cullshorsties, <itbouwt
ay pro-comasaist slast it car result in perigus Sresches of
security by disclcsure ¢f infersation with intent ¢ sxbarrass
jclitieal or persvoal @,on.u or Meq: of; w006 pulicies,

4. iver physical ueurn.:. A le mﬂmﬂ tbhat

seployees oI Lime | |are pecrly ;aid
asny who nave scceSi Lo files snd Inforesticsn within
sAy be vulneratle vecauss o eSonvadc mtim -

8. The csxcustrsted oryjdcgraphic -ma u Prisa
facie eviuence uf iags of cver-all seswrity, & is so g.hrin;

Luab it s ndghly loerediide taat the zie unasare of
its exisvence, 1lhe soverment lasas the will or Lut.catinn‘ oc

volh, Lu correet it,

) ey EO 3.3(h)(2)
L. “ ens\rstion Ly utaer, mu-omn ’ mt.h.nal  PL 86.36/50 USC 3605
B couems cf [ |press te files,

B dsclosure of lnforsatiea by [ ]icvernsent
o insecure individuals fur politisal esgpediecsy,

8, it is therefore strungly urged thatd

& o MSLiON De tacen Gesiyned Lo laprove[ |
eryplographic security,
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That the uniied SLebes reccmmd to w| \
| ﬁ-p it i & CommbB policy eb Ghe seiie: .

g Tt {ull consideraiica be g.vem 6 Lhe .ver-all

any cilussified cryphugyraphie informmtion te e[ |

 EO0 3.3(h)2
seeurity riak, of widek ‘his subjest erypicgraphic seswrily y (h)2)
sehansss is bt Che lacet, befure ewtaorisation Lo relesss

PL 86-36/50 USC 3605

Lﬁu a6 cwreitly 458 1n all poubebility il IaclIaitaly réshin GOLB

& uRique and ispoertant source of intslliseunce,

0. The adeve cpinlune aud rescsmensatiens LAFPe Lhe cLusurrencs
of the Jirector, Imselligeacs uivision, United 3tates sy, the Chief, Army

Secwrity Ageacy, the Chief of haval Mm.’m the Jirecter,

ceaatTal iutelligence Agmney,

He B, Bllloibualln.
aser Admirel, ik
Jirecter of Central lIatelligence




