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m::Jlfl'ES "IIEETOO OB mE WORATOB.Y SECURm tR JB/GSQ-4 

1•14 24 September 1946 

Dr'. A • SiDkov L Chairman 
11r. t. c. Auun 
lr. B. L. Clark 
lr. R. A. Diboa 
Jllo. s. J:ullback 
lr. •· •· Jlatb••• 1r. 

!'IIS!lft 

Jrr. Leo Rosen 
Jtr • A. W. s.l.t 
Ill-. c • B.. au.w.tr s 
captaiJl .. • c. 1llaehcoe 
11r. c. C.. Wri&ht 

Captah Wallheoe oper&ec1 the .etinc b,- at.&tinl that it caae about at. 
the r.queat ot Jlr. Wrilht. He reported tba t a paper entitled •~Ya Lua:t.icm 
et Securitt' had been prep&l"ed in Secur1t7 D1•1aion &Dd was about ~ 'be 
•~W w!.thh Seeur1ty D1Tiaion and would later be circulatei tbrou&h .. 
out the Apne,-. Jl & .D Diritlion hu atated tbat the over all probl-. ot 
••mn'1ty 1a a bit bl"oe.d ror thea. Tho 1Jimed1&te probleae; tor 41acWta1on 
nr. 11et forth b7 lr. Wri&bt ill the announcneat ot the meetina (TAB J.) 1 
&lld the .. .-tiDe •• turned onr to hill. 

•. Wript opened the dieeusa1CG b.r atatiDa that tho •ln quEstion 
•• "What 1a Hcurit,yt", real1•1Dc1 of oourse, that eecw.·it:r 1an'1 tho 
taae tor •ch eehelon. tabora tory eecur1 t,. 1a R • D Di'YiliOD t • CJ:l.T con• 
!Mt'll• They are reaponalble tor the de'nl.opmsnt ot the e<tuipmnt UUf• 

Caftain faaheoe aucgeat&d that Mr. S.U teU tbe p<oup ot h .a experi
*Jletts , th nc&l"d to laboratory usd field eecuriv. llr. 8•11 aa!.d be bad 
tOUDd. that a.t'ter a -.:ro baa been colnc on tar about • ,u.r, and th11 tronte 
are JIIOX'e or leaa etabU!sect, a t1ret approximation itt a one to onn ratio. 
When the ae.xt war oceura oiphOJ'Q' will ba'Ye advanced to where v.r,r nearly 
laborator;y condition• wiD be provided in the tield in e&th corps area. 
ror inatanca, the Sth AnQ" Group 1n Ital.y bad ita en 1Dtercept ra41o aDd 
~aia crcmP• rithiA an area ot 2S or 30 llil.ea trom the trODt. Varimul 
Sipal. COJIP.Iliee nn ooabined, worJd.nc !n 2 or 3 trallera, a.M t:1e equip.. 
Mitt iJl the trailers Rll JIOC11tie4 to rut their 'f'U10WI conditionl• In 
auwtr to pll"&&ft{h 2, Mr. S-.l.l eati.JIIated that a cood unit :t"or rarerenoe 
wonld actu.llJ 'be ) or 4 traUera or equipment anti probably 40 •ert, with 
5 or 6 dittwent tate. Dr. JCullbaok then at&ted that U' a SIGJIP were 
aupplied to each 001fi*D7, the uount of t.rat't1c oarried wcntl4 eer tainl.7 U. 
'\tp a lot at 8MII1' peraozmel. It was pointed out that if we 1nterceptad 
tTatf'ic or thill aort •• would 'Mve to determine WhAt :S:t. wa.a wortb -a ler&• 
Ol"tW or a 1nall. Ol"n. Security depends on the•• factors. nr. Sinkov said. 
that if' all. other tactore are eq\111.11 the •nem:r attacks 1.hat 117Btea which 
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t-~• leal people J &owner 1 'Ule UAJV woal.4 not Uli tate 11' :1. t Deed eel 
VIa w~uon. ... hall aph&aised that. ... 11U.8t either \an the pcaitiOD. 
tbat the eDeJIO" ia liaited in peraonnol or alae t.ake the position that he 
Jau •l1•ttec! p«t"&cmnel, aDd lle .telt tbat Seeurlt,. D1'fia1oD shoald t.Ue it 
tor pnted that •• &Bftlla he is mHwJted. It n were f'11bt.ina deter.a1Tel1' 
Ntd- being paehed baek, Haurit.y would COJ!fl •8Jl.GIItall.ina downhill" and th1a 
b a danger that ,.. JDUt roreae•. 

Ill". Rosen ll&id that in the laboratory IIOlution you ba"fe two irroduoiblfll•• 
.. 1\ &De! 1~ ot t~. !be .or. people--the taster the aolution. •therefore, 
the trana~er to the field &JIO\UJ.tB to addit1cms.l people and a h.atar ::mlution • 
.lr. s.all adele<! tbat it would de~ an the state or the nr. a-. Au1atill 
tarther adctecf that •ah1ue are 8U8ceptible to bu:Mn error a and tba t '..bia IIWJt 
lho be corud.dered in aettiq t.he houra ot eeCUl'ity. tar. lfricht repl.Led that 
~~ are aet l1P to take aare or the l.attarJ bu.t, nevEtl"thelesa, tale r.Ltio 
~ laboratoey to field aecuri~ bas now been redueed to lees than one t 

Jlr. Wript reported that on t'he baaia of' the requeat R & D Dirtalon 
a!e ot Securl.ty D1T1a1on reprdiq use ot the fDS principle, R a D .DLYiaion 
U DC'If dniaine & Mthod e>r deterrdning how the aorubler ie to be aa1e, ita 
nl&ht, it.a secrurit.;r in l.eqth or ti:ae, etc. .&. lO-unit acruabler 18 pre
•eat~ 'Ming Ul!led, &Dd it 'baa been deoided that 100 \U11ta wcruld be th1 IIILXi• 
....,. that c::ould be utUiHd. '!'he probl .. now 18 to ohooae the proper ralue 
'between 10 a.Dd. 100 eluenta and stlll -.1nta1n the 15 pcnmda. 

ll:r. tuUbaok Kid he though\ the beat auld• for develOJ mant on the 
.U/GSQ-4 would be some detini te indication i'roa the people for whom it ia 
'Ming 4nalopod whether they would pret'r more security or less weigbt. Dr. 
linkov lt&te4 that the Ground Forces haY• been oOIIP).ain~g that they han 
but JlO indication or what pl"Oil'881 •• have made on the cryptographic pJ.an 
(SmiRA). Be a-ageated tbat they bet provided rttb a ata.temcnt or th€ 
ds.tticul.tit"a 011 the B/GSQ•4 and fl.dviaed that •• can 11•• tllam incr• aed 
HeuHt.7 it t.he:r rill ptndt the weilbt Um1tation to be ro.Jaed. llr. Small 
ad4ed that •• atUl would not be able to atate tbe eecurlt;r. captail: Waahcoe 
woqht up the tact t.llat t.he question ot wei&ht 111 prtarned by AR 85(~e.25. 
!he ailltarr ebaracteri•tica are wbat aomeone would like to ha:va, we •tri"f'a 
toward thell, ud one ot the three following results 1a obtaill&d-• (1) 1fe can 

... t .Uttar,. i'equireuntaJ (2) IU1tary req,uirements are Mt onl7 
ta1r well, bo.t the reiiUlt ia ma.ob better than &nytb.1ng presently lai.OWllJ 
or ( We oan be so tar troa Jdlit&r7 requireM!lts tha.t thoy will IY.ve 
-.othin& to c1c with it. Mr. Small replied that all we can 4o is to g'.n the 
'QM1' a.n eati•te of \he ••curity 1t the tittl4 conditione are •such &lld auch,• 
~that under ~ec1al oouditiona, the e•curit1 will not be ae ,reat~ 

llr. Small &lao awd it the wse t4 TDS could lHt el.b!Ju1ted. llr. 
lathen then l"&iaed t.he queation or whether •• are coing to do arqth LnB 
qd whether • ., are caine to ~ tore aDJley ir lt wUl nner ba &.D\Y good. 
Dr'. St.nkoY aaked it the TDS Nld converter e(\U1pJBent coabined would 'b-, ••cur•. 
lr. II& thews replied tbat tJte two diMJlaion•, frequency alld time posi ~ion, 
an 1101"8 oX" 1••• uarel.ated 1n the two beat equipment.. 
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X»r, S!Uw Rid that what we are eeuebiq tor ie e0:1e ~t1'lD or 
Ydahtbig .. tho4• ao •• aan &l'TiTe at aoae DDilbel" tor usipat~ t:ecu.ritr, 
• t the -.nt we haft ao lhtt"e-t1re •tbod at d•tenW:dnc it, as th(lre are 
.U khda of laotor• tendine to inYalidate &n7 result. l:r. Wrtahtr atated 
that aost of' t.b.a "Rrlablea had been el1Jd.nated~::" Mr. Saall repll(.ed tbat 
~· 18 the beat that aan be done, llr, S-.11 ubd Sl' there lm't lce!l 
qt"Mmen\ that could be reaahed \Mtween the two dJ.Tis10118, to po:rm:tt reach• 
big •c:me sort or conolru~ian. We IIU&t ooneider •eoud.t.J apil'lst tht• set1111ng17 
be•t enetq, and we 1r1111t &lll!'lm.l that he hae equipment as aood as oa:·s. It 
-u.at ie 110' field aeourit.T ean JliiVer be poeatel" than laboratory sa·Nr1V• 

Ca)ltain Washeoa etated that n ba:Ye nothing now tbat ie Imitable tor 
the U/GSQ .. ~, and a eked it' the SlGJ1l' iB lood enOU&}l in. the uant1.e. !he 
Grounr1 'Forces do want equip!lf3nt, &nd 1n the tmtnt or enot..'tt'tr war, •• muat 
han BaM 4mee to use. Captain Waahcoe tmother atated t.bat he aml'lidera 
~ stam II. i'ailure becauae 1t doe• not lfOrk, nther than 'becauae it does 
ACt p:r0'9'1d.e •nongh ••curity. Jr • .twstin ra1ee4 tbe quurt.ion of wh•tb.er we 
lhoul4 ~ the SIGJlP betttr or 4eaisn a new •chine. 

Capt.a!Jt Washcoo eoTit1.Duf!'li t!lat •• haY" to thhak-"\Tould this device 
ci:•·e them eoaathlns or would the7 be better orr without it?" Th• 1.ntormat1on 
ka.DU.ed b;r the device, t:l."lll1ESm.itt4d -cmder proper controls And pro:r11r rules, 
wonld be tactical inrorma.\ion not haTins long ranae 'ftl.ue. It rdE.ht, bO'h'Yer, 
.rtrwr Wormation whieb would later be tran•Jdtte4 in a higher security ~~~ 
tl:rua c!Tin& a break into th• hiper •T•tn. Inroration tranemiti.ed by low 
•cbelon:!l woul.d be ot a uaturo that would not require a lOll£ per1cx1 ot aecoritJ. 

II". Austin brOUiht up the quaation or eonte:ren~•a b$WHn re,,iment.a, 
tQDr,pa'fti~s, and platoons il1 battle. C«pt.in lfaahcoe atat!Jd that a net W'O'Qld 
be set up en.ablina thie to b. done. lh". Wr!.&ht ukad toJ• a detin lt1on ot 
•l'a41o net.• Captain lfasheoe replied that a Mt consists ~ •en ·aJ. atatioua, 
C#lt 'beiDa the central etat1on. •.1•, i.he central •\at1oa, can talc with "ll" 
--.4 •c•, and wa• 4Jld. •c• can talk with eacr. other. !he point was braU&)lt up 
tb.at it the latter is true, it actualll' is a. conference. Dr. Sinmv repllod 
that if we• and •c• couldn't t.a.l.k to each other, operatiOJl would be very 
lla1ted • 

.II'. 1tr1ibt brought 'tiP an entire~ aJ.t~erent problsn, involv!ng the 
taetora in a. and b. ot paragraph 3. !btl iJJherent eeourit;r o! the AN/TRA-16 
1• in Ut. technique o:l' traxundeeion, prorldec! that the ene'ltl,T ie x:ot in the 
line of' th• t.raneldlllaion beam. lr. Small Rid that the Germane l'&d estimated 
We, ,-ears liieCI.tri ty on beam teletype 1 but wet were abl9 to collect the trart'ic 
an4 read !t to great adftfttase. It was atated +.hat the probltol!l jn th6 
J.J/TRA-16 is the recording of the aa ter:llll. '!'he onl7 way the tn ftie oan be 
interpreted 1• b;r Uetenin& to the plain text. Mt:r security naJuatlon wUl 
ba'Vfl to be .ada When the problem or record in& Ule tratt'ic 115 llol, red. llr • 
• thews nated that there -· no po1l'lt 1Jl d1Jtcus•1ng )a. and )b. on the basil 
ot the roreeoinc disousaian. lr. Sall added that line ot sight transmis&101'1 
'bea1IN! Oil the horizon. would bo out or the question unlese l t was :t.nrra-rec!. 
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tr.t. Sinkov 4rew the t~inc aonolua101lal a 6 )) Div1e1on hae w1tb1a 
'\be laboratory a •thod of 1!8lr.in~ a 1tatem~tnt re~ the ratio i.P.v:U."ftd 
b. coneiderinc the •ecarit7J Securltr D1v1eion llU8t un eCDtt."lina to pro
?ide the Qrcnmd Forces 1D the way ~ equipaont in thtJ D8&J" h:tur•J we wUl 
4o the beat n can to ... t a1lltar; dlaracteristiee and p.n the beat ••curitJ 
n oan. Sr, Cl.e.rk added t.bat no ~:~atter what decb:ton •• •·:1e now, w• would 
•tUl be raced 'l:'ith tile ISal!e problen with the Air i'orcea. 'I'he Air lDt"C88 
wry detinit•l.y baYs a tranm!eeion problea. 

Ca~tain 11'aahcoa etat.d that 1ntepoated e~taca.t directly tiea to&Qther 
tb• eecurity &neJ transllieaion elem,nts, The !H/TRA-16 1a 1L itself an !nte
pted piece ot equip.-r1ellt. .&n opinion b.sd baan exprees~d b) :wr. Friedman tba.t 
an integrated equiplU'nt. could ba described aa q equipm~nt. with all S.ta put.a 
tu;Dctionin& aa a mdt 1n such a •7 that the cmapl.ete equipment would cease 
opttntins 1! the Gl7PtographiC" feature ware reaand. 'nl.e Air lorc:ea disagree 
wit.~ thi• interpretation because th.,- do not W8llt to CCIJ181der radio equipment 
as or.YPtograpbic equip~ent. lfewrthelesa. thio is the A.SJ. def'initicn u it 
new atande, and Starr is detendin& it. Mr. !iathows atated the.t the .AII/'r.RA-16 
would not fws.c'tion without the ke7 pnerator. but that it oould be llCdltied 
.. u to •b possible a k$1 set.Uns whiah wO\lld reduce the at.tect oi the 
~chani:J'll to aero. C&pto.in Waehcoe add.cl that a plajn wai'er could 
~o be thrown in and that it would produ.ce tbe aae etrect. 

l.r. lfrijht closed the IIO&ting 'b.r st.sting that the anl.7 •olution is to 
4o the best we OB.!l on tho SIGJIP. nr. Sinkov eaJ.d the whole :problem or ~ld 
-..raus laboratory •eat.r1ty would be :set aside, and Captain Waehcoe ai!ded that 
Jt & J) D!:Yi11i(m could 10 through tJ1th t.b.eir eeliiM.tee ud indicate tte laborato17 
.. cur1ty afforded. 

:a. l. 'Dll300 
Teehnical Statt 
@ecur1t7 DiTision 
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Jlltqaasted \v r.tr. Wr1&ht or 1t ~ D b1Y1d..m 

l. Obj$C:t 1• to obtain a ar1t.erion or eutt'ioient JeC"~ll'itT r<•r low 
and .-diua vade o1lil«m7 ud oU'ax .,.teas. 

' *• General - Set up tntatiyelT a policy wftic i:mtJ.T dEt1nite 
to pYe uJ a. t1r1t app!'oximat:S.on ror correlatinc •laboratory eeeuritJ- rltll 
•tuld ••ow-1~. It 11 realised that in the final ual;f8181 •J•oU'io 
~q..u.S.puntls "ill han to be coneiderN 1Ddiv1duall.7. 

'· lt present., •• badl,v !leed a definite 'Min1!au!l "laborat017 
lftCUritT' requiJ'"ftent tor U/G&~--4. 

2. •• YOUld l.1ke tG standarditse the unit uaed in at&tU.C •1aborat017 
Ncur:lt7.• -re teel that t.his Wlit atgbt well be defined in teDs ,r a 
acn.al field voup which wou.l!! be •••1cned to •ol~ the traN'ic ~om 
properlr reeorded intercept. 1.e. 2 men and 1,000 l'bs. of equ1P'Jt'•nt 
Jd&bt be a n&aOD!lble =lt. 

1. Consideration• •JdoJh lll&t ueat!Ull7 be coneide~ed to de t.e~dne 
the corrolation 'between •tultl seC'IJr1t1" and "l.aborat017 aecurit7" .. 

a. hppase the equipmiJnt •e lbd.ted exoluai"f'el,y to Yel";T h1&h 
tr.queuey l'tl4j.os by 1:\s «-eip and therei"cre trt..naa1saion would al.1'a.7& be 
line or •ia'h t exeept in .,.~ UDtl8W1l instances • 

._. Certain 't7Pe• of mcdulaticm, notablj" pulse aodulat1onl lllght 
ar-t17 increase the problems or reeord.ing and playing ba.c•l( interr«:pt. Thie 
tollefl about becauee or the Jt.igh ~~pe~ recording; Md1Ul!l necessar.r ud the 
ll*ed tor aecurat.,}J" tilled recordings to wake plA;rback possible. 


