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12 Septexber 1944

Comments on attasched tentative draft of ¥avy Instructiens for
Faintaining the Becurity of Communication Intelligence, dated
&3 June 1944

1. It iz noted thet the instructions apply to all commuifcatlon
intelitgenas and are not confined, as In the amse of the Arsr Ultra
regalations, to intelligence derived from aryptanalyeis of high
gréde coldes and eiphers, It is assumed that the Esvy doss nost
stnalder it necessary to make the distinction which the Arms makes
Yetween high level and other signal intelligence.

8., The Instructions nse the word *Ultra® as the code word
for all signal intelligencs, wvherras the Aray uses it only for
signel intellipence derived from high srade codesr #né ciphers.
The difference vay lead to some confuslon when signal intelli-~
g8a¢e Ls exchanged detueen the Services.

3. %he lastructions do not provide for specinl channels,
ciphere and persomnel for the dransmisslon and handling of Ultra
8¢ 80 the Army regulations.

4, 7Thes recipients suthorised in paregreph 4 of the in.
structlons inoclude Yiest and major Task Foroce Commrnders, thelr
Chisfs of Staff, Asslsisnt Chiefs of Btalf for Plane, Cpernilons,
and Intelligence, and thelr Communicrtions Officerr. The lawmy
regilations permit Tltra to De given to compnrable officers and
also to additionsl Intelligence and CUperations Sta?f Officare
as specificelly authorizad in each instance by the ¥War Devs twent.
Puch a provision is coneldered essential to permit Ultre to be
handled efficiently nt receiving sendquarters., It ia under;tood
that the Navy does parmit additional offlicere to Landle Ult-a
whan neceesary (e.gz,, JISPOA, 7th Yiest).

§. TYhe lowest schelon authorized by the Navy regulatirns to
Tegelve undisguined Yltra 1s "major Task Yorce." Thes Army regu-
lations permit Ultra to de givan to headquartere dova to ani
inoluding Army Oroups or squivalent Alr Porce formatione, and
slsc in exceptional circumstances with sut-ority of the Thenter
Commander to Oorps or Division cr squivelent Alr Force formations
1f oporating indepsndently and 11 physicel security le assured.
fuch & provision is considered nrcesasry to provide flexidility.
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6. Paragreph 4 of ihe instruotions provide tknt when
eoxrmunicrtion intellizernce L passed to subordinates, 1+ sball
e peased without reference L0 its source snd the msssuge shall
eocuntain the word *Mtra.? It is not understood vho ars included
in the vord "eubordinetes® or wny the apnlicotion of parsgraph 4
is limited to messsges to subordinates.

¥. Paragreph 4 permite diszuised Ultra to be passed on Aen
frecestary. There s no restriction as to whom it may be yassed
sn., The comparable grovision of the Army regulstions permits only
oparational orders dased on Ultra to be psssed on to recipieais
in addition te those suthorised to recsive Ultra,

8. Faragraph 6 smphasizes the necessity for caution on the
pixt of "lower echelons * in taking action on Ultra which might
disclose the source. This seems to iwply that, conirary %o
porégraph 4, echelons lower than those listed In parmgraph 4 vill
ricelve Ulira intelligence and will know that it L Ultra,

$. It is noted that sach recelving headquarters appointe its
owvh officer to control disseminsation and security of Ultra, ard
that mo centrelised control of such officers is acontemplated, s
in the acesa of the Army's "Specisl Security Officers.®

10, The instructions provide that all messages conteining Titra
fnformation shall he cluseified ss Top Secret, Army regulatians
for Ultra 4o not specify what clessificetion shall be used., 7Top
Secrst {s used, but 1t is felt that the important protection of
Ultrs is its epecial hendling rather than its classificationm.

11. %*he resson for including the word "ordinarily® in the
laat sentence of the instructions is not olear,

12, The {nstructions contain mo provisions for briefing
reciplents, "signing off” recipients and keeping lists of recipi-
ents, such as are contained in peragraphs 8 a, B o and B ¢ of the
Army ragulations.

13. The instructions contein no provielons comparadle to the
provisions of parsgraph 10 of the Army regulations, concerning
vhen information from Ulira mources may be included in non-Ulitre
feportn or estimates,
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\//:ommanding Officer (:'

Asst. Commandant

Dir. of Com. Research
Adnministrative Officer
Asst. Administrative Officer
Adjutant

Asst. Adjutant

Chief, Admin. Branch
Info. & Liaison Branch
Chief, A Branch

Chief, B Branch

Chief, C Branch
Chief, D Branch

Chief, E Branch

Chief, ¥ Dranch

Chief, G Branch

2d Sig. Serv. En.
Director of Training
Property Officer
Intelligence Officer
Personnel Officer

Provost Marshal
Post Dispensary
Post Engineer
Post Mail Room
Secretary to C.0.
General Files

201 Files

Comments and Return
Recomrendations
Signature, if approved
A8 Requested

As Discussed

action
L~ Informaticn and Return

Infermation and Forwarding
Information and File
See Note on Back
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UCTIONS FOR MAINTAINING THE SECURITY OF
COMMUNTCATION INTELLIGENCE

[oary

1. Definition: Commmication Intelligence embraces all
intelligence derived from enemy communications and consists
of (a) Special Intelligence which 1s that intelligence obtained
by decrypting enemy coded or ciphered messages, and (b) Iraffic

Apelyails Intelligence (Y inferences) which is that intelligence (uLf/

derived from enemy cqmmunications by all means short of de- ?é”{--

cryption. o
2, Yalue: The extreme impbrtance and value of Coimunica-

tlon Intelligence cannot be over-emphasized. It has been the
principal source of authentic information regarding the enenmy's
future actions and intentions. For thils rcason it is Ilmperative
that the source of this intelligence be protected 1n order to
permit a continuing flow of information. Physical security of
this type of intelligence is not sufficlent., All refererces

to its exlstence, however guarded, must be avoiQed except to
those who actually reguire it in the execution of thelr tasks.
Communication Intelligence must not be divulged to any individual

merely because of hls rank. The Commander in Chief, United
States Fleet and Chief of Naval Operations therefore directs
that the following paragraphs be scrupulously complied with

and that, in particular, every effort be made to reduce t> the
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absolute minimum the number of persons who have the knowsledge
of such intelligence.

3. Code Words: Whenever it becomes necessary to pass
Communication Intelligence to subordinates, it shall be passed
without reference to its source, and the message shall contain 5
the word %SUPER"—er—the—werd M"ULTRAY,

e Authorized Recipientss All traffic bearing the fore-
going code wordé shall be routed to and be seen by only those
of the following who must have the information in order to carry

out their duties, viz l;ie t and major Task Force Co ers,
r L1 sistant Chief aff for Prans,

erations, and telligence, and & r Co icati Qﬁiigg;g.l
When it becomes necessary to pass on HgEPER¥e-esr M"ULTRA' inform-

ation, it shall be passed on in the form of an operational
directive, avolding all mention of the source &and furtier safe-~
guarding the source by careful paraphrasing or eliminatlon of
gpecific dates, times, numbers, and so forth. Under no circum-
stances shall an authorized recipient discuss iltems of Communi-
cation Intelligence with'any person unless he 1s assured that
that person 1s authorized po receive such intelligence. Com-

minication and intelligence personnel hendling or seeing this

type of traffic must be carefully selected, kept to a minimum,

and turnover of personnel avolded in so far ag possible,
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5. Qperational Informationt Communication Intelligence

contains items of operational value. While it is true that,
to be of value, positive or operational use must be made >f
such intelligence, 1t should be borne in mind that the risk

of compromising the source is always present and the action
officer must welgh this disadvantaée agalnst the tacticel
advantage which may be only local or only tcmporary. This
applies particularly to lower echelons where the locationg are
exposed to enemy actions or where the provisions for security
are less than acceptable, In practically all cases, a sinple
directive to take a speclific action, addressed to the un;t or
units concérned, will suffice, rendering unnecessary the trans-
mitting of the source of the Information or the information
itself on whiceh the directive 1s based, BSpeclal precautions

Lo prevent the disclosure of sccurate knowledge based on "ULTRAM

ormation conce nemv_Iintentions, or the location, nove-
T siti of em shall be tak briefing

pilots because of the danger of their capture by the enemy,

6. Disgsemlpation: In order to provide for proper dls-
semination of Communication Intelligence and at the same t..me
insure ﬁdequate safeguards for its security, those commands

recelving "ULTRA"™ information shall designate an officer who

1s thoroughly conversant with Communication Intelllgence metters
to control the dissemination and physical security of all

WULTRAY recelved. In all cases where 1t becomes necessary to
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disseminate "ULTRA" information to subordinate commands by
eryptographic systems other than those specified in paragreph

7 below, such dissemination shall be made by thls officer, or
passed by him as may be directed by the Fleet Commander concern-
ed.,

7. Cryptographic Systemss Whenever Communication Intel-
ligence is transmitted, only cryptographlc systems of the high-
est security (i.e., ECM, CCM, TYPEX, or one-time cipher} end
narrowest distribution shall be utillzed., When, in exceptional
¢ases, this is impossible, information shall be passed by util-
lzing the cryptographic system of the highest security available,
including In these messages only the barest essentials requlired
for necessary action by the addressee.

e, Beferencest No reference to Communilcatlion Intell.gence
shall be made in War Diaries, Action Reports, or other reports
or proceedings without prior specific authority of the Commender
in Chief, United States Fleet and Chief of Naval Operations,

Whenever action 1s taken, based on Communication Intelligence,

studied effort must be made to insure that such action cannct
be traced or attributed to this type of intelligence alone. i
Whenever possible, action against speclific targets revealed by 33
NULTRA® shall be preceded by appropriate air or land recon-
naissance or other sultable camouflage measures, In general,

momentary tactical advantage is not sufficient ground for taking

any risk of compromising the source.
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9. assifica st All coples of messages, transia-

tions, or other documents containing WULTRAM" information shall
be classified as TOP BECRET, Coples shall be kept at a m:ni-
mum and shéll be destroyed immediately after use 18 made of the
inforpation. Complete files of R®ULTRA"™ dispatches ghall he
maintained only by Commanders in Chief and main Communicasion
, Intelligence centers, Particular care shall be exercised to
insure that files of MULTRA" information are not maintained
in locations exposed to view by, or accessible to, person:

not ordinarily authorized to see such information,




