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TO

THE LONDON SIGNAL INTELLIGENCE BOARD
AND
THE UNITED STATES COMMUNICATIONS INTELLIGENCE BOARD
ON

THE U.X,~U.S. CONFERENCE ON THE COMMUNICATIONS SECURITY OF
NATO COUNTRIES -

HELD AT WASHINGTON, D. C. - 5-12 JUNE 1953

1. As the pesult of an ISIB proposal of 26 February 1953,” and the
USCIB acceptance thereof, commnicated to ISIB by letter dated 18 April
- 1953,"* g UK-US Conference to consider the improvement of the communications
security of NATO countries was held in Washington commencing the 5th of
June, 1953. |
2, The detailed conclusions and recommendations of the Conference,
whi:ch were agreed by the conferees at their final meeting on the 12th of.
June, 1953, and which are set forth in the accompanying report, are
submitted for approval by the London Signal Intelligence Board and the
United States Communications Intelligence Board.
3+ Both Delegations recommend that a copy of the Report be forwardsd

S R 3‘ ,x”":“\"'l .
2 oy Y/ Ul
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Chairman, U.S, Delegates
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12 June 1953

REPORYT OF" TIE

UK~US CONFEREHCE OH THE COMMUNICATTIONS SECURITY OF
NATO COUNTRIES
HELD TN WASHINGION, 5-12 JUNE, 1953

1. To consider the insecurity of NATO communications and of

‘the notional communications of NATO countries, including a review

Sf the conclusions of the 1951 US/UK Conference on the Security
of[:::::]Commnnicutions, in order: '
a. To determine whether the NATO Govermments ohOUld be H
approached with a view to improving thciricommunitions security; ’
b. To assess the advantopes and disadvantoges of such anfapproich;
c¢. To develop, if such an approach should be made, (1) = &gﬁ
specific plan for improving the security of NATO communications and of:
the national communicotions of NATO countries and (2) a specific .
plan for approaching the HATO Governments..

FACTS BEARING ON THE PROBLE!M AND -DISCUSSION

I. ASSUMPTIONS AS TO THE COMINT CAPABILITY OF THE USSR

2. This Report is predicated upon the assumption that:
a. The capabilities of the USSR to intercept and

exploit radio communications are af\}cast equivalent to those of

the:Ds, and UK.
. N .
b. The USSR monitors all landline communications passing

through its ovn or satellite territory. The possibility that it

pné access Lo other communications passed solely by landline

_¢nnﬁ' be excluded, but therc is no evidence to assess the extent

e

™

of this possibility. Any troffic obtained by the USSR from
landlines can be exploited to the some extent as traffic obtained

from roadio tronsmissions,
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Footnote 1.

It should be noted that the security syostem of NATO provides
sufficient protection for "COSHIC" and "NATO" communications passed
electrically. However the NATO sccurity system does not provide
protection for national communications carrying related information,
nor do all the NATO countries confine "RATO" and "COSMIC® communications

5 ully complied with these regulations, There is no evidence on vwhich

to conclude whether or not other NATO countries observe the NATO
procedures, '

Footnote 2,
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4. Diplomatic communications in wartime.

It is considered that on ggtbreal'c of active hostilitievf/‘s;’f the

~ value to the USSR of the information derived from the cormnunicg.’fions

of NATO countries would be greatly increased.

5. Armed Forces comunic;ations in peace and war.

b. In general it is thought that under peagje time cor;d’itions
Armed Forces communications are unlikely to be an itﬁportant 36urce

of valuable intelligence to the USSR. In. cases of limit.ed hostilities

| |1t. is, however, cons:.dered that

B T L TR
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T

vulnerable Armed Forces communications are a menﬁce to the na’cional

TR P

interests of the UK and the US and m the case‘of genera.l hostilitles

i S e

would become a w.ffa,l da"ger' . E033()2)
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ITI. VALUE TQ THE USSR OF INTELLIGIMNCE ON kATO COUNTRINS DERIVED FROM
)

NON-COMINT SOURCES.
6. Clandestine Sources.
a. Non-COMINT clandestine means of obtaining intelligence

cannot_be regarded as a complete substitute for COMINT as a source of
Ay
intelligence. In particular, in areas where COMINT is effective,

clandestine intelligence is generully less timely, less complete and
less authoritative than COMINT. Information from clandestine sources
needs a sometimes difficult process of evaluation'before it can be
accepted; is dependent on the availability of communicétions; and

is frequently subject to considerable dpl%g before it is received by
the user agency. Further, the value of intelligence from clandestine
sources can frequently be greatly increased by correlatioﬁ with COMINT.

Moreover, the capacity to sustain successful clandestine arrangements

to obtain intelligence oftén depends upon information derived from

" GoMINT.

b. Although/it must be presumed that penetration of NATO

et

nations by agents of the USSR exists and will continue to exist,.

— ————— Retaan haiinhil
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Security Survey of December, 1952, and there remain
significant handicaps--political and administrative--

to improvement. The level of overall security in

the near future. Nevertheless, the operation of
eIt

-—u—-.._a-""w P e

clandestine sources is expected to become increasingly
M-—.m

\__\M_,,.n-—-.m__,-.--.,_. el VU SN A Mt i -
difficult, and therefore, 1t is felt. t.hat t.he USSR
W - o

could not. find adoquate compensa.tidn for the loss of

v A S v oA S T

potential COMINT through increased clandestine activity.

ey e e e e A i A e . SN oy [, e -

(2) As regards other NiTO countries from which the
potential value of COMINT is'estimated to be high

there is insufficient collated evidence available
to this conference to assess the state of their

security. In particular there is not available any

\"evidence it is not considered safe to assume that.

the lavel of overall securit.y is higher than tha.t

LR TN TAY

. of |«s described above.

e

c. In time of war, due to the introduction of security

measures which are not possible in peacetime, clandestine opera;.iohs
become much more difficult. The ready means of communication afforded
by diplomtic missions and consulates are also no longer available,

It is therefore considered that the value of information from
clandestine sources v;rill be substantially diminished at least initially

by an outbreak of hostilities.

rmmas 1 OP-SEGRET-GANOE
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a., It is difficult to. -wsess to what extent open sources
(newspopers, trade publications, public documcnts and statements, etc.)
or diplomatiec reportage couwld be a substitutc for COIFIN‘I‘ It 1s
‘however agreed that COMINT derived from rca.da.ble communications of
NATO countries does produce intclligcncc not ava.ilable to the
USSR from other sources and that, even durq.ng pgagetime , this
intelligence may increase substantially in volume A4 value at

any time. In wnrtime ’ cénsorahip and other éxtraérdinary security

. measures s Will reduce drastically the flov of‘ intelligence from:

\

such sowmrv.es, and the Xalue to the UQSR of n.py a.va.:l.la'ble COMINT will

be. corresponding]y incregsad, ‘ .
b. It should be\noted that, as in the case of clandestine

sources » the value of intellligence from other aouré\gs can 'be :

: greatly increased by ;lnfofma ion derived from COI'EIN’.i‘a\.

Bl

" consideration the availability of other sources ‘of the same

i.nte'llie;encé open to the US and the UL,

9. In dddition it should be noted that, if a country left

not be a faetor 1L the country Jjoined the Communist Bloc » since it

is to be cxncct. d that its cipliers and communientions nroccdurea would

then be rudieally lmaroved in :.n;f cuse,
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V. SECURITY AWD INTHRLLIGEJCE FACTORD AFPELGHWING ACTION TO DE TAKEN

10. The nature of any nction taken to reduee the potentinl

damuge to the uationnl sdeurity ol the crented by the

vulnerability . . the communieations of FATO countries will be

determined largely Ly technical conslderations. From the point of view . .
' I

of intelligence and generel security ccmsidera.tion‘ howvever, such action must:;
ot - “

a. be designed to rectify efff‘ectivcly inadequate communication

security practices of NATO countrics tl‘jaroug,hout.-

8.
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VI. TECHNICAL FACTORS AFFECTING ACTTON TO B% TAKEN.

11. Inasmuch as it appears to be impractical to attempt corrective -

action by provision of new equipment, action should initially be aimed

at the improvement of availablc cryptosystems and communications practices

wherever possible. It is cons.dered that such improvement can be effective.

12. No matter what initial approach is agreed the proper author-

e B

gencies of the NATO natigTs concerned. This consideration is re-inforced

by that stated in paragraph 11 above. It is therefore important to
associate the communications security agencies with the action proposed
at as early a stage as possibﬂe. The same reasonlng applies to the use
of communication security authorities to originate the action. Further
factors in support of these considerations are that:

a. ‘The security and intelligence factors enumerated in paragraph
10 above make this the safest procedure. | .

b. For reasons of economy it is desirable that existing agencies
be used wherever possible. At least the US, UK and the Stamding Group .
have already in existence appropriate communications security agencies.

¢. There have alreedy eeen several instances in which NATO
countries have requested advice and assistence in improving national,
as well as NATO, communications security through communications secwity
channels, Two examples of such instances are enclosed herewith es
Appendix A. |

13. The interrelationships between t ransmission securityjand

cryptosecurity are such that a completely successful program‘to improve

- Crnam—

communications security must deal effectively with both.

‘14, It is considered that there is no way to deal effectively with
gl — -

disregard o£m:§OGMIC" and YN.TQ" communications security regulations

? EO 3.3(h)(2)
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VII. OUTLINE OF THE PROPOSID ACTION.

15. The Conference is agreed that the factors enumerated in para- -

——

‘graphs 10 through.lh above can best be met by using the existing communi-
w"'—"' - o

oy g

cations security machinery of the Standing Group. It is realized that the

Sﬁﬁﬁding Group cannot issue directives about matters outside the scope 08\
the military aspects of NATO, but it would seem right to use existing
Standing Group machinery in an advisbry capacity, since the security of

NATO is jeopardized by insecure national communications.

17. In order to avoid embarrassment, to ensure maximum cooperation,
:5 5: and to adhere to the security and intelligence factors enumerated in

paragraph 10 above, any action with an individual country -should be as

-

inconspicucus and private as possiblé.

VIII. THE DETAILZD APPROACH AND SUBSEQUENT ACTION.

steps to improve their comunication security.

EO 3.3(h)(2) . 10
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%, The eppro: ch described above involves complicated iseues

. “vhich raise intelligence and political, as well as communications

necurity, problems. These will require specilal attention and

rapid coordination between the US and UK until the precise

direction and success of this program have been -assured. Among

the several liaison arrangements which exist now in these fields

there does not exist the epecific informel mechanism which would

affond the representatibn and flexibility required for this purpose.

It is conaidered that the need wvould be met by the setting up in

I e ro P B A eSS RT TR T M . £ R ORI

. - _
Wesh:l.ngton of a small combined working group representing intelligence

a.nd politica.l as well as technical interents ’ the exact

eomposition and terns of reference to be decided by consu.lta.tion

between the cognizant US and UK authorities.

CONCLUSIONS

- what extent national armed forces ciphers of NATO countries are
vulnerable, If vulnerable however they also constitute a i)otentie.l

source of highly valuable intelligence for the USSR.

3\ a.dequa.tely -for *the Noss of COMINT as a potential source of timely

ettt + st | L o e —— < e

.and mibhoritative intelligence of high value through other sources

-of #nformation.

The nossibility that any HATO

- c;nntr.';—n;ight defect from the NATO Alliance is not estimated

to o.ffect. the validlity of this conclusion.
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28. Action should be taken 1mmed1ately to rectify all vulnerable

Mamrazier et e

communica.tions 4ecur1t.y practlcea of‘ NATO countries.
s IS i

29. Intelligence and security con51dcrat10ns require that any

P S A St s i, 8 WYt e

remedlal actlon taken, whlle de%lgned to be effectlve, should not

P ol

actions taken should be calculated to prevent the .1eakage of effective
communications s. ~urity principles to non-NATO nations.
30. Certain technical factors and'génfral considerations require
that the action taken shmi]f:
a. Altack violation of NATO communications security

regulations through improvement of the overall communication security

attitudes and practices of offending NATO countries.

v
¢, Utilize the machinery of the Standing Group of NATO
2 as the instrwnentalli’cy for improving the security of the national “F‘(b)’
| communications of other NATO countries. '9
d. Be taken through commutications security channels, /W )
4 \ using existing communications security\agencies wherever possible, ‘&
e. Be aimed at the improvement of available .cryptosystems .
_ and communications practices rather than at the provision of new
3

eguipment .
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f. Afford maximum privacy in dealing with individual NATO
_ EO 3.3(h)(2)
countries. PL 86 36/50 USC 3605

31. The course of action outlined in paragraphs 18 through 24

s

above meets the foregoing con51derations and is feasible.

32. Upon approval of this report the follow:mg preliminary steps

._..,-umh*“mw W B, w3

mist be taken:

————

“\

" Form 78%C13§

liasison arrangements to coordinate this examination and the drawing

of lessons from it are adequate, and no further liaison machinery is

, réquired .

15
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' RECOMMENDATIONS

3L4. It is recommended that:

a. The foregoing conclusions be approved and supersede

those of the 1951 Conference on the, Security of[ | Communi-

cations.

b. The program in paragraphs 18 through 24 be undertaken
in accordance with the concluslons and, in particular, "hat the steps’

enumerated in paragraph 32 shbuld be undertaken immediately.

—

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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APPENDIX A

Examples of Recent Instances in which NATO

EO 3.3(h)(2)
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12 June 1953
APPENDIX B

}
LIST OF LXAMPLES OF DANGRROUS

oitYPTOGRAPHIC AND COMMUNICATIONS
PRACTICES AND PROCEDURES

I. UNENCIPHERED CODES

1. Unenciphered codes are totally inacceptable in diplomatic
_use for transmission of classified inforﬁation.' In Armed Forces
communi cations they are acceptable/only when chaﬂged at very
frequent intervals and when it is not considered essential to maintain
the secnrity of the information fér more than two or three days from
the introduétion of the code.

II. ADDITIVE SYSTEMS

2, Any additive (or subtractor or minuend) system is dangeroue

unless special precaut ions are tagﬁn in the construction of the additive

itself. Many procedures that may be regarded as "special precautions"
are deceptive as to sécurity and may even jn thems§lves create weaknesses.
'3. Encipherment by additive can only be guaranteed to be secure
when the additive is used on a strictly "one-timeﬂbasis, and systems
that permit depth gain little or no security from the additive.
L. Encipherment by non-one-time additives is highly dangerous,
‘but can be acceptable in certain circumstances for limited traffic
provided that precautions are taken to minimise overlap and to prevent
cryptanalyéts'from finding any overlap that may arise.
II1. NON-ADDITIVE HAND SYSTEMS

Do There are many hand methods of encipherment, not employing -

‘ additive, but few of these can be guaranteed to be secure,

'IV. MACHING CIPHERS

6. Machine ciphers vary greatly in the amount of security they
{ )

" “afford. Failure to observe in every detail proper 1nstructions for

FOP-SECRET -GANOE
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APPENDIX B(continued)

operation mdy\;ead té‘comprOmisc even with the best machines.

Others, such as fhg well-knowm

are insecure unless pfegautions are taken over and above those
recommended by the manufaétu;cr. Others, again, are basically

" insecure and should in no circﬁmstancca be used.

\ f
i

 Fam81CI138

V. TRANSMISSION SECURITY

8. Ciphers, however good ihdividually, are not enough to ensure
communications security. Transmission techniques and message formaté
can in themselvcs.providc considerable intellipgence to a traffic analyst.

Although there are vpractical limitations, the ideai to be striven

for is thut the traffic neither of ~ny one type (e.g. naval, air fbrqe,

\

-2
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12 June 1953
APIINDIX B (contiﬁ;ed)
etc.), nor of any one nation should be dictinguishable by external
characteristics. Apgain, intelligeuce can be gained by study of

the organization and procedure of radio networks and by use of radio
direction-finding. In many cases, e¢specially in Armed Torces communi-
cations, a skillful enemy can oblLain valuable intelligence by-collatibn
of apparently uninfofmative message lLexts. IbL follows, therefgre, that
full communications security demands that sPecial‘precautions be
observed in such ngtters as the judicious employment of indicators,

the selection of call signs ard of freqpcqqies; radio procedures,

and the restriction of the use of plain language.




