WAR DECARTMENT
The Adjutant General's Office
Washington

AG 311.5 (9-1-42)MS-B-M September 5, 1942,

SURJECT: Crytographic Security and Safe-
guarding Military Information.

TO: The Commanding Generals,
Army Ground Forces;
Army Air Forces; .
Services of Supply;
All Armies;

All Alr Forces;
All Corps;
All Service Commends;

The Chiefs of All Services,

- .
1, a. Analysis of radio and telegraph communications has revealed

in ashion the immediate necessity for thorough understand.ing,

on the part of all personnel, of what constitutes important informe.tion,

and the exerclsing of the utmost diligence in safeguarding this inf'ormatiom.

b. All personnel, who prepare or are responsible for the pre-

paration or classification of messages, will immediately acqualnt ihem-

selves with the provisions of AR 380-5, dated June 18, 1941, and purtic-

ularly of paragraphs 8 amd 9 of Section 1 for 1nstructions as to classi-

fication, Paragraph 8-b of AR 380-5 contains examples of items elassified

as SECRET and paragraph 9-b containg examples of items classifled as

CONFIDENTIAL. These lists are by no means to be considered as all in-

clusive, and it shall be the duty of all persons concerned, where nny

doubt exists, to assign a sufficient classification. Brevity 1in toxt

and economy in transmission are provided by crytographing meassages

clagsified RESTRICTED, but from a military stagdpoint, the RESTRIC'’ED

classification is considered to provide little security.

C. With reference to paragraph 9.b (7) of AR 380- -5, all o-ders,
reports, or instructions pertaining to units or individuals who ars in
or enroute to staglng areas or to overseas stations or on special issign-
ments in the Unlted States, or questions concerning them, and all .ref-
erences to shipments of materiel which might dilsclose type, guantity, or
eveniual overseas. destinatien, shall be classifled as CONFIDENTIAL, or
SEORET, whichever may be appropriate. Exception iz made with respsct.to
messages bearing on the apprehension, surrender, or dispcsition of straggler:
and deserters in the United States provided no indicatioen 1s shown In the
address, body, or signature of the message which might reveal the indi.
vidual's organization and 1ts location if taetically disposed; these messages
will not be classified when so prepared. Egception 1s also made ia the easee
of messeges which relate to materiel shipments the destinatlion of #hich
is marked in the clear; which messages will not be classified when trans-
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mitted by means other than radlo.. Hlth reference to paragraph 9-b (9), 1t
will be noted that Strun”th repor+s, deulbnatlons of units, movements o
troops, numbers of troops, dates or movement numbers when used together
with the names'df individuals or places constitute 1mportant 1nformatlon,
and should be appropriabely classified.

2. It is foresesn that these instructions will result in a con-
siderable increase in the cryptographic work of, the Army. In this connuct-
ion, it is directed that particular attention’ be given to the meuns of trans-
mission of cach communication and that ordinary, air, =and registered mail
services be used whenever possible. Routine repoyts upon which immediate
action is not necessary or commnicatjons which will not require attéhtion
until the following day, should be sent by mail when their transmission by
such means will not materially delay dslivery. This is particularly appli-
cable to communications within the United States.

3. a. In order to clarify the position that each type of communi-
cation service holds in the Army Communication System, thu following rules
are set forth as a guide for the pbrsonnel concerned.

b. The following sergices are uncla581fled whbthcr within or
outside the continental limits of the United States:

- (1) Radio ; T
. (2) Telephons ’
(3) Tolegraph and Cable (when gperated by other
. i than military personnel)

. Thy following sorvicus aru classified as RESTRICTED within
the continental limits of the United States and Outside the continental
limits of the Unised States where the services aro undur the control or
supurvision of American .filitary personnel, and wire faciliti.s are em-
ployed exclusively. If mussages are classified as RESTRICTED, they may
be transmittod in the clear by one of the means listed below:

-(1) Teluetypevriter Exchange Scrvice
¢ (2) Private telotypewriter sorvice
(including both Govurnmont and privately .
owned facilities)
(3) Ficsimile.service (excluiing tcluphonu
conversitions in relation to facsimile
transnissions)
(4) Telegraph and Cadlu Servicus (when traffic
fuhections at both -nds aruv handl.d by mlllta“y
pursonncl uxclusively)
- oo (56) Tuluphone. (vhon oquipped with a,scravbling device
' ] _cl.ssified by thu Chief Signal Officer
w - | as RESTRICTED)
SECKET and COHFIDQHTIAL mussxrcs m1y b trnnamlttud in the clear through
thuss means prov1dud approprlatulf clussified scrnmollng deviess, the de-
sign and the complotion”of . .the, instailation of which havy buen approved
by the Chiwf dignil Officdr, aru installed on all facllltlus used in trans-
mitting thusc' SECRET and CANIFTDoNITAL messagos. :

: 2. ; —RESTRICTED—
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. - d. Messages classified aa SECRET or CONFH)ENTIAL, W"ﬁa‘tever-their
. deatination, may be transmitted by the following pervices provided they
are crytographed in the appropriate manfnérs

L
raEy}

: (1) ‘Teletypewriter Exchange Ser#ice
; (2% Private Teletypewriter '
Joiti2(3) Telegraph and Cables ! =
. ‘*-ml’ (k) Reite S
: (5) 'Facsimiie Service -—fv~\
) Private teletypewriter aervice, teletypewriter exchange ser-
. vice, telegnaph service, and the vérioue cable services have a definite
privacy feature that is not ‘obtairable by radio propagation, Mesgages that
- are transmitted by electrical communication service will bear a ndrmal
E 'telegraphic heading and eignature as prescribed in paragraph 12, AR 105-25.
Except for the address and slgnature, all crytographed measages trnns-
pltted via these services will follow the authorized message form and will,
therefore carry no reference in clear as on the cryptographic system or
_classification of the message. T “h-

! N - vy,

-

T Th, g. The cryptographic systems in use by- War Department tcday are
~the result of many years of experience and careful study, and are considered
%o be cryptographically secure. Thelr seeurity camnot be maintaired, how-
-ever, 1f continued violations of cryptographic principles are pernitted in
the writing of classlfied messages. Those lndividuals who draft nessages

. will give particular attention to paragraph 36 of AR 380-5.

b, The reply to a classified messege will not be classifled lower
than the message to which the reply is made, but it may be higher if the
- _gubject matter in the reply warrants such an increase in classificatlon.
- i i \ .
. ”, " s -#.0f, Messages will be as concise as possible consistent with clarity
« """ Commonly- used conjunctions, prepositions, and articles such as "and, "for",
P "but“ “"in", "on", etc., will be eliminated whenever possible withowt con-
" fusing the meaning to be conveyed by the meesage.
II
. ﬂ; Stereotyped phraseology will be avoided at all times It
‘must be kept in mind that any standardized phraseoclogy tends to bucome
f stereotyped and the habiiyal use of any particular words as beginnings and
- v . pdings must be avolded. The folYowing is a list of wqrde and phrases which,
through use, have become stereotyped, and must -not be uded at the beginning
or endinq of classifled messeges:

.~

:, i ', : ACKNOWLEDGE PURSUANT TO
o ADVANCE IN COMPLIANGE WITH
5" ADVISE .. QUOTE ,
" . ARRIVE — TITLES "COMMANDING
; : ATTENTION GENERAL," ET:).
T . GITE PLEASE
: , '  CONFIRM RECEIPT
o : DEPART RECEIVED
. ENEMY ' RECEMMEND

END OF MESSAGE REFERENES
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o REF ID:A71851

P S . o

N I ) PERIOD” . REPORT
AT FOLLOWI'NG . " REQUEST
"','F'ROM ' REURAD _
A A ' IN REPLY YOURS
oo o ; ’ . REQUESTED
! - PARAPHRAS,E . SIGNED{INCLUDING NAME)
NUMBERS "L1"; 2" 6 .ETC., STOP

B . THIS MESSAGE UNQUOTE
‘0 ! i
. e. In the use of punctuation, do not habitually abbreviate. On

the other hand, do not habitually spell it out. When abbreviated, "period"

is not encquraged because of the possibilities of confusion in the message
arrisi from ite use In general, the use of punctuation will be kept to
a minimum Punctuation is the most stereotyped part ‘'of any larguage.

f AB%reviations used will adhere to AR 850- 150, dated February
L, 193 with Change No. 2, dated March 21, 1939, and War Department Cir-

- ecular 59, dated March 2, 1942 Abbreviationa such as T/0 will be written
P slant 0. AR 380-5 will be written as AR three eight zero dach five.
Spelling out letter sounds-in the writing of abbreviations will not erdi-
narily*be done- Example: Y will be writtem as Y, not as WYE When necessar
to- claiify certain abbreviations, use the official phenetic word list, paras
graph 181, FM 2k-5,

) ' &, Numbers will be written as cardinal numbers; Exam;le-
f1270 will be written as one two seven zero, July 17 will be written as
July one seven.

h. Direct. quotations from clapsified messages will-nct in-
tluded in~ sybsequent classified messages, Direct quotations from.press
releases, or other unclassifled documents will not be included in classi-
fied messages. Before including information from unclassified sources
in a classified message, or before disseminating information irclyged in

N ' iassified messages, the Information will be paraphrased., All paraphrasgses
will be made in accordance wlth the provisions of paragraph 38, AR 380-5.

I 1. Literal and paraphrased versions of classified messages
will, be safeguarded with the same degree of security as the cryptographed
versions. .

will be written PD, "comma" CMA. The use of the word "stop" t¢ mean periog
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@ I
he It 13 degired that the commanding generals of scrvice commands
notify the commanding officers of all posts, canps, and stations, in-
cluding installations under the Jurisdiction of the Companding Generals,

Army Ground Forces, Arny Air Forces, and the Chicfs of Admimistrative and

-~ Bupply Scrvaices, Scrvices of Supply, located within the territorial limits
of their respective service cormends of the asbove,

By order of the Secretary of War:

v A, ULIO
Major General
e Adjtent Gener

-\

~ ',
—

COPIES FURN
. The Under Secretary of War;
Secretfary, General Staff;
Ghlef Statisties Branch,
War Departnent General Staff;

The, Divisiona of the War Deparﬁnent
. =~ 7 CGencral Staff,




