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1. Members of th•J Sub-Ccmlldttee: 

Hr. Fl'ii1k RCiditt 
Mr. V. P. Keq 
Mr. w. Godel 
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2. The Sub-Calaittee met an J1.me 5th, 6th, St.h, and 9th, agreed its 

apnda and the report or its f1nd1ngs and ccnclusiana attached at Tab A. 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

Declassified and approved for release by NSA on 02-28-2014 pursuantto E.O. 1352e 

Form 7Bl·C13S TOP SECRET CANOE 



REF ID:A51718B 
TOP.· SECRET CA!'=~OE 

I. INTnOOOCTIC* 

TAB A 
FSC'JJ/1/Rl. 
rot. 
9 ..... 1953 

1. 'lbe O..S.tt• predicated ita d1eouu1one upon the tol.l.owtnc 

aeeumpt.lonaa 

ae The capabll1Uea ot the ESJ' to intercept. and aplott 

1'8d1o ... - •icat.icma are at leaat equivalent. to our own. 

b. It can be aa•...S that the USSR manltora all lancll1ne 

ocaud.cat1ona puaing through ita own or satellite territo17. The 

poaalbil1t7 that it haa access to other COIIIIUI\icationa passed sole~ 

by landUne cannot be excluded, but tbeN is no eYiclence to •-•• the 

extent ot tJd.a poaaibillt.T. MIT tattic obt.ained b7 the USSR fi"CD 

landUnea can be exploited to the 8&18 extent as tratt1c obtalnec:l 

II. VAWE TO THE USSR OF Camtr DERIVSD F101 
THE CCIIMUNICATitWS OF NATO COUNTRiliS 

( ... Footnote 1) 

Foat.raot.e 1. ' ~ 
C;<,~ t~t~·· 

EO 3.3(h)(2) 
PL86-36/50 USC 3605 

, . I 

It ebaald be nc:ted tha-t the~~CilriQ' sJ&t• ~ N".'tO provides sutticialt. 

pi'QHot.iz tor 11CCSIIIC• ani "N.~TO" oo•uo1cations -,:assed electricaJ.l79 

Ho.-nv tta 4~\ TO oecunt.y 078 tea does net pzor tie trct.•t! on tar ra t.ie)ral 

C4'WIIPIII:Icatiom carl7irw related i.rtcntat.ion, ncr do all the !LTO court.$& 

co~il'lt ''~-i\TO" an:l "CQ;MIC• !I'XMmlln:Lco.tiom to apJI"ond cb&•·nal.e. Heced. 

a.imtion incllcate. t.1n t the I fonrimaat. e are the 

psatest arr.mera 1n this respect Cllld ttat tl'IJ ~...I -=------------...... 
CareJ"'r'..a ta ta,. nc;t. 1Ull¥ coap.Ued 'lld.th the oe resuJ.at.:i ora • There 1a no 

endenDe on lla1ch to con:luie ~-hett..r or net. ether li\TO CCllntlilts obsern the 

N\ TO p-oe.-. •• 
! 
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• mloatt~or lndlri.dual. rlATO oountl"lea will vary direct17 with 

llaUl (1) ~ 'llllrlenbW'-7 - (2) the -- t.o -~~ 
lntoalaUon, -the OOIIpi'OfliM ot wtd.ob would be d••&Sna to the us or 

t.be ux. 

(l)L-1 _____________ _____. 
are an t.ld.e bula &l.cme tJtaaabt. to ..,......., no 

Olll'JWit or pNdlotable .,..... ot ftbable 1DtelJ.Ictnoe 

to ta. wsn. 

(~)IL... --------------------l 
·~Q 3 . 3 (h) ( 2 ) 
PL~6-36/50 USC 3605 

~ ot \Mil" 0' wdoatlODB and tbe relat.lftl.r 

lll1ght put.icd.patloa ot U.• oowrt.rlea 1D •ttere 

Wdoh 1IIDUl.d !mQlw orltJ.oal tntomatiOG are al80 

Form 781·C13S 

(J)IL-_____________ ______. 

(4) 

tlan of thae ooant.r.lea are oaMicleNd to NPilllllt 

a ~ .,.... ot ftlubl.e iDtel.lJ.pnoe to t.M 

WSR. 

~ce to the USSR. 
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at wl.ulllle ~- t.o t.a. ws&. 

). DtpJ-t1c clpbere in l~Ut.Uo. 

1\ 1a ...S.da'ed tlaat, e ouu...ar ot aot.iw boet,1]tU.. &be 

-.1M t.o \be USSR ot tbt Sllt'OJ..t10D derJ:ncl t:r.a the • •'-'S.. 
ot llto ...w.tea 1Gil.d be sa-tJ.T 1Dora1MCI. 

ot wabt. ~ w t.be ussa. In cues ot Uld.tecl ._.ntu. .. , 

1 lit· 1a. baweter, ooaei~ t.ba\ 

ft1neab1e ArMel ?ONn o1pben ..... _..,. to ,. Dll&tor.l ~ 

., u. Ul and u. us and 1n t.be ... ot genen.l. ..,., ltt.s.e. ...w 

···- & r.l ......,.. 
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m 
Otbar 801U'QU f4 1DteJ 1 tpaae qpa to t1lll ussa. 
5. C:JaDaMtille Souroea 

~ •· ~~~ ~ ot Obtatntna lzatellS&aoe 

~ oalmot ,,~~";·Olii'Oe ot !DWllt-. •. 
f\ w... ~ ~~CoM1rJ"'r ~ ~~ 

Ira pazot1cularA.nl'Y'd•lltsz. !Dtel u ... 1a ~ lue 

ts..~, l~ ~·8Dll8N ~- tbDD CDID'l'. 

IDtcnat1cD tNI o.laDtaatSDa 8CUI'C88 ...sa a ~ 4Uftnl' 
. .. 

PI'OOeH ot evaluatSGD before lt ODD be aooept.e41 . ia 

~ CD tbatmdlabllS.tq at CO mtaattm.1 aa4 18 

~ adi.1Mt to OCDaSdelable &alar betcn '" s. . . 

zeoe1:ve4 b:f tbe uaer ~· Furtber, ca tba 1auSa ot 111 

8114 UK~. 1ddch CIIZl be ...-..4 'to ... iep%SI&Iit&Uft 

ot tall~. tbe val.- ~ latellf .... ~ 

olaD&JatiDa ICIUI'QU Ollll ~ be ~ 11m" I reed 

10' comalat1cm vlth COIUI!Pl. Uoreovv 1 tile aap~elt.J' to 

auatalD IIUOC8Uful. ol..udelrtlDe. arz"PW"'"'Ita to obtaSD 

1Dtell1pace c:fteD &apm4a ~ 1Dtcmatim clarlvacl !'reB 

~----------------------------~ 
are oai08J'DI4, 

tb1a 1a beaadDS 1Dereaa1Dil¥ 41ttloul:t;~ 

1. I ~ lias been a det1Dlto 

s.pravwmeDt 1D thD CMIZ'81l aeourl't7 a1tuat1oo, 8D4 

turtber improv81111DtG Are plaDDacl. Ill tile Arma4 Poroea 

GDd aecunt7 aaeaoies apec1t1c atepa bave been talr8ll 

to pl.oce 1n effect a aecurlty' eyatem vtdGh Sa 
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at Decelltler1 ].95;!. ao.v.r, t111tn ~Sa 

aSp1ti.carlt bua.tcap~-..pollUcal aa4 ~lve

w ~. .. level ot CMtNll aeourit7 \iD 

-~ Ill tile upt ot tbeae ~ it aazmot\be ·-
~ tlat cloldeatw acuroea ot Szltel''lal._ t• 

tbe 1IISB v111 be ~/ N4\'tae4L...I _______ ____J 

tho Dtar Mufte ~~.tt 098NtiOD CJt > 

elaD!estiDI!t aourae• ~ . ...._ .. :tD~W••tlllll' ~ • 

. ..-, .. tlleNtCMt, it i.e felt tbat the msa o011&14 !lDt f1D1 

adequate CcapeDSatiOD tal' tbe lou ot potential CXIIIII'f 

tlm:Ju8h tDel'eUed . e~atf.De aatS.vS.ty. 

a. As rep.rc1s otbar ~/ oOUDtr1ee traJ vtd.ch tbe 

potential wlue at CCIIDil' 1e eat!me.ted. to be 

high there is !Jurutr1cient collate4 evtaeQoe 

awU.able to* Sub..CCIIIDittee to aa•aa tbl 

state of their aecuri~. lD part1culo.r tbere 1a 

not evaUa'ble iu:f report; auch ao that produoe4 'b7 

I I 
r,·.~-'t:::.~-.....4 .. w ~ 'f'O 

ccaclua1ve evi48Dae 1't 1aA •---! tbat tbe laftl ot 

CMtrall iaecurS:tq i._. h1&ber tball tbat ot 

L...--....Jtaeacn'bed above. 
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c. In tiD f1 war, due to the irtrcd1Dt.ian ot seaD"i~ aaa11N8 

1G1ch are nd. pa; ~jbJa in ~acet:ID olardeat1m operattona 

beoaa~ much mere d1t tic uJt.. The rea4Y 11881'8 ot ccmann1cat.1on 

attcrdacl by dlplaatic lldss10RJ ani conaalat• are alao no 

lonaer available. It is the retcre comidered that the val'UI 

d irt" cna ti en tmm claDlestirB sources ld.ll be sd:Jatantla 1lJ' 

diminidled at least 1DU.1alq by an at.break d hoat1Ut.1es. 

6. Ol'HER SaJ~ 
'~-~ .. ~),., __ 

a. It is ditl:lcult to assess to ~dnt axtez& ...... sa.rce. 

(newspapers, trade pJblJcatiom, ;:tbUc dOC\maut.o ant stataJIJIJta, 

etc.) cr diplC118. tic repcrtnge ccnld be a uatitute tor CQUNT. 

wl ... ard value at an7 tlJIIJ; In w::u-tilla, censarsbip and ether 

cxtra.c:rdimry secnrit7 masurea, wl.ll reduce draaticalJT tbt 

tlow ot irt.eUJgence fi'CIIIl such scnra. an<1 the vnlue to the USSR 

r1 any available OOMINT w:l.ll be correspord~ 1mrease4. 

b. It. should be noted that, as in tJ1e case a: alardestinl scui'C88, 

tbe valm at 1rt.elli8eme rraa ether &CU"ces can be great.l7 

increased by irt'ol"'IB ti on derived 1'rall COONI'. 

v 
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ja:lmd the CCIJIII"Amat m.oc since Jt. 3 to be expeota:l that. .tte oiphln aal 

CCIIIIIUiicatiom r.rooe !una liOUld. tbm be radio~ iqroved 1D aJ17 cue. 

PL 86-36/50 usc 3605 

bcMrler ta.7 al.oo ccmst:l:tute o. potAJlUal source ot b1sb~ ·-~

f.atelJ1pnoe tor tbll tBSR. 

1a 8'1'1 better, tbe ti3SR cOlllA not cc:mpeusete oaequa~ tor tile l.a.e ot 

OCilDfl GO G poterlt1ol. 8QU"Ce of t~ Old aut.haritat1W :lntelli ..... ot 

Jda'b value tllrouBh Otbar- saurcea ot 1Dt01'1Dtlcm. 

CXIIDf to tile ussn. 'Die poseibUity that ~HAm oOUD"tr7 ai8ht &lfect 

8 
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.. 8181 .. - fJ!!J!!m ...,. 

traa the am aU!aDoe 18 aot ens.atAII to afteat t111 

valttit)" of tbis OCDOlualca. 

VI 

10. a. !be 1Ju1).0c:8d\tee NCh i8MDIII tblrefore tl8t eotlCD lboul4 be 

teJam. aa a •tter of \II'I8MJ to --~ aat1oaal O'W'JIIfa&t1GD8 

PL 86-~6/5D USC 3605 

EO 3.3(h}(2) 

b. 'Die SUb.Caalttee Alao roacawaa4a that aotice ebonl4 be ta1am to 

1Daun tbat BAm o muD!cat1ou eeourl~ replatlcu azre 

PL 8 6- 3 6 I 5 0 USC 3605 

For111 781-C13S 

n.· tt. .e;un ot t11e IOUCID v1U ~be ~,.,.. ··

o..U.rnlaa8. . rrca t11a po1Dt ot v1ev or llltellieaoe aa1 W' ..... 

.-urs.• J&Giner tile aatlCD mwrta 

a. 

a. 
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I. maowctt01 

1. 1'he ..S.ttee precU.oaHllu 41--.... apoa U. to1 ..... n& 

.... ,u.onea 
a. !be oepaldlttt• ot tbe USSR to lateNept; ead talp181\ 

ndlo e-: tldo&U.C.. are at leut eqad.ftl.tllt to Gill' CliiiL 

b. Altboacb the poealblll- til&\ tJae lBSR ..,. ......... . 

. to oo-tnloationa paa«l ~IT 'tl' lanrl line ...- be .. ,_.eel, 
there 11 no nidence to .-.s tba extct ot tJd.l pllrld.Mlf_.. 

II. VALliE TO THE WSR OF COOI1' DERlV!D 
FRCII NATO C<HIDNJDAfiOfB 

2. Dip'l.clllaU.O olpbere 1n peace tS.. 

1 
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P.L 86-36/50 usc 3605 

TOP SECRET Ci\NOE 



REF ID:A51718B 
T04P SECRET CA'iOE 

EO 3 . 3 (h) ( 2 ) 
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conaldered to represent a potential aouroe ot ftluabl• ibtel.l.iaeDoe 

to the USSR. 

valuable intelligence to the USStt. 

g. It should be noted tha:t. the COOMIC securit7 qst• 

provides autficient protection for the "COSMIC" and "NAT011 CCXIIIIUni

cations passed electrical.l¥. However, the COSMIC 57stem does not 

3. Diplomatic ciphers 1n wart.1me. 

It is considered that an ot~tbreak of active hostilities would 

alter the situation onl.7 to the extent that the value to the USSR ot 

the information derived from the NATO conmunications would be very 

great]3 increased. 

4. Armed Forces ciphers. 

2 
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PL \.86-36/50 USC 3605 

or ettort tbat has b-<.en expmded agaSnat the ftl'lcwt ~· n., 

b. In general it ie tbougbt that. unlv peue time COD

clit,.ans Anaed Forces C<IJII'.wlioatione are unUkeJ¥ to be an 11Dportant 

eource or ftlus ble intel:~ce to the USSR. In oaaea or active 

bo8tilitiesl ft is, boweYer, 

considered that '9\ll.nerable Armed Forces ciphers are a ve17 'fBluable 

potent1al. SOU.l'Ce or ini'omatlon to the USSR and• in the case ot 

general hor .. ilitiee, a~-e or tbe ve17 hlgbeet Yal.ue. 

3 

TOP SECRE1., CANOE 



Form 78 l·C 135 

REF ID:A51718B 
TOP SE(=:RET CA~T()E 
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nL. 

5. ClmldeatiDa Sources 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

a. other tactora belDI equal llcwa..COKtl'l.r al.aiXIe.U. ..._ ot 

obtatntna 1Dtel.l1pDae are OClll81deN4 to 'be lesa ftluabla 

thaD COMilfl' as a 80Ul"Ce ot 1JJtel 1 spnne 1n tblt. tbe:y 

are ~ leas tt.ly' OD1 leaa autboritattw. nt. 

po.rt1cular, tbe iDtOl'llllticG traD olOII&teUzle aCIUI'Cell 

noeds a sc:astiiDss dUt1cult process at evaluaUon 

before it can be acceptecl, 1S c:lepend•llt oa tba 

o.vailabU1ey ot C(J!IIIIm1cat1a:aa1 BDd 18 ~ 

subject to coaaidl!l"Gble do1o7 before 1t is received 

tbe cc.pocity to sustain success!ul clmldest1De ~s 

to obtain 1ntell.1gence clBpends upm information &tr1ve4 
E:Q3.3(h) (2) 

f'rcm ~mfl'. PL 86~36/ 50 USC 3605 

b. Although it must be presu.d that peDetl'ation by aaenta 

of the USSR at appropriate mrtboritiea. ot &\1'() Dat10DS 

exists aDd vUl conttm.Je to exist, it is c.QDS1dered ~~ 

toke place, are also mak1Dg tbo vork at lmer grade 

agents leas effective. AltbOUS)l tbese ccmsideratiODS 

are l.Braely conJecturol. it e.ppea:rs lilreq tberetore that 

the oom ccW.d not find ccmpensat1cc for the loss ot 

potential COMIN'l' in incr~ clandeot!De c.et1v1ty 1n 

these ~e eo1111tr1es. In ot.Jv.:r Nf\TO countries fran 

4 
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·.SA F:...·,n iC~--(1 S .L. 

which the potential value or COMim' is estillate4 to 

be hi3h" there is inautf'ictent evidence to Juatif7 a 

conclusion. 

c. In t1me of w.r 1 dua to tba introductiCil or security measures 

Ybich are not poesibl.e 1n peacetime el.andestine operations 

beccm~e much more dif'f1cult. The read¥ lllt!!lllDS ot 

earm.mica.tian afforded by diplc:mat1c miss1cms and 

eonsu.lates are also no longer ave.1lsble. It is therefore 

considered that the vol.ue at 1nfor.mt1on fr<D el.andeatine 

sourees Vill be substantie.lly d1m1n1sbed by an outbreak 

of hostilities. 

6. OPEN SOURCES 

a... '.there is no sure basis in recent appreciations of 

....._ __ ___,INATO camrunieatian and of information known 

to be openly svaila.ble to tbe USSR on Wich to eatimate 

the extent to Wich the USSR finds open sources (nevspa.pers, 

trade :publications, public doc'l.1mSnte and ~tatements etc. } 

to be a substitute for CO!-Wlr sources of valunble intelligenceo 

and value a.t aey time. In vs.rt::l.me, due to censorship 

n."1d other extraordinsry security measures, it ia considered 

tb.B.t open sources Vill be reduced drnst1cs.lly as a means 

~reey the U3SR could obtni.n intelligence of ca~Jparable 

value which they "ff.''fJ.Y obtain through COMim'. 

b.. It. ehculd be noted tbat, as in the case of clo.Ddestine sources, 

the value of intelligence from open sources can be greatly 

enhanced by inf'Ol"lD6ticm derived frcm COMINT. 
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