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JmOWmJJ( FOR THE· CHI:D' OF b'TJ.'t F: 

Subject: Security oi' ti.~"n~l .::v:..t~.UlliC:::.ttorir .• 

1. Consid.er&ble evidence has been a:~.ssed in .the .,e.st 10 · ciqrs 
indicating tlu.t Zte.te Deu6J•t: . .ent cuc~es ~1~\"t:' certi.d.n.l;y 'L•.:e:-n jeopudized. 
Et!uaJ.ll' strcne evillence inr:icrttE"s the ~>r·"lbr.b!1ity that :nilital7 intel­
ligence cocies, at lea.st those in effect prlo::- to ~.::arch ~. have been 
caaprcxralsed. It is not :lmprobable that the co~es s.nd ciphers now 
being used qy the2.ter CODIIIE'.n~ers i:mvt> lii-:.eT:ise b~ ~ cOIJIRl'CIIIit~ed. 

2. The State Dtt Jart.m.e:J.t has bt".-n ::aymrized of the ait.uation in­
sofar as their code is concemed. ~·.nat. £ ction \'.ill be takea b.r the 
stat.e De~t ill regard t.o their. own codes e.;•parent:Qr has not 7et 
been dete:ndned. !he. adl.it81'7 at.ta.che cof.es ..-:ere ch&nged iarch 1, and 
this will give us a temporary me~sure of security. 

' 3. !he situatiaa .insote.r as ccr.ll!l2nce~a of Pctive t~~eaters is 
cancemecl is suf'f.icientq serious to llar~~;llt iminE:·ditri.e :i..n.d r&r.:ical 
actica. ·In the put the \far Department for t. vc.riety of reasons, 
llCllle ot 'Jihich an either aouad or def'ensible, hr s stuck to the laz.r 
118D1s wq, ot b&rinaJ!IL code with a y;ide distribution in use, 't.i.th 
the resal.t "that it the code is compromised in on(·~ place 1 then eve17 
m~sS&Be 1'rciD 81Q' place· ill the worid runs the risk of being intercepted 
and. ~. It. ia Yital that we now initie.te e. 3:-'Sttm l~ich 'l.'ill. !Jl"O­
um. lat.eral cCIIIIIDlicat.icn bet.tre'!ll tht~tP.r cCII!tn:•lC:t: .. ·s and at. the same 
tille - have vertical qat.an.s of en . .:lUll~ t!''tion Ui riif1"Prent C"Jc!es 
betwetiD \heater CCIIIDBlldera en~ •. ashi:·rt.on r:c t.~;.Et if .:. code be ~ 
~sed. in aae theater it will not &.~:fE-et. c:. , :r&..t.io~lt> in c:.;1other. 
Tbia a;ptaa. cou.pled wit.h ·• tre•:uent c:,ange in cocit=s E.hd ci'Dll•~rs, 
shoalld af'tord a reascna'ble .deeree of securit;r. . 

4. It is :recCIIIIIl8ilded tb&t: 
.!• z-ediat.e steps ·be t~i-:en to ?rovice six ee!l2.J'e.te and. 

distinct &ylltems ot coc~es e.."ld ciphers; t.~.ct-6 sb:. systems to be 
pat 1D ettect at the eerliest possible: date E s follm:s: 
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. ~-::;:14 
Bet. ween ~;ashington and London .·· _ .. ~ · <:;~~·~-?:-~·' 
A different syst.• bet~en liasbingtan and Nort,h .Atri.~;·:< .. ·,.;;.~ 
Another system between itashington and. the llidcne Eu\ .. : · · .. · .... : . 
Another system bet11een \washington and the Southwest · '··· ... 

·-(1) 

:t ~~~. 
'{4) 

Pacific 
(5) 

(6) 

A still different system between \.ashington ~d 
Chun:-:ld.ng 

J.. still ~ifferent system to. be used onl.T in case 
oi' n·~cessity le.teraJ.lt between theater cOD- · 
mMders; this system tor the time being to be 
co;~~:;.on to Pll theaters • 

.!· The toregoinr. i~ merely the first step, which 1111st be .sup­
plerLlented by further o.pplicr.tion of the s~ principles just as 

·soon Ea.S cocies L'1d ciphers can be p~pared and adequate stepa take 
in the uar repartment Classified Kessage Center·to handle the 
additional co~es. 

S• Upon ap?rOVal of the foregoin 1 
to Security Control for implement£t 
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