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_E.'.'e rch 3, 1943.

MEJORANDUM FOR THE GHI:P OF STLEFF:

Subject' Security 5f timcl Coununicctions.

1. Considersble evicdence heas been anassed in the »nast 10 days
indicating th:t Stete Levart.ent cuces licve certuinly Lwen jeaperdized.
Eoually strong evidence incicetes the nrobebility that military intel-
ligence codes, at least those in effect orior to “arch 1, have been
compromised. It is not improbable that the coces and ciphers now
being used by theater commzncers have lirerice bren compromised.

2. The State Dejartment nas been a-mrized of the situstion in-
sofar as their code is concerned. ‘hat zction vill he taken by the
State Department in regard to their own codes enparently has not yet
been determined. The military attache coces vere changed ifarch 1, and
this will give us a temporary mecsure of security.

3« The situstion insofer as commencers of ective t:esters is
concerned is sufficlently serious to werrant imnedizie and radical
action. ‘In the past the War Lepartment for = variety of reasons,
none of which are either sound or c’.e"ensible, hrs stuck to the lazy
man's way of having ong code with e vide distribution in use, with
the result that if the code is compromised in one pl ace, then every

. message from any place in the world runs tie risk of being intercepted

T

and reagd. It is vital thet we now initiste 2 system vhich will oro-
vide latéral commmnication between thecter comne :e:s and at the same
time we have vertical systems of cn.un‘c:tion in rifterent coces
between theater cammenders enc .ashi:ston cc thiet if = code be com=
promised in one theater it will not a!fect ¢ .:rciiocas in waother.
This system, coupled with @ frecuent ci.ange in coces &G civhers,
should afford a reasonsble’ dearee of secur:.t;. )

he It is recommended thet:

8. Immediste steps be tuien to provice six separate and
distinct systems of coces and ciphers; i:.csce six systems to be
put in effect at the eerliest possidlc date s follows:

» RO e o eagm,
- .

*r



mr T »

o o0 ﬂﬁ@ﬂ"ﬂ)ﬁ?w@ A

(1) Between washington and London
223 A different system between l.ashington and horbh Aﬁ'icg
hnother system between Washington and.the Middle East = -
‘(h) Another system between hWashington and the Southwest
Pacific
! (5) A still diiferent system betweeri hashington and
Chun~king
(4) & still c¢ifferent system to be used only in case
oi' n:cessity laterally between theater com- .
manders; this system for the time being to be S
co.mmon to ell theaters. '

b. The foregoing is merely the first step, which must be sup-
pleneiited by further aoplication of the sane principles just as
"soon &8 codes and ciphers can be prepared and adequate steps taken
in the war Levartment Classified l{essage Center to handle the '
additional coes.

Ce Unon anproval of the foregoing, this pa.oer be returmed
to Security Control for implementet

Byor ; -.--'-'*:{""% GFO. V. STROWG,
¥ Skald Major Genersl,
iof WS f Joint Security Control.
4
ol‘u.; 3
Col. G.5.C.. T: Seg W-DG4
MAR 8 - 1943
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