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F \ ) The. _subject paper 1is noteworthy ‘not so-much._ for its convincing
‘“1 nature, as for- its evidence of a completely crystelized and rigid
position.\“ - .

S 2. The portions deallng with mechanism can be ignored at this time,
. since they are Secondary to the maln questlon which is whether or not
% his step should be taken.\\ -

ﬂ3. It appears from. the paper 8s & whole that the U.K. is convinced:

+ A+ That the 1nsecurity of i T - |is of more
. value to Russia than the resultan is to the and
U .S .

B. That Russla could o'bta.in the 1nformation e by no
other means.

L C. That this requires that we unequivOcally sacrifice all
1 | * (probably forever)" without further
xxdelav. .

b, Point 3A above is elaborated upon at length in Appendix A, in
a survey somewhat similar to that prepared by the AdHoc. Cormittee of USCIB.
The surveys are different In that theirs is based primarily o

products and ours on products, and in the lack of any specific span of
time in theE;;; s hereas the U.S. study covered s six month period.
Examination ited examples reveals that their selection is considerably

less rigid in terms of what is damaging. I think it probable that examina-
tion of the complete texts would reveal many instances of messages which
sound serious in the extract but are rather trivial in the whole. Some

are highly questionable even from the extract, as for exemple:
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Annexure L4 item Yc

Annexure 6 item ke

Annexure 7 item 3b

Nevertheless there is no doubt that a quantitetively small dbut
nevertheless real leakage of intelligence is taking place. With respect to
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\*goes so0 far as to state that the amount is

small. In this

essentially\ag:eed

5. Point 3B is thexfundamental questionmark in the

e appraisal: of potential,the| | are
Th dlvergences are 1n estlmates o degree.

This statement made without qualification or further comment in any form
represents an assumption rather than a8 fact. This assumption runs counter

to the known:

b, . Eliborate public press and'radlo reporting of all
~ nations - particularly the U S.
ce Recent oral report byl N

2. Communist infiltration of| and othéf“*\\ nations.

6. Point BB is essential to the U K. positlon,since unless it 1s
very nearly true, the course of action which thq::::] insists upon would

In
the
of our own crypi

mean that Point 3C would be s burnt offering t0 an unresponsive deity.

1true to the extent that our\attempts to inform
in their turn, we would hend the USSR a picture

ographic (and by inference,cryptanalytic) abilities.

T. The fundamental prdblem is not answered by thel pape.
It remains a cold fact that someone withthe requisite authority must make
a command decision in which only part of the factors are known, a few can
be guessed at and the remainder are hidden in the future

Fre‘ 3{ to us

Knowmn |
a. §

Infer -

Known -
be

Infer -

They are also against ‘the USSR

The quantitative leaskage is not dramatic as of now
It could grow worse - particularly 1n war )

Western open sources leave relatively little work for
USSR intelligence as of now x

We might not cut off much intelligence by\

ciphers
USSR espionage of all types is very widespread and quite

effective

have disclosed
We might not accomplish much and might/&i&t a fair amount Of

lis of value to us if not of

Known -
Coe

Infer -

Known -
d.

Infer -

Known -|
€e

Infer -

dominant importance

Who can judge its value to USSR?
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QUERY ? - Will one or more g0 communist? |

I

L) 7 - Will at lea.st the elements of existing cr'rptography remain
if they Vere forced intq

n 7 - ¥Will we then want to read them?

", 7 - Will we one day get intelligence vital to us in our posi-~
tion as leader of the Western 'block? Will we perhaps
get warning of defection‘i ;

8. 1In one sense the die is cast. ALl we cen do is control the speed
of the eventual loss. When modern f’ t and
we set in motion an inevitable i /| T™ois proceas be
e t:lvely slow. We can accelerate this or let na.tm'e take 1ts course.
The decid.ion must weigh the possible ga.in against the accelera.ted lose.

\\a_. One final thought If we are g01ng to do anythlncr more at
_this moment, let us improve the COMSEC only ‘of those of our
partners of whose constancy we feel more or less certain
and whose COMSEC needs improvement. For example:

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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his d t is to be read only by those ! officially indoctri “‘in-ecord-neomthoom-
gmuol;gl:!a:tdllsuena nmmyl{ez:huom and authorized to receive the information reported herein.
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S 1. The subject paper is noteworthy not so\much for itz convincing
A, nature, as for its evidence of a completely crystalized and Il“ldl
.position. .

~ 1

2. The portions deal.ng with mechaniem can be ignored at this tino,
since they are secondary to the main gquestion which is whether or nor

!, this step should be taken. T |

g o e g 10 et 1 et et Pt et P B

3. Tt eppears from the poper as a whole that the U.X. is convlncod-

A. That the fnsecurity of | | 18 of more 'EO 3.3(h)2)
value to Russ:ia than “he resultant 18- %to thd ~and PL 86-36/50 USC 36(
Vel ] IIII,

'B. Thot Russla could dbtain the tnformation ¢ 1 by no

' other means.

C. That this requires that we uneauivocally sacrifice all
[ "(prﬁbably forever)" without further /

delay.

k. Point 3A above is elaborated upon at length in Appendix A,{n
a survey somewhat similar to that prepared by the AdHoc Cormittee of USCIB.
The surveys arve different in that theirs is besed primsrily on[ ]

- products and ours on products, and in the lack of any specific span of
tire in the| "study whereas the U.S. study covered a six month period.
Exam’nation of cited examples reveals that their selection is considerably
less rigid in terms of what is damaging. I think it probable that exomina-
tion of the complete texts would reveal many instences of messages which
sound serious in the extract but are rather trivial in the whole. Some
are highly questionable even from the extract, as for example :

Annexure 2 item ke
ha
S e
R bt
’ 50 . /
5S¢ (30 Jan 53.)
6b /
‘ 6d .
Annexure U item lLc /
Annexure 6 item kYc
Annexure T 1item 3b

Mevertneless there is no doubt that a quantitatively small but
nQVurtbeless réal leakage of infellifence is taking place. With respect to
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'his d t ia to be read only by those personnel officially indoctrinated in accordance with com-
Eull.ue-o;g:f:telllganes lecurltylgezuhtlom and authorized to recefve the information herein.
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) S B goes ‘so- far as to state thaot the amounf 1s
\small. In this and in the -appraisal of” ‘potential, the| | are
eeentially agreed The divergonces are in estimxtes epree.

5, Point 3B\is the fundamental questionmark in th4 |
nis statement ‘made without" qualification.or further comment In any form
epresents an assumption rather than a fact.- This assurption runs counter
o' the known- ) S el S e

5}, Communist infiltration of and othera_ nations.

2.. Elaborate pdblic prese and radio reporting of a11
Y nations - particularly the u. S
.. Ce Recent oral. report by[ g

VL ‘(‘Point 3B is eseential to *x \‘\ [sInce unless 1t is
. very nearly true,. the course of action which the insists upon would
tmean that Point 3C. would be e burnt offering to responsive deity.

1s untrue to the extent thet -our attempts to inform
; \ Lo 1eaked in their turn, we would hand the USSR a picture
of our own eryptographic (ang by inference,cryptanalytic) abilities.

T The fundamental problem is not gnewered by the| pape.
It remains a cold fact that someone with:he requisite authority must make
a command decision in which only part of the- factors are known, a few cen
be guessed at and the remainder are hidden in the future:

g KnownXJ : |ara\ x\a to us

\_Infer - They are also] |against tﬁé USSR

‘§;Known - The quantitative leakage is not dramatic as of now .
b"

a,

Infer - It could grow worse - particulerly in war

Khowng- thtern open sources leave relatively 11ttle work for
L UBBR intelligence as of now .

’ ;t‘ Inf&; - Wb might not cut off much intelligence by securingx
L ( Known\- USSR eapionage of all types is very widespread end quite
‘> \ erfective ",

d. hove disclosed >
) L}n!br ~ We might not accomplish much end might/&ﬂm& a fair amount 04
is of value to ue if not of

) Known

\Inrer - Who cen Judgc 1ts velue to USSR?
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This document is to be read ouly by those personnel officially indoctrinated in d with come~
munication intelligenee security regulations and authorized to reenive the information reported herein.

BECURITY IHFCI T

JQUERY ? - Will ome or more| go communist? ,
" T - Will at léast the elements of existing cr&ptography ra@nin §

- if they were forced into f

1 7 - Will we then want to read them? :

" ? - Will we one day get intelligence vital to us in our posi- !

tion as leader of the Western block? Will we perbnps
get warning of defection? 3
i y g
8. 1In one sense the die 13 cast. All we can do is control the sy-ed
eventual loss. When modern devices were given by th nnd
we set in motion an ineviteble loss of /This process will b
ively slow. We can accelerate this or let na ure teke its couvvza.
The dnciaion must weigh the possible gain against the accelerafed lots,

\

8. _Qne final Lhou hte If ue are "oin" to do nnvth1n~ nore ol
“this moment, let wg Linrove the POUSEO snly of those of onr
[ lof whose constaney we feel more or lecs crwhboin
- and vhose COMSEC needs imnrovement. For ememple'[::::::::]
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