
-~ 

REF ID:A39507 

S\SJ)~-10 
- --..__ 

pproved for Release by NSA on 09-30-2013 pursuant to E. 0. 
13526 

. I 

'· 



... 

REF ID:A39507 

--------------------.... • ' 
.,. • ... ., • lriadan 

1. !'Ilia illYentloa deale w1'Ul a OZ7ptosraJhio •oh!ne in 1dl1ch the OJ7ptosl'aph1a 
pr1DD1ple ia baa1ca~ u toUDn: 

ttc.er 111 del1Ye:red w the laQ'board at tb.e euoiphoriJJS poa1t1on at a aoeo1f1a m-,. -ataat 1ll a period of 20 ,possible 1DDtaDta1 the cipher reaultaat of a SiTeD pla111-
tu.t let.ter clepa'1141DS thereton upon the apeo1t1c 1DB1iall1; 'the keJ'bl.>artl. ia •de 
-.u.,e", a1DDe for eaoh of the 26 dU'terat 1DIItaata a d.itf'ere.ut 111xed a11lller al­
)ba'bet ia preeatecl for eDC11MJ"MDt. !be o~ of preeelltat1oa ot o1l*W' alpba­
'beta 1a :replar 'but tbe oxaot lutant of tbe aelect1oD of a apeo1t1o otliler al:pb­
abet 1a veey 1rreplar aDd clegea.da upon a ke;riDS faotor. 

2. 'file •oh1De OOD81ate ltaa1cal.q ot a a1JISle1 ooutant.~ rot&t1D81 26 ~' 
26 obUaoter oi,pher o~tator1 labelecl 1 111 l'ipre #1, controlled 'b1 a D71118 
qn. 1DO.lDtUD8 a aet of mtatal»le, 41tftll'ellt1al caa wheelll or u ep1,..lellt el­
aotrioal oaa ~t. Dlia ocmtrol qat. ocapriaea 5 or a ~mltiple of 5 
aaa wbaela wld.cb opeza\e oontaot l.fmJra1 aholm. at 2. !he 1Dt.er-aot1on ot tJie ' 
contact ltrre:re nault.a 1D aet.t1118 up at 1il1e .5 rel.IQ'a, '' ~. '" 6, 11 a ~1W.ltat1on 
in the lJozrdeauz ood.e. CorreapoDdins to thia peJ"'IIl'-t1on there 1a set up a pus­
t.at1on of 5 taDalater ban, labelea. 8, 91 101 u, 12. Th"ae are alottea ~ 
IUid when a apeo1t1o pcmm:tat1on ia set up 1 ODe o~ .52 etunt "ban falla 1do plaoe 
aDd. cloaee a oontaot. Snoral ot these contacto are 8hcNn :tn th~ altetoh at 13. 
'l'heae c1rou1ta lead t.o a •1tohbuard 141 on one aide ot which there al"a ~ poa1-
tiou aDl on the other aide ot which tbere an oDlJ 26 ~1t.1ona. Beferri»a to 
the aaa wheela tbeao are of d.U:terent dtamete:r aDd of d1ffernt nwnb"l'G ot 1nter­
,..la, ~--'b~ all priM to oDe uotJa•. !J'ae7 an 111111Y14•1ll' zootatable 1ll 
atep-wiae 'MD!IAr, llllder caatrol ot tbeDJ"'boud. !Jle ;potential cipher kq wbioh 
:reaal.ta f'l"cB nob aD~ 18 1zl J.eastb t.Jae JI'0Cb1.01i of the iDIUTidual 1Dtft'• 
•1 r•wben ot the Hftl'al oea wheela. -.or exaaple, 1t tMn an ' caa '1111eels 
the til'llt ot lOO intenala, the aeoolll of 991 the Wl'4 ~ VI 1 tM fOU'th of 91 
aJI4 the f1ttll of 89 tntenala, 'tM 'total lllrsUl ot tbe cipher a, mal4 be 
11m,lt69,100. 'thla •nl1' •••• \laat 1;M o1J)aer kq wo1114 oo.ln ot an UD1n­
tell181'ble aetueDOe of o1]1tM1r1.1tslaQ' oiJuaoteJ'I ot oo~JDIM'''18 ~. 

'· !'he~ p)aa1ble nealtaat. :aon-z pea.ltat1ou 111111ah are le4 to awttoh'board 
lit an f~ the parpoMa ~ t.ld• 1Jn'•UOD reduced to 26 1V' OOMOllkt1JIS 6 of . 
1ihe ~ o1routta 1;pto the ot.Hr 26, ao tbat tbont w111 be oDl.l' 26 41rterea-t result­
ant efteota tor GJPtoanpldo ke7bl .,....,.... In tlda 11mtaUoa W• 1a aooOIII.­
'JUIIIaed t.ui to a:lmp~ 'b7 taldl28 wbat are uuall3 laJDtm aa the 6 e:ftn huations 
allll tJarcM1DS til-. in with 6 ot U. otller 26 let.ter-:repre.-.\1118 ~ pmmt­
aticma. Wbioh 6 w1U 'be aeleo'ted to lie • .,_.le-repreaentatiODII• _. h 4eter­
a1aecl Ul1 'f&Z'1ed at w111 at. the nitabboard. 1 .... 
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At. In We 1Jn'ent1011 1ibe 26 apec1f1o etteota tlau za48Z'Od poaa1ble )I CUl 
aotloa.-.]1' 4etalll1•11bloh ~ ot 26 •881111Zl'- wJ.U be ac1e •a11Te• (tbat 
1e1 will be cODDeCtecl to a powr IIOVOe) oa a Ht of 26 .......-. 1a the 41e­
trllator Mad 151 oYer 11h1cll 'blraab. l6 ... pa 111 8JDO}aron1• w1th ~tator 
Wheel #1. All llhoa 1a tlut f!pn, We aotloa ---~ MaD8 tlat at a stwa 
:lMtaat nlq 17 1a 81181"S1ze4, 1ilae illltaat r4 ••1"81zat1on 'be1D8 ooatrollea 
b;r t.lae oaa unnsemoat and •111 be 41ftennt for eaoll lra7 o:perat1ca at Uae 
kq'bolml. 

'· *• a epea1t1o IIIISIIIJlt, of tlae 41atr11111Ltca- ~ 1a .a.. "aUve" bJ 'be1J18 
c~tecl to a JOWl" aov.rce, &114 *-\be 1J.aouh ua J6 naalutll t1a11 live •es­
_., tile -.r11oarc1 ot the CZ7Ptosral'h 18 ..ae "a11Te• at· t.IJat S.turt 'b7 the 
oc.plet1CIIl ot the o1rou1t trc. :powr 11011r0e lB at contact 19. It a ke7 1a 
depreaaed 4v1D8 tbat QJ'cle, t.he latter •OI"''88JJD&l1111 to tbat. D7 will be •­
o1pbeftd 111. the apeo1f1o a1lller alpbabet deteza1De4 b7 tbe apte1t:lc 8J18Q.lar 
poe1t1on ot the c1:gber oc:BlUtator #l at the iD8tant tlat the bruh am 16 
naahea the 11 Te eep.ent on d tatr1butor 15. Ill other word&, the b7}K)ard 1a 
•de "aU'Ye• at 1 ot 26 41tterent 1Datuta 1ll the a7cle ,P188ecl thro'uih b7 the 
aa.utator 11heel; each ot theee 1DIItants aorreepoll4a to a ditfe~t a1xed 
alphabet of which there ia a total ot 26. It ia to 'be 1Uidentoocl tat the 
aa 111.leelua.-b]J' 1a set at an 1D1t1al keliDS :poa1UOD "bJ pre~ 
ADd tbat the oaiiiB udvauca one step or interval per depreealon of the te7'board 
Ul4 110 mro. 

6. the olJber camrmtator mB.l be made a no1p'Vr;nl o1pher c~tator; or 'b7 
n1ta"bl8 aw1toh1Ds ~ta a IIDIIreo1procal eracipher1DS-do01pber!Ds n­
latlo-'aip a:r be provided tor, it deaired. 

T. !he lmJboud 20 ts com100ted to the lef'tband "baul1 t.e separator 21, a1l4 
'tile olrcu1ta paaa rraa 21 tb:roaatJ. cipb.w o~tator #1 to the r1ptJI&JJd baa ... 
l1te aepuator 22 aD4 t.l:JeDae to the 'baDt ot 1Dl1ca.t1D8 devicea ~'' back to 
po~rer SO'QI'Oe lB. 

8. MeaDS and o1rcu1 ta lllllSt be ~ov1ded to preTont tho cryptogra:;il from nooJ'd• 
iDS or 1Dd1cat1q a reeulte.Dt JICll"e t!lm oDOe tor '\he - aet up at av-, 80 
that tb8re ~ be one aDS oul3' one cipher equtftlent per ke;r1D8 oporat101l. 

9. Iutead ot a aet of 6 tmnalater bars aDCl 32 atuzrt, bars an ~tot 
.alt1ple ooDtaat :rel.Q'a aa abQwa 1D. rtaure 12 at 2,. 181' 'be proT14ed it 4._4 
.,n :praoUoable t!aD tl'aulater 'ban. 

10. -.or clec1}1be:rmeat, ha'Yi!JfJ a no!JII'QO&l c1Jiler1J18 o~tator tlae D7 aettDa 
or tile OlD 'llbeel8 "be1118 tbe - u t1ae lldtSal Mtt1JIS at \he eD01Jber1118 .a 
the HtUDCe of D71zls abanoten 1I01Ill. h 1...U•l at tbe dec1Jber1DS eat. 
aDil t1ae no1pi'001tif betw• pla11l-tezt allll o1Jbez' olluaoten i8 •atablillbed. 
'tiiJ:oi1P the o1pllft ~tator u4 tbe a-1.-••• s.. etteoW 1D a aS.ple 
•Dfter, tllat. 1a, it at eaci~nt at a s.t"ND lDBtaat A epall K then ill 
clecl~D.t at that. homlD&OU 1•tant (with reapeot to the oi;iler k0;r) K 
wCRll4 be 4eo1phere4 aa A. 


