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(E). mMelstionship bevween Cormunic: 5ions intellirence &nd

Crptogrephic Security

20, Successful communication intelligence operations cannot he conducted
without adequate crﬁptographic security. Cryptographio security processes and
activities eres camplementery to comiunication intelligence processes and activities,
and the adequacy and eflicisncy of the former ere enhenced by the successes achieved in
the latter, Jeins made in the latter provide safegusrds to be applied to the
former, Similar talent: and activities are requirsd in both., Efficiency in the
Federal Govermment requires coordinstion snd supervision within each fisld, but
it is not essential that this coordination and supervision be exercised >y the
same agency,

DISCTSSION

21. Although cryptographic security policy determinetiors and proc:sses
are to some degfeu related to communications intelligence activities, thoy are
not inseparable. It is true that information is furnished from cormunications
intelligencé sources which leads to enhanced security of our cryptograph:..c
systems, It is ;150 true that intelligence from other sources, such as captured
documents end prisoner of war reports, leads to enhanced securiby of our crypto-
graphic systems, Ho&aver, the degree of security attained in our cryptoyrephic <lf\
systems doec not depend entirely upon intelligence sources, Infornation derived
from purely technical cryptanalytic studies made by the oryptogrephic security &i
rersonnel themselves is much more important. In fact, secure orypt..graplic J
systems can be arl in the Army and the Navy have been extablished by an euntirely
theoretical approsch not involving coumunications intelligence or other intelligence
activities,

22, In establishing and meintaining cryptographic security the approach is

from the camunications point of view, whereas the approach to the production of

cormunication intelligence is from the intelligences point of view, Althcugh,

in peneral, similar talents are required of the personnel engaged in certain of
the purely techniocal operations involved in both oryptographic end oryptanslytic
activities, nevertheless, because of the differing points of view noted ahove and

because of differing procedures for handling the final products of these btwo
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activities, sepafate staffs have hedn deemed necessary. Hence, slthougt in both
the Wer Departm;nt and the Navy Department reasponsibility for cryptograrhic
gsecurity activities and for cryptanalytical activities are vested withir. single
orgenizations in each of those Departments, the actual work involved in carrying
on these two ac%ivities is perforrmed by separate staffs therein.

23. For recurity ressons, segregation of these two functions and psrsonnel
is advisable. The danger of drying up comuniceation inmtelligence at the source,
unless the activities end results are safeguarded by rigid restrictions end
unless & curb is put upon the desirc of many agencies to engage in such activities,
has been adequately recognized by the fact that by Presidential directive
cryptanaltical activities of the Govermment heve been limited to the Army, Ravy,
and FBI.

24, Studiez having as their aim the protection of our own communications
arc affected by crjyptanelytioc studies on foreipgn cryptographic systems, and
technigues derived from the latter provide valushle information for the inprove-
ment in the security of our owvn communications. Hence, eany cormunication intelli-
gence relating to the security of owr owm commumincations should be made availabls
to #H the personnel responsible for communication security. A vermanent supervisory
agency to insure the security of cryptographic systems snd relaied procsdures
throughout the rederal Joverrment should, if properly constituted, inclwie members
having access to communication intelligence in order to insure that such intelli-
gence would be mede available to the personnel responsible for cryptographic
éecurity.

256. Cryphtograpbic socurity activities should not be so clusely integrated
with communication intellizence activities as to preclude independent functioning
of any supervisory cryptographic security policy board which mizht he ssiablished
for the purpose of establishing and maintaining sesurity of Govermental communica=
tions. Cryptogrephic securitydshould and rnust be prepered to stand on its own
solid technical foundetion, Qithout nid of communication intelligence, bccause the
existence of the latter depends upon rather slendsr threads which may be cut at
eny time end without notice. Hence, if sscurity of our cwn:cqmrunicatiors is %o
be essured under possible fubture cortingenices involving our inability to derive

intelligence relatin;, to our own,
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communications from the study of foreign traffic, cither
becausc the cryptographic systems encountered cannot be
solved or tecsuse commmications intelligence activities as
a whole are suppressed, it is obvious that reliance should be
placed not uron the questionable continued availability of
commnications intelligence but rather upon setting up cryptographic
gecurity staffs and activities independently of communications
intelligence staffs and activities.
26. If a Board having jurisdiction over policies aprliceble
to cryptographic security and rclated procedures is established it does not follow
that the functions of such a Board should be expanded to include juris-
diction over commmication intelligence netters, 4 singlc Board for
these itwo relsted activities is not necessery for the most efficlent
funetioning of either activit;, nor for security reasons, is it advisable.
27, It shculd be noted that desplte the fact that in the Brisish

Government there is a complete integrotion of cryptographic compilation,

cryptographic securlty, end communication intelligence sctivities rithin
a single organization (GC and CS), nevertheless that Govermment hes re-
cognized the necésgity or desirability of seperating the control of
cryptogrephic security activities from that of commmmnication intelligence
activities. ‘Two scparate boerds have been cstablished for this pirpose,
(1) the Signel Intelligence Board and (2) the Cipher Policy Board. One
interlocking membership to coordinate the functioning of the two F.oards
is provided.

28, If = permanent board 1s found te be necessary or desirchble for
controlling the communicction intelligence activities of the Gove:nment,
the informel Army-Navy Communications Intelligence Coordinsting Committee,
now in existence for the purpose of coordinating commmications iitelligence
activitics of the Army end the lavy, is the proper agency to meke re-

' commendaticns, at an approrriate time, for the esteblishment of sny such

permanent tosrd,




