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WDGAS-76C 22 Aprll 1947

References to #ultiple Stepplng

The followlng paragraph is from a paper entitled "Projected
Random Tape Cipher Machine (suggested modifications for Mr.
Friedman's device). 2 July 1946.

A further modification of this last proposal has been
suggested, 1n which the rotor woula be in continuous motion, and
the necesslty of stopping and restartling its rotation during
encipherment completely elimlnated. The major problems here, of
course, are the difficulties lnvolved in synchronization and in
ad jJusting tne machine to irregularities in the speed of keyboard
operation. the 1dea has, however, been dlscussed wlth the englneers
and tne possibllity of such a design 1s being considered.”

The following references to research done on Multlple Stepping
Cipher devices have appeared in the weekly reports of Projecta
dectlion of Research Laboratories Divlsion.

24 October 1946 - Thinkingz on the MX-507 and 508 has
been proceedlny alons with the work on tne 519. The maln effort
nas been directed toward evolving a totally new cryptographlc
princlple, or, elternatlveliy, if a rotor maze 1s used, to cut
down the number of rotors necessary, and to malntaln the necessary
level of security by adding new princliples to the rotor maze. For
different principles involving a rotor maze the following are
belng consldered:

1) HMultiple stepping of rotors, l.e. instead of a rotor stepp-
ing one place or not all, it would step elther 0, 1, 2, or 3 places
between enciphermen‘bs------o-----------------------o--------------

16 January 1947 - The cycle or a multiple stepping device
wilth tne following motion control has been examined

"In a w-wheel device a specified subset of the
wheels move according to the rule of motion, (a);

a. The wheel'moves one step wnen a notch
appears for tne first time in the effective position of lts con-
trolling wleel, otnerwise 1t remains atatlonary.

The rest of the wneels move accordin, to.rule (b).

b. The wuneel receives at every encipherment
one impulse to move; 1t recelves an additlonal lmpulse to move 1f
a notch appears for the first time 1n the effectlve positlon of 1ts
controlling wheel. The wneel thenmoves as many steps as 1t has
recelved impulses, except that 1t stops wnen 1t reaches a notched
positlon and stores the remalning impulses to move untll the next
enclpherment, at which time as many of the stored impulses will
be discharged as possible wilthout skipping a notch."
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(References to hultliple Stepplng)
Regarding the above device tne followln, may be stated:

(A) If the Ng are chosen 8o tnat K"-NjNo...N; 1s a prime,
then the cjcle length 1a L = KW-NjNoeeoN e This 1s true no matter
winich subset of wheels are chosen to be governed by rule (a).

(B) If no wneels have consecutive notehes only one motion impulse
need be stored on any one wheel.

25 Janaury 1947.- A confsrence was held with iir. Barlow of
E. & . Branca concerning principles to be employed 1ln the 507 and
508. He was informed of nhew principles which might be consldered
such as multiple stepping. ¥eys and means of controllling stepping
were dliscussed. Mr. Barlow stated that nls branch preferred tnat
multiple stepping not involve more tnan a choice of @, 1, or 2 steps.
This, unfortunately, would weaken the principle so that it will not
allow the number of rotors to be cut drestically.

20 February 1947 - l. A4 paper unas been wrltten stating
and proving several neceasary conditions .nich must’ be satisfied in
a device naving w K-point wiaeels, with a cycle of KV and with each
setting having a unigue successor. Thls theory was used to aset up
a multiple stepping device with a cycle of K¥.

2. Consideration was glven to tatulating for tne proposed
Cipher machine Generator the features most essential to the work
of the unit.

26 March 1947 - Conslderation 1s belng ziven to a tjpe of
motion confrol organlization called "planetary™. 1In thls type of
organization one or more units of, sa,, two or three wneeis, are
each: treated as single wi.eels 1n a larger devlice. b5ucn unlts are
permitted to step through tnelr cjcles only wnen they recelve an
impulse from other elements 1ln the device.

For e xampls, a three-wheel CCHM unit of cycle length C might
satep tarough 1lts cycle only wnen 1t received an lmpulse from one
or more other wneels which move ln any erratlc manner (so long as
taey uo not stop degd). These other wueels may have multiple
stepping if desired; they could be controlled in whole or in part
by the GCM unit, thus giving interlocking motion. The cycle of
the complete device would not be definitely known but would be
greater taan C.

3 Aprll 1947 - Investlgation has proceeded on two
further examples ol devices wnose "wheels" are units consisting of
two or more actual rotors. (This type of motion control was re-
ferred to an "planetary"™ in last week's report.) In one of the new
examples one of the "wneels" is a CCM unit, which guarantees the
cycle, even though tae motlon of tne waole device 1ls lnterlocking
(e detailad embodiment of tnis is belng forwarded for comment). In
the otner example tune whole device may be regarded as CCH each of

-SECRET-



. e RBECAETA71101 ®
(Reference; to multiple Stepping)

whose three '"wheels" is a pailr of mutually delayed rotors; notches
can be placed on the six rotors so that for 887 of tane wheel orders
the cycles will all be greater than 13,000,000.

A study of C-4l1l cycles wusn the five incongruences imposed 1n
TICOM/I - 72 are not all satisfied nas shown tuat very short cycles
are possible. By vlolating only one of t.e above condltlons
(equivalent to fallure to actlivate one pin on one wneel) a cycle
of 70 was obtalned, as compared to & minimum oI’ ©5,220,000 under
German usage.

’

[u". (N,n,ﬂ ® [‘u"- (N‘N')] “.
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SUSJECT: Examples of Multiple Stepping
TO ¢ CIC, Projects Section

l. (Cyclic polymetric. On each motion phase, let all wheels
move one step regularly, plus one step for a newly arrived notch
on the wheel to the left (the lest wneel on the right 1s con-
sldered as belng to the left of the first wheel). However, if
this would lnvolve skipping a notch on Cwi, then C"1 moves only
one step and stores the additlional motion Impulse untll tae next
motlon phase, at which time the lmpulse 1s discharged. Arranging
notches non-consecutively wlll prevent naving; to store more than
one impulse at a time.

It mey be shown that the cycle for a device of w K-polnt
wheels with this rule of motion is K"-N;Ng...N,, provided this
number 1s a prime. Iioreover, the regular step may be omlitted fer
any one or more wheels (but not all), without affecting the length
of this cycle.

2. sodified CCM. In ths standard CCM tne middle wheel, Cwl,
steps once on eacn motion phase. Suppose that Cu2 moved as many
steps as there were notches in two consecutive positlons of Cwl,
and Cuwd moved as many steps as tnere were notches ln t wo consecu-
tlve positions of CW2. In other words, tnere are two effectlve
positions on CWl and Cu2, and tne sum of the number of notcaes 1in
those posltions z;ives the number of steps of the next wheel. The
followlng results have been obtalined.

if K denotes the size o. the wheels (26 1n the standard CCu)
and Ny the number of notches on CWl, tne cycle of Cwl and Cw2 ia

K2 ", The cycle of Cwl=-2-3-1n general involves the pattern of
(f:ﬁﬁi) 3y g p
notches on CiW2, not just the number of notches, and when (K,2N1)
= 3 1t 1s believed possibls to choose patterns so thht the cycle
1s %ij . When (K,2N1) = 1 or 2 the cycle 1s K2 or X2 respectively,

regardleas of the number or arrangement of notches 2on Cw2. Thus
for 26~polnt wheels tnls type of motlon would not be good, since
(26,2N;) = 2 for =ll values of N; except 13.

Se giramidal motion. A device of w K-point waneels, with
multiple stepplng permitted on all but one wheel, can be made to
have a cjcle of K" by bullding up the cycle so that the first 1
wheels have a cycle of Kl. oOne way to do this 1s as follows.

Let Cwnl step once on each motlion phase. Then at each setting CWl
either has a noten (+) or no-notca (~). at esach of these two
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(Sxamples of sultiple Stepping)

kinds of notch situation CW2 1s caused to move a certein number
of steps, 0, 1, 2, etc., in such a way tnat after a revolution

of CWl tne number of steps of C%2 1s prime to K. If Cwl has Ny
notches, with Cw2 moving x steps for a CWl notch and y steps for
a C%2 no-notch, then for each Cwl revolutilion, CW2 moves o =
xN,4y(K-Ny) steps. lor example, 1f x =1 and y = 0, as in ordin-
ary polymatrig motion, Mo = N7 and the cycle of Cul and Cw2 1s

K2 1f Ny is pPime to K. If x=2andy =1, we get Np » 2N;#K-Ny

= K#N; = Ny (mod K), and the cycle 1s the same as for x = 1, y = 0.

During a cycle of CWl-2, tnere are four possible notch situgtions on
tne two wneels, namely ¢¢, +-, ~%, --« At each of tanese ng
caused to move 0, 1, 2, etc., steps. ‘'Slince the cjcle of Cuwl- 2 is
K<, every posslble setting of CWl and CWw2 occurs exactly once, s0
that tne numoer of notch situations of each t,pe is calculable.
The assignment of 0, 1, 2, etc., l1s made to e ach noten situation
8o that the resulting "offset™ of Cw3, after a Gal-2 cycle, may
be made prime to K, thus obtaining a cycle of K. 3By continuin, in
a similar manner, the cycle of an) number of wneels, say w, may De
made K". .

4. (C-4l. Let Ni denote the number of mctive pins on Wi.
Taen we have -

Size of Number of :
Theel Actlve Plns

Wl 25 Ny
W2 25 No
W3 23 N3
w4 25 .7
W5 24 N5
W6 24 Ne

If Ny, Hg, N3z, N4, N5 are known, then for any setting it 1s deter-

mined how much each wneel shall step at the next motion pnase.
Thus tane settings produced b, successive motion phases can be
written down until tae filrst settlng recurs, completing wnat we
call a motion period. 3Since there are one or two motion phases
between successlve encipherments, the cycle (of enciphnering
positions) wlll be at least half of, but not greater tnan, the
motion period. The exact cycle will depend on the plin pattern of
6. °

Tne following condltions on Ny are necessary and sufficient
to obtain the maximum motion perlod: 252.232.242 - 190,440,000.

Ny not divisible by 5.
Nz not 21.

B S - — e e e e e o m



(xamples of iultiple Stepping) .
*Nz not O or 23.
Ng not leaving a remainder of l waen divided by 2 or 3.
N5 not divisible by 2 or 3.
_The cycle in tnis case 1s at least 95,220,000.

By uslng Nj = 10 but obeylng the remaining four condltions,
a period of 125, wlth an assoclated cjcle of 70, was obtalned.

5. Polymetric cascade. In a five-wheel device let CWl move
one step on eacn motlon paase, CWZ2 move one step as a notch departs
the effective position of CwWwl, and C.3 move as meny steps as thers
are departing notches on Cul and Cv@. 3y proper choice of the
notch numbers on Cil and CL2, the cycle may be made K°. The re-
meining two wheels can be glven multiple steppling by rules which
prevent lobsters and prevent the stepplng of a single wheel.

’

i* 3 ® *® * *

In addition to the specific rules of motion discussed above,
there are two general statements as to now multiple stepplng may
be accoumplished without interfering with the computation of cjcle
le n&ths .

l. Any device with a guaranteed cycle can have multiple
stepping introduced on eny or all waeels that are not involved 1n
the cycle guarantee.

2. In any device in which aalf the minimum cycle 1s
deemed adequate for security, multiple stepping can be achieved,
in effect, by having two motlon pnases between successive enclp-
herments. (This would not alter a cycle oi odd length but would
nalve one ol even length.) Or tnere could sometimes be one motion
phase and sometimes two between encipherments, depending on the
notch situation on one or more wheels.

In practically all the new rules of motlon which are current-
ly belng devised the possibility of sdjuatments to permlt multiple
stepplng 1s consldered.

' WILLIAwM Hﬁd KINE

Cryptologlec Research
Subsectlon




