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I 
I REF ID :A 7112 4Pe1' &J&H! 'HoRA 

OU'J!LID Oil' COURSE 

(Four p•rioda ot 50 ainutea each) 

First Period - - - 50 Minutes 

"MAGIC" - "The Ettect n 
(A recital ot about 10 or 12 dra.atic incidents and 
cases wherein the reaulta obta1n•d b7 signal 1ntell1-
gen.ee or communications aecur1ty pl.a7ed the principal 
role). 

Eati•ted 
Tiae Re
quired 

(JUnutes) 

15 

II. "The Cause" - or how 1t'a done. 

1. 

2. 

4. 

Signal intelligence - the oeatr&l clue. Reasona 
tor v1tbhold1ng publ1e1tJ. 
Ver7 brier biato%'7 ot crrptograpbJ and c~JPt&nal7s1s. 
but going back onl7 to World War I. 
How the reapon.ib111t1ea and activities were aeattered 
ehrough several acenc1aa atter World War I. 
NecessitJ tor integration -

a. In respect to crJPt&n&l7t1c activities. 
b. In respect to crJPtograpb1c activities. 
c. In respect to both &ct1Y1t1ea. because or inter

action on each other. 
d. Brier atatement or hov the neeaaaary 1ntesrat1on 

vas brought abou~ b7 6 Sept. 1945 directive. 15 

III. Signal Intelligence Operations - General 

1. Introductory 

a. Signal intellisence ia oDlJ one of the aeveral 
kind• ot intelligence. 

b. Co~riaon or reliability. t1me11n•••• &nd coat 
of signal 1n~ell1gence v1th the aa.e tactora ~ 
the caae ot other kinds or intelligence. 

c. Necessity tor oacasion&l chec~ with information 
rrom other aourcee. 

2. Operations involved 1n obtai~ing signal intelligence. 
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REF ID :A 7112 4 ~OP BBOOE'f Tti:tmA 

Rst1•ted 
Tiae Re
quired 
{Minutes) 

a. Interception 
b. Traffic &nal7e1a 
c • Cryptanalysis 
d. Translation 
e. Processing on large scale ( "Asseably-11ne 11 De

cryption and translation). 
t. Publication 
g. Evaluation and dissemination-the re•ponsibil1t7 

< and function of Intelligence. 

'· '~usion" or "Regener&tiveu ettecta ot the respective 
opel'a tiona - how they a.ttect one another. ....2 .... 0....__ 

~otal Minute• SO 

' ' .. 



I 

... 

REF ID : A 7112 4 !OP 5ECftil'f utlfRA 

Second Period • - - 50 Minutes 
Estiated 
Tille Re
tu!red 
111nutea) 

IV Intercept Operations. 

1 

2. 

4 

General Qr 1ntroduotory-•(Operat1ng data-treq. calla, 
schedules, tY,Pea ot ~ets and workinaa, radio pro-
cedures, oper&tora chatter, D~, RFP, !'ina, other 
collateral 1ntormat1on) 
St~tegic and tactical intercept (Dif'".t"erencQs •nd 
s~larities Difficulties 1n fiXing line ~t deaar-
cation between functions ~d activities at t1xed and 
mobile stations) 
P~ima~ bases ot and ractora 1n interception ett1-
c1enc;r 
Hov the ASA Officer &nd the Intelligence Officer can 
be or assistance to each other 1n tb1• phase lO 

v. Txaatt1c Anal7s1a 

VI. 

1. Introductory-an &Jl&log to make clear 'Vb&.t it 1a &.bout 
2. Tecbniques 
:;. Hov traf'tic anal7ais and cr'Jl)ta.nalysa aea1st and 

- arr~ct each other 
4. The importance ot tratt1c analysis vhen ceyptan&lJ'B1s 

is unsuccessful. 
5 The intelligence derivable tram traffic analysis--its 

l1m1tat1Qns, dangers. and posa1b111t1ea. lo 
Cryptana1ya1s 

1. Intx-oductorl remarks - Prosreas made 1n 1ast 25 yeara 
2 High level lor atrat•sic) va medium and lov·level (or 

tactical) crJPtanal~t1c operations 
3. Size and natura ot orsan1zat1ona required tor ett1c1enc7~ 
4 Requirements 1n regard to apace, coBa\Ulie&tione tac.111-

tiea. special machine~. and apeo1a11et personnel 
~. Pr~or1t1ea and intercept control (Hov ~r1or1t1ea are 

determined b7 the rela t1onsb1pe among 11ltall1gence, T /A, 
C/A) 

6 Special role played by rapid ~ommunic&tions 1n eucceaa
tnl signal intelligence operations 

1 Bow the ASA Ott!~er and the Intelligence Oft1cer can be 
o:r lllUtual assistance 1n the production and moat ettec-
t1 ve use ot •1gnal 1nte.ll1sence _,.}~0::.--

Total Minutes 50 

I' 
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Third Period - - - 50 Minutes 

VII Cammunications Securit7-The other ot the Siameae ~w1ns~ 

1 Iutroductor7 scope. definitions and componentv or 
communications seo~it7 

2 Importance ot commun1ca t1one aecurl t.7 1n model'Jl 
signal communications. and a tev examples or inseour
it7 and their conaequence.s -

' Communications aecurit7 is a re~ponsibility ~t 
command 

4. Bespons1b1l1tiea of Intelligence Officer 
5 Respons1b111t1ea ot ASA Otticer. 
6. Security measures pb7s1ca1 aecur1t7J cryptograpb1c 

security~uthoriaed codes and cipbera when properly 
used g1 ve adequate aacur1t7, tranaaiaa"1bn aecur1 t7 

1 Ditterent level~S- of aecuritr: high-Ett&de} medium-
grade, low-grade 

8 Modern orypto-meehaniams, their poasib1lit1es and 11-
~tat!ons~ e~tects of ~suae, neoeaait7 ~or 1ndootri
D.Ilt1on and training. 

9.. PI?oblems ot plain lansuage transm1sa1ona and approved 
Cil'Cuits 

10 Problems ot coordination in Joint and Combined eommu
:n1cat1ons 

EstS..ted 
Time Re-
?"ired 
Minutes) 

11. Evaluation ot our aecUI'ity as seen through TICOK opera
tions 

1a. Tactical tra~tic fJf small -units-where moat of pre,ent
da7 1n&6cur1ty arises 

1' Bow the Intelligence Qtf1cer can asa1at -0 

VIII. Friendly traffic anal7s1s, cover~ and deception. 

1. Ef"tect of' oUP knowledge. ot 'l/A techldques on our otm 
... seduritJ 

2. Strategical and tactical 'l/A 
3. Cover and deception 
4 Coordin&tion required. 
5 Examples ot accomplisbDienta. 10 

T'ot&l Jlinutee 50 

_ ..... __ 
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Pourth Period - - - 50 Minutes 

IX. The AJ:147 Securi tr Ageney-

x. 

1. Functions and reapons1b111ties 
2. How it opera tea 1n Z/I. 
'. How 1 t operates 1n theaters 
4. How it coordinates and integrates 
5 Liaison activities 

Summary~ conclusions, and informal discussion 

1 

2 

'· 
4 
5 

Emphasis on 11m1tat1ons~ pitfalls. and dangers, but 
assurance ot value and valid1t7 ot successful aigoal 
intelligence operations. 
The role pl&fed b7 good evaluation and d1aaeminat1on. 
Necessity tor protection ot sources or signal intel
ligence, ettects or poor communications security on 
signal ~telligence success. 
Security regulations tor protection of ultra. 
Security regulations ~or protection ot our own 
c oJIID1UJ11ca t1 one 

'l'otal Jlinutea 

Eitimated 
Time Re-
~u1red 
Minutes) 

- 20 

30 

50 
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