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1. USOIB met; in special aessiaa Clll 28 Mq 1953 andre
devad the r~ ot its ad hoc CCIIIJd.tt• on the probl• ot 
Allied (NATO) Oannamicaticms SeCU1"1t;.y u contained. iD the 
reference. The Board accepl;.ed the~. subject to the in
corporation ot a fw c:hugea made dur1Dg the meetiDg. Cert.ain 
oliber porf:.iODS have beaD azciaed at the directiGD ot the Boud. 

2o Nev pages containing these chauges and axciaiaaa &N 

forRl'ded herewith. It is requeat.ed that these nev pages be 
inserted in the subject report; and the aupersecled pages re
moved and deetrqred. In additiCD, pase 11 ot the Intractuet1on 
i• \o H a a ... m4 d.eet.I'OI'-'• 

3o It is particular~ important. that theae new pases 
be inserted in the copies ot the report; 11011 in circulatiCIIl, 
prior to the first a•aicm t4 the u.x.-u.s. CODtare.nceo 
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Oapt;ain, u. s. Nav 
Executive Secret.&17, USCIB 

New pages 1, 7, 9, and 10 ot Introduction. 
New page 2 of 1'ab C. 
New page 2 ot lbbibit. 3. 
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18 Hq 1953 

REPORr rl AD HOC COMMITTE ON EXAMINATION 
-r~·~~CATIOHS 01 NATO NATIONS 

1. To examine the aYailable teleCCIIIIJlUI11caticna trattic ot NATO. 

members in order to :measure (a) the inoid.anta ot violat:l.oaa ot NATO 

comanmioationu security regul.aticms; and (b) tbe extct ot potential 

damage to US interests :reault1Dg trc:m leakage ot T&l.uable :l.ntormation 

through weak naticm.al cr.rpf;o-SJ8t8DIS 8Dd poor cODIDlUDicaticma secu

rity prac.-tices. 

EO 3.3(h)(2) 
PL86-36/50 USC 3605 

2. Thia Ccmat.ttee -.. eatabliehed at the 82Dd meetms ot USCIB 

c:a 13 Febl'UarJ' 19.5.3 to exam ne the problem of cOIIIIUDicaticna •ecur:ltJ' 

Yiolat1GI18 b.v' NATO JL-embera. ifbe Ocmmittee tiled. a report; dated 

30 April 195.3 vbich eet. torth cmaiD 1'1ncl1np pert.~ to aecurit.J' 

the period ot this initial .tud;r, arrqaunta were made to hold a 

BRUSA ccmteranco ca the entire problc ot NATO cOIIIIIUI'licaticas 

security. With that tact in mind, USCIB decided at ita 84th meeti.Dg 

en 8 Jfq 19.53 that this CCIIIId.ttee should continue ita iDYeatigatica . 
Cll broader lines wl'dch vould 1Dclud.e not ca~ a conaideratiCI1 ot 

security violations but also an ef'tort to det.erad.D.e the extent ot 

potential dama:Je to US interests reaultiDg tram leakage ot 



• REF ID:A586~ • 
-7-

appraise, eapec1al]J' in bindsight. The COIIIDittee has made 

evor.r effort t.o be accurate as well as objective in exam4~ng 

thie traffic but the D\lllber ot examples found ill this eune.r 

cannot; be presented u an absolute tipre. Revert.hel.eee • when 

one takes iato aocOUDt the huge number ot meaaasea exma'ned by 

all the evaluat!D& as•ci• in the couzoae ot their DONal oper

ations duriDg the te81; period chose for this 11U1'9'8J', and the 

intenaiTe ettort:, ara the part ot the representatins ot these 

ag«1ciea m.eetirJ& 1D cOJIBittee to 1clent1f7 8X811lp].ea ot iDtOI'm&

ticm leakage injurious to US interests, it ia eri.d.ert.t that the 

leakage, imotar aa swmtitr :S.a CGDaemed, ia 'Yflr1' llllall. 

6. .Doapite the quantitat:l.ft 1u1pit1cance ~the ton

going caaples, the potctial tor damage vh:l.ch is irlherellt in 

the cr.vptographic vealmeas ot eCIIUJ ot the a,.t_. in use by 

NATO nations naairaa. 'lh1a aur¥'e,r baa broupt out a reaaoaab]J' 

ccmf'oi'iiins tact ill the •••• that ffltl dnaging aampl.ea were 

v:ncovcrod, but tld.a aut be balanced apinat the possib:Uit7 

that at arq JDOilellt aritioalJI' claa&ina 1Df'ormt1on coul4 ap=o 

pa&l" 1n the aame tJPe of traffic. fbs latter aspect ot t.be 

ait11ation is ccmtred in tbe aectiaa 118nediatelJ' 1'ol.l.ovirlg. 

• 
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PL86-36/50 USC 3605 
E03.3(h)(2) 

7. An ettort- to improft naticrtal cl'J'Piiopapbic and ··~ 

munioatiou practicea could reduce appreoiab:b' the total cmanu11-

cat1cns securit.7 probl-. 1.1Dder ccas14eration and should be ll&de 

prior to ezrr ettort to improve 871fb81118 or to ecourap the use of 

JIIOI'e ocmplicated cl'J'Ptosrapbic equipaent. 

s. A substantial illprov-.mt in the gea.eral situation m:Lpt 

result traD the iDatitutiaD ot a aecuri't7 demc~DatratiOD amoq th• 

NATO ccnmtriea • 

.1. Other conclusiODs: - ----

2. ~ lcqg u certain KATO countri.es aapl.oJ' weak OJ.7'Pto-

grapb!.c IJT&t8U13 or "ri.tiate gooc1 &Q'IIt.a tbrough poor procedures 

ancl careless practice, there is a potctial tor YG'I'T serious 

duulge ..Uether tbrcugh sGCU1'1t7 't'iolaticma m: l.eakaae ot Taluable 

iDf'ormaticm.. 

3. !he n:ld-.ce brought out ill this :ln'Y88tigat:l.on does not 

indicate that serious daa&e bae occured. c:lur!q the per1od covered 

by this auney. HoveYer, aucb. daulale has occurred 1D the put and 

aq occur apin in the tutureo 
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PL 86-36/50 USC 3605 

A ccotinuifta attorli to aaa:qze the c._,m1 oaticms 

and CCPJRI.l.Dicationa practices ot NATO naticma 1a Dece88&17' ard 

ahould be undertakea jo1rltq 1d.th the Brltieh. 

pcoMMI!fDAT.!91.f§: 

1. The tJS-UI authorities 1D NATO should be .tullJ' 1ratormed 

ot the security dolaticaa v1tb respect to BAm matten tor the 

purpose of developJ.Da a pl'O&I"D ot strict observance ot\ the BA'fO 

cGIIIIIiUDi.catione aecurit.y J'8giJ].aticaa. 

2. An ettort ahauld be l1D4makm joint~ with the \British 

to improve the naticmal cl"f'Phogapbic aDd CCIBUid.caticaa practica 

ot the RA'l'O countries bJ" a d...,tratiaa ot proper teebDiqu•, •

planation ot sOUJ"ces ot vealmeas and other means 

3. Hachiner,r •houl.cl be established jointlJ' with the Bl'1t1ah 

tor the cantinuiDg epalnaticm ot the traftic of RA.'l'O countries 

and tor the Bl1B]¥8is ot their ea~~~~ad.catiGI'lS practices ill order 

to euppleent tbia aurn,r • to judge the eftect ot the ettort;a to 

improve their aecurit7 8llCl to proYide a basis tor tuture action. 
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ot this reportJ were checked bT the Coumittee UDder tlie tema 

ot reference Dlellticaed in Paragraph 1 above. 

(c) The milit&17 repreamtat;ivea 011/the OCIJIIJd.ttee 

eubmitted a turther liet. IL.. ____ __.~o Special. Projec\a 

Statf • Department ot state tor examinaticn as the damaging 

nature, 1t lrl1', 

3· On the baaie ot inveatisatiug the fOUl" catepd.• not.ecl 

in the paracraph iraediateq precedins, the Ooaaittee accepted tb.e 

evaluations ot the various apec1al1st panels to the ettect that 

there war•DJII8ssases containing 1Dtormat1ca whose "lealca&e" to 

the USSR made thea pat.mtiaJ.lT damaging to US iDter8Ra. 'fh•D 
messasea are l.ieteclin &xb~it l at this report.. 
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