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RAVY UEPARTMERT
OFFICE OF THE CHIKF OF BAVAL OPERATIONS

Washington, B, C.

31 January 1387

EEMORANIXIM FOR CAPFAIR RHODES

I am forvarding coples of the Navy's proposed qualifiea-
tions for the cryptographer series for professioconal and sub-
profensionel grades. At the present time these papers ars
in the Becretary's 0ffice bLeing studied by the civilian
personnel section and have pot yet gone to Civil Service,

A8 I incorrectly informed you they hed,

I bave advised the Sscretary‘’s Office thet the War
Departaent is preparing similear qualifications to £1]11 its
needn ant that it would be sadvisable for the two Departmenta
to reconclle any differences and submit their recommendations
to the Civil Service Commisaion simultanecusly.

Theae papers are gpare copies and need not be seturned,
Hope they will be of some assistance to you,

/e/ L. ¥. Barforad
L. P, SBAFFORD
Captain, U,8.N.
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Miniwunm Gualifiecations for Cryptographer Beries.

¥-1, Three ysars of progressively reaponsible axporieﬁca of the
types 1listed belov, vhich demonstrates ability to sssemble, anmalyze,
and interprat data in the fisld of eryptographic research, snd
indieates familisrity vith techniques of eryptography.

The applicant's total experisnce must heve been of a type
and quality to demonstrate hils ability to perform the duties of
the position.

r-2 & yuafu' nipcrioncc {as éoécrxbed above)
7% & Jears' experience.
2 & Jears’ sxperience
Bubgtitution.

Btudy in & sellege or university of recognized standing with
ma jor vork in mmthematice, elsctrical anginsering, electronie
snginesring, or mechanical engineering wmay be substituted for not
more than & ysara of the regquired experience at the rate of cne
year of educktion for nine months'! experience. The full five

Fears will be alloved cnly vhen the applioant holds & Pl degree,

1. Xxperience in the scde room of the Navy Deparimsnt or another
Jarge messsage center during World War II.

g, Techniocal Quties in & shop devoted te the meintepance and
repair of cryptographic eguipment.

3. BExperience in the design, developsent, and test of cryptogrephic
equipmeent during World Wer II.

MYEBHIN@LOU S2'D'C’
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&, Rxperience in tpo preparation of oryptographic aide during
¥orld War 1I,

8. Rxperience in oryptographic research during World War II.
6. Xxperiencoe im the solution of the military or diplomatis

andes and ciphers used by Germany, Jepan, or Italy during World
War II.

ROTR: Bimilar to "Research Analyst” in Civil Service Depsriment
‘ Cireulay letters - #5849, Supplement §1, dtd 8 Pebruary 19%6)
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Oryptographer ~ P}
Grade }.

%0G-D. PDuties and Responsibilities
Undey fmmediate supervision and with little opportunity for

independent or unrevieved aotion or declsfoni

{1) %o perform elementary professionpsl and scientifie work in
the cryptanslyticsl investigation of scdes and ¢iphers, such vork
involving experimentation, tecte, or observations and requiring
the simpler processes of & special technique; preliminary searches
o the eryptograpblic problems, and the preliminary presentation
of reosultes; and to perform related work as sseigned.

{2) To perform olementary profesaicmal and sclentific vork in
the field of sryptographic sngineering, such work involving the
design and construction of mechanical anéd slectrical eryptographic
dovices, including the design and aceptation of ciphering devices
to work in conjunction with printing telegraph (teletype) systems,
requiring & Lasic knovledge of electrical or mechanical engineer-
ing) preliminary rasearch in ths development of nev oryptographic
devices, and preliminary presentation of diagrammatic resulte]
snd to perform related work as assigned,

{3) To perform elementary professional and scientifiec work in
the field of oryptography, suoh work involving the sompilation of
godes and giphers, including fn the latter eategory both electro-~
medhanical aryptographic systems, and thoas of & non-electrical
and non-wechanical nature; the preparaticn of oipher tables for
the foregoing aystems, requiring & besie knovledge of the sclence
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of eryptography; the testing of code and cipher systems in order
to determine vhether apecifieations ars met; and to performs auch
related tasks as are sssigned.

amples of ¥Work Pa ed.
Under immediate supervision:
{1} %o sinvestigate eipher syatems crypténalyticelly, including
aipher devices used in eonjunction with printing telegraph
{teletype) systenms; to perform teshnical work in the preparation
of warious tabdbles, frequency ¢ounts, ete.; and to test and coperats
pachines ant squipment ae dirascted,
{2) %o design and gconstruct mechaniesl snd slectrieal orypto-
graphio squipment; to perform Lteshniosl vork in the preparation
of various sketches and disgrams; and to test nev eryptographie
dsyiqes,
{3) To prepare codes and eipher tablas to meet sertain pre-
deteratned requirements; to perfurs teshnical work in the prepa-
réation of various sipher alphabets and key lista; and to test
eiphors and codes for usability.
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Cryptographer - P-2
Grade 2.
%C0-D -~ Duties and Responsibilities.

Under general supervision, with limited latitude for inde-
perdent or unrevieved action or decisfon, individually, or vith
trained assistante:

{1) To perform important youtins professicnal and selentific
work in the eryptanalytical investigation of sodes and ciphers,
and in the Lesting and operation of code and ciphsr equlipment,
such vork regquiring the processes of & spsoial technigue, under-
etending of beaslie eryptographlic principles, and an intelligent
presentation of rasults; and to perfora related vork as assigned.
{2) To perform important routine professional and scientific
vork in aryptographic sngineering, such werk inveolving the deaign
snd construction of mechanical and electrioal oryptographiec devices,
inoluding the design and adaptation of ciphering devices to work
4in conjunction with printing telegreph (telstype) systems, reguir-
ing a knovledge of eleciricsl snd meghanical engineering; to
sonduct research in the development of new cryptographic deviaes,
and to present results in the form of diagrasms; and teo perfora
related vork ss assigned.

(3) To perform ilmportant routine professional apd scientifie

¥ork in the field af eryptography, such z:?k involving the com-

pllation of codes snd eiphers ineluding/the latter category both
electro-mechanical oryptographic systems and those of a non-

alectriaal and non-mechanical nature; the preparation of classi-~

MYZHIUELOoOUu sSAR'D'C*
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requiring & knoviedge of the science of sryptography; the test-
ing of code and gipher systems in order to determine whether
specifications are mst) and to perform auch related tasks &as are
assigned,

Examplss of Work Performed.

Under general supervisions

{1} To investigete cipher aystems oryptenalytically, inmoluding
eipher devices used in conlunction vith printing telegraph
{teletype) syatemn, asalyze the problems, and present ths restuls
to his lsmediate superior; to tLest and cperate cipher mechines;
and %o dsmonstrate ability to do productive research work and to
apply effectively the results of research.

{2} To design and construst mechanicsl and electrieal cryptogra~
phic equipment, Including the design and adaptation of ciphering
devieces to work in eonjunction with printing telegraph (teletype)
aystems; to parform technieal work inm the preparation of warious
sketohes and dlagrams; and to modify and improve pressnt crypto-
graphic devicea,

{3) To prepare ¢odes and cipher tables 50 moest certain gredeter-
mined requirements; to perform technioal work ia the preparation
of wiring diegrams sand cam ¢ontour diagreams for ssployment in
etrtaln electrical and mechanical sipher devices) to make ainor
modifications in the form and content of existing ecdes and
siphers.

MYHIMZLOU SR' D' C"
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tryptogreapher -« P-3
Grade 3.

bu0-D - Puties and Responsibilities
Under goneral supervision, with considerable latitude for

indspendant or uncevieved action or decision, individually or
with trained assistants:

{1) %o perform responsible protnnnioﬁf&nd sslentifie vork of
moderate dlfficulty and importance in the ¢ryptanalytieal in-
vestigation of codes and giphoers, inoluding cipher davices used
in conjunotion with printing telegraph (teletyps systems; or to
have gharge of end develop an ordinary eryptographic project or
asveral minor projscts; and to perform related work as assigned,
{2) %o perform responsible professional and scleatific vork of
nador&&e difficulty and importance in the design and conetruction
of mechanical and electrioal eryptographlc devices, insluding the
anszign and adaptation of ciphering devices to vork in conjunction
vith printing telegraph {teletype) systems; or to have charge of
and Cevelop an ordinary project in the construction of eryptogra-
phic eguipment; and to perform related work as assigned,

{3) To perform responsible profesaional and scientific work of
noderate difficulty and importance in the compilation of codes
and oiphers ipeluding in the latter category bhoth slectro-
mechanical aystems and systemes of 2 non-electrical and non-
mechenical pature; ths prepariation of elassifisd wiring diagrams
apd eipher tables for the foregoing systema requiring & thorough

HipWledge of the wolence df™ GFPLULFEPRYT the atudy of the
VYBWA 2ECNBILA VCGEUCA
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goneral characteristics of eertain cipher systems as a guide

to future planning of systems of the type studied; to supervise
peracnnel engeged in the compilation of eodes and siphers; and
to perform related tasks sn sssigned,

Bxamples of Work Performed.
PUnder general suparvision:

{1) The eryptanalytical investigation, developmsnt, and tast of
sryptographic systems, particulsrly medern ssehine eiphers, in-
sluling cipher devices used in conjunction with printing tele-
graph (teletype), vwith & vlev to their inherent sscurity and
suitability for Nawal use; the inveatigation of prineiples of
gipher solution with & viev to devising means by vhich such attaaks
e4n be blocked; and the demonstration of ability te do productive
ressarch and to apply effectively the results of research,

{2) To investigate, design, construct, and develop electriecal
and mechsnionl sryptographie devices, inecluding the design and
sdsptation of ciphering davices to vork in ecnjunction with
priating telegraph (xeletype) systems; to condust tests of arypto-
graphie devicos presented to the U. 8. Navy by private inventors;
and to modify and improve present aryptographic equipment,

{3) %o prepare sodes and ciphers o meet predetermined require-
ménts, and to devise methods for such preparation; to performs
technical vork in the examimation of nev eryptographic systems

in order to determine thelr points of strength and weakness; to
wodify existing sodes and siphers in ¢rder %o enhances thelr value

poth from the point of viewsfigrsstisstility and security.
VEWNWA 2ECNKEILA YVCGEMNCA
HEVDONVYHB.LEE2
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Cryptogrepker - P~
Grude &
¥0G-T - Duties and Resoonsibilities.
Under general suparvision, vith wide latitude for independent

or unrevieved sction or deecision, indtividually or with trajned
sssistants;

{1) To perform difficult and responsible professionsl apd scienti-
fic work in the cryptanalyticel investipgation of e¢odes and giphers,
including cipher devices used in conjunciion with printing tele-
graph (teletype) aystemn; or to have pesponsible charge of and
.duvelop 8 soientific project of lmportance; or to serve as the
yrincipal assistant to & Grade 5 or Grade 6 sofentist in eharge

of & section, vith responsibility for sharing with him the direc-
tion and contrcl of the scientific and administyative work of the
uplt and for assuming his full duties in hia abasuce; and %o per-
form related work as assigned,

{2) %o perform difficult and responsible prefessional and scienti-
ric wvork in the fleld of eryptographic angineering, insluding

the design and adaptation of ciphering devices Lo vork im conjuns-
tion with printing telegraph (teletype) systems; or t0 bave ras-
yonsible charge of and develop & soientific project of importancse;
cr to serve as principal assistant to & Orade 5 or Grade 6
sclontint in ceharge of a section, with responsibility for sharing
vith him the direction and control of the scientifie and adminis~
trative work of the unit, and for sasuming his full duties in his

&bsence; and to perform rolatad. yosk #ssssigned,
g VEBINA 2ECABLLA VGEMUCA
‘ HEVDONVELEB2
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{3) To parform difficult and reasponsible professional and -
salentifio work in the field of eryptography, inoluding the
grigination of methods for the complletion of oodes and ciphers,
the latier category ineluding both slectro-mechanical aystems

an? those of & non-slecirical and non-mechanical nature; the ori-
ginetion xnd formulation of procedures for the preparstion ef all
types of code and cipher systemn in present use and those vhich
will be devised in the future, requiring an expert knovliedge of
the smcience of eryptography; the supsrvision of & aub-seation
involved in the preparation of codes and ciphers; or o serve as
the prinoipel assistant to & Grade 5 or Grade 6 scientist in
sharge of & seection, with responsidlility for shering with him the
direction and control of both seientific and administretive work
of the section and capable of relieving him in bis absence; and
to parform related work as assigned,

Rxamples of Work Ferformed.
Under general supervision, with vide latitude for independent

sy anrevieved actiony

{1) %o inventigate, develop, and test, sryptanalytically, ecode
and aipher eystems (particularly, machine ciphers), including
sipher devices used in econjunction with priating telegraph
{teletype) systems, with a viev to their inherent segurity and
sultability for Raval use; Lo investigate principles of elpher
sclution with & viev to devising mesns by vhich such atiacks can

ke blocked; to train and supervise personnel; to be Qualified o

MY2HIMeiou se'D C’
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stats to higher suthority, vhen the segurity of our Heval cipher
systens 1s queationed, vhsther the alleged deficiencies are real
or lmaginary, and to present pathode of overcoming any resd
deficlencies; to be in cherge of the sub-section vwith responsibi~
1ity for direcilon and control of that unit,

{2) %o design and construct electrical and mechanicel eryptogra-
phie devicen, inaluding the design and adaptetlion of eiphering
devices to vork in conjunctlon with printing telegraph (teletype)
aystexma; Lo modlify and lmaprove curreanl erjplographic equipment;
to eonduct resesrch and teztis In the devalepment of nev crypto-
graphic devicen; to cunduct testa of eryptogrmphlie devices pre-
sented to the U, 6. Navy Ly privats inveniorsj to keep uwp with
81l eryptographic developgments, principles and methods; to be in
cherge of the sub-section vith responslbility for direction and
eontrel of that unlt,

(3) Teo supervise and direct & sub-section lavolved in the proces-
ses of campllation of codes and ciphersz; to origimte and perfect
nav methods for the preparation of existing cryptogrephic systems;
to design moethods for performancs of the oryptograpnic procemses
involved in the preparation of navly developed oryptographic sys-

Teonn .,

>
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Cryptographer -~ P-.5
dxrade 5, |
300-D - Dutiss and Responsibilities.
Under general sdwministrative supervisten, with vide latitude

for independent oy unreviewsd sstion or desisicn, %o plan, and
individually or with trained assistantss

{1) %o omrry cut and repor! upon unusuvally difficuli, importent
and reaponsible professional and scientific vork in the field of
gryptographic research, including cipher devicea used in eonjunc-
tion with printing telegraph (teletype) syetems; or to have res-
pensible charge of and develop & sclentific project of c¢consiferable
importance; or to serve as sélentific and administrative head of a
sub~section in oryptographic researchy or to serve &s principel
agsistant to & Grade 6 sclentist with responsibility for sharing
with his the directlion and control of the ssientific and adminie-
trative work of the unit and for sssuming his full duties in his
absence; or to furnish for final executive action, highly sxpert
eritical advice on highly important sclentific problems or policies;
and to perform related vork as assigned.

(2) 7o &ryy out snd report upon unusually diffisult, important
and reaponsible professional and sclentiflc wvork in the fisld of
sryptography, insluding the originktion of nevw cryptographic
mothods and the formulatioen of methods and procedures for the
preparation of cipher systems employing these methods; or to have

MYBHIMEGLOU SR'D C*
VBNA 2ECNEBILA VCGEMCA
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Féspensible cherge of & section involved in the prepsration of
cr¥yptographic aide; or to serve &» tho prinaipal aszistant to a
Grede & scientist with respcneibility for shaping vith him direg- -
ticn and control of the selentific and administrative vork of

the unit and for assuming his full duties and résponsibilities

in his abssnce, or to furnish Lfor finel executive sction highly

sxpert oriticsl advice on 1np§rtant prolless or policlies in the

]
s i’
1

field of eryptography. .

Xxamples qg'ngg.?crforned.
{1) To investigate, develop, originete, &nd test elecirical and

mechpniotl oryptographic devices required to meet U, 8, Reavel
requirements, including cipher devices used in conjunction with
printing telegraph (%eletype) systems; to lnvestigate orypt-
analytical principles involvirg the preparation, solutien, and
study of test problems and evaluntion of U. 8, Raval coryptographic
systems 1lu terams of the facls disclesed; to study &nd investigate
proposed eryptographic systems or those which oome to the know-
iedge of the U, 8. Nevy and coteraine thelr inherant ssourity and
practicability for Maval use; to conduct reac&rcﬁ anf tosts for
the develepment of nev eryptographic devices; and to supsrvise
assigned cryrtanalysts and eryptogreashic engineers.

{2) To take full chargs of a seation involved in the preperation

of eryptographic alds for use by the U, 3, Havy, inclulding the
dosign of aryptographie systems to meot requirements specified
8y the operating forces; and to direct the gperation of field

offices engaged in the reproduction ef eryptographie alds origin-

MmveHiMelLou se' D'’
VBWA 2ECNBILLA VEGEUCA
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Sryptographer - Pr-& -
Orede 6, o
A00-D - Dytiss and Respopsibilities.

Under sdministrative direction, vith vide Mtitude for inde-
pendent or unrevisved aotion or desision, imdividually or with
Srainec sanistants:

{1} To plan, sarry ocut and report upon highly diffieult, importent
and pesponsible professionel and scientifis vork im the nmt_\m-
tion of sodes and ciphers, and in the design, conatruction, iEm-
pection, Sesting, speration, and mmintenance of sode and ¢ipher
squipsent; and to perfora rslated vork as assigned.

{2) %o plan, oarry ocut and report uwpon highly diffieunlit, import-
ant and yoaponsible professional and scientific vork in the field
of gryplography including the casplets responsible charge of a
ssotion and field offices engaged in the origimstion of nevw
s¥yptographic methods, the preparation, reprodustion and dissemi-
metion of aryptographic systems and the direction of their use
within the Kawml Servies,

Xasmples of Vork Performed.

(1) %o originate, investigate, devalop, and test slectrieal and
msthanical devices required to mest U, &. Kave)l communication
raguirements, inolwiing cipher devices wsed e sonjunction with
printing telegraph {teletype) systems; 0 investigate gryptamalytioal
principles, involving the preparstion, solution, and study of test

MVBHIMGLOUSR'D'C*
YHWA 2ECNBLLA VCGEUCA
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problems snd evaluation of U, 8. Beval eryptographic systems,

in terms of the facts disclosed; to study and inveatigate proposed
eryptographic systems, or those vhich come to the kmowledge of
the U. B, Bavy, and dsteraine their inherent security and practi-
salility for Eaval use; to conduct resesrch and testes for the

developmsnt of new eryptogrephic deviees; :o sssist and advise
other branches of the Federal Government in mstters relating to
sryptographic communications; and to supervise sssignad orypto-
grephers,

(Rote:r There is no objection to the Cryptographer P-6 job
dencription on pege 177 of "Preliminary Class Specifioations
of Positions in the Pield Bervise." %The examples of work per-
formed as stated adove ars more in keeping with the present
Gryptogrepher P-6's positien).
{2) To bave eomplets responsible charge of the sesstion and its
£1eld offices vhich originstes, compiles and raproduces orypto-
graphic aids for the Naval Service and which prepares and dis-
ssainates dirsections for the use of Naval Codes and Ciphers and
vhieh ecntrols allovances, distridution, supersession and des-
truction of &ll oryptographie aids used vithin the Naval BService.

MVEHIMJ_OM S'D'C*
VBWA 2ECNBILA YCEUCA
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Sryptographic Aide - BP-A,
Bikies and Responsibilities.

Gnder immediate supsrvision, with limited latitude for aome-
shat independent work in sarrying out the mere routine details,
to perform sub-professional vork of svsrags difficulty in the
aryptanaiyticsl investigation of cipher aysteme; or to perform
the duties of an electrician or waohinist in the ¢onstruction and
skintsnance of aryptographic equipmesnt; and to perform rolated
vork s assigned.
Bxasples of Verk Performed.
(1) In the eryptanslytical Snvestigation of elpher systems, to
parform the mors routins technical work in the preparation of
various tables, fresguency eounts, etc., to type reporis, and to
eperate ¢ipher maahines for :pceiﬁe tests.
{2) Under immediate instruction to perform the duties of an elec-
triclan or mschinist in the construction, maintenance, and testirg
ef cryptographic eguipment, and to preparc 30 scile the less éif-
fisult dravings of machinery by folloving drawings or aketches
praviously grepared.
Kiniwwe Sualifications.
(1) %Training squivalent to that represented by graduatien from
bigh school, with one year's sxperisnce in offise work, demoastra-~
ting accuracy, alexrtaess, and adaptadility.

o

{2) Training eguivelent to that represented by greduation from

gh sehool, vith one yesi's: skpadiencs. of an slesctricisn or
VBWA 2ECNHBILLA YCEUCA
HEVDONVYKB.LEK2 ‘o
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sachinist, demonstrating an ability to use hand tools and an
uoderstanding of the bdasic principles of elsctrieity.

MY2HIMGLONSR'D C"
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Cryptographic Atde ~ BP.5
L » 11 .

Under ganeral supsrvision, with some latitude for independent
vork in earrying cut the detatils involved in prescribed er stan-
Sard mathods, to perfora somevhat difficult and responsible sub-
professionsl work in the ¢ryptanalytiosl investigation of eipher
systens; ¢r 0 perform the dutles of an electrician or mmehinist
in the construction and maintenance of sryptographic equipment;
&nd to perform related vork as assigned.

(1) W orzed.
{1) In the oryptanalytical investigation of ecipher systems, %o
perforn somevwbat diffieult and responsible technieal vork in the
Frovaration and initial aoalyses of various tables, frequency
scunts, eto., to type reporis, and 3o operste sipher machines
for tests.

or

{2) to perform the duties of an electrician or machinist in the
soostruction, maintensnse, and testing of eryptogrephis equip~
mant; to perform technieal work in the preparetion of simple
skstches and diagrams; and to test new cryptographic dsviges.
Miniacim Quelifieations -
{1) Tuwo years!' experience in the fisld of cryptography, or one
year's sxperience in eryptography &nd ons year's experience in
office work, demonstrating facility in the technigque of erypto-
graphy, asocuracy, alertness, and adaptabdility; and ability to

$ype reporta mccurately. MVY2HIMelou se'D'c’
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S
{2) Two years' sxperience as sn slsetricien or machinist, with
an ability to econasyuct elsstriesl and mschanieal cryptographic
squipment from gentral ipstructicns; and an abllity o prapare
simple sketohes and diagrens socurately.

MYaHIiMeLouns'n c’
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Gryptographie Afide « AF.&
Duties and Responsibilities.

Under general supervision, with considerable latitude for
independent work in sarrying cut the dstalls involved in pres-
eribed or standard methods, to perform difficult and responasible
sub-profsssional vork in the aryptanalytical investigation of
alpher systens, or in the design, construcstion, and msintensnse
ef oryptographic sguipment, involving the agpplieation of & work-
ing knovledge of eryptogrephic principles and requiring a gonsi-~
derable degres of technigue; and to perform related work as

sasigned,
Sxaxples of Work Performed.

(1) Ia the oryptanmalytioal investigation of c¢ipher systems, to
perform difficult apnd responsidble technioal work is the prepara-
tion and inltial amalyses of varicus tables, frequency eounts,
eto., in the solution of eryptographlc prodlems; te typs reports,
And $0 oparate gipher machines for tests.

O
{2) %o perform the duties of an sleotrisian o machinist in the
sonstruction, meintenknce, and testing of eryptegraphic equipment;
to perform technioal work in the preparmtion of various sketches
and disgramsg and to test pew oryptographic deviges.
{1) %raining eguivalent %o tat representsd by graduation from
bigh school, with thres yesrs' sxperience in the field of srypto-

Fephy, or tvo years! o PEFIdAEd A Wiy R ography and one yearss
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eaxperieance in office work, demonstreting facility im the technique
of cryptography, accuracy, slertness, and adaptablility; and ability
¢ typs rePoris accurately. '

{2) %raining equivalent to that gprnuntad by graduation from
Bigh sohool, with three years' experisnce an &an electrician or
michiniet vith an ability to construct electrical and mechanieal
sryptographte equirment; and an ablility te yprepars sketohss and

4ilagrems sccurately.
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