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NATTONAL SECURITY COUNCIL DIRECTIVE

on
OQE-!UNIGATIOKS SECURITY

.W&Mwmmmm
dimctinappmudzzymbcrlﬁh whichs -
. _a.. Shtodthattbucuityormuhcmmmtim
(COMSEC) is a national responsibility, and that COMSEC policies and pro-
cedures must be integrated so as to ensble the various departments and
agencies of the Covernment to cooperate effectively in such matters
and to satisfy legitimate requirements fir the sscurity of their messages;
b.'mwtuWa&um.MmugMnl
' Committes of the Natiomal Security 'cm.u for COMSEC matters, to est.abuéh
_mhponciosnhtingtocmmdllacmnthemﬁmucuﬁtyof
Federel uhcmm,mmmpmmsmmmmorm
policies through the Executive Secretary of the Naticnal Security Council¥;
ce Directodtb&poedalcmittuotthausctopnpmmdim
in the COMSEC field directives which will:

#The President in approving this directive also directed that the Attorney
General shall be a member &€ the Special Committee whensver matters of
intersst to the Federal Buresu of Investigation are before that committee.

In anoordance with the President?®s instructions regarding the normal ocperation
of tsa Counodl, the heads of departments and agencies not represented on the
Speclil Committee, shall glso participate as members of the Special Committee
whenever matters of direot interest to their mapeetive ager.cies are before
that Committea.
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SECURITY-INFORMATION
(1) BRescind the Exwcutive Order of July 3, 1945

entitled "Oryptographic Socurity with Respect to
Cortain Coumwmications of the Governmsnifit,

(2) Establish a United States Commmications Security
Board (U3CSB) respansible for integrating policies
and procedures affecting the security of Federal

| telecommmications, | '

(3) Provide for the estsblishment of appropriate
respongibilitios and authoritiss to assure within
the varisus departments and agencies of the Govera-
ment, among other thiriys:

(a) High aind wmiform standards of conmmications
W‘iﬁy: _

(v) Eff_eci:ivo cooperation in COMSEC matters between
departnents and agencies concerned;

(o) The adequacy of the cryptographic systems used;

(d) Coordination of COMSHC proldems, particularly
policios with respect to foreign govermments;

(e) 3atiafection of legitimate requirements for the
sécuriﬁy of telecommunications,.

#The Ordor was classifiod end was not publiahéd in the Federal Register.
It wae rescinded by the President on {date) &
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SECURITY INFORMATION
Pursuant to the forsgoing, the Spscial Coamittee of the National

Security Council for COMSEC hereby authorizes and directs that:

ective to the Uni States Carmnmications Securlty Board (USCSE):
&« There is hereby established the United States Commmications
Security Board {(USCSE), hersinafter referred to as the Beard, which
shsll be a body acting for and wnder the aforesaid Special Committee
and shall operate in accordance with the proviaions of this Directive
and any other directives which may be issued by the Special Coumitteo.
be The Board shall be cemposed of one representative of each of the

rézlmdng:

?1 The Secretary of State
2) The Secretary cf Defense
(3) The Secretary of the Treasury

£4; The Director, Federal Bureau of Investigation
5) The Secretary of the Army
(6) The Secretary of the Navy
7; The Secretary of the Alr Force
8) Ths Director, Central Intelligence :
- {(9) The Director, National Security Agency (NSA
(10) The Atomic Energy Commlssionems
¢ The Foard shall have the following responsibilities wunder the
authority of the Special Comittes:
(1) To establish broad pelicics necessary to:
(2) Insure high and wiform stendards of COMSR within
the various departments and agencles of the Government.
(b) Institute and maintain effeciive cooperatilon in COMSEC

metiters among the departments and ageaéies concerned.
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SECURITY INFORMATION-
{¢) Achieve the maximm practicable degree of security

of Federal telecormmmications.
(4) Satisfy legitimate requirements for the security of
telscommmications of the departments and agez_mies.
(e) Guide the relatioms of the U, S. Government with
foreign governawnts and internationsl organizations
in COMSEC matters.
(f) Guide the actions to be taken by the Exscutive Agent
in COMSEC matters.
(2) 7o spprove the iong-range plsns for commmications sscurity
of the U. S. |
(3) 7o advise the Special Comittes with respsct to COMSEC
policy matters decided by the Board and make mmndaticn_s
as appropriate. |
(4) To study the CONSEC standards and practicas of any depertment
or agenoy in the field ofcmﬂsm'wqake rocomrendations as
necessary to insure compliance with the directives of the
Board in this field,
The Board shall alect its owa Chairman fyrom among its msmbership,
The Board shall have a staff hsaded by en executive secretary who
shall be appointed by the Chalymman with the approval of a majordity
of the Board.
The Foard shall mgeb abt the call of the Chairman or ab the request
of eny msumber, and shall determine its own procedures subject to the
provisioas of this Dirsctive.

4
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Ee The Poa. iy g majority vote. Im the

evanh, that the Board votes and reachss a dscipion, any dissenting rember
of the Board may appeal from such decision. Such appezl must be mads
within 15 days to the Special Committes, In tho ovent that the Board
votes and fails to reach a declsion, any member of the Board may appeal
to the Speocis] Comxittee and such appesl must be made within 15 dayn of
the incenclusive vote. In either event the Special Committee shall re—-
view the matter, and its determinaticn thereon shall be finsl. Appeals
by the Director of NSA, or by the representative of any of the Military
Tepartments shall be filad only with the approval of the Secretary of
Tefaonse. |

s No action shall Yo taken with respact to any matier forming the
subject o7 an appeal until the appezl is decided; provided that, if the
Secretary of Defense deteormines, after comsultation with the Secretzry
ef State (znd the Attornay General snd the heads of other daparimento
and agencles as appropriate), that the subject matter presents a problem
of sn emergancy natwre and requires immesdiate action, his decision chall
govern, omnding the result of the appeal. In such an emergency situation |
the appesl may be teken directly to the President by the Special Cormittes.

i. Tio Board shall invite the head of any deparitmeni: or agemey not
rspresentad on the Board %0 designate a representative te participate
with the Beard in consideration of matters of direct interest to such a
departmen® or agency, to the end that when the commmications security
neads of such departmente and agencise may e considered; and heads of
dzpartmen’s or agencies not represented on the Board mey presmt, through
tha Evecutive Secretary of the Board, commmnications scourity metters

for cmsideration by the Board.

SECRET-
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Jo Departmenis obkj the Beoard may appesl
fron decisions of the Board in the manner prescribed for departmats and

agencles represented on the Board.

2, Directive to the Secratary of Defense

as The Department of Defense is hersby designated as Executive Agent
of the Government for all COMSEC matters.

be As Executive Agen®, the Departinent of Defense is charged with the
mission of:

(1) rroviding centralized, overall cognizance of the measures
necessary to provide and assure the adequacy of the COMSEC
techniques and materials used by the government;

(2) Formalating for the Board integrated technical and operating
policies, programs, and long range plans required to maintain
high and uniform standards to ensure the security of Federal
telecormmications; and

(3) Providing advice and recommendations on any aspect of the
field of COMSEC.

8o As Executive Agent the Depairtment of Defense is empowered to take
action within policies and procedurss established by the Board, in all
COMSEC matters affecting the departments and agencies of the Govemnment
provided, however, that where exception %o its action is made by ths Secre-
tary of a department or by the Heed or Director of an agency outside of
the Department of Defense, such excepticms shall be referred to the Board.
Pending Board review, if the Department of Defense determines that the
subject mtter presents a problem of an emergency nature and requires
immedlate action it may refer the matter to the Special Committee for
immedlate decimion,

SECRET-
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do Subject to e GBCURITFENFORMVLTIRN directive and subsequent

directives issued by competent authority, the Director of the Natlonal

Security Agency shall act for the Executive Agent in all COMSEC matters
set forth in subparagraphs (1) thru (13) below and any others which may
be specified by the Special Committee or the Boarde With respect to the

M 1litary Departments, ths Di.recior, NSA will perform his functions under

the immediate direction of the Joint Chiefs of Staff.

e, Included in the specific responsibilities of the Director, NSA

in the flelds of cryptosecurity, transmigsion security, physical security,

and cover and deception shall be the followings

(1)

(2)

(3)

To prescribe, or review and approve, the cryptoprinciples
incorporated or to be incorporated in any telecommmications
oequipments and systems and in any COMSEC equipments and systems
used by ths departmonts and agenscies of the Govermmemt.

To prescribe, or review and approve, eryptosecurity rules,
regulations, and instructions applicable to ths operation and
use of any crypto—equipments and systems and of any COMSEC
eQuipments and systems.

To perform technical analysis of Federal telecommmications
for the purpose of determining the degree of COMSEC being
provided by the cryptoprinciples, materials, and procedures
utilized by the departments and agencies as well as the effect
on COMSEC of the sommmnications procedures and practices zlso
being utilized; making arrangements as appropriate to obtain
ths materisl required for such analysis, (See paragraph

3 a (3))

7
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(4) To review ariEGURERY MNEQRMAKIRN rocedures developed

(5)

(6)

(7

(8)

by the departments and agencies to determine whether such
prosedures will provide and maintain transmission security;
and to recommend revisions and additional rules and procedures
as requireds To accomplish this the Director, NGA may pere
form technical analyses of Federal telecommmications and shall
make the necessary arrangements with the departmsnts and
agencies to obtain the material required for analysis.

(See paragreph 3 a (1))

“Bo-puesssibe, In co tim with the departmnte and agenocies

to PromuP0la am. S wewgaly

a2 sppropriste,, nisimm standards for the physical security of
eryptomaterisl.

In collaboration with the departments and agencles, to assist
in the preparation of and to review the commmications pertiona
of all strategio cover and deception phns;:)"r’o farmlate and
promlgate the basic policies used in such portions,

To obtain from the departments and agencies their requirements
for orypto-equipments and materials and to formlate, for con-
sideration by the Board, integrated programs for -the«usassh,
-deghepment,. prochnti& and procurement necessary to meet
these raqlﬂ.remmtm

To-pnﬁm es'l;nblishnt, review, and coordinatfon of-
an integrated cryptosecurity research and development program

- EEtatish and conduci-a-yesexruiraNd-oSvETIINNY-

~@im. adequate to insure the continuing security of

SEGRET-
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(11)

(12)
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Federal telecommmications. Subject to prior nctification

to and approval by the Director, NSA, departments and agencies
may initiate and pursue such research and development pro-
Jects as may be necessary to support thelr COMSEC activities,
To produse cryptomaterial necessary to meet the lagitimate
requirements of the depariments and agencies and to insure
that there is adequate capacity to meet these requirements,

In so doing the Director, NSA may authorize the departments
and agenciez to engage in the production of cryptomaterial
provided that such production is conducted in accordance with
technical cryptologic criteria prescribed by the Director,
NSA and further provided that the Director, NSA 1s kept in-
formed of the production accomplished.

In meeting operational requirements, to insure the necessary
compatibility and, insofar as practicable, the standardization

of crypto-equipments and materizl in order to promote a

maximum of efficlenoy and economy in thels procurement, operation,
and maintenance. Determination of the acceptability of the
physical embodiments of cryptoprinciples is a function of

the departmenta and agencies,

To furnish services and materials for the COMSEC programs of

the departments and agencies under mtually agreeable fiscal
arrangements. '

To conduct liaison on technical COMSEC and related mattiers

with the cryptologic authorities of foreign nations and intere-

national organizations.

SECGRET




{13) To provideSE
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dport for eryptosacurity
training conducted by the departments and agencies.

\/ 'rkr "'-".V-v l-‘

8o Except on matters which have been voted on by the Board and subject

~ to the direction of the Secretary of Defense (and in the cass of the Military

Departments, the Joint Chiefs of Staff), the Director, NSA shall discharge

his responsibilities in accordance with his own judgment. In exercising the

authority over COHSEC matters granted in this directive, the Director, NSA

shall:
()
(2)

(3

(k)

Obtain from the departments and agencies such information as he
may require in performing his functions, as authorized in this

~directive or any other directive suvbsequently issued.

Aét through the department and agency representatives on. the
Board or, in the case of departments and agenc_ies not represented
on the Board, through the duly authorized representatives of the
heads of such departments and agencles.

Conduct 1iaison with subordinate elements of a department or
agency vhen necessary after first erranging with the authorised
representative of the department or agency conecerned for such
liaison. N

Refer violations of COMSEC instructions to the head of the
department or agency concerned for such action as may be deemed
necessary and, if appropriate corrective action is not taken,
shall refer the subject to the Board. |

Directive to the Departmente and Aggnciea of the Government

20 All departments and sgencies of the Faderal Government shalls

(1)

Organize and conduct their commnications security activities
as they see fit subject to the provisions of law, the direectives
of the President, the provisions of this directive, and any

other direcﬁ:smed by the Special Comuittee.




e vho individual depart-

ments and agencies of thelr respomsibilities for executing all
measures required to assure the security and efficiency of their
own telecommumications. | _

(2) Be bound by all decisions of the Board or the Special Committee
which are not :I.n conflict with law. -

(3) Not be required to disclose to the Director, NSi, the Board, or
any of its committees the contents of any officlal commnications
concerning its activities, if, in the opinion of the head of the
department or agency, the disclosure would be contrary to the
National interest. Nothing in this Directive shall be construed
to give the Board or any of its representatives the right to
inspect any department or agency without approvel by the heed
thereofs

(4) Bring to the attention of the Board all rules and regulations
in conflict with the provisions of this Directiva.

L. Specis) Terms Used in this Directive are Defined as Followst

80 Telecommnicatlions = Any trensmission, emission or reception of sign,
signals, writing, images and sounds or intelligeonce of any naturs by wire,
radio, visual, or other electromagnetic system.

b. Federal Telocommnications - Those telecommnications which are of

an officis) character dealing with governmental affairs and are originated
by or intended for officials of the United St#tes Government. Specifie
cally exempted from this definition is that portion of the communication
activities conducted by the Central Intelligence Agency in accordance with
the authorities granted the director of Central Intelligence under NSCID
No. Se
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8o Communieations SSSuPI%
designed to deny to unsuthoriged persons information of value which might be
derived from the possession and study of telecommmications, or to mlslecad
unauthorized persons in their interpretation of the results of such a study.
Commnications security includess (1) transmission security; (2) crypto-
security, and (3) physircal security of communications security materials
and information.

4. Irensmission Security - Tranemission security is that component of

commnications security shich results from all measures designed to protect
tfanmiasiona from wnauthorized interception, traffic analysis, and imitative
deceptiona

8. Cryptosecurity - That component of communications security which
reeults from the provision of technically sound cryptosystems armd their
proper uge.

£- Cryptoprinciple = The characteristics of the slemsnts involved in,
and the fundamental rule of operation, motion, or activity inherent in a
eryploysten.

Bo Cryptosystem (Cryptographic System) = The associatad items of
cryptomateria) which are ueed as a unit and which provide a single means
of encryption and decryption.

ho Cryptomaterial - All material, including documents, devices and/or
equipnent or apparatus employed in the encryption or decryption of
telecommnications, .

1. Crypto-equipment - The crypto-apparatus, mechanisus, machines or
devices used in the emoryption or decryption of telecommunications. '

Je Physical Security - That componemt of security which results from
all physical measures necessary to safegusrd classified equipment, material
and documente {rom access thereto or observation thereof by unautmuiad

e SEERET




