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REPORT OF SPECIAYL, COMMITTER TO INVESTIGATE SEQURITY OF
BTATE DEPARTMENT OOMMUNICATIONS
1. In respective letters dated May 12, 1941, to the
Secretary of the Navy, the Secretary of War, and the Diregtor
of the Federal Bureau of Investigation, the Becretary of
Btate requested that representatives of those agenoies be
designeted "o serve in an advisory and sonsultative capacity
¥ith officers of the Department of Btate” for the purpose of
assisting the Department in mmking “s most careful survey of
_its codes and piphers to determine their efficsqy at this time
and tc; éuuoong #0d establish additiops) means of preserving
the secFecy of 1ts highly cenfidential sommnieations wnder
pFesent vorld conditions.” (Appendix 1.) -
#, With these ln;!ﬂ in ?.ulv tho folloving 'u-'ara dlli._@lt__@d_;_
Comsender L, F. Barford, U.5.¥. (orﬂ.oe of llaval .
Q'mmimuon:) e
Captain H, G, Btyu, U.S5.A. (Bigmal am-pa, ornco of
the Chier Bignal Officer)
Mr. V. ¢, Blackburn (Federal Bureau of Investigation)
NMr. Frederiok ILivesey (Department of State)
In sddition to the faregoing, !lr. Vulm Y. ¥riedmsn, Principsl
thanuhut, War Do;_iartlm\t, vas douigutod to serve as
Technicai Advisor to Captain B;yu o
3. ' Gommittes ompletoed its imvestigation in four
sessions, held on Nay 27, June 2, 9 And 12, 194¥1. Its findings
and recommendstions are embodied in this repert.
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%, AL its firat session, May 27, a preliminary meeting
vas held in the office of Mr. O. Hoviand Shav, Assistant
Seoretary of State, vho discussed vith the members of the
Committee the pature &nd scope of the studiss o be pursved
by them and indioated that the Seoretary of State desired the
Committee to investigate all related phases of communiostion
security in and for the Department.

5. The Committes then resumed its meeting in Nr. Balmon's
offlice and after brief preliminary discussion agreed that its
agenda embraced the following phases of communicstion securitys

&, 7The technical soundness and the respective degrees
of efficlency of the codes and ciphers nov in use by the
Pepartment; and the related procedures and safeguards
folloved in their compllation or preparation, physiocal
distribution, transportation, and scoounting.

b The facilities, procedures, and regulations for
insuring the physiocal security of oryptographic parapher-
filia both at the DPepartument and at its offices in foreign
gsountries.

£+ The definitions and delimitstions of classes of
méssages and doounents vith respsot to the various degrees
of confidentiality; and the regulations governing the
drafiing of messages to be transmitted in oryptographic
form, as well as those pertaining to the placing of
#euponsibility for determining snd indieating the classi-

fication of messages.
e The regulations governing the selsotion and proper




technical employment of the various authorized

¢rybtographic systems in eryptogupb:lng ROSSAges ) tho
geguiations governing the preparetien, bandling, Aistri-
bution end filing or nltimmte disposition of plain-
language versions of exyptographed messages; and the .. .. e .
regulations sovemins the preparation of press releases
dealing with mstters vhioh way have formed the subjects
of aryptographic communioation,

£. The principles folloved in the selection, training
and sxsigmment to duty of personnel permitted to have acoess
to oryptographic material or to perform eryptographic duties;
4pd the prinoiples followed in selecting the agencies eof
tranemission employed in forvarding messages to their
destination.

. The details ot. the findings of the Committee in reapesoct

to the foregoing :mb,j-ct: -tndy are oy feums

—

g. (1) Although in general the several cmtomphio
systems nov employed are technically sound
Aad officient, it appears that the warious
a0des and oiphers could bs Aistributed to
holders sccording to & batter defined and more
orderly system,

{2) Although the methods used %o superencipher
Rébsages prepared in sertain systems are
sufficiently seowre, this is perhaps not true
48 regards certain other systems and 1t would
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appear that the latter might not yield

the degree of seourity desirable for the
sommunications for which they are intended.
The Qommittes is not in & position to sub-
mit & positive opinion in this prespect

because in order to 4o so a long and
extensive oryptanalytic study vould be
sasentinl,

{(3) The methods and means used to engipher
messages of highest sscrecy and importance
Appear 0 be {00 slovw for modern rapid
stmaunication and require more labor and
personnel than would be the gase if certain
mMechanico-electrical apparatus nov available
vere employed for this purpose, Noraover
suoh spparatus 1f technically sound oan
Jield far greater oryptographic security
than is possible with the present "hand-
gperated” means,

(%) The procedures and safegusrds followed
within the Department itself in the oom-
pilation and preparation of the codes and
siphers, snd in their physical distribution
&nd accounting appear to be satisfactory.

Hovever, registration of documents by
"short titles" is not nov the osse and
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its ostaﬁliahmnnt vould be advisable.
The Committee also feels that apecial
forms for the recelpt, destruotion,
somiannual socounting, and transfers of
doouments from one holder to another are
guite necessary for an sffective acosounting
system,

{5) As regarde the methods folloved in the
transportation and forvarding of crypto~
graphnic publications and decuments to
authorized holders thereof, it is wunder-
stood that such material is inveriably carried
by diplomatic courler, which should insure
1tz safe delivery without possibility

of coupromise, Hovevaer, special tests

rade by the Federal Buresu of Investigation
of the security afforded by the various types
of pouches employed for the purpose have
demonstrated that it is easy to open and
rémove the gontenys of pouches, photograph
and replace the original documents, and then
»ésov the poushes 80 as to shov no signs of
tappering. The Lype or,tumhlor lock used
tn looked pouches oerrn hardly any guaran-
teos of safety at all, since one of them
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wis repeatedly "pioked” successfully

in & fev minutes. The detaliled findings

of this study are embodied in Appendix 2,

ks Except at the Depariment itaelf and at only & fev'

of the large smbassies the facilities, pwocedures, and rosni-
lstions for insuring the physical security of oryptographic
paréphernalia appéar to be yoéfully inadequate, these constitu-
ting in all probability the grektest source of danger to the
security of all scommuhications of the Department. Without

gdequite safepuirds to preserve physical geourity of the
grgptographis parephernalis itwelf, po gystem for secret com-
gunication pepsrdless of hov sound it might be technically gan
be sgnigidered safe for usa,

g« The Department does 10t appear tc have dsar-aut defini-
tions of and delimitations for various classes of confidential
Bbatter; 1t does nst appesr to have olear-cut regulations govern-
ing the drafting of mosssgss to be transmitted in cryptographic
forms not does it appear to place résponsibility upon the proper
persons as reégards determining and indicating the classifiecation
dcoording to vhich an outgoing message should be handled.

4. (1) In the absence of vell-defined regulations

govéerning the matters réferred to in subparsagraph
4 1t is apparent that regulations governing the
the melection of the spéacific cryptographic
system oanés oannot be applied propsrly or with
sertainty,




(2)

(3)
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The regulations governing the technical employment
6f the various suthorised systems appesr to be
adequate,

The regulations and procedurs governing the
proparation, handling, distribution, and filing

oF ultimate disposition of plain-language versions
of cryptographed messages, vhile satisfactory within
the confines of the Communications and Records
Diviston itself, appear to be wosfully ipadequste
vhen these doouments pass outside the afore-~
nepntioned Division, It appears that an unspecified
and constantly varying number of verbatim trans-
lations of incoming oryptographed messages yust

bes prepared by DOR upon the request of officials
of the Department who deem 1t necessary to furnish
¢oples for the information of others who might

be asoncerned. The reproduction of coples is

nov¥ by means of uncontrolled mimeograph and

this is regerded by the Committee as & highly
dangerous practice, No accounting for the multi-
pliecity of copies is made nor is there any
assurance that addttional soples are not made

and eirculated within the various diviaions,
Agcounting for coples under these oircumstances

is not possidle even with much more clerical
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Assistance than is nowv &vailable, PFurther,

there is neither uniformity nor sertainty

4% to the manner in which these verbatim trens-
lations are handled or filed in the respective
fitvisions to vhich they are sént, and in many
e¢ines doubt sxists as to their ultimmte dis-
position, Vhile the Committee made no investi-
ghtion as to the procedure followed in the case
of outgoing mensages inttiated within the re-
speotive divimions, it would appear probable

that there is considerable danger from the
eXistence of work sheete and sarbon paper bearing
#*ough and final 4drafts of outgoing messages to

be oryptographed in confidential codes and siphers.
Finally, it appears that no gredt care is exer-
éined with regard to the number of persons to
vhom verbatim or eveén paraphrased coples of
secrot meossages aré shown, in miny cames this
being perbaps vholly unnecéianry, These unsatis-
factory conditions probably constitute the seocond
great sourceé of danger to security and, if not
gorrscted, security of communication can peither
be meintained nor even #atablished, In this
éonnection it is to be noted that in the military
&nd the naval service & comiilssioned officer is

ey
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not, merely by virtue of his commission or bis
rank, entitled to receive asoret information

in vhioch he is not direotly and officially con-
gerned.

The Conmittee has reason to bellieve that there

is no careful coordinmation between the peraons
having knovledge of the contents of oryptographed
rdssages and those vho prepare information embodied
in the form of press releasss vhioh may contain
matter transmitted or received in oryptographis
form.

Although the principles followed in the smelection,
training, and assignment to duty of oryptographis
perasonnel within t.ho Department iliself appear

to be ut?éﬂo#p:z_;__ﬁb.&_%« bas no knovledge
of.ﬂ;nt -n_m'.g be the oase in this regard in the
Department 's Embassies, Legations, and Consulates.
It 1s true that the Department has specific
regulations governing these matters, as embodied
in Beotion VII-3 of its Foreign Service Regulations,
but there appears to be no assurance that these
fegulations are sorupulously and uniformly ob-
served at all stations, This appears to be a
subject on vhich direct personsl and periodic
observation by properly trained inspectors would
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be saséntial before definite assusincs sounld
be had as to the extent of sonformity with
pértinent regulations.

{(2) It would appesar that the Despartwment aveils itself
of cable routes rather than radio shannels
vherévér possible, a proceédurs vhich is to be
highly commended., Further, the OCommittes under
stands that the practice of discussing confi-
dential subjeots over the transcsean ¥adio-
telephone has been practically sliminated. The
Qoamittea desires to point ocut that despite
sssurdnces of "privacy® so often reiterated
by the telephone company, such convérsations are
private only so far as the oasusl listener-in
is concernsd. They offer no obstacles to any
person ar orginixation having & reéeal interest
in learning the substancs of sush converastions.

T. The recommendations of the Conmittes are embodied beslow,
but in order to préssnt them in & well-integrated manner the
susoessive r»esommendations do not follow the order in which

the subjects and findings are treated in parsgraphs 5 and 6
above, The Committee recomménds:
#, That the Department of Siate adopt the same
definitions &f and delimitations for slasses of messdges
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axd documents (with respect to the various degrees of
sonfidentiality, vis: RESTRIOTED, CONPIDERTIAL, ZRORET)
that now subsist in the War Department and in the Navy
Department (both of the latter nov have identical clsssi-
fications and practically identical definitions and .
delimitations therefor), These three classifications have
been effective in those Departments for a number of years )
and have proved themselves techniecally sound and practic-
&ble. Furthermore, if the Department of State vere to adaopt
the same classifications and definitions the three Depart-~
ments vould be well coordinated in this fundamental respect
vhen intercommunication or the exchange of documents be-
sOmés necessaAry,
p. (1) That based upon the foregoing recommendation,

the Department of State revise its present set

up of eryptographic systems so as to provide

adequate systems for oryptographic treatment of

the three classes of messages in the following
categoriedy

{a) Por communication betveen the Department and
sslected Embassies and legations; and for
intercommunication among them.

{(b) For communiostion betveen the Department and
all Embassies and Legations; and for inter-
dopmunication among them.

#Note: BEach oategory should be provided with cryptographic
plraﬁgaﬁgﬁg%%aygionsing to all lover categories.

¥.
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(s) Por communication betveen the Department
and selected Sonsulates; and for inter-
sonimunication among them.

(4) For communication between the Department and
4l1l Consulates; and for interoommunication
among then.

{e) Por communication between the Department
and such Special Observers and Bpecial

~ Missions as may be found necessary.

(£) Yor communication between U.8, Naval Vessels
and U,5. Bmbassies, legations or Consulates.

(g) Por such other special purposes as may be
found desirable.

(2) That this distribution of oryptographic systems
#ocording to categories be acoomplished by a
suitable redistribution or reassignment of the
présent codes, s0 far as is possible, the cddes

to be provided vith the same general system

of superencipherment but operating with different
gipher keys. ¥For the latter purpose hand-operated
ﬂbphoau employing cipher tables may be used, but

it 1s possible that a oryptograph might be suited
for the speedier superencipherment of certain

types of confiidential messages.

«12e
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(4)
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(2)
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That the Departmont establish a more detailed
system of acoounting for cryptographic para-
Pherpalis, using special forms for receipt,
simiannual report of possession, report of trans-
for from one holder to another, and rsport of
destruction, these reports to be bamed upon
"short titles" for all registered doouments,
devices or publications,

The Department of State be provided with such
1iterature and techniecal advice by the War

4nd the Navy Departments as will be of assistance
in the execution of this recommendation.

That for its most seoret communications the
Department of Btate look seriously into the sub-
Ject of automatic, elesctrically-operated oipher
Wachinesj and that the Department collaborste
fi.ﬁ": the War Department or the Navy Department
¥ith a view to the introduction of suitable
mschines for use at the Department and at the
largest and most important Embassies where speed

and seourity of communication is essentisl under
prosént vorld conditions.

This recommendation, while entailing certain
initial expenditures for machines, will ultimstely
yésult in some saving by virtuje of a reduction
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in eryptographic personnsl, since one machine
ocan do the vork of several olerks,

(3) In this connsction the Jommittes takes cognisance
of the faot that negotiations with the foregoing
#nd in viev bave been in progress hetween the
Depsrtment of State and the var Department for
somé time and before the appointment of this
Oommittee. It recommends, therefors, that
these negotiations be goncluded as promptly as
pricticable so that the machine may be placed
in service without undue delay.

4. (1) That immedtste measurss be taken by the Department
of 8tats to provide suitable combination safes
for the storage of cryptographic paraphernalia and
and confidential files at all its Bmbansiesn,
Legations, and Consulates not now provided with

v " e

adegquate facilities for proper safeguarding of
these materials vhen not in use, Purther, that
- the Department take immediate sction to insure
that only suitably paid Ameriean ocitizens are
suployed at ocutlying offices as guards when those
offices are oclosed betveen offige hours, On this
6¥%i6ial point reference is made to paragraph 6b.
(2) That instruotions be issued to all offices
requiring a complete change in the combinations
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be made by competent and duly authorized personnel
in the office. (Thers is nothing about this
mwatter which requires the services of "outside®
experts; the application of ordinary common
seénse and carsful study of the instrustions which
Ustihlly accompany such safes are adequate for
the purpose.)
(3) In this connection the Committee takes note
of the present reguirement (Par. VII-4, Note 2(as)
of Poreign Service Regulations) that "saoch time
8 ohange is effected in the combination of a safe
the Department shall be informsd by means of &
cArd prepared in the following form.,." and that
"this card sball be trensmitted to the Department
in & sealed envelope...". The Committee doubts
the necessity for this requirement and recommends
1ts immediate elimination,
(%) That the Department of State collaborate vith
the Federal Bureau of Investigation in regard
to the types of safes, cabinets, looked pouches,

snvelopes, etc., that should be employsd for

storage and transportation of oryptographic materisl.
g, (1) That the Department of State drav up nev regu-

lations governing the drafting of messages to

315
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be transmitted in cryptographic form, basing
them upon the nev classifiocation recommended in
paragraph Ta,

(2) That reaponsibility for proper drafting, for
proper classification and for olsar indication
of oclassification be placed upon the originators
of messages; that the latter tvo decisions not

s

be made a responsibility of the oryptographic
Personnel; and that the Department take such
action as will insure observance of the regulations
applicable to these funotions,

{3) That nev regulations governing the selsction of
the specific cryptographic system to be employed
by oryptographic¢ personnel be drawvn up by the
Department and that they be based upon principles
that are technically sound, arising out of the
Tocommendation eontained in paragraph 7.

(k) That the Department of State be provided with
such litersture and teohnical advice by the War
and the Navy Departments as will be of assistance
in the slaboration of the new regulations in point,

L. (1) That the Department drav up nev and detailed
vegulations governing the preparation, handling,
distribution, and £iling or ultimate Alsposition
of plsin-language versions of oryptographed

+16-
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messdges for the guldance of all divisions within
the Department and of all of its Embassies,
Legations, and Consulates, these regulations to
be based upon techniocally sound principles arising
out of the adoption of the recommendation made in
paragraph Ta.

(2) That these nev regulations be rigidly and strioctiy
snforced and that the Department take all necessary
4isciplinary measures to insure their striot
snforaoement: by all concernsd.

(3) That the Department be provided with such litera-
ture and technical adviece by the War and the Navy
Departments as will be of sssiastance in the elabora-
tion of the new regulations in point.

£+ That & tour of duty as ocoding officer at the Depart-
ment in Washington or at an important office be made one
of the mandatory requs.-rementu for the trelning &nd duties
of Junior careér officers of the Forelgn 8ervice. These
duties should sorrespond to those of coding offisers in
the Navy and should consist of the ssfeguarding of secret
and sonfidentisl wessages, plus routing, filing, dis~
tributing and paraphrasing messtsges; and advising superior
officers as to correst proscedure for the maintenance of
comuniocation security.




b (1)

(2)

(3)

That the Department take such measures as may
be necessary to provids an adegquate and tech-
nically informed inspection service for its
sryptographioc operations in foreign countries,
vith & viev to insuring that all the regula-
tions bhaving a direct bearing uwpon commmica-
tion mecurity are observed,

That the Department talke steps to have designated
&%t the Department in Washington and at each of
its offices in foreign countries an officer who
shall in addition to his other duties perform
the duties of "eryptographic seourity officer®,
vho will be responsible for the enforcement of
811 oryptographic and communicaticn security
regulations at his station,

That the Department serve notioe on a&ll personnel
gonosrned in the maintenance of communication
ssourity that severe disciplinary sction will
be taken in future cases of laxity, careless-
fisas, or neégligence in the observance of
pegulations sestablished to preserve security.
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APPENDIX 13- Oopy of letter
from Beoty of State to
Secty of War, Nay 12, 1941

APFENDIX 21~ Pindings of study
of methods folloved in trans-
portation and forwvarding of
eryptographic publications
and documents

June 26, 1941
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. ord,
Commander, U.5.X,

MWrold ¥, Nayes,
Captain, Bignal Coxrps, U.8.A.

V. 0. Siackburn

Fredarick Liveaey

ViliTan ¥, ¥rledman

T




r DEPARTMENT OF STATE

n" 12) 19#1 L

Xy dear Nr, Seoretaryt

The Department of State is desirous of having
mide & most careful survey of its codes and ciphers to
detormine their efficacy at this time and to discover and
establish sdditional means of preserving the secracy of its

highly sonfidential communications under present world
esnditions,

X wish to enlist the aid of the War Department
in the condust of the survey contemplated and I hope you
wmay be in a position to designate a qualified scommissioned
officer of the War Depsritment to serve in an advisory and
& qgonsultative capasity with officers of the Department
of Btate, the Navy Department, and the Yederal Bureau of
Investigation for these purposes, the importance of which
I believe I need not emphasnise,

Your cooperation will be very much appreciated,

Bincerely yours,

/s/ Cordell Hull

The Honorable
Henry L. Btimson
Beoretary of Var

APPENPIX 1
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Appendix 2 R

Bpecimens of each of the three types of diplomatic pouches
and & specimen of sealed envelopes used by the Tepirtment of
Btate were submitted to the Techniocal laboratory of the Federal
Bursay of Investigation for the purposé¢ of determining the
socirity of these itema for the shipment of seoret material.

‘Both the letther ciiiFierTs bag and the large sanvis R e
diplomatic mail pouch make use of a Yale "Buper-pin" tumbler
padlook for sealing the poushes, In the laboratory of the
Pedoral Bureau of Investizgitlon it vas possible to successfully
piok thia lock & numbcr oF t:hnes » the time vequired varylng ~— - -
from nrtun minutes to three hours. Yaasslloh &s If vEs e e
possible to enter the leather courier’s bag by removal of the

lock in this mnner no 6thor lttompt vas made to enter the poueh.
In pespect to the hrso chnvas WALl Potoh, in additiea T —
being alle to éhter this poush by pieking the padlock, it wvas
&1s0 poAWible to enter it by means 6f rémoving the seam #EItéh- -
ing and then replacing the stitches in the same manner as '
they wvere xii'ior ¥o renovAl. The timeé réfilred to entér this
pouch depends upon the numbér 6f »rova of stitohing it is
msdessary to remove, allowing dppro¥imately tveniy minutes por = =
oV ofF B’iitohing - e © o emrrare—
The mﬁu Air Mail pouch viloh wii séated with lead R

¥#1s vas entersd by mesnd F reioving the skl #titontiiga T eme
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niffioimt distance to allovw removal of the contentis, after
vhien the stitohing wvas replaced in the same condition as it
vasz orlginally.

oné hour,

This vhole operation required approximately

The special Evilook envelgpes which vere sesled one
within the other vere entered by removing the seals and

' ioonening the gum, These anvelopes gould then be refastened
‘and se;:l.od, the tima required for tha entire process being

- PEE

approﬂmﬁelj__ one and gne half hours ineluding the reproduction

of the seals.

In this connection 1t is noted that the purpose

of the locking feature is defeated to 8 great extent by placing
the wax meal over the brass portion.

It 1s possible to pry
this 1@;;1;1@5 device open, but of gourse in doing so & sertaip
smount ¢ damege 1s dane %o the bress.

Y oy vena

¥hen this bress is

gavéred by a wax seal, the replacement of & .sesl oyer the bress

mikes 1t S.mposaible to determine that the brases Jock has been
tq.mpered vi.t.h. :
‘45: This wormation is beins givan ror tha purposse of indicating

the ralat:!.va 1naecur1ty of these methods of tranamitting secret A
material mn it might be required to pass through any examining
station equipped to this type of work,
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