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ARMY SERVICE FORCES Jr o ;r gf-t.‘-;:
Action 1 Lows  Date
W e TS G
TO Assistant Chief 1gnal Officer
(Service, division, or organtzation) ! tion)
THRU: Chilef, Army Oommunlications Service gzéé
(Branch or un| =)
Subject: Letter to the Secré%ary of 3tate, forwarding report of
i e
File Ne. systems.
v 14 Januarv 1944
{Writer’s last name) (Date)
FROM
(Service, division, or organization) (Location) (Telophone extenn_loqn)

Attached hereto 1s transmittal sheet for your signature,
same to accompany letter, for signhature of the Secretary of
War, to the Secretary of State, forwarding the reports of the
commlittee whlch made the resurvey of the cryptographlc systems
employed by the Department of State. Thls has been coordinated
with Colonel Clarke, Speclal Branch, G-2, who concurs in the

recommendstions,
W. Preston Corderman
Colonel, SPSIS-3
Commanding Officer
Signal Securitz Agenc
) ) e e G0de 8129 Jan'l K
1 Incl:

Incl 1. Transmittal Sheet
w/inclosures listed
thereon.
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April 7, 1943 U § GOVERNMENT FR) H 0O—519134
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/‘:‘6"‘ v n ,)‘ . Regurvey CryptogTerhio Systons .
s b Dopertment of Siato $PEIS 311,56 Oenoral
N4
,w'f" Chief Signal Officer 3E 200 6604
20 January 1944.
Attached heroto is draft of propesed lettor for sime
asture of the Secrstary of far to mocormany reparts of the
caralttee which made the resurvey of the gryptographis syatens
employsd by the Depsrtusnt of 3tate.
H. C. Ingles,
Major General,
Chief Signal Officer.
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—SEERET- By o>
WAR DEPARTMENT ) o

WASHINGTON ' i
SFSIS 311.5 tenersl SESLE~I

JAN 22 1944

@,.'(zn)

e Tomscable,
the Segretary of Itatn,
o nEE, Sa Sa

SREr B TOAretasyt

Leferenpe Lp mide to your Isbtsr of Yowssharr 23, 1343,
in abled you reguestald ThA & resurvay U wEde 3 Lhe eryitaw
grashie sysbens exploged by e Deperiascd of Jtate, sod 35 S L
»ethads aaed Fad the refaleatiok of e ssereey of Lbs highly =
sanlidentiad Someuniosliond. -

The resusvey voguusbed by you hes bean smpleted.
Jsmuarioed s detallied reperis of the findisgs snd recoesendaw
ot of tha ool ttee sppolnted by the Tontendiagp Sffiasey, s
s8znnl Sedurily igesey, sacvestt %o Yhe Slreotivwe of the Zhief
Signal Cffieer, scoonpany thia lettod 58 Inclmeurum & and Be y

= fapr o2 ir pestiosble, wibin 2% liuils of <he ~=
fxeilitien sod pevstnwel avallsble fn iz wpeoial fleld, the :
var Uapardoent wEX Be $lad 40 reoler sy tassistancy to the e .~
parbacat of HMave fo caveying out the recassundasivas axde & the -
soxaiitoo, eithar thods of & lesadlets rosdlal zature or thoae -
sl lasgetorn eharsster. I notsosary to the ausseplivoent
thureol, as srmadgennst lovalwiag a5 sdiostaant of fondes for Lie
mrpots coaid e sade. g4 D9 144

JBN 23 1924 —
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BUSMARY EEPORT OF COMMITTER APPOINEED 70
BSURVET GRXPIOGRATEIC EYBTENS
WKFLOYED BY €18 TRPARTHENT OF STATS

PEELLGIIARY.

_..-‘j ¢ o 20l

% fn 1551, pursuant to s request of the Becretary of Btate,
ia {nterdepertmental sommittee mide & wr of the tmnphio

tedn associsted procedures sploye the Depa nt eof
Te tmd their

3 te and mmde certain recommendations vuh & view
dwprovement an mguds sequrity. R

Tursuant to & more recent rmat of the aom-am or
State h.un- of 23 November 1933), a resurvey of the oryp
gﬁ&u systems and of ths methods used umuon
soorecy of its eonridential odnmnf tions was
M by the present o ttoe vhioh was appointsd by the Chief
el the 8ignal Security Agency in sagordance vith a luuti.w
af the Qm.u: M@n‘; orr;cu-.

M
LI

nnt t is & swcmry of the uuun n—
it af ﬁm mndats,m of the Committee,
s dstailed peport is attached hereto as Mmm B

SumARY &y puammmas.

E, Al%hguah ‘the rescumendations of the 1931 ﬂmittn
gd g paragraph 1 above hbave been instituted to a
9 MM, muin important messuros resoomonded
omitte ve mt been carried out to the dsgree
to ;oc ish the desired ruulta. and certain other
M have not instituted at all or %0 only & partial
grea,

tompbia nrutm the Depart-
?ﬁ‘b % tate tgr amzmum m""ima As SRUBET are

; and could yleld the requisite degree of
g‘@m 1P properly used. vaver, eertain of the methods
accd:r:; which are assooiated thgrmth mighiul; muo
hav fwportant {nfluense wpon s&cuy °
syﬂmn thomselves are a-rnuw .in Ll um y

kﬁ Z{L d foxr mﬂ”
ons iisnm.oﬁ a mmm tteo £inds that
59 Ares dofective to & degres aurr.taimt. 0 reise ﬂmbn N
ta their zoesent ueur&t;r.

. l!?'i“

R
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_ & The priuoipal ateps which are of an fsmediate
Sharanuter and vhich eould ameliorate the possibly dangerous
ﬁm;ﬂum g;v oxintin ;n h:;rmmf ﬂ:a;o . n::m mlb:;url:
indl PRLAZYS ov 73 detail in
Mtg.m 111 of Xoglosure B ’

¢« The Department of State is not self-sufficient in
- o the iu'aduoum and sorrect une of its eryptographie
¥yitemas and relies upon the Navy Department and the War De-
nt for aertain of its operations in sonnsotion vith the
Foduction of cryptographic material and for technioal sdvice
its sorreat usage,
L. The space, facilitfes, end psrsonnel available
for the preperation and mgﬁ,gg revision, distribution, and

ssagonking of its eryptographic systems, as well as for the
satablishnont and malntenance of mptoéruphu ssgurity on &

L1501 and offective basis, are not adsquate for tho
ggﬁwt sonfidential c:municauom of the Department of
.,

#» The Department has not been able to teke full
sdvantage of the possidilities afforded by the use of orypto-
graphic machines. Buch mechines would geoatly enhance arypto-

phic segurity and at the sapo time speed up the commmuniea~
lone of the Departument Af exployed on a wider nmeals.

8, %The sical seourity of the State tment Code
Center appssrs sdequate, Obvicusly, the Committen 414 not
#64 aould not ipvestigate the cal seourity of ¢olde rooms
in the enbansies, legatiome consulates gbroad, Howaver
information tendered the Committee tends to suppers the baller
that in many posts physieal security i inadequate,

&, The Copmittees could not investigate the marney
in vhich Yiterel-text versions of sesret or eonfidential
WoRsAZes are prepared reprofused, distributed, handled, and
filed within the divisions and subdivisions ef the Department
itaelf, nor eof those of the large embassies and lsgations.
Just what an investigetion of the faots in these matters
would disclose gannot be stated but the findings might have
an tant influence upon the prebles of eryptographio
sgdurity of the Department’s Commmications as & vhole,

#. ¥ithin the Department i{teclf a relatively vide
dstritution 1a made of the texts of seoret and of eonfidential
mbusages, the ocoples being profiuced by uncontrolled mimeograph

grogexs. ¥Yhe coples are not registered nor ascounted far by
the register nunbers,

ol
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B2, MNo speclaliszed ar formal treining in tography
ar In aryptographic ncung‘iu given the parsconnel sssigned
:gr togrephic duties ai i1 the Department or in posts

mﬁ.

_ b. Because of limitations in the surrsent salary
féila, no sareful initial selestion of the persormel assigned
o arypiopraphic duties fn the sode rooms, both in Washingten
aAnd in atations abroad is poasible, Nor oan the services of
gompetent pargonnel boe retaived for the h of time nacessayry
for the training and experienco of personnel reguired for the
progervation of security of eomsmuniocatien.

EM‘R‘ or &QWATIONS.
9. The Comaittes secommonds s

£+ That the prinoipal steps of an lmmediats rexolial
sharacter indioated in Meoticon YIT of Enclosure B be taken
without cdelay.

B. 7That provision be mude for the additisnal space,
facilition, and personnel ¥ od for the proparation end
for o much more frsquent revision, reprofuotion and distridutien
of the gryptcgm&m systems engployed by the Department of State,
The Department should sither be .oZ. vholly self-auffiecient in
$his roapect, sepabls of performing £11 necesaxry opérations
g & suffiotently adequate sosle t6 permit of the nessssarily
I'ereguent ehanges Ln the materials involved, ar else these
witerials should be provided the Dopartmn@. by scme other
guaiified aganay, Btate Departiment should make wider use
of modern cryztogra ¢ michines axd should have machines
deuigned specifical zhfur its owvn usspe. %These should be
developed by op for the Depirtment.

gi That provision be made for the satabdlishment of
& ressonably large Uryplographic Baaurit{ Group, staffed vith
sompetent cryptanalytic and essosigted glerical personnel,
¥hose duties woula ex¢iusively (1) to conduct »esearch and
studles, on & sonlinuing and extenaive bmelis, on the osrypto-
phic systems used by the Department and sapscially on the
orcughness with vhich recuht% for the propor employment
4% those systemc are cbserved gl)mta establish snd to sonduect
Shotrinetion of he sofs olerks smpiored b7 e Domsracats
00 on a ¢ glerks suploye t
both at bome and abroad, 7 ’

m3 -t
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(1) "™hat the Assistant Security Offfcer of the
Deperiment be designated as tographic Security
PLficer of the De tngnt of Btate; t he be placed
ln dhargn of the ographic Becurity Group mentioned

Qgé lnﬂ that he be gilven suffioient
&uzhor ) to oheck sll incoming and outgoing messages,
& woll na all procedures associated therevith, from t
point of viev of orypt %raphio seourity, and (2) to re-
port violations of ur{p phic security to higher
anthority for immedia sciplinayry sation.

(2) That at each post abrosad a sommissiocned
Yore Service Officer thereat be designated as Crypto-
graphic Becurltgecrriccr of the Station, vho wvould
sonstantly lookout for violations of cryptographio
as véll as of physieal security and vho would have
authority to report suoh violations through chamnels to
the Cryptographie Becurity Orricar of the Department of
Btate Washington,

¢. 7That the BSecurity 0fflcer of the Depariment of
ftate, uwpon the recommendations of the ographic 3ecurity
Offieer, take 1l necessary nessures for the snforcement of
the regulations for the maintenance of eryptogruphio security
in & manner that vill either insure conformity thereto or
olse cause dimciplinary acotion to be taken, inecluding the
infliotion of severe penslties, for infractions thereof.

%‘ That the faollowing recommendaticn: of the 1931
Committee be executed or carried a?t ter degrees than
has hitherto been the case: 7Tb(1)(a); ?b(}); 7a(1)3 T£(1) ena

(2)s 785 (1) ana (3). %
Do 3%
T WiilTAn feamn

Divector of € cations Research

obert D. Brown
Ns jor, 8ignal Corps

Captain, 8ignal Corps

'é;Q%EEQEF%%L£§E§§i;““”““““
Arlington Hall Station Gaptain, 8ignal Cerps

1% January 194%
&

~SEGRET-
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ENCLOSURE B

TETAILED REPORT OF COMMITTREE APPOINTED TO RRSURVEY
CRYPTOGRAPHIC SYSTEMS ENPLOYED BY THE
DRPARTMERT OF STATE

PRELIMINARY,

1. In sccordance with the request of the Becre of
Btate {letter to the Secretary of War, 23 November 1943),
the 8igmel Security Agency has made a resurvey of the crypto-~
graphic systems and mstheds of classified communication sm-
ployed by the Department of State,

2. An arliiml somuittee consisting of Mr. William ¥,
Friedman, Dirvector of Communications Research, Major Charles
H. Hiser, and Captain J. G. Moak, all of the Signal Security
Agenoy, was appointed by Colonel Corderman, Chief of the BSA,
to conduct the resurvey. 7This committee met with Mr., D, A.
Salmon and Mr. P. X, Goldsberry of the State Department 18
Xovenmber 1943, At this meeting 1t was decided to appoint a

working comuittee to make the actual report and draft any
neceasary recommendations,

3. A%t a conference held 30 November 1943 betveen Mr.
¥riedman, Mejor Brown, and Captain Moak it was decided that
M¥a jor Brown, laptain ﬁouglu, and Captain Moak would form
the working sommittee,

X, The vorking coomittee called upon Nr. Salmon 1 Decem-
ber 1953 and wade & study of all eryptographic systeme employed
by the Department. On December 3 the committes, with Mr.
Friedman, ealled upon Dr, Geist, Chief of the Division of
Communications and Records, and made arrangements to atudy the
eryptographic procedures employed within the Dosputnent 's code-
room. The commitiee wopked in the code room 16 December, and
sgain 18 Deacember %hen it completed its atudy.

5. The committee wishes to express its appreciation to
Mr, Salmon, Dr. Geist, Nr. Goldsberry, Mr. Neyer, Mr. lavlor,
and Mr. Parker and many other members of the Department, al)
of vhom were most helpful to the members of the committee in
carrying out thelr assignment.
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11. ¥FINDINGS.

6a. The basic systems in use by the Department are classi-
fiable as follovs:

_ (1) Three -grade basic systems, tvo involving
the use of avtomatic cipher muchines, and one involving
the use of a hand-operated gipher deviee. Theoses are
employed for BECRET ccemsunioations and are as follows:

" {a} Cipher Nashine XC (U.S. Army Converter
{(b) Oipher Machine MCA (U.8. Bavy HOM,
-- Mark I, Bhort Title OBP 1127}

{s) Btrip Oiphers (U.8. Arvmy Cipher Device
I-l}g-ﬂ.) L

_-. {2) Ome medium-grade basic system using "A*, "B",
and 0" soden, superenciphered by means of sipher tables.
These sodes are employed for CONFIDENTIAL communiocations.

. Iﬁ) One lov-grede basic system using "Brown"
and fgrgg oodes, unenciphersd. These godes aAre employed
for RESTRICTED communications.,

b. The Iindings of the cormittes with regard to ssch
of the systems eand the procedurss relating to their use are
set forth in paregraephs 7, 8, 9, and 10 belov.

Ta. As regards the ssoret or high~-grade basic systems:

(1) The Department produces and distributes key
lists and tables of d&il{r;:ttingl for Ciphor Machine NMO.
Oparat. and keying ins tions issued the Department
are based upon those prepared ba the Army for use with the
Converter X-134-A. At present Washington and London are
the only holders of this device. It is used for SRCRET
trafflo betwesn thene points. The daily traffis load
sverages about 3000 to X000 groups per day. A separate
st of rotors is used for the traffic of agencies vhose
gsommupications must pass through the Btate Department,

A new set of rotors is be prepared to replace present
State Department rotors in near futwre. The device

-2-

-SEGRET
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is operated acoording to instructions, sxcept that oases
Waré observed vherein the coperator selected as a nev rotor
alignment the rotor alignment appearing on the rotors at
the ccumpletion of & previous message or part of a mossage.

_ ~ {2) ‘The Department produces and dtstributes ke
Jists and tabies of daily settingas for Ciphexr Machine NCA,
fperating and keying instructions based uwpon those pre-~

ed by the Navy are fssusd to all holders of the devigce,
ere &re 10 holders of this device apd, since all hold
the ssmo ayatem, vertical and lateral communication is
posaible. The device is used for BECREY traffic only
and the traffic load runs I'rom 3000 to 10,000 groups per
day. The device is operated in accordance with instructions,
sxceapt that bona fide words instead of random groups of
lotters are selected for the initial aligmment. Frequently,
for messagos of several parts, the mossage indicators are
sslooted from coamplete sentences such as "Mary had & little
lamb,” These are divided into 5 letter groups and used
in order, an indicators. The indicators are snoiphered
and do not appear in the message in slear,

{3) The rotor-assembly tables and key liats for
both of the forego smchine systems are now produced
and issued on & yoearly btasis, that is, vhile separate
gipher lkeys are }grovmud for sach day of the year, the
antire liat of 365 keys is prepared and issusd in a
single document. 7This prectice fs not &s safe, from the
standpoint of physical security, as preparing and issuling
key lists on & gonthly basils,

(3} The pumber of stations equipped with high-

f-adn cipher machines is relatively smell and it is felt
hat the Department is not taking 1 advantsge of the
axcellent possibilities affarded by the use of such
machines, vhich could greatly enhance the security and
speed of the Department's communtoations. Noreover, s
sachine designed specifically for its uss vould be advisable
but thus far the Department relies upon the Army and the
Xavy for such machines,

» As regards Cipher Device M-138-A, the strip-
gipher systenmst

{1) The key lists and instructions for use with
strip oiphers are produced and dlstributed by the Depart-
ment, The mixed smequences for the alphabet strips are
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made yped in format by the Department. They are
n rraphed the Navy Department, the sotua ntriga
sing produced by B 1 Security Agency of the Signa
arps. 1ist $s in s tansous use by &s
any &s fourtesn holders; hovever, differant sets of
atrips are supplied to saoh indtvidual bolder. Eoy lists
¢ Prapired and issued for & 12 months! period and son-
¥ist of A0 key» gcr 1ist, 50 that Xeys are used several
times, although the strips ehange monthly for all aystems,

{2) Bome systems uss vhat is termed & “streight

board®, that is, the eipher taxt for one set-up of 30
letters is taken from one colyan only; othar systems use
vhat 15 called a "split board” in oh the first 15
sipher letters are n from ons column and the second
15 letters are taken from & differant column, vhile still
othor aystems use chamnel elimimation, in vhioh § differ~
ant strips are eliminated from the board for ekch message
or part. The iastructions ¢learly state that the genera~
trices vill be picked at rendom; ever, numerous
instances vere found in both incoming and outgo
mésiages vhare no such mndom selestion of generatrices
had been mde, result in Aumerous unnecossary and
dangerous repetitiens of some generatrioes. (Bee attashed
m_ph'; Tab A)o . .

~{3) ¥vbat has been stated under a(3) above as
FagETds preparation and fasue of keys for the machine-

gipher systems is squally appliiocable to the styip-sipher
uﬂtm. )

A. The sommittes deems the thres above-mentioned
high-grade dasic systems to be technically sound, If properly
used eould yield the requisite de of security for
the sesret gommunications of the De nt. Howvever, certain
faulty detalls in methods and prooodures associated vith theae
xystems, a3 noted above, should be corrected,

8, The medium-grade systemst

9{, Thres banie code books are used; "A" v and
"0" published in 1919, 1922, and 1927, respectively. #he
godes are of two-part construction, somposed of gode groups
¥ith only a sne-letter Aifference. 7The codes have been in
effect sinoe shortly after publiocation. FPrior to July 1942
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the codes wero enciphered by means of digraphic tables. Since
that time monographis tables somposed of 10 pages of 20 alpha-
bets per page have been used. )

. h%: ﬁéﬂo iu:ggogm for aa m; of tlaow mln

roguire ot more t h- oups snoiphered en

Sild pige, NUWATGUE Instances ﬁn found in vhieh this figure
¥k sxgeeded, Instruotions regquire that the eipher indicstors
be snoiphered enly in the last i:uuon of the page. Almso, it
vas found that the hasie books this system sontained ond

50 eipher indioators each, alleovwing insufioient wvariants,

ﬁ The ¢ ttes fools t in view of their long
uugz ggomctg. :oggu A, 25 and € m: hqrtmidund :;:- \ng
amie e aryp o system for supesrencipher
ﬁnugbu {n those godes dpnm rield adequate security for

A voluminous mmber aof econfidential messages.

P, As regards the lov-grade basice systems, the BROWN
and GRAY godss are two-part eodelwm bas been in effect
since 1938 and GRAY since 1918. %There is positive evidengs
t0 indicate that both of these aedes have bsen scrpromised
and that the Axis Povers have been deriving useful intells-
génos from the reading of messages in these sodes. The eom-
mittee sonsiders that these godes are not adegquate for use
in var-time evan for reatristed traffie,

10. Investigation vith respect to general poliey and
procedures yevealed the toiiwig_;:

i,. Alt.hcugk.x the reccomendations af the Burvey Com-
mittes of 104) have been folloved to a scnsidersbls degree,
qortain important messures recommended by that Committes
have not as gt been earried out to the degree necessary to
ascomplish the desired results, and certain other msasures
have not besn instituted st ail ar to only & partisl degree.

Rt T ST T D R
ana {3).

E. Physical sesourity of the code room in Was
appesrs adequate, The committee was inforpsd that speaial
agénts of the Department have recently studisd the mattey and
mde sartain recomsspdations for improvement therein. In this
gonnection 1t should be stated that 4t 1s underatood that in
the necessary destruction of obsolete or defective classified

¢

ﬁsﬂ
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mtu-hl vork ahut: earbon paper, #%to,, no l&cqmto
sion is mmiud by oode room personnel to insure that
s;% documents Are natmuy rurned and that ths burning is oam~
ete,

§. ¥he donmittes otuld not InVeEtigate the phyeical
:sz.gg aode yooms in the field but & Btate Depsrtment
i‘?;gci tative stated that his investipations 1:: 1981 in Bouth
Jos Feveanled that physieal security sonditions thers vere
g 11y lax, Other informmtion awvatlable to she sosmittee
disates shat in wany posts physical ssourity ile mdoqmta.

4. As reghrds the selection i.nn-u?tion, qualiie
fioations, and training pf peﬂomn),. tee v in-
formed thet no dsfinits standards heve been set and followed

the Departmsnt in selecting persormel for the ecode voom and
that salaries and ratings sre in soms instances too lovw to
attract sepable axnd trustvorthy sonnel. It was noted that
$he Chie? of the Division le making efforts to improve this
gitumtion. As regards sryptographie sofinel in foreign
gtations, thers have been instances re selection and aasign-
mant to eoda duties has not been preceded dy sareful investi-~
gAtion as to loyelty and integrity.

ﬁ The scumittee noted that the sesurity elassifi-
#ition of the plain~text versions of mossages 414 not appear
dendpicucusly on the &ou of these wmessages, although &

stazmped warning that messAge must be parapinrased Lf passed
on to & non-governmental aAgency appesrs on the messsge, A
symbol indicating the basic system Iin whish the messape was
1ol horci 4 appears on the pisin-text version. ¥his is & faulty
prastioce.

£. Literal plain-text versioms of classified and
wiregistered mossages ars reproduced by uncontrollied mimet«
phing and are given a falrly wide distribution within the
stasnt, These coples are supposed to be returned to the
but are not accounted for by 1ate® numher and the dis~
position of copies im not comtroll

£+ A atudy of traffic by the scmmittoo and oor-
roborative statemonts by tho ohief sods glerk indicate that
ntmee 16 beginnings &nd sndings are pravalent. 8Sogo stations

vidun.l init t:ue by horying the classification and
umn in the bodir:f the mesasage. Xt vas also found that in
sany instances ent paregraphes of messages, And in some stses

slimost the sntire massape, vere direct quomtim of letters,
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pecche, and mapupur artioles, %o -vid-ncu vas found thnf.
thtw hnd besn paraphresed befors snoipherment.

The ot text and literal ~taxt in all

R T gag&m together m%mk sheets.
tg%. ons in NQ and BGA systams &re

tag . or. se voxk shoots are filed and held for

aons h dod of tixe, Bome of thene work sheets
thep::mittn Lad beon &n file for a year,

« The Departmont of State doos aot lave fasllities
“ﬁm 1 for studying its traffic with a viev %o rnunng
$ ht:“. i}t its t phie mu and d-t;gl it
vio ons or pres t? euam- ¥e
The ommitten v.i-hen ta smphasine & he
dfscovered br all seourity groups which bave had Mt\ll
wotﬁ.ul XY ,‘mnee S.n t.hna utttru Ryan the :80h -
AL & A i} e
mm;m"rrnmm,hz t‘l:"“) “aon-
mad *ﬁmlf‘l’*mm 1 _ushge, By B ms nt
vigilance and sont{nued he tralfic 1teelf, um-
t:u of thearetioal midmnm of moiubxutr, ean thers
assurance that the systems are not belng abused and that
the wessages are not open to solution by & vell-organised
muntlytio staff, ¥he Assistant Security Offiger
or vho is &n charge of the ccapilation of the
qulrtum ‘s nmat “ﬁicnptm does not have the staffs
D60éssdty for suoch studies as the rmgoing, and therefore
Ssnnot ok mm and su s and all procedures
Anotiated theravith from tht mint a view of sryptographie
sediirity, There do abt ap t0 be any mpt phic security
sfficers in posts abroad wvho make a nmsy the Iaca.i nae of
codes and ciphers to &mm sgourity.

+ At present the Department does 1ot have adequate
training a‘g'wuu or ;r ograms ror the instrustion of its erypto-
fhlo porsonnel, For the most sunh pcmm:l
ilt d to dut:r snd learn as bes m~tho~1¢h"
formal training is ;ivm S.n ucurity ssttera,
‘H:u;h s ts,ngla axception, the personnel of the sode room in
Pepartuent hnvc nad’ no rora:. training in mtagnphy,

mpuul is a security. GConsequen
the most uémf. %"ﬁ?. E Jﬁphio umny m
ragognised by code olerks or then- supervisors,

E Yiolations noted sither in the Department or
$n poste adroad bave not been followed by diseiplinary sctien

nburv

s
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of & severity suffiofent to instill a fesr of sonseguences
for future repetition of violations,

KEGOMMERDATIONS .

i3, fnwﬁr%oebhhiﬁomimﬁm’impm =
néuiiitr m m De gutnunt of Btate, thHe ccamittes submits
and 15 mmn&um of & specifis
ure sw mh of system, In paregraph 16 it submits
ﬁamndatim A gensral mature,

1%. Reccmmepdations regarding wachine systeus:

8. Rotor assambly tables and settings should be
{ssued on & monthly hasfs.

% Btandard, authorized instructions issued the
Dapartmont should be $olloved at a1l times in tho selection
rotor alipnments,

£, A random choies of internal indioators should
e aade by the aperators.

« Yor stations ded vith gipher mhine-
sepaxate lists should oﬂ.d-d for the handl
treffio of all three uto;oﬂu of messagen, to ta the

bandling of GONPIDERTIAL and RESYRICTED pessages as vell as

i3, Recommendations regarding strip systoms;

&. A1l strip systems should be gonverted to channsl
olimination, Xt is uwnderstood that this is being done as
sxpediticusly as possible,

116 jnstructions should be fssued to insure
{hthutm mtouang&mmt’nwtmou
iphered in ghannsl olinmuon
( t.hut s.n -tr.t atm not
ﬁ-mizm oipher solumns BRoUAd Do select
in suwsh & s to avold mtun solumns ba!.ng used mn
froquently tgm othors,

% Xasoh holder of & strip system used for vertiesl
sopmuniocation should be provided with & umique key list,

4. Koy 1ists should tgwm. & different srpangement
ot strips for every éay, but prosent mtzu of ebanging
strips every month far sach syatem should be sontinued,

gcl
d
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18, Recommendations regerding aode-book systems:

The pressnt systems using of tables for
sypeyens gode messages in the A‘ s and O aodes
should bs dissontinued and replaced ono-time pad® systems
it far as prasticable. VWhere subtyector tables for ganeral
futercoamunication wust be used, & safe indieator system must
bo smployed in sonnection therevwith,

bs The A, B, and C qodes, if the systems
#iich sodes are retained, should be laged nev ¢ t&m-

Zhe ooﬁo booi: m in preparatien by nt sheuld
inolode # frorm; a8 well as Jetter asode
that either meriea

~time pads or letter ane- Iﬁd'
sould be used for enoipherment ui‘ BEORED and COMPYDERT
massages vhere thess lyltm must be used.

fhe use of BROWN and GRAY sodes sven for HEBTRICTED
traffie should be diseontinued. The Committeo feels that in
var-time all treffic should be treansmitied in secure systenms,

16, Reccsmondations of a generel nature appliocadles to
all systems:

#. ¥The Department should have » taclmtesli: sonpetent

and adeguatoly staffed oryp tn&ph!.u seowrit under the
Assistant Beourity Officer, tter ah d be given the
pasponaibility for making a sontinuing study and gheok of
incoming and mtgo un es with rmrd- to tographioc
nw’.tr. for yepor t:.m of eryptographic seourity
%o high nuthor ty rm- dnt.c dlsoiplioary astion, and for
ﬁaﬁﬁé rraa time to time, s» Decessary, dnnau in the

s systems eaployed the Departmant and in the
m sovering the use af se systoms.

b ‘Definite standards in selection of porlmoi
shouid be set 3 bg.the Department and that present efforts
to inoreanse Givil 3ervice ratings of personnsl in the sode
roxs be continued,

§. Surveys sahould be made in all f stations
vith a viev to ding adequate physical sesur at all
el stations, It is further recommended that perilodie
"”“’{.‘m” made at all stations to seo that this seourity in

Cipher key lists should be prepared and ilssusd
wnm&ynthn . anamlqrmﬁ.
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satetds &. ntu aus:&fud m::lgu n:rcﬂngcd vithin gm
» tment should uqn SUOUS tnqgod
gho:lr slany nﬁm, 1..0.. W

a'mzcm lnd that tipeam of the napumnt atudy
the Ml&ng safaguarding of sush msssages,

£. The mcts.u of indloat spesifio symbol on
the phing'tm varsion of & weasage %t phie
g::-gi the ; m in whioh the message vas emtmphod should
sSon

+ Btersotypie and sndings of messages
should m‘nmm. Direat quotations from evaps artioles,
spetches, and letters ahould insofar as yreactidsble held
to & minfwam, In all snoiphered messages vhere direct guota-
:;1;:: are nscoasiry, the smmmittes yecormends the use OV -

% plain apd tographic text of & measage
shouid not be tuoﬁ together at any time, Yo do 830 violates
tan of the !’undsm ntal mlau ot arypt. phic security., It is
ﬂé@&endod that piatn text be filed separ-
Stely and that the rmr be erd.ed the same protection as

the ariginal eryptographic system,

4: The destruction of all slassified trash should

. be witnessed by responsible peracnnsl of the aode room, Care

z&;ﬁ klueralud t¢ ipsure somplete destruction of &1l suoh
P

17. Fimi mumemtiem In viev of the importanse of
mntain:lng indefinitely the sevurity of messages handled by
the De t of Btate the committes re s that svery
:frort be mads by the De t's eode sectien o utuj.n xi -~

tographic sesurity, It is bulisved that the ultimate
abject. o of the Depastment mcmld be %0 use high-grade eipher
mchines and ens-timns ptd- far the transmission of all classi-~
fied measages and to insurs that its aryptographic systems are
sroperly exployed. Ik is felt that theexpense involved therein
should not be scnaidered. 7o follov the reccamendations set
ferth above will require the sddition of sonsiderable ’}num-l.
mtorial, and space but this is absolutely necessary
mﬁg of Dcpsrm: of State conmunications 1- to0 be achieved
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