
- .,._ .. 
REF ID:A67341 

CONFIDENTIAL 
JQSOft OI $7'.:.CW. C.B .. iI'nD 10 .IIV":..STIUA'!'B 8ZL"TJL"'Tf .(// 

st.lfi ~Atmll!ft cr.mul%CAf'lOD 

1. JD ..,...u ... lot.kW d.dim ,....,. :a. 1ta., to \be ~ ol 

u. IA'l7t u. ~ ~ 1.u-, as .._._ ~ ot v. v....i -.. 
at ta1ea~. "'- SOU'e'8&7 ot R&tie ~w \bat ~tau.we 

ot ~ ~ 'llo dla'pt.d "to_.... ill an~ md ocnmlt.AU• 

oapao\tf' C\b otftafn o.t tJa ~ ot ~-- tar \be pQll1GllG ot 

_.iat!QI t.11e Jepa,,,..-n\ m ~ •a .. , ouaM. #l#'NI ot iu oodu 

a o!pbon '° c!o\err.d.'n9 u.tr td'tJ.Olio:r' ata tMa U.. ·&111 \0 ~ 

- eat&bl.1.ab ad.ditd.aml DClrlD8 ot pr880l"dac =- .. "°' ~ ite hich17 
OOGf'Sdant..lal 0t w ..S.U.oa11 UD18I" prea.·nt. _,,41 oond1UvQh• {A.ppaar;l1z 

l.) 

coma:na.r : ... ~. ~ront, :t.:!.ti. (iJtt1oe ot 3aval .,_,,,,,S.c.J:U-.} 

~ a. o. _... ,.a.A. (5Scnal ~ .. ot!'1oe ot t.ha <:Mot 

!\!pl -'!tloer) 

-. •· a. &2alltbull (~ aan.. c ~) 
..... ~ Ll'Nllft7 (~ - ltate) 

In lddi~on to -U. lolQC01J1b •• ft'lll• '• 11:Udwn1 "'m.ta-1 Ci'Jpt­

ml'rft1 War ~at w duSapmod to 1 e nia u --.Soal Wes w 
c.pw. .... 

,. ,,. .,.., .... OCllP1nill S.'9 su.o\18'd4Gb la ,.,,, -son.. 
1Htld. Clll ..,. :n, .Im 2, 9 G lat J.tQ.. :Ct. l'aUIWI a ...-Mdat!w 

Declassified and approved for release by NSA on 05-14-2014 pursuantto E.O. 1352a 

CONFIDENT1At 



REF ID:A67341 

GONFlD9fTIAl 

'- .. , s.ta n... •••l'!Ga• _. n, a~ W'5IC .. w 
la ta. o~ ot Ir. ti. ""1•M :sa.w. ~ :Jaere'617 ot *'91 

..... Gaw.l 11ltla t.be 1111· .. d ... Qml .. - --- - -

•t ~ a\QdSeo \o • ,..... 'b7 u--' SDtlo&tel \la&. .. ~ 

ot stato dllD11'ICl • o.aiMl9 t.o =· ........ al1 ftJaUll ... ,. et 

·--·alntion .....-.1.'7 sa al tor,. ~ 

5. 'll1e Ccmd"81tlllDa:wwlllil1V llDfttD8 1D .-. '8Jnon•a ota. 

. and .r.Ar b:r!et' prol1llllnm.7 dS-=•S. acnais tbat 1\11 ._.sa -=-at 

tM tollell:lac pba1ee 0: CK Uh dDd1- ....,.,._. 

a. !'htt --~111 tHRmdDON ... tM ~- ...... ot -
o.tfto1807 al b coQea Aid~ .. 1n .. ..,, "-~· 

aid the NJdml prDOlduiw and ~ !olloMld. in \btl.I' 

..,.UetS.• or~. lllvatod dSArlmt.1.a, ~u-. 

ad~· 

'b. ~ :aoil!.tt•· proMllt ..... ~--~ 1lwol'1nl -
.. phJldoal ~t;:r ot ~ pantpbma1;\a ?»th *' *» 

~at.• t.'8 oU1ca 1D t'aftdO. .......... 

o. "fba deftal~ am 41lS-S-.UOD8 ot al•- ot ....... -
..s ....... C.t.b i.wpoa' \0 u. ~ dep1w at ~tn 

... ti. ~ . ........-: ..... dl'atUll8 ~ ··-- t.o Jai ...... 

ld..'tal SA~ .tom, • wll u U.. JlllWJd.ll to U. 

placd._ ot ~- tor ,.. • ..,,. .... ml Sa:l:loaU.C a. 

olMISa.au- of ... ---

• "a. ,..:J.at1-. ~ tM ~ ud,......,. Mdato4 

CONFIDENTIAL 
...... -------------~~· ----~-----



J 

REF ID:A67341 

CONF\DENTIAL 

.. ~,of"- "31"109 ~ .... ~ Q8\ICil. 

~ --· * ft89la~ pwftd»c *' ~ 
1watu.c, 4taWJ..'lat.1.on a .ft11lw • '4U.w •s.,1'1on ot plat .. 

,,...,._ ....icna or~ .....-1 m1 tt.- NP'•t..tCJll8 

IOVC'ldait \be pnpm.'d!CJA or ,._.. ~- dMlinl w.ltla m\1.fJN 

1lblob -.-. ,. .. "- m.1eoU or~ .-uasuu-. 
I:' ':b9 ~- b>Ds1rd ill * ...i.nlGDt ~ "" 

~ •.o ~.I ot ,.._.i ~\W '° ._ BOD•• to 

~__.,A OI" to~~ ctut.S..1 aa4 

it• prbllpl.ea rollollld m nlm\lnl -u. aaemi• at ~­

~ m :~ -=acoe .to tbldJ' •u.oatJ.oa. 
6. !ho ·~:. of \hi) ~· ~ tM :omit.tee 1D ~ '° t.be 

laaao11.v: 9Ub,,_. of A\d.7 AN U tollaea 

.. (1) Altnb<Nch 1a __..:i. b .....al~ .~ -
.- -1-JWJ. an tmbldollll:f IO\DI mS et~•'• 1' 
.,,._ \IJd \hit wrioa8 oodeB anr1 c:1phww oO!'Jld bo 

~ to 1laJdons .l~ to a bclt.W .S.tsmrl 

(2) Alt.baogb .. MUlodl uos to eupenndplW ........ 

pnpnd 1a ...-sn ~ GO ntftot.t.11' wure. 
'1d8 1a pGa'bt;a ... tr. u ....... oet.A1n O"...Mr 

.... and tt. .... ,.,. .,.r *" u.. ln\IU' 1deb' -

JU1d ia. ...- et wm-. ._1at4e t• 'Ule .-. 

CONFIDENTIAL 
... 



REF ID:A67341 

CO~FIDENT1AL 
!:.. 

.mdm:t!ane ,.. "llldala- ..,. .. !nt.11.... fto Gallll\U. !a 

mt Ill a paeS.tton to ...,., a poa1'1w apint• !a \JU 

, ...... --- !a ... '° do ... ,.... ........ 

.,, ... J.7WO .... W01llld be •• 1 p\1&\. 

0) !1- mUl:rde Alll ... _.to~_.. 6'f llS&Nft 

1111'11»7 - ~ .,_. to ... '°°.a. tn ..... 

.. ....SO.U. ml ftlqld8 -- labor - ~ 
U.1Dlld •\be..,. u ~ ... ~wlCll 
apswat.ua .... .,.,,.ble .... ~ !'al' .s. ~· 
.....,.., SIOb a.ppaa- U ......... 11' ONld an J1ttl4 te 

..... ~ .....S.'7 \la .t. pauS.bl• wttb "* ....... ~ ..... 
(4) 'fbe ,...,.._ .md Mtfl8Ul'da MlAMcl 'ld.DSD ta. ~ 

.... \tetlt !n the OGmpUatiGD mt ~- of Ute .... 

a oS.ptlllft• 2lld bl ~ ~ aatr:.t.a!an mcl ~ 

- .,... tao,.·~· -... ~ ol 

....... 1:G" ~ \1C.- ls - w Ula .. lht 1\0 

.n.14:1.a-t. w.:aJ.4 ,. ~. !be Cmsd~tae .i.. a.la 

*" .,..w lomB !Oil' .. l"ICtdptr, ............... ~ 

w•IU:ftse et tnrlllt .. ~ ttaom_... .ri- .. i.u.r '4 

......... -1• ... .., tar - dteoU• ......... .,... 
(5) M ,..., Wit at.baU toUG ut S.1*9~11111 

~ d eswtiocx..,.._ palaUPts.e a..,_. te 

CONFIDENTIAL 



REF ID:A67341 

CONF\DENT,AL 

.......... M1dllw \beleat1 1, Sit •ll1111tload ... , ... 

....sat ta SallrSa1a17 Clllft'1ed .... -~ ...i., - - -

.... t4 ~ ., .. ••inrltf'..,,.... "'. 
~ --of,...,_ ..... '°" .. ,.,,. --
••• _. ... "*" lt ta _,. to .- ..s. 1111n '1111 

..... fll .,.,.,.., ~' - l'llp2Me .. wJa:IM2. 

.............. "-'- ·-.. ,....... - - t.o .. -

.,_ ef ~- ~ "• ot tl914er lmk ..... 

loolled pcmble otteft ~ ._ ~ ot _,..,.at. 

an, ltlaoe .. ot t.bm ... ~ ~ ~ 

-111 • m 11SmU1. '?M dtr&d1*1 tSDllDP or \Id.a __,.. .. 

•llwMted. ~ ~ 2. 

1- ~--~lt-Vedd~•-ott.l!lel-.. 
.._dee ttMt taoUJ.uaa, ~. llDi ~-- tar s...rms u. 
p'bJaieal -n'7 Of ~ :pllftllbia1a116 .,.._r '° 'bD et@tZ 

~ ..... -"-•U.S Sn ell.~-·,.. ... , ..... of 

...... to* wl'1' ot an~ ot w. Dlpcanr •"- S-999 

!!S'd! M'S!!!!! B IDI!! '! &'l!d!!' !!RDl IL 11!! 
s.wv,, !!1 , ••• ·- ..... .It 

15!El!!Ae!M!! al!.-''!!f !!l!.!EB• 
!• ':b9 ~ ... 8" ...... to --~ 4dSlllU.. ol 

tiUt~rlUtNTIAL 



REF ID:A67341 

CONFIDENTIAL 

.. dlt1Sa1tit.U.. t• .......... ~ wt!~d •"8111\ ... .. 

,~· "'~,. --~ ~1-8 ~ u. clra.N.ftl ot ---
to 1- w..tt.W JD~ tOl'IQ mr-. .tt,,... to ploae 

~NJ.Sil',._ Vat,..._,.._• ftCalU ""'8!1'1111 Miil ~ 

- v.o ~ ~ ta tb1ob. • aotcotnc •••• •bleld 1111 

~. 

!- (1) !a \be..._. ot ~....- "'£1'~ ~ tll8 

...... ntft'ftil "" !n ~ ! 1• 1D .,,... \.ha. 
ncul•f.-s ~ \!Mt~ ot. ... ..,.i..~ 

~ • .,...Sil .. !f" .............. .,2, .. 
~or'litll~ 

{2) ~ ~GDD ~ t.b9 \echn1aal. ~ ot tM 

~ autbariud Gt.w ll'f*L1!' t8 be ....... 

0) 1bl ~ti.ant and J1'00Mltn ~ ~ ~-­

llirmdl1-z. dS.atr.llM&IJlla - .:w.ac - '4\tmt. ~ttt• 

ot ~~ Wft:l.dS ~ ~ ----· wcu., 
at.lafctOl"I' 'llt1hlA V.. OOEL..,,._ ot U. C<n'lldoatJom ml 

-- -.0 ~ s--~ - .... ~ ... :1l:rllll•· 

n. w- t.Mtr •~..a ~w:r:Jnl ..,. 

ot Wl'tMt.SJa ~ ot sonmtnc ~ ..... , 
-' bl ~ "'ma.- ttao NtWt or ot.t1dai. Qf 
.. ~ ..... 1\ •• ..,. to falrdlla eop!ea -

-.~otfthGN ................ ~ 

GONFIDENTW= 



REF ID:A67341 

CONFIDENTIAL 
1•1dwU•ot ....... u-lQ"mot~ 

.... , ....... tilt.a ta ......... bJ' -u. ewd."9 ... 

ldchl7 ....... ~ lo ...._ tor \be -1\1• 

plie1\¥ ot .... i. ....... 1a t.b4IN ., .......... , 

adCU.-.1 c.,.._ _.. DD\ _,. al o11Wlat.a.l 111\lda \he 

'lal'!8u 42.YiaS.-.. ~ fOI' oopSa ..-,. $btae 
' ' 

dnlmt.IMe• i. • ,PDedW.. -. ld\h mob •re c1erJ.oa1 

ualatar.M \has S. mw awtlr&bl.I'. ~. t.btft !a mlt.lwr 

.Uoad.'7 .... _...a!MJ' .. to t.be Sftllllt!' 1a Blob. ~ 

,...Un ~laUW &'N lwwDed or tilall 1n tM re.,aoUTO 

411d.alOGI \0 wb!Oh \IJq 11N ..a, &al Ja 11UQ' ..... d.ot. 

a1da u w \heir ..iuat.e tilapo&tuaa. Tihlle thfl 

:aat.ttft ..- • !Jl:n8Upt.Son aa ~ the Jl'009'hlra fQllc ••d 
1a u. ... or ---- ...._ iat•tnad -.!thin \Im n­

.....,.uw diT'...S.ObSt 1, ~ ~ pna.bla 'Ula\ ~ 1.9 

CO'MJdaisabla ..__. llrca u. C.tttnae or mn td:e.W Uld 

4l8l'boa ,.,.. ~ l"GUgb .. t1a1 dn.Ra ., ___ ,.. 

••••_. '° • ~aphad 1a ~ coaa ail •iphen. 

1inDl17t J.t. ~ bt •--"..,. Ja «11.VOt..t witll. ft!-
• ..... '° v. .-.rot,....'° ....... u. ..... ,....... 

,........_ aapie9 or •lel'W\ -...- .. .._, s.a _,,, •••• 
Udll 1mlrC' perblpll 'll»U'J ... ......,. 'lblu WIMU.fao'-J' 

..istloJll pr-oa.147 ...U.Wte v. ..... ~ ..,... ot 

CONFIDENTW. 



REF ID:A67341 

I 

CONFlDENTIAL 

.._... • ...n•z ... .!t-'- !!!!'!!!!*• ~tz !l 
!f!!Ef!'iillp s •as !!. _,...,_ !!': ••• ,..... 

lWM• .11a asa ~ 1t. s. to • notecl u.' m 

U. 11111'"7 an4 tM •ftiil an1a & ...S•aialllld oftSMr 

sa "°'' ..,.Jr' "7 Yi~ ot ld9 .-d..San or 2d.a ra.nka 

.,'1~ '° JWAift --~ !a 1llblO - ill ... 

411na~ aat otn..~ ......... 
(4) ,. ca.l''- Ma ,.,. .. ta '4t.ew -U.t. UaeN ia • 

..-M. -~ --- the pil1'W llA'Villl ~ 
ot ~ ..-U.M cat~ aeaaQCR Cd .._. ,,,_ 

prepare iate.nat.loa ~S.S in U. torn at Pft&• re1euea 

11b1oh 97 olllWD •frter \ftlMll!'\lld 41' l"GCtli'ftld 1D ~ 

~tom. 

!• (1) "1t.~ U. primlpl• i.u..ct la U. •lMUoa. V'a:la­

Snli aDlll 1Ut4dos.11nt. '° *'1 .c ~a pe.......i wl'Ua-

:Ja .. ~" 1tMlr ~ .... be ....U..:.Ot..17, .... 

Omld.U. .. - ~ at ... , ., - u.. .... "" as.a 

ft.Pd la UMt ~·· :ati1••· ~. and. 
c.n.l&\Ga• .t\ 1• t.lW .... , .... llpal'Cmtdt .. .-1t1e 

~-- ge'NndDC .... Mt.kn, U .-bocl.1414 la 

8-M• TI.I""" ot tu 10 ....... ""1• ~' tlll'& 

.......... t.o ... - ....... '\1lat, .... repl&t.lom .. 

~1.r ad ...uo..i.r ...... IM a &1l •U.U.O.. 1'M.9 

...... '° ......... - wbtD 41.Nd pel'llOMl .. 

CONFIDENTIAL 



--- --- -- - ---------------------..... !l!!!!!!!!!!!!!!l!!!!!!-!!!1!!!!!!11--
REF ID:A67341 

CONFIDENTIAL 

..w .,. ...atai won tlltlSa!w ...... ..:w...,. 
w .. - &Ill ..... d •lllf-.ttr •ttt ,....._.. 
-.1-u... 

<a> a~ ...-iw. ,. ~ ..u. 1tao11 ~ 

................ lldJ.o...a1-.. .. 
J*d*- a,.., .... 'lldott Sil to bl ~ OJllMtild• 

,...,.. ... ec.ra.-. .......... , v. ~., 

G--1118 OODttdMtSal edl.f90ta ._ U. U..,.._ 

~ ..... ~el-•tal· 1'1W 

__ ,_~. pd8' - ------ ....... 

Of 1'Jd,'fll014' • oftm ftli.\D.W lf# 1.b9 '93Apbana 

....,., ... ~ .. pd.ft .. aa21' GO tJd -

tJ:11 ...-1 ~IS ill .......... ~ O..#fa -

--- '°_,.,..._._.~.,_a l'lld. 

~ Ja 1wwlnc - ---- of aaab. ..... .u ... 
7. 1119 1wam1111ktlcat o.t tibia Orn 1 lfl"'9 fllllt 9bld1tlcl .a-, tMm Sa 

__,to pr11• e. SI\ a~••••* .. m••l• awa•• 
~dad to11oll t.11a _,...ta tlldob \11111 ...,.._ ..i ~ ue 

...._..,....., .. 6ata ... 'bOI 1'1MlllNCA .... I 

~ an ta..,.._. ot *" •••• '111 -..a111u .. ot 

a fl1sat....,_ tw dna•• et••••• ..S ., .... ('td.tb ,.,.. 

t. b ....._ 6QllJI ot ~-• .sa1 l.lft1U'C'l1Dt 

OOIPlllWIW.. aom> u.n w..,.. s. ._ _. •••• .s • 

+ 
CONFIDENTIAL 



REF ID:A67341 

CONFIDENTIAL 

-. w...., n.,etlld CboUa ot t.111t Jataw .. ..,. tdms.J e'lald.• 

a.u.. 1114 ,.....IMXJ7 fdlaU.C ..aal.U... d de'JtmdWS-

...,_)• ....... ~ 1-'lllllll tdltoUw Sa 

._._... ... ,_a•• ot Jllll'9 .a:n4-....,... ttamrtt..-

...._\lr"__. .... ~ ~. f.t Via lllpll1 • 

f/6 ... - .. -- u. .. ol .. ,~ - tllnDlU.. ... 

*9 ~ llUU ..ad .. .U. ~ iatlU ._,-'-1 

................ .s.u. - - ..... .c ..... ,._ 

----·~· .!:- (1) 'aid- bulll 1!pm Uw .......,.., .. JIJD MllllldaU.e• \119 ~ 

mMtot*Wsedaelu,...m•wpete~ 

....... to~ ........ ~,., ~d.G 

...,... ~ 1bl .... oJvaaa et ••••ac- a ._ to'"Aldna 

.............. 
(a) ,............_ ...... u. ~ - aal8oW 

e;c.. !lfMl•l!el .-. 1-aU..J 1111 .tor ~t.!on ...... 
(b) -~~U.~mla21 

\; ...... , 'JIJlil9 .... ~· .. tor~- ..... u. ...... 

...... 
CONFIDENTIAL 



-

REF ID:A67341 

CONFIDENTIAL 
(•) ,...~ ..... Qa_.... .. ~- ....... 
~.mt iw ---.. n'atcn - u.. 

Ill*'•'-·- - "'8Cla1 ~ - _,. 

'°""' -••"'1• 
(.t) ,_~~'Ls. kM1 ...... 1 .... 

l.S. .... .,.,. ~ OI" ~. 

(8:) - .. OU. tpiliD\11 pmpc- - - - ~ 
~ 

(:a) ?J1ld tlda cdnft~ of~ .,. .... .....uac 
to ~ .. aGOQllpl!abaS .., • a1tAta18 MUaU'J.llntm 

-~ of the,..,..... ...... - fair. •• Sii paMila.lt,, 

\k -- to ... ~ ... "- - ..-:&. .,... ot 
........._ .... llul ... Ure w!.tb. ~ ._......,.. 

,.. .. JA•l*IP- ................. ~ 

.... -- ..,, ........ it. !a,.. .. "-'. .. ... :-
;,_r .. -

~ &atl\ 1111nS.1*1fortM1111111e ~ 
.. 

- ' ,.,'r 

,r-• . - . ..... of__,._. Of~ WITllll• 

0) 1'&\t.lte~-'6118•-~ ... ., 

....... ,..~ ... ...-.is. .... .,..S&\ 

t--~•1111.-a ...... ~ ..... 
C...._.A9 .. Wd•-~,-~C 

CONFIDENTIAL 



REF ID:A67341 

CONFIDENTIAL 
.......,.. .......... to 1'e ,,, ....... ..,.., ......... 

•.U ~ dco1•11•1 ·-· • JU1GltlaU... 
U) .. :i.,. t111• ar ftata 1111 ,._.,. .... •ua .-u.._ 

• ......,_..._ ...... .__. .. ..,DIJWk'llk 

• W1D. • ol. ..sn- Sa VII or rauuaa of Ud9 ,....,.. 

.,.~ 

• (1) !JI&\ to&- 1ta .. -- • ld•tSGm .. ~ .c 
.. Jm ~ Sldo ... ...,.... ot ....... 

A'l**'lalJt.-llM'llltal ~ ~. - Qat, .. ~ 

.. ~ ....... .,.., ...... ...,. Dlfa:t' ... 

-. .......... to .. ~ ot. al.table Meld-

-._. A tblt Dlplltiall& 8l a\ U.. i.,.' am ~ 
~ .......... .,... illlS .....i-.~.....,.... 

Mt!• Sa .. alal Vlldll' Jl'lllM wlJd ..UM.em. 

(2) !Ida Nl--.la\1 ... tlldJa m&A!Ula .n.dD miu.al 

...,..,ss-. tw ......... 1dll. '4\.ta\el.7 l'ORU. Ja -

.-. bf' 1"Sl"- of a~ !a •9'~ P•rwl• 

o> JJaW. .. IM'4•tbl~t111111111...s-or• ,... •t. ~ .... ~tad ill ..s.. ... 
1:11m Ja,...... ,...,a• taso ~or ... au. 111r ............ - ,.... .... ,.. ............ ,., ~ 
o.4,-. a 1•••u••fe• ~ ttiat. .._ •&otl­
*• ..... 1*1111 • ......-. ~. *' .. 

CONFIDENTIAL 



.l 

.: 

• 

REF ID:A67341 

CONFIDENTIAL 
-

.......... Iii --- ta 1111'19 ........ ....,. 

8'ltl to pM'Sde M18bla -11m'San ._ t. * 
---.r~~-~ 
n2- .. , au.1• ~.~.am~_. 
_,.,..... •• ..., .. ..,,,,~!mt,,...~ 
f.acottl.-~------ ,..... ...... 

_.. Dlp&1 I ft '8tD S..4! •• -'f.aD to 1a'Cft \Id er4J' ldt-

'-~~ '.>--....... : ..... p&S4 ...., .... -d.tl- 4!'9 ~ d ..UJUI 

-

orua. ..... ~ - ~ ......... oln114 11d:••• 
o.ff10I ...... .. ~ .-Sa1,.... ..,...... ia .... tit ........... 

(2) ~ ~ifm M 1a..-...t to &l1 et!kee ~a 

_......._ill U.. OUllblmUW to .tee Q 1-t. -

a~ anS \at...._~.__.. tJf' ctetC1t1s d ~ 

.......... ....-.i. sa * ornoe. <,,._.. s. --.~ 
~ lldll M\fm" 111de ~ .. ~., ~ 

...... U. awltot-U.a ~ Old!lal7...., -• lllll ..... 
1\4 at.tr of tM lm\NIU.. 11dt.1l -..lJI' ..... ., ... 
..,_ .. _.... tw V. pap.Ille) 

0) ta Uda ...U. '119 01 ind ... ,..__.. ot tile pr•a\ 

,..,..__ (IW. ~Ma•<•> fill,... ....... 
f ,·c_ - -4a&S..) ..... u. ....... ~ ... 
.,,. 

~ 

CONFIDENTIAt 



.. (1) -

(2) 

,. . 
•J. 

(3) 

.- -..;_,,,.., -..... 

REF ID:A67341 

CONFIDENTIAL 

... GI a oud. ....,_.. Sia t.119 .fC1odJla J'm9.••• 
and. .......... ttmD. ... "1-'t.tld '° * ~ 
... .ID ••• ..,.. ....,........ 1laa a.atu. ..... 

.. .... ,.,,,,,,. *-~ .......... . 

........... 
1JsU .. ~ «t 3'dl dl'a. - ~--
IGft8dlll u. ~ ot ....- '° te we-.t\'°4 sa 
·~ r-. ,,.._ Wlm ,._ti..,. o2·r.s.a.-

--.n.,..-.s.~7• 

3all\. ftClC..S'bll-''7 fC" ~ ~. t• p:apw olalei-

&aUe ad - .,,..,, Sld101'UoD 0: ~ -
......... ..,., ...... ol u •.-.*'U..2&1.-
- -~ - - ..... ft...,Sld.U.tf' ~ U!la .,,eo-

..... pac1M21 - .. ------- ........ 
• 111111 tmra'9 ....... ~ * ~ lllPP-U•"'1• • .... ~ 
'ftlll.-~ ......... ~ Qf .. 

••dfto ............. ~ tlo .... ...,..,, "'--·Pllldo 
-·-·---· illl11Plll'* ~- *" .... .. 

CONFIDENTIAL 

.. 



REF ID:A67341 

CONFIDENTIAL 
..._. .-...--i. QA aw '8olraitta11J'.....,. U'1allll 

- • ~ -=••""* .... ,. Jn~ ., ~ . 
(4) ...... ~ ot , ...... be ~Aid wltk ... 

:U....,.,. llld ~MY.kit Wt.be tar a tbll ~ 
- .. 

Illpll'taeta .. w1ll - et ~ .... Ja * .aatim'lllt.lcm 

ot \Ila - wp1&'1Clll Sn ...... 

!• (1) TM\ '1MI ~ dlW 'IP - aid data.11*1 ftlldaU.. 

~ iaw,..._~ ~ ~bdtoa, -
q.,. 

• 'T"I" . . .. ,. ... 
J - - "' ... . 

.-.:. - -
ftlS.lc 91' 113.tr~\o 4Slpoa1'4m ot ~ ...Seim 

. ". ... . ot ~MINA,_ tor 11w pWMOC of All M~ 

.. .... "'; 

. .. 
I . . ... 

.. 
-~-u. ~ .i or all or 1u -~· t._\f.am., 

- ~. ~"W ft1Cda,t10IS t.o '° '*"*' ... ~ 
~ ... ~-~ Old. Id .. ldopU.an ot tbe 

,...,. •• u...,. a~ '1 J:t 

i (2) \Iba'\ ... - ~.JAii be rSc1d17 ad~ ... 

:~ ..... -- .. ·-

(l) ·-:11a uae ~,. ~ ntb .-11-.-.. at 

tldldod .... "' .. - - .. •'7 _..., ..... 

1dl111eet..S.....S.tlll~ot---

...... ~ Ill ... 

I.• 9m a t.1t fl« ... U ..,,_ oft'1etl' al tbe D•ll!lt'.lltllt ta ....... 

-. • • •........., o.ra. ta_.. .. '16 U... llllla\Ol!r ~., 

..,,. 
-CQNf\DEtfftAt-



.. :-"'l • 

- . 

REF ID:A67341 

CONFIDENTIAL 

- . -
l!f'" (1) ., • ---- ............. - ., bi......,. 

' , ...... 

1 

-_. ~ - ...... ml tilliO!adoal.17 W--.1 !DlpaOU• 

....-i.1 ......... .,....._sa~ 

~; llltb a Y1clW to ~ WJA &U. \ba N&Ul&U. .. 

-... a di.-t. baw1rll 1llllll _....,. .... ..m.tt" ._ 

..... ~~· ...... aa ora-r a abal' .Ill a.fdS.\tan '°Na 

' ... *''- ............. ot ·~ .-.zr1tr 

-us.-... tdl1 be n.,Ollld'ttle tor .. --=• • 11' ot 

aJ.1~-- .......... ....._~., 
w...um. . 

CJ) .............. £ ..... mu.-•• ,.....,. .... .. 

) IA tllll at•-~•·• 1~ ~ *" ... .. 
4t1Mpl...,. .u. 'tllU be .... ,.... ... ot lm.'Vt 

.... 
CONFIDENTIAL 



REF ID:A67341 ' 

CONFIDENTIAL 

Cllftltl'.•••• ,. ..as ... 1n ._ ..,._ o1 ~ 

1i191A11a.ttiaPNMW--1'7-

bl& '· 11!&1. Cu•rnrrHW1 UeS.L 

- a::.,..... I I 

l:CW& 11 1 I 

E!H8r.M&ii 

CONFIDENTIAL 

11 

I I •• 

• 

I tm 

.... 



.-

REF ID:A67341 

-
CONFIDENTIAL 

., __. 11r. s.antam 

!be ~ ot SUM 1a d•1raaa ~ Mriac 
mde • aoat. oareM nrn7 ot 1u caca and oiphen to 
~ ~ ettictatq at. \h1a U.. ad \o dleaOYel" and 
eetUllab. addltJ.onal wu o~ ~ -u. Wl'UCJ' or it.a 
hl.£h11' eOD.t!dat1al flGl.M•Soa"\f.ou under preeent. mrld 
emdJ.U.ona. 

I 'll1ah t.o tlllliat. lihe aid ot U. tar ~ 
in Ula eoatu~ of tb9 Rl'ft7 cont.allplated ad I hope )'Oil 
_,. ta :ID a poei\ion t.o 0.iCD&te a :ptl.1t1ed e«m:tulomd 
o.ttiov ot thll tar ~ t.o aene in an &dvi80Z'J' ml 
a CGMul\aU.w capaoit.J" 1d:Ui ot&•n ot the~~ 
d staa, U&e *'71 :.pu-..amt., am t.he ~ !llreau of 
Imrut.J.aat.ion tor thcl• VJJ'PO••• ~ hlpvLanae ot 1lh1ch 
! bellne I netld :»~ aphuize. 

tom- cooperaUOY1 wUl. ba n17 -.uJh apJ>ftei&tad. 

~ 1DU.1 

CONf\DENT\Al 



REF ID:A67341 
... ..,.. __ _-r~·--

· .. 1: 
'I 

Appendix 2 

Specimens of each of the three t1P•• of diplomatic pouches and 

a specimen ot sealed envelopes used b7 the Department ware nbmittacl 

to the Technical Laboratoey ot the J'ederal Banau ot Investigation tor 

the purpose of determining the security of these ite:ns tor the shipment 

ot secret material. 
0

Both the leather courier's bag and the large canvas diplomatic 

mail pouch make use ot a Yale •Super-pin• tumbler padlock tor sealing 

the pouches. In the Laboratory of the Federal Bureau of Investigation 

it was possible to success.tully pick this lock a number ot ti:nea, the 

time required var,ying from f'if'teen minutes to three hours. Ina8llll1Ch 
., 

as it was possible to enter the leather courier's bag by removal of 

the lock in tA'lis manner no other attempt ;m.s made to enter the pouch. 

In respect to the large canvas mail pouch, in addition to being 

able to enter this pouch by :gicld.ng the padlock, it waa also possible 

to enter it ?>Tmeans of removing the seam stitching and then replacing 

the stitches in the same manner as they were prior to removal. 'rhe 

time required to enter this pouch depends upon the number of ran o£ 

stitching it is neceasar;y to remove, allowing approximately t118?lty 

:minutes per row of stitching. 

The canvas Air Jlail pouch llhich •a seal.ad. with lead sea1a waa 

entered b7 means ot removing the seam stitching a sutficient distance 

to allow removal of the contents 1 attar which the stitching _. 

replaced. in the same condition as it •a original' 7. Thia whole 

operation required apprmdmat~ one hour. 

-------------------- --- ----
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!he •peoia1hll.ookeawlopea11h1ah wre ••lecl me dthin the 

other wre cMnd. bT removing the •eal.a aD4 J.oo.e1nc the pa. 

!heae ezmtl.opaa aoald thm be ntaaWmd and •e&l.ed.1 the U.. nq,uind 

tar the m'1n proou• be1na approd•tel.1' me and am bal.t houn 

1Dal'lld1Dg the nproducUan ot the aeala. In tJda carmeo'1cm it 111 

no\ed trbat. the Jm"PO•• of t.118 l.ocld.ng feature ia defeated to a area~ 

atmt by placdq tbe as aal owr the mus pcri1on. It i8 poeld.ble 

to vrT 1'111i loold 0 1 drdoe opm, 'but. of coune '.n doi.na so & aertaiD 

DD.1D1i GE dUap 1a done to the brass. Ihm t.h!a braa8 18 coWNd 

by a ax seal, 'he repi.-• ot a •ml over the bms !ll&k• it 
I .. 
impoaai'ble to deter::aine that the bru• lock baa been tampeNd 11:1.th. 

'1d.8 intonation 1a being &iwa. tor the purpoae ot indicating 
' 

the relatiw imlacurit.7 of theae •thods ot tranmd\tina socret 

mterlal whm it. mi.gilt be required. t.o pua t.hroqh a:r aamin1ng 

atat.im equipped to thia t.JPe ot wm'k. 
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ROUTIWG SLIP1 

Ottioe ot the Administrative Aaaiatant - Jla7 13, 1941. 

To Chief ot Staff tor necessary action and preparation of 
reply. 

For signature of Secretary ot War. 

ROUTIHG SLIP1 

Aaaistant Secretary - General Start to G-2 for draft ot 
reply - Jfay 13, 1941. 

:uay 14, 19411 Memorandum Assistant Chief ot Staff' G-2, 
General lliles. 

To Chief Signal Officer reoommendation requested • 

. 1la7 14, 1941. Captain B. G. Bayes, Signal Corps is recommended. 
(Colonel Eastman) 

Correspondence returned to G-2 by Colonel Eastman. 

/ 


