
8 January 1954 

lt".BMORANDUM POR THE SPECIAL ASSIST ANT, INTELLIGENCE 

SUBJECT: Meeting of the Ad Hoc Committee tor the 
Improvement ot Allied (NATO) Communications 
Security. 

1. The Ad ·Hoc Committee tor the Improve•nt ot 
Allied Communications Security met on 8 Januar,v 1954 
from 1030 to 1330 to consider •ana ot improvina French 
CC»'l.SEC during the Berlin Conference ot Poreign M1n1a,~ere. 
Th1a meeting was held at the request or the State repre­
sentative because or the suggestion at the USCIB meeting 
or 7 January that the Department or State consider actio~ 
en th1a matter. The meeting waa called to order by ita 
Chairman,- who explained the problem and who then asked 
the Executive Secretar,v or USCIB to aaaume the chair. 
ThQse present were Captain Taylor and Major Culmer of 
USCIB Secretariat; Meaara. Friedman, Raven, Corey., Shinn 
and Kerby of NSA; Mesara. Polyzoidea, Packard and Walker 
or State; and Mr. Ellis or FBI. Mra.·Farrell.ot State 
acted aa recording secretary. 

2. The meeting waa conducted in a·ccordance with terms 
of reference ~rrered by Mr. Polyzoidea, accepted by the 
Committee and attached to this memorandum. The. meeting 
also considered the recent de Vosjoli request but concluded 
1"'1.nally that 1t did not·arrect the Connlttee'a recommenda­
tions. 

3. Initially.- the Committee attempted to determine 
what alternative methode could ai&nit1cant17 improve the 
security ot French communications between Berlin and Paris, 
without regard to the poasib111 t,- or timely implementation 
or these methods. The following method&. were suggested: 

(a) To.inatruct the French 1n the secure 
uae or the STURGEON machine. · 

(b) To have the US, UK and France asree 
to use only authorized tira,•level NATO orypto 
ayatema • 
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{c) To provide the frenoh with SIGTOT 
machines modified with tape al1ttera. 

(d) To provide the french w1th US ott-line 
literal ayetema such aa the APSAH-T and the BCM. 

(e) To have the US, UK and Prance asrGe 
that all conference aommun1cationa, after 
enc1pherment in national ayatema, be euper­
enciphered and transmitted in an approved 
UKVSA system throuah a oomracn meeaase oantor. 

4. The Committee then proceeded to d1scuae t~e 
technical implications or each method as well ae the time 
~na administrative d1tticult1ea aacb·would involve. For 
technical reasona alternative• (a), (c) and (d) were 
eliminated. Alternative (e) waa eliminated aa ~eing a 
~ore complicated ~thod or reaah1ns the result achieved 
by alternative (b). It was agreed that alternative (b) 
ie technically feasible. [Under this method the US and 
UK ma~ use any ot their national aystema which have 
received NATO approval aa t1ret level ar,pto a7atema. 
Since the French have no NATO-approved national t1rat 
level system, the7 w111 have to use TYPEX MK II. Extra 
machines are available in tho UK it needed.) Additional 
technical reasons tor aettlins on this alternative are 
(a) French uae or and familiarity with the TYP&X MK II; 
and (b) the relat1vel7 higher protection attorded b7 
TYPBX MK II aga1nat operator abuse. 

5. The Committee then cona1dered the errect or euoh 
a proposal to the French with reference to the terms of 
the US-UK Conference or June 1953 and the US propoeod lana· 
range program fer the improvement or French COMSBO. It 
waa agreed that 1t the us. UK and France are included in 
the proposal, and it no extension or TYPBX uao 18 proposed 
except to Berlin, it 18 within the terms of the June 
Conference. 'l'he Committee ia unable at thie time to 
determine the effect or this proposal on the long-range 
pt-og:ram but believee that it may not be harmful and might 
even be helptul. 

6. The Committee alao considered the etteot or th1a 
propdaal on French lateral communicat1ona. It wae ocncluded 
that in addition to the strong poaaib1lit7 or 1mp~ov1ng 
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COMSBC between Paris and Berlin~ the propo:sal also ottered 
tho poaa1b111ty ot improvement on the linka between Par1a 
and London and Washington. The propoaal would n"t otter 
the poaa1b111ty of improvement on the links be~~en other 
points such ae Paria-Moaoow, Paria-Rome and Paris-Saigon. 
The Committee note4 that all extra available TYPBX machines 
are held by the UK and that, aonaequentl~, the UK will have 
to determine both the ncceaeity to provide additional 
equipment tor this purpose and the time raqu1r~d to do ao. 

1. The Committee dld not cona1der the political 
Teaa1b111ty or the proposal in detail. It waa noted, 
however~ that the proposal m1snt be made attractive to the 
French by virtue ot the location or the oonterence. 

Enclosure: 

Terms ot Reterence • 
.... 

tJ • . ~~Jr._ 
~ A~ 
RUfUS L. TAYLCB I~ 

Captain, 11. B. H&VJ' 
Chairman Pro Tem 
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8 January- 1951+ 

SECURITY OF FRENCH COMMUNICATIONS CONCERNING THE 

BERLIN CONFERENCE OF FOREIGN MINISTERS 

1. Are there any feasible means bJ' which these French 
coD~unications can be made secure (Plan A, Plan B, etc.)? 

2. If so, are these plans within, or beyond, the 
terms of reference established bJ' the US-UK Conference 
on the COMSEC or NATO Countries in June 1953? 

a. Those within 

b • Those beyond 

3. What would be the effect of applying any or these 
plans now to the long-range program for the improvement 
of French COMSEC? 

4. What changes to the terms of reference or the 
US-UK Conference would be required to implement those 
plans which exceed the terms or reference established 
by the Conference? ' 

5. In the light or (a) paragraphs 2-4 above and 
(b) the risks to the success of the Conference and to the 
security of the US which may be expected to arise from the 
insecurity of these French communications, should any 
of these plans be recommended to USCIB and LSIB? 
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