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Dear Majer Truesdell:

1 am enclesing herewith o typed synopeis of the three

lsotures I gave last week. You will find that I bave sndeavered to meet vith

your ressmmendation that it be made as drief as peosidble, Porbaps I have gone

to the ethor extrome ud have abbreviated the outline teo much, It 90, please

adviae l., and X will bo g1ad to extend this ene,
ly',thnnko are due yeu agatn for the vory plessant visit

you enadled me to bave, and fer the many ceutesies which you and your solleagues
sxtonded me dnﬂ.q the whole week.
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'ln«u-rtou. R.0.T, o
Qhmp Alfred ¥ail,
-Gessnpert, N, J,
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¢ Synopsis of & course of ¢ a;g o7 and Ciphers, given befofe the
students of the R.0,T.C., Cllpﬁﬁ...-u Yall, Li%tls S‘lvnr K, J., July 6=8, 1921,
by
¥. ¥, Friedman, Code Compllation Seation, Office of the Chiasf Bignal Officer,
8ignal Corps, U.S.Army,
First Lecture, July 6.
1, Introductory remarks. Brief historical surve$ of subject. Great advances made in
recent years both in methods and in analysis,

2. Definitions. Crypteography. Cipher. BEnciphering;Deciphering. FPlain text; Cipher Text,
Code. Encoding;Decoding. Plain text;Code text., Enciphered Code.

3. Comparison of advantages and disadvantages of codes and ciphers, S8harp distinction
between code and cipher in medern oryptographi.

4, Limitatione of both code and cipher. The time slement in solution most important iz
military ciphers or codes, bscause no practical system yet devised is insolubdls.

5. Influence of recent rapid advance in radio on the use off cryptographic means of come
munication in warfers.

6. Necessity for proper training of officers and specialists in the uee of code and cipher
Beriousness of results of failure to observe fundamental rules and precautions.
An appreciation of this feature 4s to be found in & study of the principles used
in the solution, or aunalysis of ciphers,

7. Analysis of Ciphers, Principles of Mechanism of a written, alphebetical language.
Frequency tables. Proportions ol vowels and consonants. Relative order of frequency
of various letters, and combinationsof letters. The two principal classes of
ciphers: Transpositien Ciphers; Sudstitution Clphers. Examples of sach. Method
of distinguishing, Various types of traneposition ciphers. Method of Solution,

8, Bubstitition Ciphers. The kinds of alphabets, Cipher alphabets, normel alphabete,
direct, reversed, mixed, reciprocal. 8imple or single alphabet substitution
ciphers. MNultipls alphabet substitution ciphers, The U,S5.Army Disk. Playfair,

, Second Lecture, July 7.
1. Review of general principles of traneposition and substitution ciphers,

2. Demonstiration of the solution of a typical four-aslphabet substitution cipher.
) Repetitions or recurrences., Principle of factoring the interval between these
;o recurrences in cipher text, Clues to number of alphsbets involved. Analysis of
frequency tables prepared upon basis of the number of alphabets,
Swianpinf reasons for the simpioity of the solution. Short key vs. a long or a cone
, tinugus key. Known alphabets (direct or rversed normal) vs, mixzed or unknown
‘ alphabies.

i) 4. Cerocticn of errors. Errors in enciphering, Errors in telegraphic transmiesion.
/o Errors in deociphering, Errors in copying.
' .; 5, Exsmples of deiphered German messages taken from one day's activity, The study of
, tino factor in these solutions,

6. The requirements of a cipher for miltary field use. Ferm- suitable for telegraphy.
ifluat not be longer than original text. Enemy canm be in possession of all details
of the system. Only thing kept secret is the key applying to particular measages.
I1f Anstrument used, must admit possession by enemy. Method of encipherment and

i doqlphornont must bo simple, demand no etrain. Complex prosesses impossidle on
' §ield., System must admit of spesdy corrsction of errors., Conforming to all pre-
veding, system must be such that solution of 50 to 200 messages all in same key
. 4p a difficult matter--sufficisnt to delay solution for such length of time that
s information is valuelees when solved.

7. Rxpilanation of the new U,8.Armp Multiple Disk Cipher Device. Derving & numeridal
key from a key word or & key phrase,
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Third lectirs, July 8,
1. Code. Revisw definition and distinction betwesn code and cipher.

2. The various types of codes. Commercial, Sovernemental, Zconomy, S8ecrecy.
Alphabetical or onsepart codes, Randomised, or two-part codes. Adventages
and disadvantages of each, KNecewsity of furthersenciphersent for secret
alphabstical codes. Necesesity of caref@l attention to randomised codes.
Security in latter consists ia rearrangement of code squivalents from
time to time. Meaning of "nev edition, or change in code®.

3. The Army Field Codes. General deascription of contente and type of groups. Phrases,
words, numbers, syllablss, letters, time groups, nulls, blanks,

4, The Umitations of the field codes. Reduced siss, and conswquent small vocabulary,
Necessity of becoming familiar with contents. Make codc message fit the
code dook, not vice versa.

5, Bafeguarding the code. Reasons for precautions to be found in past experiences and
etudy of the analyeis of ccds.

6. General rules. Necessity for preserving complete secrscy of the book itsel)f againet
unauthorized sight, photographs, etc, Compromise of & single copy necesei-
tates complete withdrawml of all copies and issue of new editien, Very
expensive, time lost, danger, ets,

All code messages of equal importance to the enemy code 3flving sectioen,
Solutions in non-important meesages great aid in solution of important,
Hence, in actual warfare, restrioct traffic to lowest possibdle limit. The
amount of material intercepted is usually the deciding faotor in solutien,

7. Specific rules. essugs once transmitted in one form pf cipher or code muat never be
repeated in any other form whatscever. Demonstration of case ir actusl
sclution of new German code from thres messages intercepted. If absclutely
necessary to repeat in another form, message must be paraphrased, Ixplan-
atione-changing about ths wo rde, phrasss, sentsnces. Make new message
bear least resemblance to original, 2. Measage once sent in code or oipher
nust never be sent in clear; #3d vice versa. 3. Never insert plain text of
any kind in code or oipher message, nor punctuation,cdbbreviations, ste. in
clear, 4. Flain text and equivalant code text must never appear on same
sbeet of paper for file. Work sheets must bs destroyed by burning., Plain
text shests must never be filed attached to cipher or code sheets.

8. Brief description of principles of analysis of ocode. Reconstrucyion of the code
book. Breaking up the unknown text into & serles of sets of groups,
Study of the behaviour of the various types of elements going to make up
intelligible text. Words- various natures. Prepositions, nouns, adjosctives,
verbs, etz, all behave differsntly.

9. 8olution by oonparioinaar analogy. Danger of stereotyped messages or reports of any
kinde. Must be avoided bocnuse emsiest solved. Solution by first principles.

10.The ﬁreror use of the cods to make soluion by first principles more 4Sifficult. Danger
of addresses and signaturss., Use of Bpelling groups to be limited so far

as possible. They are weakdst part of the cods. Use of the variants and sull
or non=significant groups,

117/Ginqrnl surmary.




