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I • eao1tei111 lse,..witll a '\JJt4 IJAOPil• et the three 

leotu ... I aa•• 1ut wet. Tou will tiad tat I b&Ye tadM~rtcl te •n wltla 

rear rt.-.._ita tbat it 'bt ••• u brief ae P•••i'blt. , .. ...,, 1 ba•• •••• 
tt tu etar ear,.. aad ••• abbrtYlattcl tbt ••tliat ttt neta. If ''• Jltut 

adYilt •, aad l will be al&d tt eatead tble , ... 

IIJ i'haat• are_ ne 1111 apia ttr tbe •err pleuaat Yitit 

,... tMltled .. to ban, h4 r..,. tlae _, tt1RNltt whleb rtu &ad Jtv eol_,_, 
---• .._. •• -dvt-ltllt whole wet. 

-~ir Karl fruetdtU, 
....... &1'ttrl, ll.O.T .0., 
·Oillp A1tre4 fail, ... ...,.ri, •. J. 

liaoere~ reurt, 

@\pproved for Release by NSA on - -11 22 2013 pursuant to E.O. 1352§ 



J.i 
I 

.. 
I 

: 

I 
,' 

• Synopa11 of a oouret or t~~o~~Jf~Ef~"7 aad Ciphtl"l, gifta btfofe the 
atudtnt• of the R.o.T.c., ~m&6.r.d .~.!, L.tt.= 511.-r, I, J,, July 6-8. 1121, 

bJ 
w. r. friedman, Cod• Compilation 8eot1oa, Oftlct of the Ohlef Blsnal Offloer, 
Bisual Corpe, u.s.Aray. 

·-·-----------·---------------fint Leoture, JulJ 6. 
1. Introduotory reaarka. Brltf hietorioal IUrY .. of aubjtct. Ortat ad~•••• .. d, la 

rtoent yeare both in methoda and in aaalyel1. 

2. Detinitiona, 01'Jptography. Cipher. hoipberias;Deoipheria;. Plaia text; Olpher Text 
Oodt. lncoding; Dtooclina:. Plain ttxt; Codt text. IDoiphtrtd Code • . 

3. Coapariaon of ad'fantagll and clieacl'f&Jltagea of ooclet and oiphere. Sharp 41etiaotioa 
~et .. en oodt and cipher in .. dern oryptosrap~. 

4, lJ.aitatlone or both oode and cipher. Tbt ·U.ae tJ.tnt in eolu.tion moat 1aportant S.a 
JliU.taey ciphera or codta, btcaut no practical eyeta ytt derieed ie ineoluble. 

5, Influence of recent rapid ·advance ill radio ol'l the uee ot oeyptocrapbic meane or coa­
aunication in warfart. 

6. Neoeeaity for proper training of ottiotra and apeoialieta in the uee of oo4t and cipher 
Btriouaneas of reeulta of failurt to obaerYe tun~eatal rulee and preoaution•. 
An apprtciation of thl1 ftature ia to be to~ad in a etudy of tha prinoS.p~l Uled 
in the aolutioa, or aaaly1i1 ot ciph1r1. 

7. .Aaa]Jsil of Cipher•. Priaciplet of llechanbm of a wri ttan, alphabetical languap .• 
Frequency table1. Proportion~ of •owela and con•onante. RelatiYe order of trequenor 
of varioue lettera, and oombinat1onetf lettera. Th• two principal olaa••• of 
oiphera: TraDepoeitiea Clphera; 8ubatltut1on Ciphera. 1Xaapl11 of taoh. Method 
of d1ati~iahing. Varioue type• of traoeposition oiphere. Method of Solution. 

a. Bubetitition Ciphere. The kinde of alphab1t1. Clph1r alphabete, normal alphabet•, 
direot • reTened, aiu4, reciprocal. 81ap le or eiqle alphabet eubet:l.tution 
cipher•. llultiple alphabet eubltitution ciphere. The U,S,AniJ Dilk. Pla:rtair. 

Second. Lecture, July 7, 
· .1. Rtview of general principlu of transpo•i tion and eubat1 tutioa c:Lphere. 

,, 

2 .• DaaoDitration ot the 1olution of a typical four-alpbab1t aubatitution a:Lpher. 
Repetitioaa or reourrenoee. Principle of factoring the 1nter.al between theee 
recurrence• in cipher text. Cluee to number of alphabet• involved, AD&l.Jeie of 
frequency tablet prepared upon baeia of the nuaber ot alphabete • 

.. l:wtlil ,,_, reaeoDI for '\he aiapioity of the aol\ltion. Short key va. a lons or a Otll• 
tillu~u• kl)'. I non alphabet• (direct or rYeraed nonal) ••. ai&ed or untnowra 
alp~l&b .... 

•• 
5. 

6. 

I 

Correction of errora. lrrora S.n enciphering. lrrora in telegraphic traaaalaaion • 
Brfore :l.n cleoipberiag. Krror1 in copying • 

lumJ)lea or deipbered Gerau •••aae• taken troa one dq'e aotlYity. The •tudy of 
tilDe factor in th111 ao lutiou .• 

The reflu~r•nte of a oipher for ailtarr field ue. lora• 1uitable tor ttlecraphJ', 
, ilut: not be longer than. original text, •-.y can be in po••e•a:l.on ot all clstall.e 

·: 

'· of the •r•t•· Onl)' thiq kept aeoret 11 the keJ appl:Jina: to particular ••uas••· 
It .1DI,tnaent uaed, auat adld.t poa1eaeion by en•J· ll1thod of enciphtraent and 
deqiph•rmnt •u•t ba d.aplt, deand ao strain. Coaplex proetaeea iapo••lble Oil 
r~e~. 8)'at .. ~t admit of epee4J oorr•ction of error1. Oonforaing to all pre• 
oecUJng. •rate auat bt auoh that solution of 50 to 200 ua1agee aU in ••e k•y 
i1 a d1ff1oult matter--aufflciant to delar •olution tor auoh length of time that 
1nfonaation ie Y&luel••• Wban so1Ytd. 

7, lxplaanatioa. ot the an u.s.An~Q~ Multiple D1ak Cipher DIYice. Der'fing a nuaedoal 
- key froa a ktY wrd or a k&J phrase. 



Third 14ot¥e, .July 8. 

1. Code. ReTtew dtfiaitiou and d1etinotion bet .. ea code aad cipher. 

2. The vanou. ,,., •• of cod••· Cemerclal. Gov.ern.81Unta1. IOODOIIJ. 8toreoy. 
Alphabetical or one.,an oodea. l\andnd.aed, or tw..,..rt oodea. Mn.nta1" 
aDd diead~ntagee of eaoh. Neoe1aity of further••aoipheraeat tor aeoret 
alpbabetioal cod... Neoeeeity of careful attention to raado.iaad ood11. 
Secwity in latter ooaeiete in r1arrang•ent of oocle equivaleata fra 
till• to tilte. Ueaaiq of "MY e41tioa, or obaqe in code". 

3. The ArrAy Field Ood••· Geaeral d.eaoription of oonteate ud type of groupe. Phru•, 
wrdll, nuabere, eyll&blea, lett en, tiae croupe • aullll, blai!Jta. 

4. The UmitaUou of the Ueld codea. Reduced else, and oon~-aueat eaall voo.buluJ. 
Heoeeeity of beoomiag t .. iliar with oontente. Mete code ••••ac• fit tbe 
code book, aot vice verea. 

5. Safepardiag the oode. R.euou for preoautioaa to be foud 1J:a paat eaperi.eao .. aa4 
etudy of the aualfeie of oode. 

6. OeBeral ru.lea. Neo•eei·ty for preaerTing complete aeoreoy of the book S:teelt .. aiaet 
unau.thoriaed ei&ht, photograph•, etc. co.,r.-iet of a tingle copy neoeeei• 
tate• complete wlthdra•l of aU oopl" and baue of new edition. Vlr-t 
expenaive, tille loat • d&Dger, eta. 
All code ••••as•• ot equal ~portance to the en.-y code tll•lna ••ctltn. 
So lutiona 1n noa-laportut ••••as• sreat aid in aolutlon of i•portut. 
Hence, in actual arlare, reetrlot traffic to loaet poa1lble 11alt. 'l'be 
amount of material int•rcepted i.e usually the deciding factor in eo 1ution. 

7. 8peo1f1a rul••· ~~~~ once traa1mitted in one fora pf cipher or code auat never be 
repeat.•d in any other fol"m whateoever. O.outratlon of cue ta actual 
eo lut1cn of new Qeran code from three ••••s•e intercepted. If ab1o lv.ttlJ 
neae1eary to repeat in another fora, •••••s• auet be paraphrued. l&plan. 
ation-cbangiag about the wo ru. phruee, eeateaoea. llue n ... lltltqe 
bear lee.t ree .. blanoe to original. a. •••.as• once tent in code or cipher 
aut DIVer be •eat in clear; lad doe YIJ'I&e I. Jteftl' i'llltM plala '\tat •f 
•nr kind in code or oipber ...... ,, nor pv.nctll&tien,o~breTiatiou, eto. 111 
clear. t. Plain teat and equivalent code tea.t aut nenr appe&l" on ••• 
ebeet of paper for tile. Work abeete aut be ... tl"oJe4 bJ oun1q. Plaia 
tea.t eheet• muet never be filed attaohtd to cipher or code eheeta. 

a. Brief dea'cription of prinoiplte of analyeia of oode. Reconetr11o-.1oD of the oode 
book. Breuiag up the UDknoe text 1ato a aerie• of ••t• of groupe. 
~tuey of the behaTiour of the v .. iov.e tJpea of eleaell'tt going to make up 
iatelligible text. 'Iordi• T&r1oua D&turea. Prepoaltiou, aouu, adJaotiTee, 
verba, eta. all bebaTe 41fteren~ly. 

9. Solut,S.on b)' ooaparie.._r aaalog. Dancer of etereotype4 a11eas" or report. of uy 
klada. luat be avo14ed baoauae eaeleat •ol•e4. So!Qtlon by firat prinotplta. 

lO.'l'he '"'''~' u•• of the oode to aake eoluion by firat prlaoiplee aore diflicult. Daqer 
et addr••••• aad eignaturea. U•• of 8pe1Ung grov.pa to be Urd.tecl ao tar 
u .P••eible. TbtJ are ..Utet part of the oodt. Uee ot the ftriaate and 
or non•aignlfioant groupe. 

11./ o•a•ral IUtrmarJ. 


