
., ' .. -~-

I I 
; 

! 

to touoh upon all pbaaaa_ o~ code 'WOJ'k. Bence I sball coniine myself chiefly to 

those :pbaaes Which wUl probably- at aome future ts.ine aoncer.n moat o~ those present; 

nsmely, the aategaarda and precautlqns 111'i1ch must be observed in code or cip~er .. ·. 

operations in order to maS.ntaln the secrecy of the system of carmmmioatlon adopted. 

A. preliminary_ word of expl.a.Dat ion with regard to the two terms "Code" 

and "Cipher" may be neceaaa.17:• ~- moat . of you. the no words mean practically the 

same thing, but suCh is not tbe case. Modern cryptography draws a ratbe.r sharp 

distinction between the two terms. 

A CIPHER, taken in a broad sanae, 1a the name applied to any system of 

cr,ptograPbY which· tnvolvea the transformation of the individual letters of the 

orle;lnal, Intelligible text ot a message into a secret or uintallillble form by 

means of previously eate.bliahed agreanenta Whloh subsequentlJ parmi t of the recon-
·r. 

atnction of the original te~t from the sec-ret tst. 

~e orlgiDal, intelligible text of the· message is called the PLA:m TEXT~ 

'lh.e re11Ultant un-1nt&llig-t.b~a-...or secr-et. te::r.t.h oallad-.tbe CI;P.RER TEXT. 

The operation of transforming the Plain Text into the equivalent Cipher 

Text 1s called Enclpherlzigf .. the ~averse operit'ion ·ra oal~ed-· Deciphering. 

A CODE is the name apPlied to a specialized srstan of cryptography Which 

involves the tr~sfo~tlon o~ _tb~ or~inal, intelligible plain text of.a message 
, 

lnto a secret or unintelligible form by means of a book or a docrament which gives 

conventional words, or uniform, arbitrary-· combinations or numbers as the equivalents 

ot not_ only the lette~s, but also the words; phrases, or entire sentences .ot the . r 
original text. It is obvious· that identical copies ot the Code or Code book must 

be 1n the possession of the correspondents.. The operations Which apply to this 

systan are_c~led ENCODING and DECODING. 

. While there are some cipnera which resemble code or tend to approach 
' 

coder yet the dlst1nction which exists and Which should be made bet-.een cipher and 

code is this; 1n cipher one deals with the 1Rdividual letters as units; in code, 

While one JDa1 deal occasionaUJ with the lndlvidual letters, the .. operation is 

·' 

lA\pproved f,or Rel.ease by NSA on 11-18-2013 pursuant to E.O. 1352§ .. 
\ I • . 
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• 
I 
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prlno~pall7 OOJ'1081'Jl8d with tbe phrases or sentences taken aa UDlta. 
. . 

When the code designations ot the encoded words of a message are afterwards . ' ' ~ 

'enciphered t of in other .'tvOrds' 'When a message 1 fl. first encoded and th~ the code 
0 

0 0 ' I 

equivalents are e:rioiphered, tJ;le re.W.t· la called EWC~ ~ODE• Poi example, 

if the. code word for ~he phrase, ".Bt ~rder ~t the cO'mna.nda~in•Chlef" ls POBAL, . . . . 
. ' ' 

end 11' .5hia· code. word is then enciphered 1nto the form CI'l'AX or t.nto the number 

17521 , the latter 18- ·th~ Jmo\111 as 'f$91pbered co~e. · -
'·- .,.. ·_. ...... -· so tar· as '1 am·awa~, a •y-stem .. ot secret: oonmunicat~on Which .te_~bsolu~~ly ____ _ 

o' o ', o o o I 

~r~goable.agalnat solut!on b,j the enam, and Which at·the same t~e is SRited to 
' ' 

the needs ot Da.Val, mUita.ey, or dlplomatla ottl_oea, is not known to the ao1ence 

o~ Or.1PtGgrapby~ I do not know how ~ficiently to ~press upon your mlnda the 
.. 

neeeaa1ty tor exercising the moat rlgS.d and pa1nstak1Dg care S.n the use of the codes ' . 
'' 

or ciphers Whloh inay at some tature tim& be emtrasted to you. 1 have a•en elaborate 
- ' . 

code and cipher a,stems rendere~ abaolutely.valueless through the carelessness and 
~ ·: . 

lporanoe ot one man. l'l'om the point Of view Of the Intelligence Department it 

seems to me t~t a man Who flagrantly_ disregard& or violates the rules and regala.tiona 

lald_down bJ. th~.-Q9-d! __ _an4 S~pal .. Sectic;tn __ is as da.aerv1~~9( ~a eX:treme ,PW11s~ent .!or 

a breach o£ dioi~l1ne·resulttQg ~n the actual or potential loss of life.ot his comrades 

as is the man Who conao1~usl7 betrays them by . ..turn1sh1Dg information ta .the enemy. 

Let me tell you· of one instance Which to my knowl:edge had dlsasti"'ua consequences. 
' . 

You wlll recall that in March· 1918 the Germans launched their last and great-

nt oftene1ve on the western front• Careful. preparations and· provision liad been made 

tor nearly e-yerythi.Jlg. On the da.y of the open1Dg ot the offensive an absolutely new 

type· of code went into efteo·t in eveey sector simultaneously on the Whole front .. 
;" ' . ' 

Months of wark b7 the 8llied intelligence departmentSupon the Ge.rman trenCh code were 

· · rendered worthless at one stroke. We had to begln all over again and Wh1l:.e the 

general e1tu.at1on \in the 'VIIhole battle tront looked very dark• durlng those cr1 tical 

weeks • things looked especially dark to. the members ot the cod.e and pS.phe~ ~action. 
- -

AIDoDg th-e veey first messagea.,-ln the new code that were ·intet-b.epted. by 
I ' ' ~ 

· our own Signal Co~a was a set of three m8Bsagea pasa~ng betwee;n two .ata~iqllB opp<>slte 

the fron~ held by the ~erloa:n forces. He~ they are $ .... u .......... _ .. ~.,..~··'****•** u 

Thle solution was of vastly greater 1mportan().e than is a.ppe.~t on .the 
. ·. . \ 

taoe ot the decoded message. The message itself meant,_ for us, at least ,iioithi~ .• 
\ '. 
' \ 

Even to this dq I can onq B11l'm1se Wh.a t lt meant. But the most important featl;tre' 

~~~~ . ' \ ', J' . . • . I "• 

~ . ·r ... ~ . ,n \. .. 
,, '\ 

·, 
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of the message was· that lt at once gave definite clues ·with _regr~ .t~. ·the. nature and 
. . ( 

mechanic.s of the· new aystem4! . Oer.ta.in features ot the groups ·in·:thls 'mea~age ~~.l to 
~. • • • • ~I • 

the mald.Dg .of some ~ssumptlo~ Which we~e· teste·a. upon other. meas~es;. tliey proved to 
o \ o 0 f I o ! o 

o o \ .. : o o ', o, o : I o • 

be correct.. At one blow the Whole ne\V qatem fell like a house of cards~ · .. 
' o ' ' ' ' ' ' ' ' ,' ~ I • . .. . .. . ~ 

· · I have ~ld that this 'message meant notb1Dg to us; lt·ma.y ~ve:meant but·· 
• : • • • ,• • J 

vsry little ~re to tiie·Germans. be.~ whom' ~he mea~age 918:S. exoha~ed. :Bl:lt ·this 
o : I 

'1:' I 0 o o •o I I 

meaaage led to the bre.aklDg of·th,·Whole' code. Certainly the Gez:mS,n·operator wo~d 
0 

° 
0 

I ,.,. 
0 

, , , I 
0 

I , 1 r , ~ o 

' • I ,• • I J 

· DOt ·have colDI'l!.itted .1!hla l~~ab~• blunder ·had th' J;D8asage ltwen of ·g~ea~ ta~tloal 
1 0 ° ,._.. -' 0 

• ' I 
0 

I , 0 ' '"1 ~ ' , ' 0 ' • -.•~ - .._,, I' 
0 

.._ •• "f"- • - .. 

o I I o o o , ~ o o 
0 

o I o I 
0 0 

1 ° o 'J 
0 0 

. lmport~e ... But ~or the ~ode aol~er. all-~asages are of e~ual. impo~t~~· -·and moat · ··. 
' . . .... 

oft~ the massage~ -ct .least. ~?nsequence as regards· the tactical· a1tua.t1~?.• ytel~ 'the 
' .. '•I 

moat :far r.eaoh1ng.·re~ta 1.· and are. theret.ore ,the mo~t diaa.i:t;rous a.a·: far as ma.lntalnlng 
. ' ' In ' . d\_·.B>._ ~ U, ' ., . A • ~ . . ·. . .. · ,. .... . . . ~ ~oi"';'C!- .._AA .... ~-- ~~ ~,J ,_ ·4.~ 

the ....... .,. of the Oode l.o OOIIC~;..;.;.,., .(~r,ii9~~·-~~9~<1~·~ ~c~~ 
~~· ~~i.M..,.'1 \1 "~ ~ 

I might add: ·t~~ ·~o ~~Pl.e~.e the 'dramat1~·-~1tuat~on riuniltant u~n the ~~ 
solution of this firs't' ~saage, the naw.i .• toie~her w'itb the datt, was s~t to ~be~':!"""~ 
.general head:qU.rtera of .. ~ alli~s ~ s~ol'al. ae~o-plan~ b~ause at that t~ dire~~.~ 

. !'-""' '• . . . '. ~~ 
. • t..!)J; 

telegra~1a oommun1cat1on between the American and the other code ottloei had not yet.P~ ,. . 
. ~::{4 ........ 

been eatabl.1ah8d. · ·. · · ~ 
. . • .,.._, , ... ·' I .·· 

. c.v---Y:~ ~~N 
1:. "·It -,. ~ <1- ,• _.!: -:, .F-7 •.• •"' •, • •• ;~ ~( •r ~ 

'How·~ o~··hts co,..ades lost the:1r lives ·a~ ~ ~li'e~t- reaul t .of: thla one 
.N.! .... rJ ; ,.~f-'-

German's blunder, no o~ can ·say~ · He wa~ guilty o~ viola t.1D8 o~. ot .tb,e :mos~ 
' I o ~ 

lmportant rules 'of ·code work, nameli, a message oriqe. t~ans~itte~ in ~~de~ or olJ?her 
. ' 

must NEVER be repeated ln ap;r other form ~·taoever. 

If it ·~at be repe~ted be.cause, of ,r~ilatlon. or ·garbles., an :~~at dupl.lcate 
o o o o I o .. I o o 0 t;. : : o I j I o 

.ot the original. code or cipher text must be s·ent. It ~fter severa·l rept.titions the 
o o o o .{' o • o o ', o I ',,. .: f. 

~~s~e is still unintelligible, becaus~ of a failure on tlie Pa.r·i.' of the}reoeivl;ng . 
. I 

station to _be ln poiaaasion of the necessary !iata for decod~ent,, then it_may be·. 
. . ' 

necessary . to transmit th~ message 1n' an~ther form. 'Wil.a:~evei" this . second: form be~ it. 
0 o I I I ' o 0 o • f ~ •, o 0 

Should bear no ~eaamblance whatso~ver to the tirst messag• as regards in~ernal for.m 

ot the pla1n text Which bas been ~nooded ·or enciphered. In other words ,j the'·plaln 
. I·. 

text ot the or1~1Dal.mes.sage ~at be altered 1n torm to· the greatest extent po~sibl~ .. 
' ' . ' . . . ~ 

. o~nsistent ~~th the. intent an~ me~ing .or the .meaaag&. Th~s proees~,t ·ot 8.1. taring_ the 
.. 

. . 
plain o.onte.i:J.~·· of' .a mesaage tor 'the purpose. of ~hangiJJg lts f!)l'lll,. w1t);lou'J; .~ter·ial 

I o .. I - o ol • I 

0 
.... .-

0
•l O I I I I O o 

cha.Zige· iJl meaning,. a~ that. a close compa.ris~ .be~een the p~ln .t.ext ~:'its ' 
. ; . ' . . : .. . ) . \ 

,,rJ 

equtva:~ent cod~. or~ o·ll>her tax:~ ~ill be lmpossib~¢·~1s called .P~S~G~. ;I shall \\. 

refer to it later. As far .as .possible no infor.matlon should.ever be given ·in any . 
, I " 

' ' ' 'l, 
J, 

• J 

.: .. -·' 
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plalD yxt oommmicatlon • code; or· cipher message !'J11Ch may connect 1 t in w wax 

with a maseye previously sent. Ot course,. I need hardly add that a message once 

aant in code or o1pher must never be repeated in plain text under any clrcums~ces -

there ls no exception to this rule. The danger .ot &Uch a procedure is so_obvloua . . 

that lt is hard to conceive of aD¥ normal th1nkil'lg person doing it.. Yet p let me tell 
• , r • 

you ot an actual instance. 
0, o.e...;:.\.. ~A~c.o J..... ~ ~ ~~ (Case 2) .J ' 

It seems hardly necessary. to say that the insertion of plain text in code 
. . 

or cipher test U so highly da.:agerous that it- Should never be done utlder any ciroum-

etanoea. Of course it 1s possible that in a long report~ only one or tWo Fragraphs 

might be secret, in which case, the rest of the report could be sent ln plain text, 
' . 

prOVidlng that the plain text matter Will. f?;1Ve no Ollie Whatever: to the encoded or 

enciphered matter. However, the best pl~1ot all would be to make them separate, . . 

The insertion ot a:q signs, ab'brevla:Uo:ns ~ ~r punctuation should be absolutely 
. . . . . 

" 
prohibited. This would ·seem obvious bUt let .me t~l .,-ou of an instance .1~ Which t~e 

insertion ot an abbrev!~lon lead to the solution ot a message. '(Case 3). 

The plain text and code or cipher messages Should .. never appe~r on the 
. ' 

same sheet of paper; in the event of the· loss· of the papers or t~elr ooptur~ • there 

would be lee~ likelihood of the two being compared. As 'soon as a· measage·hs.a been 

encoded or decoded~ all the work sheets used in the process must be destroyed b,y 

burning tn strict accorda.noe·.with the regulations set for~h. ;:_ ~~~~- ~~-~-~~--_cL,A.­

oodo ro~ 1a th-e inost ~erous article ~t ~urniture in it.~ If ~t ·is necessary to 

keep an exact cow ot the plain text, the same shoul~ be kept ~ the ·coding room and 

·. ' . 
guarded with as much secrecy and care as the code itself. ·Where a pletQ text cop,y ot 

. ·.· . 
1ihe message must be turnlsbed to departments Whose fllea are not ·a~cre1i 1 the plain . ' . 

. . 
text must be carefully paraphrased. . ... 

' I 

~e work of paraphrasing· requ.lree considerable skill. and. prao .. t11~e .,\and 

. ' ln the case ot matters ot very great importance, the paraphrasing Should; ·be.\done or 
. ' . . \ 

auperv~sed by the higher officers. .:::;l;;;;R.-a;;,;:l:o:;l-..,;:;;c,;:::a.::.se;::,;a::....::th=e-paa;;;:::;.;r:.;:a...,p-=hr=-a=-· a=-l:;.:;·ns-....· _mu==-st::.....:::b;.::e,_d.:.:OFn::;;:&::.....:::b;.::e;:,fo~r::..:.e· 
'I 

the message leaves the opdW room. 

To ~ ot you,.,Paraphraslllg a message is more or less t~.D,f'amilla~\, and 

lt might be advisable tor me to give an illustration. I+will do no good t~ dhang& 

merely the order of'a word or two in eaCh· sentence.· The entire torm of 'the ntessa~ 
; ', ' 

must undergo the ohange. 1'he mesi:J8ge should be altered by the suba·u~~.ion of\'·. '-· 
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syno.s., the .e~s.-boratlon of phrases-, th_e ch~ from active to passive voice and 
' 0 

vice versa.• eta. all ot Which shOuld be without ess~tla~ oha~e. in the ~1gn1f'icanoe 

ot the message. .1'hen the sante21ces may be sh1tted about so that the t~l result 
• 0 • 

bears very little resemblance to the original form ot the- message, ,The best way ot 

approaching the task la · tlr.st to read the meisage over very carefUlly iD order to 
0 0 ' 

get a clear ·-idea of its meaning. , Once that ·is done the principal ideas: are to be 

e:pressed'tn:a form aa different as possible from the orlglnal,.lthout material 
0 0 

alteration in,the intent Of the meaaage. lCase 4) 

With all these preoautlons, lt hardly seams necessar,v ~o remind you that 

encoded or enclphe~edmeasagaa must n9ver be filed with their .equivalent plain text. 

I have personal knowledge of such an instance~ 

All ~e preaautiona that I baye mentioned ·so far are of @.:·general nature, 
. . 

'but 1 must add one mor•: gyER SEND COD~ OR OlfflM MESSAGES BY WI:gi.ESS OR BY Alff 
• 0 • 

MEAl'IS SUSOEP'l'll!LE 01 EaSY lNTgCEPTION WHEN a MORE, SliXlRET MEANS ··IS aVAII.aLE AND 
- 2 

WHEI. 'ME BATTER DOES :p!OT REQUIRE IMMEDIATE AHENTIOE. It there ~e rep_orts upon 

matters ot no particular importance at the moment,··theJ might better be sent by 

courier or through the regular chal'lDela rather than ·~·ransm1tt1ng ,them 'by wireless. 
. •' . 

The reason ~or this is ~hat the greater the amount of traffic an enemy can intercept, 

the greater his c:hano·es' for brealtJ,ng 'into the code .• · Purthermo~e • the ehemy may in 

certain oaaes.ga1n valuable information merely ·from the number ot meas~ea sont .and 
I ' 

their length, w1thou_t baing ln a position to read a single one of -them.· . That applies 

mora to :r.dl1ta.t7 aff~11ra, 1 suppose,. thfm naval. It may be b1t.ereatlng to you to 

learn a few taota bearing upon this phase of the que~tlon by gl~1n8 you· an instance 

from the reo~t .w~r. ~ 1o ~ ..-r· ~\. ~ ~\ . 
tcaae5J A;t,.~~c?~~~· . 

l should think that 1t would be wise to regal.ate the amount ot tratfla 

during an actual state of war so that the en~ can draw no conclu~lo:De' .from the 

number ot messages. In regulating the amount ot traf.f'la,. routine massage-a sueh 
' \ 

~~ daily or wee* reports., especially it they are ot set forms; must be stn'ti \ 
0 ' 

by other means~ They are h~y dangerous because of the sJJnilaritiea of c~nten~s. 
0 ' 

!. "\ 
.. There is a method .of breaking tnto a oode 1 cal~ed the Analogy Method1 ~fch ma.~ea ·, 

\ \ 

\' \ use of just such messages. 

(Oaae 6) 

The seJ;idi:Dg ot short messages should ~a avoided becauee the nature ot 

euch meaaagea 1s. rather limited and lt they are apt to be ver,v trequent'they 

. '• 

•• 0 

' 

\ 
·. 
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constitute tavorite polnta o.f attack. tease~.) 

ODe -.y to ellmimte _th1s 4allger 1s to ~ good use o:t the dWIJDy groups; 

but the1r use must be judioious. ( Oaie a.)· 

The use ot dmrmles ia to be emphasised, eapeo:t.all;y in ph~~a.as or: between 
' . ,, 

words likely to be repea·ted several times ln the aa.me meaaagari e.t ln several messages. 
' . 

The;v must be employed 1n the speU lJlg o.f such words as are not preeent lil the· code • 

.Avoid the use ot words and phra~ea not· 1n the code when other wrds or 
. ' ' . 

Ebraaes with the same aisplticanae are Rresent, )ecause t~ is· abaolutelrneceasary to 
. . ' -~til\' ; 

avoid spelling out,.word& or phrases ai ma.oh as· possible.· ~ere·-a.~~dy~tages in 

spel~lng out such words When 1t is unnecesaal"y and m<?reover suoh procedure- opens the . . 

way tor an at~ok. bf _the enemy 'because it bas been found that ·the apelli;pg groups in 
. ~ 

a code constitute ~weakest slemente. 'e# Mis::: u. 1'he .fewer spelling groups used 
' ' 

the more seau1:e wlll 'be the code. . It may· ao'U;nd. i"a.r .. tetched to you if I tell you that 

the code·ma~,atter a careful study of the text of. a ~onsiderable number of massage~, 
' . . . ~ 

1e able to determine. tor t~~ majority. of the groups that appear·, ~ioh ~s~. 

represent punctuation& 'Vd'lich, spelling groups a which, milita.ey or naval· units; etc. . . . 
In the oawe of the apeli·tng groups after a sufficient number of them have been . . .. '. ... . ~ .. '' 

classified as being spelling groups; there is invo~ved only a more or less sbliple 

case of &ubatltutlon cipher. Once a few ot the spelling groups have- been solved 

a gr~t break bas been made ~to ·th~ code •. Remember then; use the apelllng groups 
' . . ' 

as little as possible.,. and When they must be used exerolse caution. and use your 
' . 

best Judsment • 

. Another_rule; Which seems- almost too obvious to ment-lon.- is ·that all 
. . ' 

operations applyl.ng to the system of enoiphe_rlng' or encoding. must be completed, 
. . 

lt there ar.e t~ee opera.Uona :ia.ece~t~iaey, lt would be highly da~e.rous to.' leave off . ' 

ODe Of" them, Say the f1naJ.·o~. ·1 knOW Of two. caae$ln WhiCh an eno.lpher~r f e.lther 
• • ~ ' • ' ' • r I .. : ' 

through oa.releaeneas or a foolish ·belief t~t one operation wa.·a ~tficient .. left . . . 
I ' ' ' ' 

• • I • • ' ' 

ott the final ·O~eration ln enciphering. The results werell!O..-s$ disastrous-. 
' ' ' I I 

A.ft~r. ~-consideration ·o.f the"·general principles and rules 'th~t ap~j_~<t~, the 
' ' ' \. ' 

preparation ot mespages t we come t-o a discusal.on of. some special and d~tail'.ed tea.tur,s. 

I ~~!J?OS~ •. it ~ were a~ked What is the most important ot the -·~r ~ea w,ith ·. 
: • • ,'1- t 

• ' ; I ' ' : & ', 
regard to 'a.U ~ryptographic :p~ooesses; for the purposes o.f making them secur~, 1· . .,__ 

~ ' I • ' • ~ ,~ 

ahou~d say'~t 1~ ls the principle ot random selection or use ~f a~thl~g pe~taini~. 

•. 

to the sy~tem~ I ~o ~ot. know ~ow to impress upon you the lmportano-~: ot this} ) . ...._"'-
.r --~t 

' " 
' \ 
/~~ 

•' 
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principle. One of the factors Which moat often le~. to a first break into t~e 

· German systems • was the methodicalness of the German mlnd., The typical German 

mind 1s so .:B.as~t.edwith the idea ot doing everything aystemlcaUy apd in 

a.ocordance_ with a set form that everythlng he does must be done .. ~~!.H)pdj.~('t:OJ.jtfSt~:Q:r;.,then. 

When he has once adopted a aysteJil lie never departs from· it Unless it ~~ ~pec1t1cally 

called to his attention. lt was his slavish adherence to.set forms that most often 

gave the leading clues. And it he· waa told that he must vary his procedure, he 

varied it according .. ~ to a aystarnU. 

l must oontesa;however, that our own forces .ere not a grea~ d~l· better 
I ' I I 1' 

in this respect than t~e German. Time and agaIn we ·c8J.led attent~on to the flagrant 

v1olat ions ot the rules by men in ·thh regiment or that regiment. But the ae~iousnesa 

ot the violations, I am ao~ry to say, was little appreciated by the superior officers 

of the men :;mo were guilty, You know how dlft1cult it is to get action on things 
. . 

like this through the usual channel e. The men in act ion think that there are a lot ot 

.. old togi&a ~ack at hea~rtera, Who have nothing to do but a~se themselves getting 

up a lot. ot ~tool rUle a and rega.la.tions" with "ffhich to pester them, They say to 

themsel vea "How the dev-il CS%1. the e~ get anyt~fqlg out of a code message that is . . . . . 
noth~.but a jumble ot letters? If this tilng wer~ not sate they would not give it 

_;-~';, 

to ua".. It mq be that it is pyach?log1oally impossible to maa· most men realize."the . . . . . .. 

seriousness ot the hundred a~d one minute precautions that mnst ~e oba~~ed,.eBCept 
- , 

by actually letting them see how solutions are achieved trom the most slender of 

threads $nd t~ fetched clues. 

Jor example, tn ~lmoat ever,v ~~de tor secret commun1oation1alternates or 
. ' 

varta~ts tor the moat tre~ently used g~4ups are gi~an. I cannot tell you how 

d1tt1cult it is to get operators to use these variants and use them at random. 

A ayatema~lc aela.ction ot those variant• would be dangerous._. for example:,at t'irat 

the German ope.ra. tors had the idea. that it a word, or a spelling group • or a 

punctuation aign ~Qcurred ••veral tlme·a 1z1 a message, the variants wer~· to be used 

ln succession~ the first one;» the first time 1 t waa used, the second the ~eoo:nd time, 

etc, Or lt the group was Ohly us-ed once in a message; the first· variant was .to be 

used.· Suoh:a ptocedure as the'latter does not accomplish.the 'purpose tor Which the . . 

variants are lnteDded. (Case ll) 

Anot~er source ot danger 1s the repeated use of the same express ion, whether 

it be in the begllm1118, middle • or end of. message.. I wOnder how many ot you realize 
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-a-
the danger ·involved 1n such lmpQrtant. parts of a message as the address and Slg11ature. 

' . 
In· cipher work especlally, these two pe..l'ts of ~ message are ·always the first to be 

attacked. low .tf, aa often. happetts, uaaagea oo:ntaln the aame addresses and signature~:J 
' 

ma.J17 times • aolution la partloularly ea17 ln certain forms of ciphers. For example • 

one Of .the safest cJ,~~I knc'11W cp be solv.t.. lt one has two eur ..... +·~sages. iJ?. 
..el',r'1AV~~"'"' ~ ~ ')'tUAA.ef ~ · . 

·- the same ke71\in which 1;h s:t.gna~e is the arne, And recently we ~olved another cipher, 
. . . 

Which was heralded~_ ~~~:ri ~ o·ther expe~t'>as being .abiolutely lndeolpherable by taking 
. . . 

advantage of the fact that. the addresses ot the messages were 1n c lphar too .. even though 
o I I I 

I 1 ' I ~ 

they were all different. lt is not so mnoh t~a fact tbat addresses or signatures are . . . . 

·cbngarol\a as the ~act that the bgjd.nnlne:a ang ends. of_ mea sages arf' alwags .weak points. 

It ls_Just as dangerous, if not.mor~.S~i to have a more or lass set to~ ~t beginning 

meuagfEj suQh ae "A.clmowledgiDg your message number ao and so" o~ "Referring to your 
. . 

message number ~ and ·so" •. 'l'he only guiding point i~ such matt&J"S..·.ca.n .. be- avoid all 
_ I 

0 
: 

0 
< I \'f ~ -" I 'o\ 

0 

I ~,· 

at~!lijBdexpraaaloni and _a4bere to no·ragular fo~s in doing anr!hlng in arxptographic 

' . 

The use of pa:r:Lctua.tion 1i1 a coda or aypber·mesaage, except Wh.a.te the sensa 

would be amb~guoua without it, should be. avoided. 1 should .say that one of the greatest 

sources of clues in. our work on the Ga.rman Trench Codes lay 1n the excessive use of all 
1 

torms of punciaation by the Ge~· operators. 
. . 

There is one. mor.e 9aut1on that I might mention. Never give the ·.eD.eJey" a chance 

to make any deductions with respect to the contents of any massages if it :can possibly 

be ~voided. Let us s~pose for example that th$ units o~ a squadron are 1~ maneuvers • 

. A Short message tollowed by a certain maneuver would enable a vigilant enemy to make 

. certain deductions as to the contents of the- massage Which dictated the movaman_t. 

Similarly a mea.s8&'e sent from A to B, followed by a Short message from B to A, 

followed bJ a rep1t1t1on of the .first message by A Would certainly 1nd1cat.e a request . . . . 
tor re~titlc:n on the part ct B. Or a long message sent by A, then a short message 

f:rom B toll owed by a rep-e_t.i tion of the first message from say the thirtieth group 

would-certainly indicate a statement trom B to • to the effect that the message was . . . 

intalliglbla trom the thirtieth group on. All auch clues must be suppressed. 

l have referred once before to the dangers of abort messages. -A short message 

from A to B tollow.a by a ~ongar message from B to A, say within tan or ti~teen minute_!) 

would indicate that possibly "question and a.nnert had been exchanged be~an the two 

atatlons.),y watch~ theaa ahort messages the initial groups are apt to be aas~~ solved 
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because questions cost often begin .. ith interrogatives suoh as ''When" "Where" "BO'fl'l 

or verbs such as "la" "Are" "Have"·etc. 

!h~ae responsible tor .the uae of code, books should regard it aa'part ot 

their dJlti~a .t~ a.end ~ t~ hea~r~ers from time t~ time a list of words or phrases 

Wblch ar' not. present bi ~~··cod. and Which a~e ~sed sufflclently to warrant their 

belng incorporated. In this connect lo~ I ma.1 t•ll you. of the most peculiar anomaly 

ot the G.e.rman trench code• :It bad no worQ. tor cgde book. Consequently,_, -every 
I • ' • 

reference to it had to be spelled out,. Bow 1t waa the regular practice to notify 

the atat1one, after a new code book went into effect, to re~urn the old codes. 

Cona~~entl'1, in the traffic the (l~st day of the life Of a· new code one:or more 
' . 

messages could always be found tnstmoting the stations to send back the ·old code books. 
'• . 

Since the ·word Qoda Book bad to be spel.led 011t, the finding a~d &olving of such a 
. ' 

message at once enabled us to melt8 a great hole into evar:i new code~ If 1 were asked 
' . 

What word 1n all th~ German mea sages ~ve · the most useful clues to solution, I ahould 

I • say 1 t -~ th~s word "SatzbUchn. This went on tor over two years-all for the lack 
' tive · 

ot a man with B'IU't~cient in~.:ti~ju ~d regard for his dut1 to inform the proper 

author! ties. (case 12 )· 
... 

1 have told Y.ou about some o-f the things ·Which helped us 1n our ~rk on the 

G.erinan codes and ciphers uaed.on the battle front, and have hinted at successes. 
. . 

Of our failures, I have ~old you nothing • and t~ey were many. I am· of the oplnloh 

and have good .reason to suspect. that toward the end ot the war the Germ&n intelligence 

de};ia.rtment gave spacial oou.rs~s of instruct ion 1n the use of code and cipher to the 
. ' 

operators 1n charge of transm1tt1ng OOID1liiUlioations. T.b.e reason I suspect t-his is that 

as time want on the ma.te1tial became ~qreaa1ngl1 ditticult to solve in api-toe ot our 

oon~inu&d experience with tbe material. The en~ evidently came to a realization 
. . . "· . ., 

ot the bnportance of the correct use of their codes and olphars and. the result ~~ . \ 

that a most r1!1d d•sc1pliae ln communications came to be atoroed. They .even ~d\\ 

inspectors Whose duty 1t was to go from sat1on to station and correct the e~rors\ t· 
. . . . '. \ ' . 

being committed. One amusl:ng incident 1n this connection ma.y interest you~ .(paae ~2.) 
. . . ' '"'- l\ 

The idea of having an inspector or a sort of a "Security eenio&" 1e '. '1\ 
. '·.t\ 

'I 

f1211damentally a very excellent one. 1be security service should be • 1_t .seems to m~, 

a branch of the code ·and Signal Section, because .they are in a bette.\' ·position to· \ 
. . . . -.·1\ 

realize aU the 'mistak&s and pitf~ls and the seriousness ot violation's of the .rule~\~', 
' 

and they should also be able to keep a close watch over all the traffic. SUch e. 
,. \ 
'' I, 

department might aaem superfluous but I believe that ln the ·end it· would more ·thaU \ '•,. 

' ·. 
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pay tor itself. A poor code in the hands of .experts can be used more satelg than 
I 

an excellent code in tbe hands of careless or ignorant operators. Final;.ly, ~ 

·might add that no code or cipher system lmown to me may be -said to be· "fool pr~of".~· 
' ' I • 

Since the secrecy of operations ls a fundamental prere~islte to success in warfare~· 

it is hardly necessaty to point ou~.that the proper tratniDg of the personnel Which 
. ' 

is to' be entrusted with the work of encoding and enciphering, and decoding Dnd 
, 

deciphering,· is one of the mo·st important factors in the realm. of milit3\ry or naval 
' . 

aoienee .. 


