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WARTIME ACHIEVEMENT ON MAJOR BRITISH SYSTEMS

One of the most striking and significant facts about the
German naval communications intelligence organfsation vas its
emphasis on low-level codes. An enormous amount of time and
energy vas devoted to them throughout the war, and usually paid
for itself in terms of current reading, ~if not in terms of in-
telligence value, High-grade machine systems, at the other
extreme, vere largely neglected, or tackled with faint hope and
correspondingly sparse revards. The most uncertain but alsoc the
most dramatic results vere obtalned in the middle ground - that
of major British non-machine systems.

If the average of success on the minor codes is represented
graphically by a more or less level line, success on these major
systems will upeear in the form of & wavering curve - climping
to & peak in 1940, sinking in '41, reaching & high peak again
in '42, dvindling through early 'ﬁ}, and dropping out of sight
in June of that year. The temporary sags and final downwvard
plunge are directly traceable to improvements in cipher security
introduced by the British.

As we have already indicated, available sources permit a
thorough study only of the British decryption unit, under Tranov.
A glance at Chart C at the end of Chapter II will shov that the
maximum of var-time effort was concentrated here. The most im-

ortant systems handled by the section vere Naval Code #2
German cover-name Munchen), Naval Cipher #4 (Koeln), and the
combined Anglo-U.S. convoy cipher (Combined Cipher #3; Frankfurt).

Success on these systems seems to be connected in a start-
lingly 4direct way vith German ocperational successes. For this
reason it seems worthvhile to attempt a brief narrative history
of var-time achievement on them. Important cryptanalytical
developments will be discussed as they occur, but the primary
aim is to give a rapid general view of the triumphs and failures
involved. (For a list of British systems handled during the
var, see Appendix B at the end of this Chapter.)

The Outbreak of War

At midnight on 26 August 1939, five days before German
troops invaded Poland, the British introduced far-reaching
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changes in their naval codes, Eight gf these were being
handled by Tranov's section at the time. b The volume of
traffic in the two most important-Code 2 and Cipher 4 ~ was

small before the war. An average of 15 messages per day vas
received in thtug?rnnr, and only 15 to 20 percent of the material
could be read. No comparable figures are available for
Cipher 4, but the percentage was probably lower.

As soon as war broke out, the volume of traffic in &£11 sys-
tems increased encrmously. The section was temporarily snowed
under, not only by sheer quantity of material but glso because
the new recipherment intrcduced on 26 August h&?ug? be solved.
All work on Cipher 4 was temporarily abandoned. Code 2,
however, was being read 35 percent by October 1939. It contained
a certain amount of Information on the war-time organization cf
the British Navy and the disposition of the Fleet. The effects
of the torpedoing of the "Royal 0ak" in Scapa Flow and of German
battleship activity in the Channel area could be followed in
the Traffic., 3Some data was also obtained on British convoy ser-
vice.

But Code 2 dealt primarily with patrol vessels. The cipher
was the chief source of informetion on heavy forces. Work on
this system wvas taken up agaein as soon &8 more personnel vere (85)
available, and the traffic wvas read with some success in November:
There had been a 100 percent increase in volume. The daily
Admiralty submarine surveys vers folloved, as vell as details of
British fleet disposition and cooperation with French naval
forces,

It was clear by January of 1940 that the Cipher had far out-
stripped the Code in importance. In March reading this traffic
permitted the Germans to score a major coup, in what was pro-
bably decryption's greatest single strategic contribution to the
wvar: "Operation Stratford".

Norway: "Operation Stratford"

In mid-March, 1940, Cipher 4 traffic revealed plans for an
Anglo~French gg?odition against Norway, under the cover-name
"Stratfora”. ( (For translation of pertinent passages, see

Appendix D at the end of the Chapter.) The Germans seized the
initiative and invaded Norvay on 9 April; the juggernaut was
in motion.




“ne Clpher was read currentily during the campalgn. Exact
data on Dritish counisr-measures, such &3 landing fields and
the arrival of transports at Harstad, were known of in advance,
permitting the Germans to take appropriate action.

When Jorway surrendered early in June, the decryption unit
recelved & windfall of captured documenta.(47 The Norwvegians
had been equipped with Code 2 code books, as well as several
other Lypes, which now became avallable for study in 3erlin.
Apparently no Cipgher 4 data were capiured, but tho new store of
materlal was fully expiolied as an aid fto reading this cipher.

he liorwegian eplsode was o banner period for Tranow's sec-
tirn. He was forced Lo rest on these laurels for scme time.
By Aupust new decryption proolems had arisen which accumulated
steadily during tue following year,

The British Improve Their Cipher Methods

A general cip?gg change took place in Cipher 4 and Code 2
on 20 August 1940, (#3)  qye latter, formerly & 5-place number
code, nov became /}-place, similer to the Cipher. Both systems
vere equipped with 5-place indicators. One hundred thousand of
these were divided between them, in & méanner unknown to the
Germans, 8o that externally the two systems were indistinguish-
eble, At the same time separate Cipher 4 keys were introduced
for the following areas: 1) North Sea and North Atlantic; 2)
Mediterranean, Ecst Indies, and South Atlantic; 3) East Asia,
Australia, and Newv Zealand. There were also s?gggate keys with-
in these areas for different trafflc circuits.

In October the Code was subdivided into 2 systems, one to
be used chiefly for patrol vessels, minesweepers and local con-
voys, the other for personnel traffic and independents in the
South Atlantic and Indian Ocean. An innovation was introduced
in the latter; special reciphering on t?g ?no hand for the ad-
dress - on the other hand for the text. (-0

Thus in the latter half of 1940 the task of Tranov's sec-
tion became increasingly complex and bewildering. The Code was
neglected in favor of the Cipher, where success wvas meagre,

Then, on 20 January 1941, a serious orisis arose. The
British introduced enciphered indicator groups for Cipher 4 and
Code 2 and(gi} German decipherment of these systems stopped

instantly. Headquarters wvas deeply shaken. Teubner, then
head of communications intelligence, ordered that & directive




be sent to al) groups and flotillas varning them that no in-
formation on the positions and movements of British surface
forces could be expected for some time, owing to a "basic"
cipher change -- as yeot unfathomed.

Intensive research was begun on the newv problem. The
nature of the change wvas soon determined, but the amount of
actual reading done remained negligible throughout the summer.
As was usual in such periods, the less important and leas sec-
ure systems wvere heavily exploited.

On 1 September 1941 the general indicator group book for
the Cipher and the Code changed; it ?gg’nn extremely difficult
to disoriminate between the systems. Four-place non-
enciphered indicator groups had besn introduced. This would
have made reading easier -- once the traffic was differentiated,
if the Germans had had time to take advantage of it. But in
tvo months the indicator book changed uguin,(339 the whole pro-
cedure of discrimination had to be repeated. Cocasional
currency in reading the systems was achieved in the interim,
hovever, and again in December 1941. Scattered information was
gleaned on convoy and mership routines, the maneuvers of heavy
units vere folloved sporadically, and Admiralty's daily surveys
of German submarine positions were read.

On the 1lst of January, 1942, these sources vere cut off
temporarily. The British issued nev code books for both "tBRT"
and introduced nemerous one-time cyphers for special areas.
Reconstructing the code books wvas only & matter of timgﬁ but the
ono-tinn(géyhora vere, as Tranov puts it, "invulnerable"., The
starting point and recipherment for individusl messages
vere used only once -~ never repeated. Increased use of this
"abso}gg,ly secure” method hampered decryption throughout the
yeoar.

The Cipher, sspecially, was affected. In addition to the
one-time pads, increasingly frequent recipherment changes vere
introduced. Half-hearted attempts to apply IBM tochn*g? 8
vere made and failed; reading wvas no longer poesible. 158)
Morale problems became acute during the summer and fall,
and by December most ?; he Cipher 4 personnel had been trans-
ferred to other work.(59) 4 chapter which began with "Operation

Stratford" had closed.

In another respect, hovever, 1942 vas a year of signal
triumph for Germsn communications intelligence. The combined
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Anglo-U.8. convoy cipher was broken, rgad with a high average
" of success, and its intelligence acted upon by the German sub-
marine fleet.

Combined Cipher No. 3: A Triumph for German CI

The Combined Cipher for Atlantic convoys was introduced in
October 1941, before the United States entered the var. On 24
Jtnu1§3)1942 a special subsection took over work on this traf-
fic. It vas read about 100 percent during February and
March, 80 percent from June to mid-December and agein wit?sg?ne
success from February to June 1943, vhen it vas replaced.
During this entire period Allied shipping losses in the Atlantic
by U-boat action averaged 360,000 tons monthly; after June 1945
the average dropped to 60,000. Undoubtedly other factors vere
involved, but the inference seems clear; decryption had made a
vital contribution to the var. (See the Chart at the end of
this Chapter.)

The first gap in the long history of success on the Combined
Cipher came in April and May 1942. On 1 April indicator groups
for all 4-place number systems changed, and the two 5-place
groups vhich ggsnsrly had distinguished Combined Cipher messages
discppcnrod.( An enormous amount of work vas required to
handle this mass of externally similar material. A general re-
cipherment change on 1 May lfg }ndicator group change on 1 June
added further complications. (6>

But the decryption unit had better luck than it had expected.
The summer and fall wvas a peak period. Extensive use vas made
of IBM cards, especially after the 1ntroductio?si? August of
separate reciphering for the address and text., This had
already taken place in Code 2 and Cipher 4. No serious difficul-
ties were involved here, as long as the keys remained in force
for & month. later in the year they began to change semi-
monthly and readingslowved down.

The second ma jor breakdovwn in German success with the Com-
bined Cipher came in December 1942, On the 15th of that month
the British reintro?gg,d enciphered indiocator groups for the
three main systems. Code 2 and Cipher i were being read
almost currently prior to the change. Now a severe drop occur-
red. The U-boat var vas arrect?gé Cominch demanded swifter and
better results from deoryption. ) An upheaval took place in
the British section. Nevw working methods were formulated and

5




1ntroduood.(67) The Combined Cipher staff was doubled by the
addition of former Cipher 4 personnel. Nevertheless it was
clear, Tranov remarks, "that under existing circumstl?gg’ the
former peak of deoryption success would never recur.”

It vas estimated, that henceforth current reading would be inm-
possible unti) at least six months after & code book change.

As ve have indicated, some reading wvas achieved on the
Combined Cipher in the spring of 1943, This was due in part
to the fact that the code book remained in force longer than
usual. On 1 March the Code 2 book ehanged, but the Combined 6
Cipher continued as before. Tranov found this "altounding”.( 9)
He hazarded two reasons for vhat seemed to him gross negligence
on the part of the British: 1) the Combined Cipher, though cer-
tainly more important than either Code 2 or Cipher 4, vwas used
less extensively, and 2) out of about 2500 4-part number mes-
sages per day, it would be extremely Aifficult to separate the
150 - 180 messages sent in the Combined Cipher. Aoctually this
feat was accomplished by IBM techniques, and the U-boat could
again be supplied wit? ?ltl on convoy movements in the Halifax
and Gibraltar areas.\70) The Combined Cipher was withdrawn on
10 June 1943, and replaced by Raval Cipher f?. This nev com-
bined system vas never read by the Germans, 1) fTheir period of
triumph ended abruptly.

The Decline

Fpom June 1943 until Germany’s surrender in Msy 1945, the
story of the British decryption unit is one of frustration and
fajilure. The vheels continued to revclve, chiefly on their
ovn momentum, but the production line was almost bare.

The two finel and conclusive improvements in the main British
systems occurred in December 1943 and January 1044, One was the
introduction of & stencil subtractor making possible a daily
change of kxey (on 1/12/k3 for Code 2 and 1?1/&4 for Cipher 5).
The other was the adoption in January 44 of a regular six month
code book change. Formerly the recipherment keys had changed
every 7, 10 or 15 days, and the code books every 14 to 18 months.

The whole status of decryption was altered as & result of
these developments. Tranov summed it up &s follovs: "Reading
the systems for operational value vill no longer be possi?%!)
except in cases where the current code book is captured.”

In that event, solution of the dally key w~uld be possible

6
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Tranov managed to retain a staff to meet the possible con-
tingency, though some voices vere raised in protest. Germany's
military situation was despsrate. The possibility of capturing
enemy documents became more and more remote, and it seemed un-
likely that decryption would ever, again make any vital contri-

buti:n to the var., This pessimism-was fully justified by the
event,

At the end of 1943 or early in 1944 (the exact date is un-
certain), and exhortation to all naval RI personnel appeared,
vhich seems implicitly to accept the failure of oryptanulysis.(72)
It suggests an alternative: the development of traffic analysis.
This brench of communications had been neglected to a certain
degree in favor of cryptanalysis. A higher standard of perform-
ance vas nov required, Traffic analysis, it is stated heres,
could not equal decryption in military value, but since the
latter's task had become so difficult, the former would be forced
to assume greater burdens. '

A general report on the status of naval cryptanalysis,
written in March 1945, contains the follovwing suceinct statement:

"The main enemy systems - British, American and Russian -
have been so much improved within the last twvo years
that their recipherments are either completely secure

or can be solved only with an enormous n?,gyr of person-
nel and & maximum amount of difficulty.”

Actually, currently readable traffic wvas by then limited almost
exclusively to British coastal and tactical systems, and the
Merchant Navy Code,

The statement quoted above expresses & fact, It also im-
Plies an attitude. There could be no question of recovering
lost ground; the game was up. This tone had become increasingly
apparent in the decryption reports of the two preceding yuvars,
It gave the occasional pep talks and assurances of final success

& peculiarly hollov ring.
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A NOTE ON AMERICAR SYSTEMS

TP ESRORET-ULTRA

The main intention of the preceding pages was to exploit
available sources for the story of German achievement on ma jor
Allied systems., As & result of this emphasis ve have neglected
those areas of activity which vere scantily documented or which
led to meagre success. German attacks on American systems fall
into one or both of these categories, However, a word should
be said on the subject.

All combined ciphers were handled by the British section;
hence German study of the Combined Cipher Machine (CCM) may be
followed in the decryption reports. In April 1944 the appear-
ance of a new type of machine traffic was noted. It vas des-
cribed ?2 five-place letter traffic with & pronounceable indi-
cator. (/%) "During the investigation which proceeded throughout
the sunmer, a table of these initial 1?9§?ators vas compiled
to facilitate recognizing the traffioc. In October seven
messages with 1ldentical first and second indicator groups were
discovered; it wvas deduced that the system involved non- 6
reciprocal substitution alphabets and was based on plain text.(76)
Research on the CCM ceased on 31 January 1945,

The Navy Hagelin and the strip-cipher DUPYH were handled’
in the American section. We have no decryption reports from
this section}; according to Schulze, vho headed it from January
or F?bﬁysry 1944, all records were destroyed before the surren-
der . (7 Our only socurce of information is the testimony of
various P/W's which is in many instances conflicting and obs-
cure, Apparently no more than tvo or three days of traffic in
the Navy Hagelin system were read, though one I-report states
that it wvas solved except for & method of determining t?e ?rua
settings, which was subsequently learned from the Army.\(7°

The Japanese Nevy &t one time gave & set of DUPYH strips
and settings to the Germans, enabling them to read the traffic
until the keys went out ?go orce, It is stated that no real
intelligence vas gained, but the Germans vere thus given
an insight into strif methods. Nevertheless, no other strip
systems vere solved.(81

Kapt. Otto von Baumbach, chief of the Naval Intelligence
office, and in general a great admirer of the vork of RI,
stated that no information of ln¥8§’1un vas gleaned from the
study of American naval systems. . .

8

R )
TR Qe
SRR




: N oy iREf ID:R66767
Lur'y

CONCLUSICHN
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We have discussed German pre-var and var-time decryption
activity in so far as we know it chiefly in terms of outward
achievements. In order to assess the reasons for those achieve-
ments, and for the fallures which accompanied and finally out-
veighed them, we must look for a moment into the inner workings
of the organiegation.

Thoroughness, efficiency, technical skill and ingenuity
vere all present in & very high degree. These factors encouraged
the development of speclalization, of carefully formulated and
executed patterns of work. When applied exclusively to lov-
level systems, as in the pre-var years, they brought almost
certain rewvards. But when these familiar methods were carried
on into the wvar some of their inherent vealnesses gradually
became apparent.

During the first few years of the war, as ve have seen,
German decryption scored heavily against lts primary target--
the main Eritish systems. As these aystems became more and

bre secure, success in reading them diminished. By 1944, the
-curlative veight of difficulties had finally crushed all German
efforts to overcome them,

The first point to be noted in this connection is the ex-
cellence of British cipher security; certainly the Germans
faced a formidable obstacle. But thers is a further considera-
tion. Because cf a long tradition of success with hand methods,
the Cerman naval cryptanalysts tended to regard them as the
ultimate decryption procesa. Engipherments which vere beyond
the range of hand methods -~ such as the one~time pad and
machine systems -- they were apt to consider unhreakable.

(Their faith in the security of the Enigma is a case in point.)

As a result of this conservatism, the naval decryption
section wvas slov to grasp the vital importance of machine tech-
niques. The development of the Hollerith section (discussed
above under 'Administration? illustrates the lag between
"aigoussion” and actual execution of & nev idea. The convic-
tion and drive necessary to cut through tradition vere lacking;
innovations were introduced only after crucial time had been
lost, and often depended entirely on fortuitious circumstance.
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Coupled with this cauticn in taking up new methods vas
an insistence on current production, This could usually be
achieved with the lov-grade systems by routine procedures,
but the development of a radically new technique for the more:
secure systems might have meant & long periocd of suspension
hefore any results vere arrived at -- or ultimate failure, It

would be a gamble -- &n enterprise which the naval cryptanlysts
vere apparently loath to undertake.

¥ith all its proréaaional efficiency, the German naval
decryption organization seems indeed to have suffered from a
basic dry rot of conservatism and inflexibility.
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READING ENEMY TRAFFIC

APPERDIX A

Notes on Personnel Requirements

In March or April 1941 & total of 64 men were assigned
to the Naval Cipher, on & 4-vatch basis. Four more were
neesded per watch. A total of 40 men were assigned to one
of the subdivisions of the Naval Code, and 8 more were
needed. The other subdivision of the Code had 7 men, work-
ing only by day. Six more men vere nzgg’d to bulld up & 2-
vatoh schedule, The total complement desired for the

main British systems alone was thus 165 men.

In March 1945 naval decryption® total perscnnel require-
ments vere stated as follovs: for current readable traffic
of all countries - 152, ig{ research on main British systems -
85, thus & total of 2k0,(5%)

From January 1944 to January 1938, the atggs of the
Naval Code subsection dropped from 198 to 9k,

Tranov states that he vas employing about 150 men at
the end of 1940, By December 1942 his staff had increased
to about 275. He vanted to double the number, but did not
succeed in doing so. In February 1945, he remarks bitterly,
the total number gg personnel in the entire cryptanalysis
section vas 275.(86)
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READING ENEMY TRAFFIC

APPENDIX B

LIST OF BRITISH AND COMBINED SYSTEMS
HANDLED DURING THE WAR

The following information wvas taken from T-517 through T-520,

passim, and from I-12 and I-93.

System German Covername
Naval Cipher Koeln
No. 1}
Naval Code (braun and blau)
No. 2 Muenchen

Combined Cipher Frankfurt

No. 3

Interdepartmental Bremen
Cipher

Interservice Dangig
Code

12

Remarks

First read mid-October 1939.
Peak reached in 1940, In-
creasing difficulties after
January 1942, No longer
read after mid-194%,

Read with considerable suc-
cess, from start of war to
December 1943, but with
frequent gaps. Not read
after January 1944,

Introduced October 1941,
Read about 80% from February
1942 until 15 December 1942,
Difficulties, then success
in April and May. System
replaced in June 1943,

Work begun mid-1940. Read
sometimes up to 1004, In
force until end of 1942.

Apparently replaced inter-
departmental Cipher in July
1942, Not being read by
November 1942,




s iﬁgffF ID:A66THINM QI |
. i % L

System

Naval Shore
Code

Fleet Code

Mersigs

Bentley's Phrase
Code

Government Tele-
graph Code

Auxiliary Code

Delivery Groups

German Covername

Stettin

Hamwburg

Gallien

Tatra

Alpen

»
!

Remarlks ! \iﬁ\

Worked on with little suc4i
cess in 1941-1942., Volume'
of traffic small. !

Worked on throughout the war.
Very little traffic -- few.
results. Attempt to read! '
North African 1andm§ traf-'
fic with captured code-book .
unsuccessful, oving to ex- [
:enaive use of covernames in
th. R K

Work begun spring 15%2. \Read
currently from start of 1944
to end, except when one-time
pads vere used. ‘

Worked on in 1943, Work:
stopped in May 1944, after
introduetion of one-time pad
traffic. .
Read with some success in
1940. Most of traffic trans-
ferred to Naval Shore Code’
ighkghl. Work stopped during

Worked on at start of war.
Pinch of code<book in Ootober
1940 led to current reading.

Worked on from start of wvar,
Often uaseful for reading
other systems, and for traf-
fic ampalysis. Read currently
at times in 1942 and 1943,
Not read after Februiry 1944,




3%
System German Covername
Nyko Taunus Rhoen, also Worked on in 1943, Volume
Syko Taunus usually too small for cur-~
: rent reading. Work stopped
_ in 1944,
(Torpedo A/C Spessart Work stopped July 1944 --
Code) volume too small,
Small Ships
Basic Code
Cofox Hunsrueck ;
Nedox Mcst of this traffic read.
Poxo Eifel currently in late 1943 and
Loxo (Loxo also called ) throughout 1944,
Deister in Medit.
area)
Traxo Suentel
Becco Harg Coastal convoys, chiefly in
Liverpool area. Out of
force September 1943,
Apparently read up to this
time L ]
Bridford Code Ruegen Pinched from British speed-
boat in November 13943,
Traffic between Admiralty and
tvo steamers in Swveden, also -
battleship flottila. Coples
sent to outstations for
irmediate reading.
(Fq 003) Used betwveen "Shipminder"

and "Shipminder London".
Apparentiy read.

(pq 008) Interallied. Used in landing
and supply operations, Dif-
ficult to read because of
mAny covernames and abbre-
viations within text.

14
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System German Covername

Combined Assault
Code

Combined D/F Stralsund/Kolberg
Reporting system
Combined Cipher Ulm

Machine

Tauern, also Altona

15
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Remarks

Used in North Afriocan and
Normandy landings. Special
systems for Atlantic and
Mediterranean invasion
coasts, Traffic in former
partly read in fall 1944,

First appeared August 1943,
Reasons give: 1) lack of
personnel, 2) traffic not
operational.

Worked on from May 1984 to
January 1945, Not broken.
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READING ENEMY TRAFFIC

APPENDIX C
Berlin, 20/1/1937  Part of A III b 2128/36 Top Secret
1) To: Abvwehr III £ West
Sub ject: British number messages
Reference: Abwehr 1579/36 Top Secret III £ West of
2/10/193%6

LY

1) The British number messages which you sent could not
be deciphered, since they alsc lacked all the characteris-
tics essential for decryption (such as call signs, origi-
nating stations, receiving stations, time/date groups,
frequency data, datea, etc.) Moreover the amount of traf-
fic is not sufficient to permit a break by means of sta-
tistical data,

2) Again ve wish to emphasize the fact that as far as

Italy 1s concerned, the German Navy disolaims all interest

in British Naval traffic owing to the suspension of intel-
1ligence activities (B-Dienst) against England. Therefore

the Italians are under no circumstances to be allowved to
form & different impression. For this reason 1t is requested
that the Italians be informed that they should no longer
relay any British traffic to us since it will not be de-
ciphered here,

Besides ve have no interest at this time in British traf-
fiec.

2) Pile under A III b Top Secret 5-1

(39)

Signature

Tr-SEREF
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READING ENEMY TRAFFIC

APPENDIX D

"OPERATION STRATFORD"

(Extract from reviev of work done on BEritish systems
from 1939 to 1941, written by Tranow).

...In mid-March the Anglo-French assault on Norway -«
known by the cover-name 'Stratford' -~ was learnt of
through Koeln (Naval Cipher #i). Standing readiness 48
was ordered for the troops and 95 for the convoys...

...As soon as the (German) attack on Norway began..
it was possible to read currently of almost all the
British.,.countermeasures, The proposed landing fields
.+. Were known., The arrival of transports at Harstad
wvas determined exactly to the hour, and so far in advance
that our own (i1.e. German) forces were able to attack
them,

The strategy of cooperation of the French and
British surface forces and their combined action in this
campaign were alsoc revealed through Koeln. Even the of-
;100?87}n conmmand wers determined by means of this traf-

ic.
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3 T-514
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25 I-93, p.
26 T-519
2 T-514%, 6 llly 1935
2 T—Sl , 8 March 1940
29 T-514, 22 March 1935
>0 T-514, 27 May 1933
31 T-541, 25 August 1937
32 T-51%, 7 June 1937
2 T-514%, 5 June 1937
3 T-515, 18 July 1939
35 T-51%, 30 May 1935
36 T-514, 22 March, 30 May, and 12 November 1935
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T-51%, 9 September 1935

T-51%, 9 July 1935

Tranovw's Report on British System with 4-place
recipherment, 13 April 1939,

Originally a part of T-517; filed in its
chronological position in T-515 by OP-20-G.
T-514, 2 January 1937

T-514
T-514,
T-517,
T-517,
T‘517)
T-517,
7-517,

T-520,
T-519,
T-519,
T-519,
?-520.

~520,

6 January 1937

23 September 1937

13 October 1941, p. 3

13 October 1941, p. 1

13 October 1941, p. &

13 October 1941, p. g

13 October 1941, p.

13 October 1941, p, 11
13 October,1941, p. 12
13 October 1941, p. 14
23 January 1941

19 September 1941

11 November 1941

21 December 1942

31 May 1944

2 QOctober 1942

3 July 1942

3 September 1942

8 January 1943

6 February 1942

4 Aprii 1942

12 May and 5 June 1942

20 August 1942

16 December 1942

1 June 1944

8 January 1943

1 June 1944

19 March 1943

19 March and 2 April 1943
1 Junes 1944

(date uncertain, late 1943 or early 1944)
March 1945

18 May 1944

16 June 1944

5 October 1944

9 January 1945

10 March 1945

I"‘lul’ p

I"G’ I

[ ] 2
-1y

I-93, pp. 8, 9;

I-6
1-147,
1-165

pp. 15, 16

P. 25
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§8 ; T-516, (undntodﬁsnnrch or April 1941)

T-520, March 19

T-520, 9 January 1943

1—12, po 5

T-517, 13 October 1941, pp. 7, 8, 9
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. RELATION OF GER I INED CIPHER TO
. ALLIED SHIPPINGH%g§§5é8f§E§%%7 NTIC
@@ ; ’l
\.Jm}, i
3

A11 important convoy traffic
{ read: Feb - Mar 1942

l‘i

-

{June { Naval cipher~#3 80% read
{July! June to 15 Dec. '42 [

' Sept
i0ct
ov g Introduction of ciphered

Iy _
J%?;.iindicator grotps 15712/ ' Decryption difficulties

L

I in Dec. and Jan. '43

AN — e o m— L A—— ¢

4Feb E Considerable success 1in readin%_
: combined Cipher #3 Feb-June '4
?Mﬂr . Data galned in time set U/B

; against convoys i
4 AEI‘

May
ﬁJunef { Change in system 10/6/43; not read henceforth

gJuly. }
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