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MEMORANDUM FOR THE MEMBERS OF USCIB:

Subject: U.s.

References:  (a) USCIB 29.5/2 of 7 October 195k.
(b) USCIB 29.5/3 of 27 October 195.
( _c) USCIB 29.5/5 o:,ﬁ'_,/l"5 November 1954.

ing/forth certain recommendations regarding
“was considered by USCIBEC on 22 October 1954

and with certain additional recommendations forwarded by reference (b) to
USCIB for final approval under the interregnum procedure. Reference (c)
was the notification of USCIB approval of the action proposed in refer-
ences (a) and (b).

2. In accordance with the references the Army member has submitted
the enclosed plan for consideration prior to taking any further action.

3. It is considered that vote sheet action on the enclosures would
be helpful in arriving at a decision. Therefore, it is requested that
the members indicate on the attached vote sheet their views with regard
to the enclosures and return the vote sheets to this office by the close
of business Monday, 31 January 1955.

Enclosure
A.C. of S. Serial 22262
dtd 18 Jan 1955
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DEPARTMENT OF THE ABMY
OFFICE OF THE ASSISTANT CHIEF OF STAFT'

, INTELLIGENCE
WASHINGTON 25, D. G.” = '
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MEMORANDUM FOR: THE EXECUT;VE”SECM;ARY, USCIB

SUBJECT: Proposed| _ ’/ _ ] (1s)

l. In accordance w:l.th 'bhe USCIBEG recommendat:.ons set forth in USCIB
29.5/3, 27 October 1954, and as approved by USCIB (USCIB 29.5/5, 15 Nov

1954), it is ood that the present informal arrangements which exist
Iﬂ n variou JOMINT units and U.S. military COMINT activities in
are unsatis actory and that it is now desirable to forma.llze these

arrangements at a govemment.-to—goven:nnent. level in the form of a third
party agreement within the limitations prescribed in paragraphs h and 5
of Appendix P to the UKUSA Agreement. ; : ‘

A

2. In a memorandum from the Chairman, USCIB fo:- the Cha:.rma.n I1SIB

(CIB 00049, 30 Apr:|.1 1 subject, "U.S. G(MINT Arrangements w:.thl |
units or Persomnel i ‘m LSIB was informed he principles an pro-
cedures governing U.S. COMINT arrangements with inits or personnel in

[_1 and advised that Director, NSA, would consult with Director, GCHQ,
on technical problems involved. The prmclples and procedures agreed. upon
were contained in USCIB 13/331, 16 April 5 3. One feature of these arra.nge-
ments was that all equipment issued to units was to be on a loan, ex-
cept that equipment which had been issued up to that time on other than a
loan basis which was exempted from this requirement. In other respects:
the provision of assistance and limits of operational support were not to
exceed the prov:.sions of paragraphs 4 and 5 of Appendix P UKUSA Agreement.
Accordingly, it is felt that the proposed Third Pa.rty Agreement can be
negotiated without LSIB approval provided that prior to implementation
GCHQ is consulted on the techniecal problems involved, such as sterili-~
zation of raw traffic, However, in view of previous notice to LSIB of
the existing arrangements, it is considered advisa.ble that pr:n.or to ne-
gotiation of the proposed agreement, Di 1
terms of the U.S. intention to effect
and the extent of the U.S. assistance and support contemplated.

3., Coordination between the Army and NSA has result.edi in the under-
standing that after the initial approach by General Hull ¢
has been effected, the technical guidance to be provided by the Director,

Enclosure with USCIB 29.5/6 dtd 19 Jan 1955.
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SUBJECT: Proposed ; —GES)—

NSA, as agreed by USCIBEC and approved by USCIB, will include the reSpons:L-
b:.l:.ty to determinie that the Agreement is: ;

a., in consonance with the Terms of Reference, and
b. appropriate for implementation.
This understanding was based on the assumption that implementaﬁion of the
Agreement, coordination of Service participation, and direct contap

the provision of technical assistance, liaison and guidance to t.he
COMINT Authority will be the responsibility of the D:.rect.or > NSA

4. In consonance with the above, the following papers are :mclosed
for consideration and approval by USCIB: ‘ ;

a. Statement of broad objectives and general terfns of U.S. position
on U.S. collaboration with the

b, Aide Memoire for use by General Hull in hisr‘"s appﬁroach to]

¢. Minimum Security Standards for the. class1f1cat:|.on, d:x.ssem:.nat:l.on,
transmission and physical security of COMINT, " o .

d. Suggested organization of the COMIN‘I‘ effort..

e. Terms of Reference for use by U. S. negotlat:.ng team.

(SIGNED)

ROBERT A. SCHOW
Ma jor General GS
Deputy G-2 (an Opns)
5 Incl i
1. Statement of Objectives
and Terms
2. Aide Memoire
3. Minimum Scty Stan
4. Suggested Orgn of
COMINT Effort EO 3.3(h) (2)
5. Terms of Reference PL 86-36/50 USC 3605
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STATEMERT OF BROAD OBJECTIVES AND GENERAL TERMS OF U.S, COLLAECRATION WITH

General Hull will attempt to obtain approval in principle from aubhqi‘itative

representatives of the| |for a formal and stable s, ccnm*r

Agreement. The U.8 position will be sta.ted along the following lines-

a. Relations between the U.S. amd the various

|have been quite eatisfa.ctory a.nd, it :l.a

believed, mutually beneficlal to all parties ct:»nc-e:meo.°

b. With the new gitustion arising from the

the U.8. velieves it desfrable that the severa.l a.rrangexrbs tmd understwdinge which
have developed over the past several yea.rs with eaeh of the-com activities
be placed on a stable and suthoritakive ba.sis., | ‘

¢. In the interests of maximum benefit to both couni'.riea, :lt is requested

that th4 des:lguate a single cmm'.r authorit:{ s:ith whom effective
arrangements and procedures can be developed. |
d. With a aubtunl agxeement on ba.a:lc sta.nﬂards of security, the U.8. is

prepared to furniash certain equipment and infomtion inr-lud.ing advisors, t0 enable

the establishment and ma.intenance of an efficient onmw serviee.

e. The U.8. would expect to receive tha product of th OMINT

activities to satisfy its neceds for 1ntellig¢=nce, ' In certain eases where the U.S.

hed specific requirements for infcsrnntion which Lauld be satisfied by the

CCMINT service, it would be expected that every errort; would be mede t-o prcvide the

dats.

f. These arrangemenis ave mzpplementarj to‘ hose conceming U.8. COMINT

which are easential to the securi'by

U, ’S. forces and the provision

of certain imedmte and high pricrity ma.teria.l U.S na.tional interest.

g. There will be no disclosure of thesa arra.ngbments or resulting

agreements by the

\ 'y, and all materisls will be
exchanged only with the U.S. - '

h. The above prineipleé*arm z?éﬂécte we Aide Memoire for Genersl Hull

anti the termsr of reference for the nngotia.ting a.m

0 3.3(h) (2)
PL 86-36/50 USC 3605
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AIDE MEMOIRE
ON
UNITED STATES ~ RELATIONS IN THE FIEID OF
COMMUNICATIONS m'ﬁELLIGE;'\EE
l. During the | close cooperation and teamwork
was developed between the comminications i:i‘gtereept units of the and

American ilitary Services
. This spirit of cooperation has oontinued into’ thﬁ
| |and serves to keep both our natione alerted a‘,ainst the

possibility of mtnre acts of aggression by potential enemies. : ;

2, In the present period of relative calm, we have been able to review
many of our wa.rt:.me arrangements, including this cooperation in the field of
Communications ]’ntelligence, with a view to improving such arranganents and
effecting economies wherever possible. Since the success or the commnications
Intelligence effort is ot vital importance to the future eecurity of both the

United States and the | any improvements which can be made in

our Joint effort in this rield should receive the careful attentian of both

Governments., y : o L
3. The continuing euecess of any commmicat.ions intEIfl.igence’J effort, how-

ever, is predicated or based in a large part on keeping aJ.l knowledge of any
success gained away from the enemy Otherwise the enemy might- take measures to
change his codes or ciphers and comrmnica.tions security oroeeduree. Such measures
could result in the loss os cancella.tion of gains which had been achieved prior to
initiation of these measures by the eneuw The sensitivity of the communications

intelligence effort and the necessity for the utmost eecur:.ty in all aspects of
this effort is therefore evident. The importance of security is such that the

U.S. looks upon its communications intelligeme effort a.e semething which normally
must be kept strictly within its own national frameworlg controlled by one central

authority, to the exclusion of eolla.boration even: ..11;,1-. friendly foreign govern~

ments, and as something which must be establie{}zedi gqitied, and operated separately
lbweVer, in view of the unique and

from other or general intelligence a.ctivities:a

friendly relations which exist betwesn t.he| Iand the U.5. and taking

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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into account the historical association and common objectives of our two govern-

ments, I have been authorized to suggest a closer liaison between ther and the
U.S. in this important field of ini;elligence activity. In this respect the U,S.

recoznizes the valuable contribution which the varlousl COMINT aef.ivit.ies have

made to our common effort| as the result. of the

arrangements and understandings which have developed over the past'. several years

with each of these|: COMINT activities. In order to foster, develop, and pro-
mote this relationship and thereby achleve the max:.mmn possaible benefits to both
countries, it is suguested that collaboration in the COMINT field be established
on an authoritative basis in the form of an a.greement. which would set forth the
extent of the collaboration and the technical details thereof To this end, the
J.S. is prepared to mrnish certain equipment, logistic support information,and
advisors to bring about the establishment of an effect:we, int-egrateq, and centrally
contmllCOMIﬂT service. | |

4o It must be empha.sized that the United States is umrilling to invest its
resources in separa.t.e agreemenbs with your individual Ailitary Services which
would bind us to provide a preadetermined amount of a.ssistance but would not

guarant.ee a prof:.t.a.ble return . In return the U, S w:uld desgire the product of

thel GOMI\IT a.etivities and in certain eases where the U.S. has specific

requirements for infomabion whi.ch could be sat.lsfied by a COMINT service,

it would be expected that ever,v efforf. would be made to prov:.de the data. The

matter of security, as mentioned before, is of para.mount :Lvnporbanee, it would
therefore be expect.ed that mtual agreement on the basic standards of security
necessary would be an integral part of the agreerreent. In addition, it would be

expected that there be no disclosure of the arran«enents or resulting agreements

by the |to any other party or government and that all materials

and products will be exchanaed onl‘}r wit-h the .,Sa It is the intention of the U.S.
that these proposed arrangements be supplementary to any arrangements or agrec~

ments which now exist or which mght be proposed concerning the establishment or

operation of U.S. COMINT bases in |a.nd which are essential to the security
ediate and high priority material

of U,S. forces and the provision of oerﬁain

of U.5. national interest. If this propos 1l 'is acceptable, the U.S. is rrepared

EO 3.3 (h) (2)
PL 86-36/50 USC 3605
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to discuss the details and specific terms of the agreement which it is hoped can
be achieved. Discussion of these details would be handled, on the U.S. side, by
representatives speaking for the organization which maintains the central control

of the entire US.S COMLIT effort. It would be expected that the counterpart

representatives of’ thel 3 presumably the Minister of Defense, would also speak

for thgovermnent as a\“whole or for the central authority within the

government which is established or can be established to maintain overall eontrol

of thtl .OMINT *effort. I wonld appreciate your consideration of this proposal
and an indication of your approval to proceed with the subject in more detailed

discussions between personnel of t.he kovermnent who will represent. a central
authority within the I:lgwernment and U, S. personnel representing the U.S,
central authority in this field.

5. I will leave with you for consinerat.ion two papers, one containing the

minimum security standards for t.h hamili.ng of COMINT materials, whichyas I

mentioned,mist be an integral part \o \‘**t.he agreemerxb s and the other contalning

suggestions on what we believe would resf\ Ht. in the most effective and efficient
' organization of the[ _ POMINT effort. L

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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MINIMUM SECURITY STANDARDS FOR THE CLASSIFICATION, DISSEMINATION,
TRANSHMISSION, AND PHYSICAL SECURITY OF COMINT

1. COMINT, as used herein, refers to all information derived from the
processing of traffic p;'ocured by listening to foreign communications, including
voice transmissions, for the purpose of producing intelligence. It includes
raw traffic, end-products, technical material, methods and techniques, working
documents, and other special material used in its production. It also includes
intelligence reports and summaries based on COMINT unless the information is so
generalized that it cannot be traced back to a particular item of COMINT or to
COMINT in general.

2, =rtach Government will designate a national authority to deal with all
questions of COMIN, security and to enforce these prineiples.

3. Before an individual in any capacity has access to COMINT, he must be
screened in accordance with standards and procedures esteblished by the nafional
authority and cleared as being of unquestioned loyalty. The screening must be
as titlorough as possible and at least as thorough as that given to individuals
having access to TOP SECRET information of similar sensitivity. In addition
to such clearance, these individuals must be specifically nominated by the
national anthority to have access to COMINT informatiox;.

4. Prior to being given access to COHYINT, each individual will be indoctri-
nated for COMINT by a specizl warning on the sensitivity to compromises of
COMINT sources and will be required to sign a document drawing attention to his
speclal responsibility for safeguarding COMINT information and to the conse-~
quences provided if, either by intent or negligence, he allows COMINT information
or material to come to the notice of unauthorized persons, It must be stressed
that there is no time limit for protecting COMINT information, in that the
information must be safeguarded indefinitely.

5. Distribution of COMINT must be based on the need-to-know principle,
i.e., each item of COMINT information or material shall be made known only to
those COMINT-indoctrinated individuals who require it in the performance of their
duties. Control lists of individuals indoctrinated for COMINT will be maintained
by each government. The number of indoctrinated individuals will be kept to the
minimum consistent with essential intelligence and operational needs,

e’ D
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6. All possible steps will be taken to prevent the risk of capture or
interrogation of COMINT indoctrinees by enemies or potential enenies. In
general, no risks should be taken by COMINT indoctrinees other than those
necessary for the efficient performance of their duties.

7. The greatest care must be taken not to betray COMINT success by
actions based on it. The source should on no account be needlessly risked.

8. All COMINT resulting from this Azreement will be classified as agreed
between the COMIN[ authorities of both nations and will be distributed only
to those COMINT-indoctrinated individuals who regquire it in the performance of
their duties.

a. The US will classify COMINT materials provided to the as
SECRET or TO? SECRET, according to content.

b, The US will accept COMINT materials from the|: cla’issiried in
accordance with|:|- US sgreement onIZlapplicat:Lon of naragraph 8, above.
9. The COMINT authoriti.es of each nation will insure against revelation
of the source of GOPHH'F resulting from this Agreement by carefully controlled
handling procedures for every sheet of paper contaim.ng results from, or dis-
closing the existence of,! this Agreement. If deemed desirable, special codewords
also will be used. : | ‘

10, The US and the |will use agreed exchange designators {codevwords) to

cover the following aspects o.t COMIWT hsison under the terms of the Agreement:
a. COMINT ma.terials (includino results derived therefrom) provided by

the US to the (rer:ardless of source) which can be integrat.ed 1nto COMINT
products, . ,' ; ”
b, COMIBT ma.terials (1ncluding results derived there.t‘rom) provided by

the US to the which must be given spaeial handling and which camot be

passed to other than personnel without prior specific consent. of the US.

c. COMINT materials nmvided by t-.he to the us. (If the Iigrees

to use Special codewords as m paragra.ph 9, above, such cadewords may be used

to cover, insofar as practicable,‘

these aspect’; of COMI'\H‘ liaiﬂon.)

11. If the desires to use 8¢

the protection of the CXMIM{_souree“:

vidnal aheets A" marerinl mwvwi‘*~-,¢-h »h_, ’1 ipat mabame  1E aliate o

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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permissable to use the designator on the Sover sheet(s) only for each shipment
of materiasl. In this event, the US must be assured that all such material will

receive limited and controlled handling and distribution within the|: COMINT
. activity. f

12. Documents containing COMINT information must be double—wre;pped and
addressed to a COMINT-indoctrinated officer by name, not by function., The
imner evelope will bear the appropriate security classification. As a minimum

security requirement, such documents must be sent by hand of offider or by a

secure courier service. There shall be a senior US COMINT advisoiL in

who shall be a representative of the Director, Hational Security Ageﬁcy. This

officer will be responsible for all US COMINT liaison with the

a; Documents from the US to thEdll be addressed to a desi,nated

GOMINT reciplent and will be tranamitted to such recipient through the US

Liaison Ofi‘icer inl »mentioned above, He will receive i‘rom the pecipient

properly executed receipts for all materials delivered, ‘ s
b Documents from th[ to the US will be addressed and delivered
to the US Liaison Officer inl 3 He will receipt for all materials s0 received.
13, If GOAINT material is transmitted within either nation by electrical

means or by any o!wsical means not comoletely secure, it must encz:ypted ina

secure cryptographic system reserved exclusively for this requ ent ,

a. FElectrical oom:mmications between the US and GOMINT organizations

be so arranged

will be effected through the US Lia.ison Ofi‘icer inl and
being between the

that it will not be possible to identif;r such comnunications

respective COMINT orga.nizationso

b. The US will establish a private cryptosystem for direct communica~

tions between the US Liaison Officer :.1 and US GO«!INT a horities in

Washington, This system will be the exc].usive ‘channel for sing communications

which must be handled in COMINT channels only

¢, Messages from th *Q'&Im‘ orﬂaniza.t on to
will be passed via channels specii‘ically agreed upon‘ ot

US Iiaison Officer

he US and u;{ ,

pplied to/,,,tﬁe custody

1. The highest standard of physical security ‘mus

of COMINT by all persons aubthorized to recelve ito : l"o e:-:oept when in

transit under conditions prescribed herein, COMINT materi and communications

relating thereto must at all times be: EO 3.3(h)(2)
PL 86-36/50 USC 3605
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a, under the direct surveillance/,df a COMINT-indoctrinated person
responsible for their safekeeping. ’,

b. locked in a three=canbirga:€ion gafe accessible only to COMINT-
indoctrinated persomnel, or

¢. stored in a locked /,g’bﬂmpartmenb which is under constant surveillance
by an armed sentry and which is accessible only to COMINT-indoctrinated personnel.

15, COMINT documents must be destroyed as socon as they have ceased to be of
use, This is paz'bicularly important under hazardous conditions.

16. In order t.ha’.yt”"ﬁecessaxy operational use can be made .or certain agreed
types of low-levelﬁ,,»ﬂ’z/actical COMINT (such as direction finder bearings and plain
text messages) onwhich immediate action must be taken in combat operations,
the US or :lﬁ#tional authorities may permit the dissemination of such COMINT -
at a classification not below CONFIDE ITIAL, to snindoctrinated recipients who

need to know,.
17. In exceptional instances where it is essential for immediate operational

purposes, information based on COMINT may, as specifically authorized by the
appropriate National COMINT Authority, be disseminated to unindoctrinated indie
viduals, provided the source is not disclosed. If possible, names, times,
positions, and other data identical with that from the original text must be
ornitted or, if the retention of such an item is essential, must be carefully
paraphrased. 3uch information must be passed by a socure dispatch service, by
a secure line, or in a cipher system approved by the Hational COMINT Authority
for this requirement. It must not be passed in clear by radio (including radio-
telephone).

18. Each nation will report immediately to the other any compromise or
possible compromise of COMINT materials produced or exchanged under the terms
of this .greement.

19. ZXach nation will expand these standards inte a set of regulations
adapted to local conditions, Copies of the COMINT security regulations so

developed will be exchanged through COMINT channels,
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Suggested Organization of the POMINT Effort
The suggestions which follow on the <:.rgan:‘w..a::l::'u:n‘Si of a COMINT effort

are based on the premise that both COMINT and the associated COMSEC are direectly
related to and affect the national security and welfare 04 L Accordingly,

policies, procedures, and operations in these two fields Bhould be established
and corducted in = manner o permit immediate responsiveness to national

requirements and objeetives., It is highly desirable, thgrefore, that the

various departments, ageneies,and services of the gavernment engoaged

in these activities be established under a centra.L control or suthority ao

that each individual activity is part of the overall effort and 8o that the
total effort can be integrated into an effective and efficienb organization
which can maintain continuity of the effort in acpo;d.agce with national require-

ments and priorities. o
In accordance with the concept mentioned a'bove, 11: is suggested that a

framevork be established to organize and control COMINT and COMSEC

activities along the following lines:

a, Yhe Minlster of Defense will ':':ozrl:rolj5 the éverall COMIKT, COMSEC

effort and shall be the Executive Agent of the Government therefor.

b. For the purpose of formulating top level policies and procedures

in COMINT and COMSEC, provision should be made a:i a means established vhereby

the national requirements can be reconciled with the facilities and resources

of the present and/or proposed cryptologic unit At the seme level COMSEC

policles and procedures should be established & p;:;‘ﬁoteci;ﬁ commumications
against the efforts of enemy COMINT activities, isn,bb,jective could be
achleved by the establishment of a nrational poli group with represcntation

by the principal producers and consumers of COI-!IM‘ and the communication
EO 3.3(h)(2)
services. PL 86-36/50 USC 3605

¢, JTmmedistely below the national policy level group, it is advissble

to have an operating agency or service acting for the Minigter of Defense to
receive, process and evaluate the total COMINY product, with dissemination ’

thereof limited to the representatives of the government on the aforementioned

policy group, and in accordance with the security stendards suhmitted

» -~
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separately. This agency or serviee should also have the responsibility to
determine the gpecifiic missions, assignments, or COMINT targets and have the
authority to ellocate and place these mission sssignments on the units
actually engaged in the intercept of enemy commmications. Intepration of
policiea and procedures for both COMSEC and COMIRT in accordance with

Rational policy can be accomplished by this operating agency or service and

it should have authority to isgue implementing directives associated therewith.

d. The cryptologic activity of the Army, Navy, and Air Porce

should be esteblished below the Chief of Staff of each Militery Service and

be under the staff supervieion of the Chief of mtéuigeme of each Milltary
Service. The migsiono and functions of these cryptolcgic ectivities will be
in accordance with the broed policies develcped by +the National policy level
group apd with instruetions and procedures :lssueqj by the operating agency or

gervice previously mentioned.

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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TERMS QF REFERENCE FOR {EGOTIATION OF US coﬁ_zrfwr ARRANGEMENT

1. There are a number of important US COMINT requix-ements which thel

may be expected to fulfill:

a. A limited intercept general search and developmenb prmra.m fmm

advanced sites in  to discover new or unk;m'um vrans nissmnsﬂ This

search should be particularly a‘girectea against Communist voice and W{F comquni~

cations in Lhe area.

b.

¢. Intercept and ﬁ’;’ocessing of the fol],bwin,g Chinese Céxmunist com-ﬂ

mnications:

(1)

(2) filitary co*nnu.mications in da.ncmria and possibly East China.
(3) Local merchant shipnin_,- :

2. In exchange for the above raw material and the produc-t.s derived by

the from its analysis, the US would furnish ass:.stam.g as follows:
a;x‘*».\Ounership of the equipment n.ow on loan to va.rious COAINT unite
will be transférred to the Thereart.er the total cosr. to ‘the JS should not

exceed $150,000 dur:.nc the ﬁrs’c. year of :!J'tplemem,ation, subseouently the yearly

cost or cont.ributmn t.o the cryptologie effort will b= based on U3 determina-

tion of thec value of tha groduut recei.ved.. E

b. The UG will pmvz.de teclmical adv:.so*s bo t.ha to assist in

the installation and nuintenance of their :mt.erceat facilitiesf. This assistance

will include the necessary traim.ng i‘or mtercen‘o stat:lon personnel.

c. The US will provide guidance to X‘tl&xe bournt effort in the form
of targets. ‘ ] ' c achn cal information to the
Lmare required, but not to exceed t.he 1 : n3 set forth in parazraph 5
+ ppendix P ota t.ht ,, (JK IS Aqreemant. : chnical assistan-e will be
EO 3.3(h)(2)
PL 86-36/50 USC 3605
= [T,
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limited to

| The US wi1l orovide advisors o the|

COMINT effort to accomplish the necessary technical guldance and monitor its

implementation and the exchange in general.

3. There are two special considerations which must be fulfilled by the

a.

pefore collaboration as outlined above can be established'

The 'nust agree to adhere to the minimum security regulations

outlined in Appendix I attachedo

b,

activity and

Thel :nust. des:.gnate a control authorzty to control their

permit effec‘bive US support to their effort., A suggested organi-~

zation of thq

GO"{INT efi‘ort is out.lined in Appendix I1 attached,

EO 3.3(h)(2)
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