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COURSE IN MILITARY CRYPTAWALYSIS, PART I

Monoalphabetic Substitubion Systems

Introduction

‘ This is the first of a scries of six basic courses in the art of
military cryptanalysis. The purpose of this course is to impart to the
student the methods and techniques which form the basis for the crypta-
nalysis of the simple types of military cipher systems. An understanding
of thesc principles is necessary to grasp the more advanced cryptanalytic
techbniques cmployed in the abttack on the complex crypbosystems vhich
constitubte present-day military cryptography.

The scope of this course is: fundamental principles; uniliteral
substltution; mulbiliteral substitubtion; polysgraphic substitution; and
miscellaneous monoalphebetic svbstitution systems. It consists of ten
lessons and an cxaminetion as follows:

-

Lesson 1, Fundamentel principles

Iesson 2, Uniliteral substitution with standerd and mixed cipher
alphebets

Legson 3, Multiliteral substitubtion: miscellaneous matrices;
Boconian and Trithemius systems; elementsry Baudot systems

ILesson U4, Multiliteral substitution with variants

Lesson 5, Polygraphic substitution: small matrices
Lesson 6, Polygraphic substitution: quadricular tebles
Iesson 7T, Polygraphic substitution: miscellaneous systems

Lesson 8, Miscellaneous monoalphabetic substitution systens;
concealment systems

Lesson 9, Monoalphsbetic substitution with irregular-length cipher
units: monome-~dinome systems; miscellaneous systems

Lesson 10, Syllebary squares and code charts
Examination

The text reference for this course is the National Security Agency
publication, "™Military Cryptanslysis, Pert I" (December 1952).

This course has been designed as a self-study or exbension-type
course; therefore, there is no 1limit placed on the nunber of hours that
! may be spent in the completion of the course, any lesson, or the examing-
tlon. However, for statistlcal purposes It is requested that the student
indicate the number of hours spent in the completion of each lesson and
the examination.
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The cryptograms in this ceuwise have for the most pert heen arranged
in proper worksheet form, obviading the necessity of recopying; and
frequency distributions have been given to reduce the amount of time spent
on the purely clerical labor incidental to ‘the solution. The underlying
texts of the cryptograms comprise hypothetical ground, neval, air, and
general administrative messages. Where necessary for solution, the
specific nature of the text of any particular cryptogram is indicated,
Otherwise, the text of a message may be sssumed to be general '
edministrative or ground text. T

The only materials required are cross-section paper of i~inch squares,
and a seb of printed and blank alphabet strips. An eraser is of the ub-
most importance,

Speclsl Instructions

So far as is practicable, detalled work sheets which usually form
s paxrt of the solutlon should be submitted with the solutions. In all
the lessons of this course, it 1s required that the student recover all
cipher alphsbets, cipher teables, and specific keys used. He will also
be required to state the method of operation of each cryptosystem and
give the key words upon which each component is based.

—RESTRICTED L
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NATTIONAL SECURITY AGENCY
Washington 25, D, C,.

COURSE Militery Cryptenslysis, Paxt I
LESSON 1 Fundamental principles
TEXT ASSIGNMENT Sections I-IV, inclusive.

l. a. What four things were thought 'by Captain Hitt to be essen-
tial to crypte.na.lybic success?

b. What six additional elements are also highly desirable?

2., a. Define the terms “exryptology", “eryptography", and “crypt-
enalysis.”

b. What are the essential differences between substitution and
transposition?

c. Differentiate between & code and a cipher system.

4. Explain the difference between the terms ' genera.l system"
and specific key" .

e. Distinguish between monoalphebetic and polyalphsbetic
subgtitution,

3. What four fundamentsl operations are involved in the solution
of practically every cryptogrem?

L, In the solution of cryptogreams involving a form of substitution,
to vheat simple terms is it necessary to reduce them in order to reach a
solution?

5. Is it always necessary to determine the specific key in order
to reconstruct the plain text? Explain,

6. Indicate the language in which you would expect the plain text of
the encrypted portion of the following message to be written. Glve reasons
for your asunswer.

From: Joso Fialho, S@o Paulo, Brasil.
To: Gualterio Costa, New York City.

Com referéncia ao seu telegrama. NSM NRJPN INJ PMVCOCEN

VNPSN PMBMPCEN QMT JBCVCJ IJUM DTGAJ ILTMCPN KPJUCEMIVCNP PMHMQQN
UMIVCHMISJQ SMPVMCPJ SPCHMQSFM.,

— BESTRICFED—
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T. &a. The letter E represents what percentage (in round nunbers)
of the letters in English telegraphic text?

b. What are the four most frequent consonants in English tele-
grephic text?

co Vhat are the five letters of lowest frequency in English '
telegraphic text?

4. What are the four most frequent digraphs in English tele- '
graphic text?

€. Account for the discrepancies between frequencies of letters
in English literary text and English telegraphic text.

8. What three facts can be determined from s study of the uniliteral
frequency distribution?

9. In the followling extract from a speech given during World War II,
each dash indicstes the omission of a letter. Complete the text by
writing the necessary letters over each dash to form appropriate words.

"Washington's Birthdaey is e most ap occasion

for us to talk with each gbout things ss They are

and things as we _ _ _ _ they shall be in the .

"For %t years, General Washington and his -

Army were faced co _ with formidable

and recurring and equipment wvere

lacking, In a 2 every winter was a Valley Forge. Through-

out ‘the states there exlsted selfish men, Jealous

men, u 1 men, who that Weshington's

peace.

a. He held to his , a8 it had been charted in - 'bhe

Declarstion of Independence. He and the men who

with him knew thet no men's life or .. _ was secure, without

freedom end free £ _ _ _ _ _ _ _ _ _ns8.
— us increasingly
that o m of person and hs r of property anywhere

tions of liberty and _ _ _ _ _ _ everywhere in the world.
“This wear is apnew _ _ _ _of war, It is _ __
from all other wars of the _ _ _ _, not only in Tts methods end

RESTRICTED 2
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_ but also in its geography. It is warfare in terms of

‘be:l.ng cha.llenged by our enemies,"

10. a. In the following exeamples the words of sentences have been
transposed. Rearrange the words to mske plain text.

(1) AT NOTHING REPORT THIS TIME TO
'(2) ARTIILLERY SECTOR BARRAGE NORTHWEST HEAVY IN

b. In the following examples the letters of several words of
each sentence have been transposed. Rearrenge the lebtters to make good
words that will give intelligible plain text.

(1) Eight SESTYODRER have DIPADERE to Join SAKT REOFC
(2) .ABELNU to contaet ATTAINBLO on my right AFKIN

c. In the following examples the words of each senkence have
been transposed and, in the case of several words, the letters have also
been transposed. Recomnstruct the plain text.

(1) OLANG RIDGE TANK GIMNOV EHOTISL EAST NOMLCU
(2) DOWN MEYEN OFANERTON SIX THIS OTHS SNEALP

4. In the following examples, the letters of each word of each
sentence have been rearranged in the order in which they appear in the
normal slphsbet. Reconstruct the plain text,

(1) ADELY AACKTT CDDEEHLSU OT CCEEMMNO AT EGHIT HIST GIMNNOR

(2) ADEEITIMMIY NOPU CEEIPRT ADHIRTWW OT AADEEGNPRRR IINOOPST

e, In the following examples the plain text has been broken up
into groups of five letters and then in each group of five the lebters

have been rearranged in the order in which they appear in the normal al-
phabet. Reconstruet the plain text.

(1) ORSUU ABIMR AEHNS ENSUV ADKOR ADEGM EEINN EMNVY EELSS 8
(2) AEIRR ACRNO AINSS ACEPT ELORR OPRST AILRT EELRY ACIMP EEMNT

DESST DEORY
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11. Using cross-section paper prepare s uniliteral frequency bar
distribution of the letters of the following paragraph:

"The shortest and surest way to live with honor in the
world is to be in reality what we would appear to be;
all human virtues increage and strengthen themselves by
the practice and experience of them,”

12, Determine the class to which the cipher systems, vhich were used
in enciphering the following messages, belong:

a. ORANA THPNO SKTCD MEEES CERAE
RNUSA ETLGD AYECA )

NVIJWZ MIVERQ

T .

Q RSTU V W XY Z
Which of the following substitution ciphers are monoalphabetic?

8. UJKLW EUVEKL FSPAQ PHTKR DZRNGL
SELYN XYXBX JDATU WEUZG WFVIXIM
AOSGU DCLGI OEWJE IFOKM
AROEVY WSCWN 8BCYX
- EsEEs _=-FE-FEZZS=
H KLMNOPQRSTUVWXY?Z
XXAEP AFGZP VGLHA SLXEHU
PWKAS LHEHPRH ALOBA XPLVS
OBSHU HUPGF XGKPH PVSVU
SVPYS MPOAX ULSLP CGNJX
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.E.

GXYVL
GMXLW
VEMXA
RTYYZ

ZXMXS8
QIVzZw
LOTLY
KTO0Xa

ID:A64639

PWITKZ
MXAEX
LWZXG
Xvwaeae

=

E¥
KLMNOF

cD EI T

1%, The following messages were enciphered monoalphsbetically. De-
termine in each case whether the cipher alphabet used was a standerd or
mixed alphabet and if standard, whe"bher direct or reversed.

ZEHENEZ WZBOR
PJZPP LDZDN

WQHOO RZIZU

]
LOUNGQ
AOZSBO
LABWZ

RLEZVW
OFNORTF
ENAPO

8. ANVOR
ZKYLF

ESTDO
YBFTN VWJTO PYETAQ
EDELY OLCON TASPC

MFPETZ2
OTCPNXN

=_ E=
UVWXYZ
PYEYL XOLWY JJVYX

KNYLK YHEHYLC PAYAC
ZKOXC PCREX UKUPJ

OILYR YQYIPJ
LYXIR QYIJVO
JIUJUO PRIAS

;’?z _E
JK MO

a
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15. Derive the ¢p, ér, o, Ap, Ar, and Ao for each of the following

monoalphabetic/ goodness of ¢o and Ag

of each in terms of "good", “fair", or “poor", entering these data in the

of the foregoing, decide which distribu-

tions are most probebly monoslphsbetic and which are most probably non-

decision by a check () in the diesgrem;

in the case of those not clearly belonging in either of these categories,
check "decision suspended"”.

= _5 8L
a. ABCDEFGHTIJTK

Goodness
’ ﬂo rY Decision

Flp mono.f BO0= | susp.
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16. From the intercepted traffic of three intercept stations oper-
ating in the seame sector of the front, the following code messages were
gelected for study by e menber of the cryptenalytic section at GHQ. They
are undoubtedly three versions of one enemy message, but there appears
to be a number of differences, due no doubt to operating difficultiies at
the several stations. Study the mesesges eand reconstruct from them the
actual code text sent by the enemy station.

I. Time intercepted 1612 by HS

GR 35 BT

R 17
SGCOY
APAYN
MEHAZ
KEHZA
EGBLO

II.

GR 35 3BT

1: 3
IPKO_
APAYN
NEHAZ
KEEZA
EGBLO
EMCOZ

DYBIE
FOBAK
CODAP
LOGIS
HOBWE

DYBIE
F_BAK

SOBWE
DOFYO
ACFAH

DUFTO
DODLA
KEDUR
KUTE G
AVDUZ
ENC_ _

Time intercepted 1610 by MR

BUFTO
DODLA
__DUA
KUTEG
VADUZ
AECDA

LOFIR

WFF

AMEJA
LUFYD
JOPID
EVAUK
FOFA_
MAWERN

MFF V LDC

AMEJA
LUFYL
__PID
EVAUC
FOFET
MAWEN

0935

VvV LDC

KIBON

KAWAL
JENOX
IPBEM
EMCOZ2

KIBON
KAWAL
JENOX
IRBW
EMCOZ
__ou

III. Time intercepted 1612 by YG WFF V LDK

GR BT

MR 17 DYBIE DUFTO AMEJA KSBOK
IPCOY ___A_ DO___ LUFYL KAWAL
APETYN CODAP KEDUR WOPID JENOX
MEHAZ LOGHKUTEG EVAUK IPBEM
KEEHZA HOBWE AVDUZ FOFET EMCOZ
EGBLO DOFYO ENCOA MAWEN MAWEN
EXFOM EMCOZ ACFAE LOFIR 0935
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NATIONAL SECURITY AGENCY
Washington 25, D, C.

COURSE Military Cryptenalysis, Part I
LESSON 2 . Uniliteral substitution with
standard and mixed cipher
. alphebets )
TEXT ASSIGNMENT Sections V and VI

1. a. What is the first step one should teke in attempiing to solve
an unknown cryptogram thet is cbviously a substitution cipher?

b. If this step 1s unsuccessful and the cryptogram is obviously
monoalphebetic in cheracter, what type of cipher alphsbet may be assumed
to have been used?

; 2, a. Neme two methods of solviug monocalphabetic substitution
ciphers involving stendard cipher alphabets,

b. In the solution of a substitution cipher by completing the
plain conponent sequence involving reversed standard alphsbets, what are
the successive steps?

¢+ Why do monoalphabetic cryptograms invoiving standard cipher
alphebets yleld such & low degree of cryptosecurity?

3. What are four characteristics of vowels which permit their
classification as such in monoalphabetic substitution eiphers involving
mixed ciphber alphabets?

b, a. What two pleces in every message lend themselves more readily
to successful attack by the assum;lat:l.on of words than 4o any other places?
Bxplain.

b. What iz meant by the "probsble word method" of solution?

5. 8. What is meant by the word pattern "A B C B A D B"?

b. For each pattern given below, indicate one good English word
that contains the pattern:

(1) ABCBADB
{2) AABA

(3) AaBCDA
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6. Solve the following cryptogram and indicate the specific
key (Ap=8c):

IJMQVS QZXIF FMZSL IZMLZ CEMEB
FQOME MDXYQ O0ZCYY XJMZI VMZIY
0QWYI DKYMV MZMNGQ EQKMX CCWZB
CYIXI CDYYX CBZQI FZCQN HWDOX
ICDJG YPMMD YMVMZ MFSNQ EQKMN
QDNEW OJMAW IBEMD XNMYX ZCSMN
YXCBU MQZME CVIDK CWZXZ CCBYX
czZMQZ BCYIX ICDYY XCBZQ FYXCD

=z
2 = — ==
= _ = = = EFEF
=EFZE=_ = Yo B _EEZ
_EEZFEE _FEES=E_ZFEE_Z = _EEEZZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ

¢p=2655 $r=1531 $0=2636
T. Solve the following cryptogram, and indicate the specific key:
WXLMK HRXXL ATOXU XXGHK WXKIXVW
MEHIKH VXXWT MHGVX MHTKX TPAXK
XLNUF TKBGX TVMBO BMRAT LUXXG

KXIEBEK MXWLM HITVD GHPEX WZXXX

%-660 $ru381 do=8l48 .
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8. Solve the following cryptograms, and indicate the specific keys:

s, QEEYL YDWQJ JMEFC

be YXSED YFSXU HWXUS

9. The followving badly garbled crypbtogram was intercepted. Recon-
struct the originsl plaintext message, resolving the errors and omissions,
ond indicete the specific key:

HUVSHE UDSU- EKHCU TEQWU DK-RU
HOXHU UUYMX JIU-U DTQJU TEDUA
YNTUS -wo-w IJEFY DIJKH SJYE-
IOQLU RUUNY IIXKU- JEQBD IKRHE
TYDQJ -SECC Q-TIJ EYDYW YQJUK
DYJJHE QYDCD WFHEW HQKIK DTUHGJ
XAFHE RYIYE DIEVF QHEQMHE QUXJ -
EEV-F -S5YQB THTUH IDMCR UHIYT
=] e -_%-‘
== 2= = Z %
== EFEZ = z = Z
ABPCDEFCHIJKLMNOPQRSTUVWXYZ
$p=2270 $r=1311  $o=2136
—RESTRICFERP—— 3
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10. a. Construct a triliteral frequency distribution showing one
prefix and one suffix of the letters of the cryptogram below. On the
work sheet below, indicate by underscoring in black all repetitions of
three or more letters. Other significant details may be marked in
dLlfferent colors.

b. Prepare a condensed table of repetitions of digraphs and
trigraphs sppearing more than twice, and include all repetitions of longer
polygraphs.

¢+ Using the data obtained in & and b above, complete the

Y

solution of the eryptogram, and recover all keys,

5 10 15 20 25
Al UBSYB VXRPN CGUMZ XGPNP CUBQP
Bl UXXFZ XBNBM IGVRP NVXUY RXGHND
¢cl PBZHI ZUXGL LBUIB MQLZR BMBUNX
D| YVGNOP PABAZ UBZPN BCGEB MGLBY
E| NPUXF BZVXP CDUBB NHGLL BVIPQ
F| QFPXP DUZQF GRUBR PNNZG VVZNENR
Gl BMGVYVY GPNVN BDZXG HBEBR ZYVBP
H CZAHB UVBOB ZXFBU RPNAG XGPNV

—RESTRICTED
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11, Solve the cryptogram below, suspected to contain the probable
word "BLOCKADE"; recover all keys,

2 10 15 20 25
Al LCTCE LUZOD UCREA WZUSN FZXDY

' Bf DRTLD SDRZS DEUCM UZZK2Z UDCDV
¢ TQTXD AOYZC ZWYDX PTVZD -8CMZ2
Smt——— e = ]

D'RZAQL LDECM ZURXD TLCMT LWZZRI

EIZSSZX C2VLC DOUDX PZCWT UUTEHZ

Ff S8UDAD EUFZL LZYLX DRCNR EZLCD

¢f MTUTIL LMDLC NYZLM DUZ0D LNCED

H RLTRV MTLVT ATHEZV UTNYY NRZLX

= z
E5_ §E= s 28 __%
¥ F¥F. . _FFES__FEZZFESEZEF
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
$ps2655  ¢prel532  omRTTO
— RESTRICTED
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12, Solve the following cryptogram, snd recover all keyst

5 10 15 20 25
Al JZDFV WHEDZ VHWDS YKTWD OEDZD
B| EDSBSEC CWHHEW EDZTE XXWB2Z VNZVZ
m L ]
¢] sPFJK VZTYP HJIJDWO LJIWDP VPWTI
DD REDZE XEKVF PJVEY HHJEF EDZ]?'VI
E<TWHEDZ VEJPJI ZEJLP JXEKY JLTWM
F|l WHEHYWED WHWDM WSWDW JREXI YXZCE
G KDJPW DCEMW DONZEH JJEPJ JPSB_E_+
HEKV'FEH WJIJWED EHENZHJ EXXPW VJEND
J] HJEFS EDXWYVY CPJWE DVZGK 2HJZT
== = =
Z&E = & Z =
FZ Z = = ZE Z
B2 E E= _Z =_ EZE&Z= E
BEEE_E=-EE=csE=E EE EEZFE=Z
ABCDEFGHIJKLMNOPQRSBTUVWXYIZ
$pa3362  $p=lPM0  $0s3560
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13. Using the sequences recovered in Problem 12, solve the following
ceryptograms end indicate the specific keys:

a. URJJR XQUQX KSARB BETOI

CPEFGHEIJKLMNOPQRETUVWXYZ
3 -
¢P=25 ¢r=15 ‘bo=16
b. FDLDY XZUMU EUFPN DVOFE ALYRW

-1

. Iy

UMLJX AFDYE XEKQP DOYCV REUAX

Z

QR
i
| ]
o
]
=
=
O
b
n
3
=
<l
=

1k, The following eryptogrsms, enciphered with random cipher
alphsbets, are in bona flde word lengths. Solve them.

a« HEY ARVJZGHAROT VK CGKMMGKHEHZM LKUG
LKUG OROE HOZ EMVHFSRMJROT
JEHZPUHGVEGM RO MCJKKSJKUME

b RGRQRU TDSPYURDP ZF'J.‘AVDiRC AYCFO
JO DRZYUUFSPPFUZR TFADTIGP

e, CDGWDSA LCAUMMDCR BUCD 'YV DVDJR

TYSUAUYVS LZCIYS8S CUTDC

RESTRICTRD
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In solving severeal unreleted monoalphebetic cryp'l';ograms s the.

15.

followirg cipher alphabets were recomstructed.

each case.

underlined,

NP
Lo ]
b
=N
>0
poO
O
oM <
m=
om
e

s
=<
=g
XA
N o
Huwun
=R
UK
Bl
A k&
A
o=
m 1
< &5

MpMOD 2

OV—

N
Mo
2R &)
= H
>m
PE
HP
wH
m>
om
[ Pl =]
(o
29
=
B
M
Ly |
H=
H0=
(o R ]
E O
2 ]
AP
O ¥4
mc
<t Ny

Ao

N =
Ll
MM
Eh
> H
PO

CEM

w0

v B

< g=
[{TR &
om
Y
=
-
ME
hb
=
GRS
T O
(=
[
Am
3%
ma
<

ae o0

MDD ©

NS
Ll
MA
=M
>
P
EHME
w0 =

Wy

=
AD
(o N e
=
=m
ey
M
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=
K
S H
R ]
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oN
mp
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| ]
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bbb
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O
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P
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w b
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L
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= e
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o
-
R
-
o
®o
A
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<M

o

N~
b
b
=B
>0
=]
B~
w0 m
=P
o=
(TR
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]
=
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M
A

HQ -

=
(L]
NN
Mpb
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0o
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<O
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h.

N =
Mo
el
=R
B M
PP
B4 >
0 H
MO
O H
AN
oo
=M
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Hn
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H
==
(o N ]
o
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NATTONAL SECURITY AGENCY
Washington 25, D, C,

COURSE Military Cryptanalysis, Pexrt I

LESSON 3 Multiliteral substitution with
single~equivalent cipher alpha-
beta

TEXT ASSIGNMENT Sectlon VII

1. 8Solve the following cryptogram, &nd recover all keys:

5 10 15
Al DT IR WE OF OF WH BR WR IA WH WA DE DA WR 1B,
B|JIE OR RE WI OR WA OH WH OR LE IR WA BR RR WE
C| WA WH OF OR IE ILE WR WA WH OH IR IE IR WA OH
D| OE IR OA OA OEF IR OR RE OA OA WH WP WH WA WA
E|WR WA WH DE R OF WE WE RE OR OA OE IR OR
F| RE WR WE WA OH DE WR IR WA WA WR WA WH DE DA
G| IR IR WA WE OA DE IR IT IT IR OA WR DE WR IR
E| WA OA IR RA RA IR WE OF DE RT OF WH RR WR IA
J| WE_ WA DE DA WR IE IE OF WE OF WH WH WA RA IR
K| OFE OH WE RE OF DT OR RE RE WR DE WR IR WA OR
L| IE OR OE DE WR LE IE WE OE DT OA WE LT IT IR
M| OE DE OA DE IR IT OH IR IE LR WA WH LE OT WH
N| WA WA WR WA RR

(For distribution, see next page)

RICTED Y
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A EHRT
D3 12 - — 3
2 13 - 216
010 14 6 10 3
3 7 - 5 3
W22 4 22132 '

$p=2270  $,=1362  ¢,=2288
(25-element alphsbet)
2, This message was sent by the Fifteenth Infantry. Bolve it and

recover all keys:

> 10 15
CY AO X CN NO CN A0 A0 OG ON

&

BY oX OX RO

CG NY RO AN RE

B

RO OX

8

AN AX AX AG AN AG
CN RO OX OX BY AN AG CN BE CX BN BX CG RO ON

&

co CN AY BG CE ON NO A0

8

RO N0 KO RO

BY OX OX RY

B
&

BY

=
g

RE
CN A0 OY oG
NO AO

2

CY X

8

A0

g

CN AG

&
B

BY 03¢ WO
BO A0 CN cCG

8

CN ON BO CN A0 OY CO OE ON NO

A
8
3
&
3
8
B
d

A0 NO CN A0 OX RX AE BY

4 M @ W B Y a g
8
8

Tozawx
Ol | =
Il Koo |Q

D=

[

OOV, O
H O RO |
HOFENDO M

¢p:960 (approx.) dr=h10 bo=T16

(36-element alphsbet)

RESTRICTID
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3. Solve the following cryptogram, and recover sll keys:
5 10

=
(5
8
2

RG
AE

)
g
]
&

2]
9
2

g

&8

"
g8 218 8 3 8 |

B &8 8 8 8 1

B d 3 &8 & 8
B 2 & 8 BB B B

&

9

38 &
&

A
B
c
D
E
¥
G
H
J
K
L
M
N
P

48 8B [
q4 &5 B |8

$p=2260 (approx.) =116L 05229k
(30~element alphebet)
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I, Solve the following cryptogram, and recover all keys:

5 10
A] AAC AAB BBA AAB AAC AAB AR ACC AAB CCA
B| ABA ABC AAC CAA AAB BAA BAA AAA EBB AAB '
¢| ABB ABC CAA BAB AMB AAC EBBA ACB CBA AAB ;
D| BBA BCC ACB BEB EBC ACA BBA ABA ABC AAC
E| ACA BBC AAC AAB AAB BBC AAA BAA BAB AAB
F| AAB ABB ACC AAA ABB ACC AAB BCC BCC AAB
G| BAC CCC ABB AAB CBC ACA ACA AAC ACB CAB
H| AAA ACA CCB_AAB AAC ABA BAA ACB CBC CGB
J| AAB AAC ABA CCB AAB AAC ABA
22 A A A B B B C C C
3 A B C A B C A B ¢
Afh 1810 5 5 3 5 Lk 3
1: B {4 2 1 k 2 3 - .- 3
¢cl2 1 - 1 - 2 1 3 1
+p=h99 ¢p=277 Po=5k2

(27-element alphabet)

5. Solve the following neval message, and recover all keys:

11101

06002.

0o30bhe2
00001
13367
30511
10023
33501%

10333
60610
61122
12200
89310
2h230
1hi22
10131

RESTRICTED

12231
15231
33263
20010
62222
52604
30105
L2305

03023
Lokaoh
1233k
02600
26050
22221
00113

030k2

33122
2hos52
11052
06151
hbi1221
2160k
5002%h
60623

31000
33206

3301
62611

)

oklo01
10151
11112
10360




b. Soive the following cryptogram, and recover all keys:

h5261L4
63216
56529
65026
ok221
hé62aT2
29082
29210

T« Solve the following cryptogram, and recover all keys:

05105
16138
-16127
27138
16105
05327
38016
L9238

Lhor12r7
05505
hohlo
2T7hklho

—RESTRICFED——

56282
52729
021Lk6
Ls6T72
67262
3506
21670
23472

2380k
338314
1ho1hk
10523
22713
1h921
11653
LaT13
o271k
30522
2hkg1o0
23823

REF ID:A64639

o2523
27212
ok161
92325
9k 523
52921
23h56
12543

91161
9227h
9227Th
8Lha2Th
80271
60ko1
85492
82Lkg2
91270
Thato
52380
82381

29276
60652
25h2h
61272
hi1252
63023
12582
65000

383409
27505
38216
o5405
05227
05227
27405
27haT
Loi1hko
16127
051kog
38105

161k45
167209
90692
8Lshk3

929Lk5
L5646

029hk7

22702

31612
1272k
23801
hhoio
10502
20531
20522
12702
1381k
2383%4
238414

23820
h769h
12143
oki182
23820
Th565
27650

Thiol
Thh o2
91161
61491
51052
Th163
61holk
71380
T2273
93052
91kg2
91050
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8. The following is a text in the Baudot teleprinter code enciphered
by a simple machine employing five two-position switches which operate
polarized relays, Each switch has the function of changing the polacity
of its respective baud (a single "mark" or "space" impulse), if the switch
is in the ‘setive! position. If the switch is in the 'inactive' position,
the polarity of the bsud is unaffected., The swiltch settings remain con-
stant for each message. As an e le, if switches 1 and 4 are active )
(x), and 2, 3 and 5 are insctive (0), then the word ENEMY is enciphered
thus: .

Key: XOOXO XOOXO XOOX0O XO00X0 XOOXO
Plain: dmmmen et dmmme mebdd e
Cipher: Lol I T Tt T TS U St o B 3

Solve the message end recover the switch settinga.

1 2 3 4 5 6 T 8 9 10
A B I R & et 2 T o T e e R e e
B e I e et ST (T S A T S L L A A it I = = Sl L 28
c R I 2 T T A e e e G St SR LT S o S S S T = T L
D Fhpmm dhdbmm et bbb e et TS A T R L T
E e = I T R ek LT T o T e T T S T et
F e I s et G o ot S T e B T L l . Lo & I e
G s et T 2 ot R 0 o N A e S T it & e
H e et I e T s T et e e o G St S
J B el T et S T e e = 8
3= s 3 4o 'l" - - [ -
h: + 4+ = a4 & o = =
5 + - + - + - + -
+ |5 1 4 b ? i 6 1
b 1 5 - 8 3 1 13 1 .
1,22+ |- 3 4 3 1 3 1 2 .
-- {2 - 5 - 2 - - 3

¢P=h80 (approx.) ¢r=23h $,=366

(32-element alphatet)
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NATIONAIL, SECURITY AGENCY
Washington 2%, D, C.

' COURSE Militery Cryptanslysis, Part 1

IESSON &4 Multiliteral substitution with
) variants
TEXT ASSIGNMENT Section VIII

l. Solve the following cryptogram, and recover all keys:
2 10 15

RA DE K& PE VE TI BO LA GO DU JO BE BI JO

[

BU JA VA ME IA BE KI RE FE DO VI JO SA DO JE

KI BA MO SA CU GE GE PI BO KI JU CE CI MI NE

PO JU CE RE NA BU BE KO RA DE KE TE SE TI JO

‘—FAGODUDOJEK[DIJOBUJACEBOFOBABU=

JO NI DO NA BO BE PI GI ME Jo TI

H

a
B

SA BO TI DU MO FA BU NA DU DE TO SE BU

GE CO PA TA KE CE NA VA MO 10 ME

g B
g
=
8

4

BO FO DA DU DA IE BO SI JO VA DO

MR 4 W@ W e Y aw >
4

(For distribution, see page 5)
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2, Solve the following cryptogram, and wecover all keys:

»

5 10 15

4

Al DR DD SY DA RA RR SB YA BT T%Y HI TB AD

t

“IY T8 SA AR KL DA T HR YB TD

DD JA AT BB HA YD TH YA HI BA

Q

BD YH .

v

g 8 &8 5

DB

RI AI HH BT
XY
RA

SD DI SB AA ST

=

RR YB

“SE BT Y

B

AT DB AD DY ¥YB SA HA HI DA TD

H
>
H
3.
H
2
v

TS DB SH

DD AH DH

=

ApA ST

H
A

HI

&

SB BA RI

&
&

HI RH

RA
1B
DI SD TT
ID
B DI sI DD YA BB Y HH

DB SH HA RI DA AT

B

IT Y TY BS DD YR SR RI

B

TD DT TA AI RY &7
SH DH

&
&

TI

H
&
=
5

AL

&

DI YD DD YA

-t

~TB DI HE SB AA DT DD

&
=

DR YB DH SH SR DD
DA SI RI

=)

ST BD SI SD TT BH SH RI AA HI BB

2 2 A" g =H O @ =84 #H o

IS BI HI RH AY DB BA AI DH SH

(For distribution, see page 5)
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3. Solve the follawing cryptogrom, and recover all loys:

5 10 C15

4

Al 99 18 57 82 12 28 78 90 25 Ok 15 30 O4 06 1k

A

57 3% 6h 20 T2 15 30 02 57 Lk 84 52 66 11 81

o

Q

87 58 35 78 31 1k 70 90 68 W7 30 13 15 21 86

A 4

92 43 10 30 35 20 31 32 64 18 57 26 8+ 12 06

A

H d

3+ 25 69 72 90 T8 07 90 31 29 57 50 82 19 53
31 72 51 36 10 8 36 47 18 67 26 o4k 92 82 30

v

08 31 58 90 88 87 91 10 20 82 31 14 56 57 3L

88 o4t 31 30 66 b7 30 36 18 99 20 06 97 31 21

55 99 18 20 10 28 Th 68 90 41 69 82 90 T8 31

86 88 15 91 26 92 T2 87 1b 43 20 53 28 64 92

k7 02 58 35 10 96 05 34 37 85 06 26 80 50 92

68 10 70 81 92 18 02 86 L9 b7 O7 82 o4 06 69

15 21 90 56 10 L4 01 68 90 15 35 57 52 32 60

b =2 B 0 A® o =B Q@ HA

hy 6k 36 71 06 55 00 68 ;78 4bs 52 12 69 L3

(For distribution, see page 5)
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—RESTRICFED——

L. This message is suspected of heving an ending similaxr to Prob-
lem 3. Solve it and recover all keys:

5 0 15

22 08 7L 29 19 83 05 34 76 58 05 56 62 26 22
35 48 75 13 78 58 3% 65 02 O7 71 51 87 35 96
10 32 69 45 b7 81 46 11 01 1+ 67 37 75 T9 35
30 53 29 37 46 60 19 30 94 66 L9 68 88 57 98
-84 93 30 8 28 90 51 ok 53 03 B84 T6 58 3L 5T

.
=

A 4

<

v

L 4

ho 12 8 49 36 79 54 26 09 38 24 L1 86 63 T9

| ——

08 28 67 68 66 94 22 63 71 66 83 56 05 OT 58

4

<

95 60 19 62 26 48 23 59 Lo 38 15 67 43 92 ke
62 77 43 79 sk 69 38 65 16 82 10 67 57
8 93 2k 13 53 29 46 37 32 65 12 94 84 95 68
83 93 98 37 75 T9 b5 12 97 84 53 03 75 T6 95
* 31 29 32 21 k9 17 25 73 00 69 86 36 T9 b5 19
7T 98 38 95 97 93 9k 98 T2 k2 59 00 08 50 Lk
27 26 62 57 06 91 23

R
3

) 4

I - T I O T - A - - T
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FREQUENCY DISTRIBUTIONS

AEIOQU

H1ld- tdHNm
1o ¢ 1 inngnat
f~ &t 1t~ 8t 1 41
MmITAN g 1 Q
O IO A0 MNA A
NN IO\OHM
AU I~ N
FOWN - N NQND
NN - NN

ABDHIRSTY
Problem 2

<ol HmWEN

el P QI E L oLt
CNONMANH= At 1
MANFEAQ O AN ANQ
WA MMM~ NN QO QL
QO S A T AN O NS S

AUARMOPhMASBERMNKNED

Problem 1

0123456789

0123Lk56T789

Aadd oo s
N LNt nagd el
N H g F T NAON
AN MNNG N
N A L Nt t o
HelA AN T
LAV I VI« U I o VIS ol o VR oy I 1 o PE-
Ao Vgt A A
Aed AN N A
ANy 1oAY )~

Problem b

O - N IN\O MO ON

i 0 1 01 ON
O MM L L niinmnm
altHO~A N
O tad 4 tNN
HO NN Y A
G tond 13N H
T L fOOQ 1 1 1)
NN Tt TN .0\
ll3.n|v_ll I WUl

HeO AN HMAO]

O NNk IND M0 O

Problem 3

RESTRICTED
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5. Solve the following eryptogream, and recover all keys:

80713
69680
h7713
80280
25525
69525
8oakt
69213

6. Solve the following cryptogram, end recover all keys:

18905
05518
19020
08801
35832
46035
51628
37031
70757
57261
71871

069%k1
9139%k
68026
88091
12508
51301
L6951
11308

52131
92022
21561
11900
53583
8§3813
03143
L3036
26957
TE8LT
85385

RESTRICTED

REF ID:A64 63:9

35696
78800
97695
35802
09132
36477
30801

03hTT

89011
35156
67189
22055
14303
1280
58h0OoMk
73730
30572
29729
9hks5T2

8o213
25513
13913
25247
L7825
13169
80525

Ohlhiahk
19005
08815
0551k
L1532
27946
33637
72971
71872
60661

28061
280096
72502
313k1
81311k
L6566
11378

52131
52240
60110
5hobkh
53k7Lh
okhé603
ohoblk
87296
97T0T5
77186

37695
9113k
56475
39696
Thas56
90699
ohkTo

3ho022
55145
Lhi19o
15k 60
15k59
14 k48
15291
7T368%L
725590
515T2




T. Solve the following cryptogrem, and recover all keys:

72109
70368
52368
okb627
k1907
66826
16375
9ThTT
39865
ok639
75852

~ RESTRICTED——

19015
62717
62170
17032
38026
27035k
8hoT9
67212
97030
82992
33987

REF ID:A64639

bi776
67091
37091
53136
22703
15596
74893
o8LhTo
28331L
265412
03712

okb6sT7
83938
22620
77644
88L 3L
8L825
10920
35210
15432
091hk2
25322

89925
9929k
80735
22537
30196
35230
85780
91365
5hs516
h3k30
67217

96235
88596
96695
12262
oki118
L6569
73541
T89kT
59910
28208
58578




8. The following cryptograms are. suspected to be isologs,

—RESTRIETED—

REF ID:A64639

them, and reccver all keys:

09728
9LkLh18
56758
76194
28759
21377
6Lhho3
T99h46
54391
32190
1hhkae2

21T70T7

87560
55415
20110
3717h
61813
68548

85433

061509
19561
16576
59497
68350

2314k
99hkT9

'h7636

15272
T2459
5867
3352%
O5T7TTT
2728%Mh
15k29
70281

T9439

TTWY L
78586
237717
88756
38507
81270
50805
6271k
7T0681
k1295
3876k
L8516

RESTRICTED

_ Message "A"

33987
Li19k$8
35546
626LL
h7okbk T
36166
368L4T
hé62k3
32060
62648
9389k
22000

7351k
66432
81176
8521121
20205k
13037
94975
95667
hfl?&
63975
71368

Message "B"

35211
L1056
58199
2515%k
L7890
336009
37598
L6551
86600
65052
G655 Th

25000

8

hi11009
|

35506

1937

1172k

68719

1755%h

60%18

59%70

83¥7h

00751

72261

27769
2Lh37h
122k2
21361
221hks
05358
76679
15086
9L36T7
k7915
35325

Solve

LOG6TT
L8hgoyg
307TTT
71687
53570
25876
83637
L7920
6641k
666T¢9
27686




—RESTRICTED—
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9. The following naval messages are suspected to be isologs, con-
Solve them, and recover all keys.

taining the probsble word "TASK FORCE".

h3oz22
05544
78230
66179
92351
B8ok73
11306
597k

T7T639
25195
91551
3170
oTbk3ze2
9oko2

02285
07934

8352k
54713
L6TLE
30225
03132
12200
68721
92076

32338
21007
84039
59391
64598
53353
booih

Lsks55

’ ICTED

Message "A"
26060 9844S
25748 18995
55566 38971
L9705 63605
27998 93539
63369 k2108
98883 68453
67000

Megsage "B"
9668T 32583
61936 3T7T1LT
23211 Th696
3558k 17645
9910k 17307
77760 8hlhTo
80132 62568
20000

56175
73211
52835
75310
26288
52097
95650

16771
gk 702
1578%4
65752
66639
75139
27529

57368
788009
54310
83k52
11095
I N A 4
1518%4

36033
Th323
3hTh6
24915
31127
10386
L2875
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atd

10. The following cryptogram is suspected to begin with the opening
stereotype "REFERENCE YOUR MESSAGE....". Solve it, and recover all keys.

ho162 L2385 52105k 83121 Lhho2p 37211
99099 k2127 37912 77785 80116 LhLhl
» 13378 77640 12255 50022 L8883 78850
22287 8h629 99920 06648 91253 20729
01331 81222 90051 99523 19391 k1936
610ks L8376 88311 1545k 00022 0550¢9
60615 571209 188509 20396 66603 1hobks
35079 88552 82ki111 08663 05032 28609
07722 55212 00080 O0T7TTHh: 72883 Logoo



