
/ CAIJTION1 THEsE JV11.L :jiB USER. 
/ FOil OFFICJ:'L QlJI..Y:' DO R"t'f 

1\EMOVB PAPERS NQl\ l\EVBAL CO!ITB!frS 
rQ tmAtrriiOliiZED PERifON{SJ 

.... , :, T / ·r · 
,. . " 

: F'iLE OR 
l $!!!:RIAl. • 

NUMBER 

':AND 

• • S(,IB.JEqT 

> TO 

RS"fURN 
!-Irs. Christian,AG-241 NSA_,Ft.Geo1 G.Meade,Md. 

, .10212 

WHEN TlU\NSFEBIUNG FlLB TO ANOTHER PERSON, COMPLETE SELP·ADDRBSSED TRANSFER COUPON BELOW, DETACH, STrrcH TO BLANI.t 
LE'l"l'ER·SIZB PAPER AND PLACB IN OUT-GOING MAIL SERVICE. 

- -
2ND TRANSFER COUPON 



. , ... .. ... REF ID:A64639 

M~TRICIED Bee u:z l L;y ln:t'ox311U I;J:o:g 

NATIONAL S~URrrY AGENCY 

\ 

COURSE 

IN 

MILITARY CR'YPI'AN.ALYSIS, PART I 

NOTICE: This document contains information affecting the national defense 
of the United States within the meaning of the Espionage Laws Title 18, 
u.s.c., Sections 793, 794 and Title 50, u.s.c., Sections 46, 46a and 46b. 
Its transmission or the revelation of its contents in any :manner to an 
unauthorized person is prohibited by law. 

RES l'RICTED 

National Security Agency 
Washington 25, D. c. 

December 1952 

~0---~~~ 
\A]~\~ ~~---- ~ 



- - .. REF ID:A64639 ... 

. (BLANK) 

• 



f 

REF ID:A64639 
RESTRICTED 

COURSE IN MIL:P.r.J\RY CRYPl'.l\lMLYSIS, P.l\.RI.' I 

:Monoa.lpho.betic Substitution Systcmc 

In-troduction 

This is ·!;he f'irst o:f: a series of: six basic courses in the art of 
military cryptanalysis.. The purpose o:f: this course is to impa.r·t ·to the 
student the methods a11d techniques 1i.nich form the basis for the crypta­
nalysis o:f: the simple tY.Pes o:f: military cipher systems. An und.crstandins 
o:f: these principles is necessary to grasp the more advanced cryptanalytic 
techniques cnwloyed in the attack on the com;plex cryptosystems '\Thich 
co11stitute J?l .. esent-day military cryptography. 

The scope or this course is: fundamental principles; uniliteral 
substitution; muJ:tili·tcraJ.. substitution; polygraphic substitution; and 
miscellaneous oonoalphabetic substitution systems.. It consists of ten 
lessons and an cxaJ.nine.tion as f'ollo"t·rs: 

' Lesson 1, Fundamental principles 

Lesson 2, Unilitero.l substitution lrith standard and mixed cipher 

Lesson 3, 

Lesson 4, 
Lesson 5, 
Lesson 6, 
Lesson 7, 
Lesson 8, 

Lesson 9, 

alphabets 

Multiliteral substitution: miscellaneous matrices; 
Bo.conian and Trithemius systems; elementary Baudot systems 

Multiliteral substitution with variants 

Polygraphic substitution: sma.J.J. matrices 

Polygraphic substitution: qua.dricular tables 

Polygraphic substitution: miscella.neou,s systems 

Miscellaneous monoalphabetic substitution systems; 
concealment systems 

Monoalphabetic substitution with irregular-length cipher 
units: n10nome-dinome systems; miscellaneous systems 

Lesson 10, Syllabary squares and code charts 

Examination 

The text reference f'or this course is the National Security Agency 
publication, "Military Cryptanalysis, Part I" (December 1952). 

This course bas been designed as a self-study or extension-type 
course; therefore, there is no limit placed on the number of' hours that 
may be spent in the com;pletion o:f: the course, any lesson, or the examina­
tion. However, for statistical purposes it is requested that the student 
indicate the number of' hours spent in the com;pletion of' each lesson and 
the examination. 

RES'l'RIC'l'ED 3 
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The cryptograms in this c~se have for the most part been arranged 
in :proper 't-rorksheet form, obviating the necessity of recopying; a.n.d 
frequency distributions have been e.;iven to reduce the amount of time sp_ent 
on the purely o.lerical labor inc;_denta.l to the solution. The underlying 
texts of the cryptograms comprise hypothetical ground, naval, air, and 
general administrative messae;es. 'Where necessary for solution, the 
specific nature of the text of a.n.y particular' cryptogram is indicated. 
Otherwise, the text of a message may be assumed. to be general. 
administrative or ground text. · · · 

The only materials re~ired are cross-section paper of !-inch squares, 
and a set of :printed and blank alphabet strips. An eraser is of the ut.­
most importance. 

Special Instructions 

So far as is :practicable, detailed work sheets Which usually form 
a part of the solution should be submitted with the solutions. In all 
the lessons of this course, it is required that the student recover all 
cipher alphabets, cipher tables, and specific keys used. He will also 
be required to state the method of operation of each cryptosystem a.n.d 
give the keywords upon which each component is based. 

IU!!S I R IC'l'ED 4 
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ltEST:RIC l'ED Sec'Ul'!t;y fnfolluctb±on 

COURSE 

LESSON 1 

NATIONAL SECURITY AGENCY 
't-1 ashington 25, D. C • 

Military Cryptanalysis, PaJ.'"t I 

Fundamental principles 

TEXT ASSIGNMENT Sections I-IV, inclusive. 

l. a. What four things were thought by Captain Bitt to be essen-
tial to crypta.na.lytic success? i 

!!• What six additional elements ere also highly desirable? 

2. a. Define the terms "cryptology", "cryptography'', and "crypt­
analysis."" 

b. What are the essential differences between substitution and 
transposition'l 

.:, • Differentiate between a code and a cipher system. 

d. Explain the difference between the terms "general system" 
and "specif'~c key'' • · 

e. Distinguish between monoalphabetic and polyalphabetic 
substitution. 

3. What four fundamental operations are involved in the solution 
of practically every cryptogram'l 

4. In the solution of cryptograms involving a f'orm of substitution, 
to what simple terms is it necessary to reduce them in order to reach a 
solution! 

5. Is it always necessary to determine the specific key in order 
to reconstruct the plain text'l Explain. 

6. Indicate the language in which you would expect the plain text of 
the encrypted portion of the following message to be written. Give reasons 
for your answer. 

From: Joao Fia.lho, s""ao Paulo, Brasil. 
To: Gualterio Costa, New York City. 

Com referincia ao seu telegrams.. NSM NRJPN INJ PMVCOCEN 
VNPSN PMBMJ?CEN Q)f1' JBCVCJ IJUM DTGAJ LTMCPN KPJUCEMIVCNP PMHMQQN 
UMIVCHMISJQ SMPVMCPJ SPCBMQSPM. 

RESTRIC'i'EB 1 
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7. a. The letter E represents what percentage (in round numbers) 
of the letters in English telegraphic text? 

b. What are the four most frequent consonants in English tele­
graphic text? 

c. What are the five letters of lowest frequency in English 
telegraphic text? 

d. What are the four most f'requt!nt digraphs in English tele­
graphic text'l 

e. Account for the discrepancies between frequencies of letters 
in English literary text and English telegraphic text. 

8. What three facts can be determined from a study of the uniliteral 
frequency distribution? 

9. In the following extract from a speech given during World War II, 
each dash indicates the omission of a letter. Complete the text by 
writing the necessary letters over each dash to form appropriate words. 

"v1ashington's Birthday is e most .! _E _________ occasion 
for us to talk with each about things as they are 
and things as we they shall be in the • - - - - ----- . -----~ 

"For t years, General Washington and his -
A:nriY were-faced c 0 with formidable-----

and recurring - - -.- - - - - - - - and equipment were- -
lacking. In a------; evez:Y Winter-was-aValley Forge. Through­
out the -----states there existed selfish men, jealous 
men, --- -ulmen-; who that Washington's - - -was -hopeless, that -he ohould-ask for-a n --..-.--- ----------peace. 

· "Washington's in those hard has provided 
the for iii Ame'ricinS ever since--a. model of-moral -

-a:.- He-hel.d to his , as it had been charted. Intiie 
Declaration of' Independence: -He ana the men who 
with him knew that no man's life or-- _-_-_-_-_-was secure,-without-
freedom. and f'ree .! _________ .!! !! • 

"The present struggle has us increasingly 
that - - - - - .2 i of person and - - - :-:_-:'if.-of property anywhere 
in the depend upon the security of' the rights and obliga-
tions of libertY and _______ everywhere in the world. 

"This war is a. new of war. It is 
from all other wars of the-- not only in its methodi ind --- _, 

RESTRICTED 2 
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· but; also in its geography. It is warfare in terms of' 
ever7 :£ :§!!:---- _, every----!! g, every s~a, end every 
a - n e in the world. The oceans which have l>een 
ii e :r - - - - in the past e.s our - - - - from attack 
'haVe-become-- s s battletieidi 'OlCwiiich-we ire -
._ - - - - - : b'eini cbillenged by our enemies." . - - -

10. a. In the following exa.m;plea the words o:r sentences have been 
transposed. Rearrange the worcls to make plain text. 

( l) NJ! NOTHING REPORT •.rHIS TD1E TO 

. (2) ARTn.LERY SECTOR BARRAGE NORTmlEST HEAVY Ill' 

b. In the following exam;pleo the letters of severaJ. wordB of 
each sentence have been transposed. Rearrange the letters to :make good 
words that will sive intelligible plain text. 

(l) Eight SESTroDRER have I7J!PAD.ERE to join SAIC!r REOFC 

(2) ABELNU to coutact ATrAINBLO on my rigllt AFRI.N 
4 

c • In the following e~les the words of each sentence have 
been transposed and, in the case of several words, the letters have also 
been transposed. Reconstruct the plain text. 

(l) OLANG RIDGE TANK GDUVOV EHOTISL EAST NOMLCU 

(2) 00\ffl MEYEN OF.ANERTON SIX THIS OTHS SNEALP 

E:. In the following exmqples, tlle J.etters of each word' of' each 
sentence have been rearranged 1n tbe order in which they appear ill the 
norm.e.l alphabet. Reconstruct the plain text. 

(1) ADELY AACI<TT CDDEEHLSU OT CCEEMMNO AT EGHIT HIST GIMIUIOR 

(2) .ADEEIILMMn' NOPU CEEIPRT ADHIR'l'\iW' CYr AADEEG:RPRRR IINOOPST 

!! • Iu the following eXSJ:l\t)les the plain text has been brolten up 
into groups of five letters and then in each group of five the letters 
have been rearranged in the order in which they appear in the normal. al­
phabet. Reconstruct the pl.ain 1.ext. 

(1) ORSUU .A"Bn.m AEHNB ENSUV ADKOR ADEGM EEINN EMNVY EELSS S 

(2) AEIRR ACNNO AINSS ACEP.L' ELORR OPRST AILRT EELRY ACLMl? EEMNT 

DESST DEORY 

RESTRicTED 3 
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ll. Using cross-section paper prepare a uniliteral. frequency bar 
distribution of the letters of the following paragraph: 

"The shortest and surest way to live with honor in the 
vorld is to be in reality- what ve would appear to be; 
all human virtues increase and strengthen themselves by 
the practice and experience of them." 

12. Determine the class ~o which the cipher systems, which were used 
in enciphering the following messages, belong: 

.!:• 0 R A N A T H P N 0 

RNUSA ETLGD 

- = 

SKTCD MEE:l!lS 

AYECA 

CERAE 

~ - d - =--~ -=~ -- -~~==- -c=- -ABCDEFGRIJKLMBOPQRSTUVWXYZ 

b. D H J J K Q 0 A lt R X K S 0 F H P Q.G A P PH LA 

DIADE HJROA MAHQA 

~ ~ ~ - -=-
~ ----~-=~-- =-==- -ABCDEFGHIJKLMNOPQRSTUVWXYZ 

£• R 0 L E H K B W F Z C Q C ):' Z N V J W Z M I V E Q 

EPCIN OJSJU YMWQB 
. .. 

== =- -==--~==~=-- -=5 -= ABCDEFGHIJKLMNOPQRBTUVWXYZ 

13. Which of the following substitution ciphers are monoalphabetict 

.!• U J K L W 

SELYB 

MBZAY 

KBWAP 

:£• H U P Y P 

SXXAY 

WUPJP 

PJOPZ 

EUVKL 

XYXBX 

AOSGU 

KOIEV 

XXAEP 

PWKAS 

OBSliU 
SVPYS 

FSPAQ 

JDATU 

DCLGI 

AROEV 

AFGZP 

LHPRH 

RUPGF 

MPOAX 

i' 

PHTKR 
WEUZG 

OEWJE 

WSCWB 

VGLHA 

ALOBA 
XGKPR 

ULSLP 

- - ~ = - - - .c - -

DZlfGL 

WFVXM 

IFOKM 

SBCYX 

SLXHU 

XPLVS 

PVSWU 

CGNJX 

~=- -=~~ E=~--~~ -~ ~~=~;= 
ABCDEFGRIJKLMNOPQRSTUVWXYZ 

RES"f'RIC"f'E:O 
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. =-· GXYVL ZXMXS 
GMXLW QIVZW 
VBMXA LOTL'! 
RTYYZ KTOXG 

ID:A64639 

I 
LOZGR 
QBRXK 
'l'KDWX 
AWXLQ 

WEJLX 
KTDVL 
G'BQKQ 
LOZGR 

= = 

PW~~KZ 

MXAEX 
LWZXG 
XVWGQ 

= ~ =~ -== == -~--iEe ~-i:_i 5~~~~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

14.. The following messages were enciphered monoalphabetically. De­
termine in each case whether tbe cipher alphabet used vas a standerd or 
mixed alphabet and i:f' sta.ndarcl, whether direct or reversed. 

I 
I 

.!• A If V 0 R L 0 U If Q . R L E Z W Z H :N E Z W Z B 0 R 

ZKYLF 
LRZLB 

AOZSO 
LABWZ 

OBORF 
HBAPO 

PJZPP 
WQHOO 

LDZDB 
RZIZU 

= _if. - ~ 
~= === =---• ~~e=~- =-§ -~ ABCDEFGHIJKLMBOPQRSTUVWXYZ 

:2• E S PAP 
TDECT 
JTELD 

e --

LVDLY 
MFETZ 
OTCPN 

OECZF 
YBFTlf 
EDELY 

RSDTY 
VWJTO 
OLCOR' 

EST DO 
PYETQ 
TASPC 

- j 
c--EHs = •-=·~--~~ =- ~= ABCDEFGHIJKLMBOPQRSTUVWXYZ 

:.• PYHYL XOLWY JJVYX OILYR YQ'rPJ 
KBYLK YRYLC PAYAC LYXIR QYJVO 
ZKOXO PCREK UKUPJ IUJUO PRIAS 

RESTRICTED 5 
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15. Derive the fx,, +r, to, A,u, Ar, and Ao f'or each of' the following 
distributions 1 and evaluate the L"!!Jnoalphabetii/ goodness of' +o and A0 
of' each in terms of' "good", "fair", or "poor", entering these data in the 
attached diagram. On the basis of' the foregoing, decide which distribu­
tions are most proba.bly monoalphabetic and which are most probably :non­
monoaJ.phabetic1 indicating your decision by a check (v) in the diagram.J 
in the case of ~hose not clearly belonging in either of' these categories, 
check "dec1sioJ1 suspended". 

a. 

b. 

c. 

d. 

e. 
f. 

g. 

l' •• 

N 

-. -· .'f. ·-··- • -· -a. A B C D E F G B J K L M H 0 P Q It S T U V W X Y Z 

·- =- aD-& ---= ~ =--~ s • b. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

i = - -
d. A B c D i F G B I J K L M if 0 p Q R 8 T u v i X y ~ 

- - ""' .. =I - --~ =-- ---~ -= --~ --== =-e. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

- -• - e = -•-= -~-= ~ t. ABC DE F G H I J K L M N 0 P Q R STU V W X Y Z 

!! 

5-= -•-- _g __ =--~~ - =---
g. A B C D E F G B I J K L M N 0 P Q R S T U V W X Y Z 

~-· == e -E-= =:= ==c = h. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

Goo~ss Goodness Decision 
of' o of A0 

4>p ~r +o Ap Ar Ao G F p G F p mono. non- susp. mono • .. 
j 

r 

REST!tiC'f!:f) 6 -
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16. From the intercepted traffic of three intercept stations oper­
ating in the same sector of the front, the following code messages were 
selected for stud7 by a me!liber of' the crmane.l,-t;ic section at GHQ. They 
are undoubtedly three versions of one ene~ message, but there appears 
to be a number of differences, due no doubt to operating dif'f'1cul1;1es at 
the several stations. Study the messages and reconst·.:uct from them the 
a.ctual code text sent by the enemy" station. 

I. Time intercepted 1612 b;y HS WFF v LDCl 

GR 35 BT 
NR 17 DYBIE DUFTO AMEJA .K I B 0 l!l 

SGCOY FOBAK DOD LA LUFYD KAWAI, 
APAYN CODAP KEDUR JOPID JENO:X: 
MERAZ LOG IS KUTEG EVAUK IPBEM 
KEHZA HOBWE AVDUZ FOFA EMCOZ 
EGBLO DOFYO ENC MAW EN -----
----- ----- ----- ----- -----
II. Time 1ntercep1;ed 1610 byMR MFF v LDC 

GR 35 BT 
:NR I DYBIE -

IPKO 
APAYN 

F BAK 

NEHAZ LOGIS 
KEHZA SOBWE 
EGBLO DOFYO 
EMCOZ ACFAH 

BUFTO 
DOD LA 

DUA 
KUTEG 

AMEJA JCIBOlf 
LUFYL KAWAL 

PID JENOX 
EVAUC IRBW, 

VADUZ FOFET 
AECDA MAWEN 
LOFIR 0935 

EMCOZ 
0 14 

III. Time intercepted 1612 by YG WFF V LDK 

GR BT 
NR 17 D Y B IE 

IPCOY A 

DUFTO 

DO 

AMEJ.A. KSBON 

LUFYL KAWAL 
APETYN CODAP KEDUR WOPID JENOX 
MERAZ 
KEHZA 

LOGHKUTEG EVAUK IPBEM 
HOBWE AVDUZ FOFET EMCOZ 

EGBLO DOFYO 
EXFOM EMCOZ 

RE8'fftiCTED 

ENCOA 
ACFAH 

7 

MAW EN 
LOFIR 

MAW EN 

0 9 3 5 



REF ID:A64639 

RES':FRIO':FED 

J 

(BLANK) 



RES'fRIC'fED 

COURSE 

LESSON 2 

TEXT ASSIGNME:Nr 

REF ID:A64639 

NATIONAL SECURITY AGENCY 
Washington 25, D. c. 

Seem: iby IufuxmatJ:on 

Military Crypta.na.lysis, Part I 

Uniliteral substitution with 
standard and mixed cipher 
alphabets -

Sections V and VI 

1. a. What is the first step one should take in attempting to solve 
an unlmowii cr~t'Ogram that is obviously a substitution cipher~ 

b. If this step is unsuccess:f'ul and the cryptogram is obviously 
monoalphl"betic in character, what type of cipher alphabet may be assumed 
to have been used? 

2. a. Name two methods of solviJJg monoe.lphabetic substitution 
ciphers involving standard cipher alphabets. 

b. In the solution of a substitution cipher by- completing the 
'Plain corjponent sequence involving reversed standa:rd. alphabets, what are 
the successive steps? 

c. Why do monoalphabetic cryptograms involving standard. cipher 
alphabets-yield such a low degree of cryptosecuri t',(l 

3. What are four characteristics of' vowels which permit their 
classification as such in monoalphabetic substitution ciphe~s involving 
mixed cipher alphabets? 

4. a. What two places in every message lend themselves 1110re readil.t 
to SUCCesaf'ul attack by the aSSUDJ;Jjltion of' 'W'urds than dv any other places? 
Explain. • 

b. What ia meant by the "probable word method" of solution? 

5. .!• What is meant by the word pattern "A B C B AD B"'l 

b. For each pattArn given below, indicate one good. English word 
that contains the pattern: 

(1) 

(2) 

{3) 

RESTRICTED 

ABCBADB 

AABA 

ABCDA 
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6. Solve the following cryptogram and indicate the specific 
key (Ap=9c): 

JMQVS QZXIF FMZSL IZMLZ CEMEB 

FQOME MDXYQ OZCYY XJMZI VMZIY 

OQWYI DKYMV MZMNQ EQKMX ccwz:e 

CYIXI CDYYX CBZQI FZCQN HWDOX 

ICDJQ, YPMMD YMVMZ MFSNQ EQKMN 

QDNEW OJMAW IBEMD XNMYX ZCSMN 
. 

YXCBU MQZME CVIDK cwzxz CCBYX 

CZMQZ B C Y I x· ICDYY XCBZQ FYXCD 

~ I - == ~- = ~ ~ ~~¥ 
=~~=- ~ ~= ~ -~~g 
-~~~~~ -~~-=~~~-~ = _2~~~~ 
ABCDEFGHIJKVMNOPQRST~VWXYZ 

cjlp=2655 .Jlr=l531 4>o=2636 

7. Sol.ve the following cryptogram, and indicate the specific key: 

WXLMK HRXKL ATOXU XXGRK WXKXW 

MHIKH VXXWT MHGVX MHTKX TPAXK 

XLNUF TKBGX TVMBO BMRAT LUXXG 

KXIHK MXWLM HITVD GHPEX WZXXX 

;! 
s:5 = ~ = = _g 

=~ ---~~= e~~-=~ - ~;~~~ -ABCDEFGRIJKLMNOPQRSTUVWXYZ 

~.66o ~·381 ~0.848 

RElS'f'RIC':PEf) 
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8. Sol vc the following cryptoerOlllS, o.nd indicate the specific keys : 
' 

!':• Q H H Y L Y D l~ Q J J M E F C 

!?.• YXSED YFSXU HWXUS 

9· The follmTing badJ.y garbled crn>togram was intercepted. Recon­
struct the original plaintext message, resolving the errors and omissions, 
o.nd indicate the specific key: · 

HUVSli UDSU- EKHCU IEQWU DK-RU 

HOXHU UUYMX JIU-U DTQJU TEDUA 

YNTUS - ---- IJEFY DIJKH SJYE-

IOQLU RUUNY IIKU- JEQBD IKRHE 

T Y D Q_J -SECC Q-TIJ EYDYW YQJUK 

DYJJH QYDCD WFliEW liQKIK DTUHJ 

XAFHE RYIYE DIEVF QI:IQMH QUXJ• 

EEV-F .. SYQB THTUH IDMCR UHIYT 

= -..\. ~ 
=g ~== = ~ ill 
~~ ggt~= g -=~ g 

==~iE~~ ~~~~-==== iS~~~E=a~£ A.B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

~=2270 <l>r=l311 cl>oa2l36 

RE5TitiC'fED 3 
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10. a. Construct a tr:f.1iters.l frequency distribution showing one 
prefix and one suffix of the letters of the cryptogram below. On the 
work sheet be1ow1 indicate by underscoring in black all repetitions of 
three or more letters. other significant details may be ma.rked in 
different colors. 

b. Prepare a condensed table of repetitions of digraphs and 
trigraphs-appearing more than twice 1 and include aJ.l repeti tiona of longer 
polygraphs. 

c. Using the data obtained in a and b above, complete the 
solution of the cr,yptogram., and recover ill ke'Ys. 

5 10 15 20 25 

A UBSYB VXRPH CGUMZ XGPNP CUBQP 

B UXXFZ XBNBM IGVRP NVXUY RXGND 

C FBZHI ZUXGL LBUIB MQLZR BMBNX 

D VGBOP PABAZ UBZPN BCGHB MGLBV 

E NPUXF BZVXP CDUBB NHGLL BVXPQ 

F QFPXP DUZQF GRUBR PNNZG VVZNR 

G BMGVV GPNVN BDZXG HBEBR ZYVBP 

H CZAHB UVBOB ZXFBU RPNAG XGPNV 

ltES I'RIC'£ED 
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11. Solve the ceyptogrem below, suspected to contain the probable 
word "BLOCKADE" J recover aJ.l keys. 

10 1 20 2 

A LCTCE LUZOD UCREA WZUSB FZXDY 

B DRTLD SDRZS DEUCM UZZKZ UDCDV 

C TQTXD AOYZC ZWYDX PTVZD ~SCM!_Z.,. 

D 4 RZAQL LDECM ZURXD TLCMT LWZZR~ 

E~SSZX CZVLC DOUDX PZCWT UUTKZ 

F SUDAD EUFZL LZYLX DRCBR EZLCD -
G MTUTL LMDLC BYZLM DUZOD LBCBD 

R RLTRV MTLVT ATHZV UTWYV BRZLX 

RESTRICTED 
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12. Solve the following cr,mtogram1 and recover all keys 1 

10 1 20 2 

A JZDFV WHEDZ VHWDS YKTWD OEDZD 

B EDSEC CWHHW EDZTE XXWSZ VBZVZ 

C SPFJK VZTYP BJDWO LJWDP VPWTI 

D REDZE XEKVF PJVEY HHJEF EDZFV• 

E~WHEDZ VRJPJ ZHJLP JXEKV JLTWM 

F WRWED WRWDM WSWDW JREXI YKZCE 

G KDJPW DCEMW DONZH JJEPJ JPSB~ 

H~KVFEB WJWED HHZHJ EXXPW VJEND 

J RJEFS EDXWV OPJWE DVZGK ZHJZT 

RES'f'RIC'f'Ef) 
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13. Using the sequences recovered in Problem 12, solve the following 
cryptograms and indicate the specific keys: 

a. U R J J R X Q U Q X K S A R B B E T 0 I 

ABCDEFGHIJKLMNOPQ~STUVWXYZ 
~=25 ~r=15 ' 0 =16 

b. F D L D Y X Z U M U E U F P N D V 0 F E A L Y R W 

UMLJX AFDYE XEKQP DOYCV REUAX 

- ~~= -- -- ~- == ABCDEFGHIJKLMNOPQRSTUVWXYZ 

~=163 ~r=94 +o=ll8 

14. The following crY,Ptogrmns, enciphered with random cipher 
alphabets, are in bona fide word lengths. Solve them • 

.!• ll Y A R V J Z G·H A R 0 T V K C G K M M G lC ll Z 14 L K U G 

LKUG OROE HOZ EMVHFSRMJROT 

JEHZPUHGVEGM RQ MCJKKSJKUME 

~· RGRQRU TDSPYURDP ~FTAVDRC AYCFO 

J.O DR Z Y U U F S P P F U Z R T FAD Y G P 

.£• C D G W D S A L C AU MMD C. R B U 0 D · Y V D V D J R 

IYSUAUYVS LZC~SS OUTDO 

RES'l'RICTED 
1 
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15. In solving several unrelated monoalpha.betio cryptograms 1 the . 
f'ollovir.g cipher alphabets vere reconstructed. Recover all key words in 
each case. To facilitate solution, significant segments have been 
underlined. 

PsABCDEFGHIJKLMNOPQRBTUVWXYZ 
O:NLWPFRTHSYDQAKVEBMXGCOZIJU 

• 
P:ABCDEFGHIJKLMNOPQRSTUVWXYZ 
C:ZQXPEONMWLKJHGFDBVYUTRICBA 

c. 
~ 

P:ABCDEFGH~JKLMNOPQRSTUVWXYZ 
C:PQERVMOZWUTHAXBCDFSYGIJKLB 

~-
P:ABCDEFGHIJKLMNOPQRBTUVWXYZ 
C:AUZJTXHSWGRMBBOCIQFEKYPDVL 

!.• 

P:ABCDEFGHIJKLMHOPQRSTUVWXYZ 
C:CKVEBOYFDPZGQBSITLWNJURAMX 

!.· 
P:ABCDEFGBIJKLMBOPQRSTUVWXYZ 
C:LMCPOQIJBRSBTBDEUGVKAWXYFZ - -- ..,.._ 

P:ABCDEFGHIJKLMNOPQRBTUVWXYZ 
C:CDGPVZKHQLAEIJNSWUBFMOTXYR 

... 

h. 

P:ABCDEFGHIJKLMNOPQRBTUVWXYZ 
C:LBEKDGRMFAXSNBCZTOIYUPJVQW 

RESTRICTED 8 
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NATIONAL SECURITY AGENCY 
Washington 25 11 D. C. 

COURSE Military Crypte.nal.ysis, Port I 

LESSON 3 Mult111teral substitutiOJl with 
single~equivalent cipher a~ha-
bets 

Tgr .ASSIGNMEtfl' Section VII 

1. Solve the following crmogram, tmd recover ~1 ke:fS I 

5 10 l5 
A DT LR WE OE OE WH RR WR LA WH WA DE DA Wft LE~ 

B ,.LE OR RE WT OR WA OH Wll OR LE LR WA RR :RR ws: 

c WA WH OE OR LE LE WR WA WH OR LR LE LR WA Oll 

D OE LR OA OA OE LR OR RE OA OA WH WT WH WA WAllo 

E 'WR WA WH DE m OE WH WR RE OR OA Rr OE LR OR 

F RE WR WE WA OH DE WR LR WA WA WR WA WJ{ DE DA 

G LR LR WA WH OA DE LR LT LT LR OA WR DE WR LR 

H WA OA LR RA RA LR 'WE OE DE RT OE WH 1m WR LA 

J WH WA DE DA WR LE LE OT WH OE Wll w WA RA LR 

K OE OH WH RE OT Dr OR RE RE WR DE WR LR WA OR 

L LE OR OE DE WR LE LE WH OE DT OA WE LT LT LR 

M OE DE OA DE LR LT OH LR LE LR WA w LE 00! ws: 

N WA WA WR WA RR 

(For distribution, see next page) 

;RESTRICTED 
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A E H R T 

D 3 12 - - 3 
L 2 13 - 21 5 
0 10 14 6 10 3 
R 3 7 - 5 3 
w 22 4 22 13 2 

cj~p:2270 4>r=l362 cjl0 •2288 

(25-element alphabet) 

2. This message was sent by the Fifteenth Infantry. Solve it and 
recover all keys: 

5 10 15 

A CY AO NX CN NO CN AO AO OG ON :NG BY ox ox RO 

B CG NY RO AN RE AG RO ox AO AN AX AX AG AN AG' 

c CN RO ox ox BY AN AG CN BE ex BN BX CG RO ON 

D co RE CN AY BG CE ON NO AO OG RO NO NO RO RE 

E 00 NG BY ox ox RY AG AX BY AN OG CN AO OY OG 

F NO ox CY me OG AO AN CN AG RE AG BY OG NO AO 

G BO AO CN CG AG CN ON BO CN AO OY co OE ON NO.,. 

H ,..Ao OG RO NO NG RO NO AG CN RE AO ox RX AE BY 

J AN BO 

E G N 0 X Y 

A 1 9 7 12 3 1 
B 1 1 1 3 1 6 
c 1 3 11 2 1 2 
N- 3 - 9 2 1 
0 1 7 5 1 9 2 
R 5- - 9 1 1 

c!Jp=960 ( e.pprox.} 

(36-element alphabet) 

HES'l'HICT I~D 2 
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' 
4. Solve the following cryptogra.m.. and recover all keys: 

5 10 

A AAC AAB BBA AA:B AAC Mn Allll 1\.CC AAB CCA 

:a ~ ABC AAC CAA AAB BM BAA AAA BBB AAB 

c .A:BB ABC CAA BAB AAB AAC BBA ACB CBA AAB 

D BBA BCC ACB BBB BBC ACA BBA ABA ABC AAC 

E ACA BBC AAC AAB AAB BBC AAA BAA BAB AAB 

F AAB ABB ACC AAA ABB ACC AAB BCC BCC AAB 

G BAC CCC ABJ3 AAB CBC ACA ACA AAC ACl3 CAB 

K AAA ACA COB AAB. AAC ABA BAA ACB CBC COB,,_ 

J .. AAB AAC ABA COB AAB AAC ABA 

2: A A A B B B c c c 
3: A B c A B c A B c 
A 4 18 10 5 5 3 5 4 3 

1: B 4 2 1 4 2 3 3 
c 2 l. l. 2 l. 3 1 

~=499 ~=277 , 0 :542 

(27-element alphabet) 

5. Solve the follcndl:lg naval message, and recover all keys 1 

11101 1 0 3 3 3 12231 0 3 0 2 3 3 3 1 2 2 3 10 0 0 

06002 60610 15231 40424 24052 3 3 2 0 6 . 
0 3 0 4 2 61122 3 3 2 6 3 1 2 3 3 4 11052 3 3 0 1 :!. 

00001 12200 20010 02600 0 6 l 5 1 62611 

13367 89310 6 2 2 2 2 2 6 0 50 4 1 2 2 1 04101 

3 0 '1 1 24230 52 6 0 4 22221 21604 1 0 1 51 
·, 

1 0 0 2 3 1 4 1 2 2 3 0 1 0 5 0 0 1 1 3 50 0 2 4 1111:!.. 

3 3 50 4 10 1 3 1 4 2 3 0 5 0 3 0 4 2 6 0 6 2 3 l 0 3 6 0 

RES'l'RIC'l'ED 4 
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6. Solve -the following cr;yptogram, and recover all keys : 

4 52 6 4 56 2 8 2 0 2 5 2 3 2 9 2 7 6 1 6 1 4 5 2 3 8 2 0 

6 3 2 1 6 52 7 2 9 2 7 2 1 2 6 0 6 52 1 6 7 2 9 47694 

56 52 9 02146 0 4 1 6 1 2 54 2 4 90692 1 2 1 4 3 

6 50 2 6 45672 9 2 3 2 5 61272 8 4 54 3 04182 

04221 6 7 2 6 2 9 4 52 3 4 1 2 52 9 2 9 4 5 23820 

46272 3 4 50 6 5 2 9 2 1 6 3 0 2 3 4 56 4 6 7 4 5 6 5 

29082 21670 2 3 4 56 1 2 58 2 02947 27650 

29210 2 3 4 7 2 1 2 54 3 65000 

1· Solve the following cryptogram, ar1d recover all ke:,ya: . 
0 51 0 5 2 3 8 0 4 9 1 1 6 1 3 8:3 IJ. 9 2 2 7 0 2 74491 

1 6 1 3. 8 3 3 8 3 4 9 2 2 7 4 2 7 5 0 5 3 1 6 1 2 74492 

16127 1 4 9 1 4 92274 3 8 2 1 6 12724 91161 

27138 1 0 52 3 8 4 2 7 4 0 54 0 5 23801 61491 

16105 • 2 2 7 1 3 8 0 2 7 1 0 52 2 7 44910 510 52 

0 53 2 7 1 4 9 2 1 6 0 4 9 1 0 52 2 7 10 50 2 74163 

3 8 0 1 6 1 1 6 53 8 54 9 2 2 7 4 0 5 2 0 53 1 61494 

49238 4 2 7 1 3 82492 27427 2 0 52 2 71380 

4 9 1 2 7 02714 9 1 2 7 0 49149 12702 12273 

0 55 0 5 3 0 52 2 7 4 2 7 2 1 6 1 2 7 1 3 8 1 4 9 3 0 52 

4 9 4 4 9 2 4 9 1 0 5 2 3 8 0 0 51 4 9 2 3 8 3 4 91492 

2 7 4 4 9 2 3 8 2 3 8 2 3 8 q 3 8 1 0 5 2 3 8 4 4 9 10 50 

RISSTRIGTSD 5 
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8. The following is a text in the Baudot teleprinter code enciphered 
by e. s:blqlle machine employing five two-pouition switches which operate 
polarized relays • Each switch has the function of changi~ the pole.t"i ty 
of its respective baud (a single nmark" or "space" 1mpulse} 1 if the switch 
is in the 'e.ctive' position. If the switch is in the 'inactive' position, 
the polarity of the baud is unaffected. The switch settings remain con­
stant for each message. As an e~le, if switches 1 and 4 are active 
(x)., and 2 1 3 and 5 are inactive (o}, then the "WOrd EN.E:MI is enciphered 
thus: 

A 

Key: ~ooxo xooxo xooxo xooxo xooxo 
Plain: +---- --++- +---- --+++ +-+-+ 
Cipher: ---+- +-+-- ---+- +-+-+ --+++ 

Solve the message and recover the switch settings. 

2 3 4 5 6 7 8 

+-+-- +-++- +---· ++-++ ++++- +---+ -+++- -~---

9 10 

-+-+-

B +-+-- +---- +---+ --+++ ++--+ ++-+- +-+++ +++•+ +++-+ --+++ 

c ++--+ +++++ --+-+ ++-++ +-+-- +---+ -++-+ +++++ +-+-- ++--+ 

D +++-- +++-- --+-+ ++~++ +---+ ---++ ++--+ +++++ --+-+ 

E +---+ +-++- +--++ +---+ +--+4 --+-+ -++-- +-+-- +-++- +--++ 

F +---+ -+++- -+-++ ++--+ -++-- ++--- ·++-+ -+~-+ +-++-

G +++-- +--+- -+-+· +++-+ +++-+ +---+ +---+ -++-+ +-+-- -++--

H -++-+ +-+--' --+-+ +++++ +---+ +4-++ +-++- +++-- +---+ -+++-

J -+--- +-+-- -+-+- +---+ ++--+ +--++ ---++ 

1,2: 

RES'f fffCFEfJ 

3: 
4: 
5: 

++ 
+­
-+ 

+ + 
+ + 
+ 

5 
1 

2 

l 
5 
3 

+ + 
I 
"' + + 

+ - + 

4 

4 
5 

4 
8 
3 

~ 
1 
2 

.. 
,I. 

1 
3 

+ 

6 
13 

1 

4>0 =386 

(32-element alphabet) 

6 

l 
1 
2 
3 
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NATIONAL SECURITY AGENCY 
lfashington 25, D. c. 

COURSE Military Cryptanal.ysis, Part I 

LESSON 4 Multiliteral substitution with 
variants 

TEXT ASSIGNMENr Section VIII 

1. Solve the following cryptogram, and recover all keys: 

5 10 15 

A RA DE KE PE VE TI BO IA GO DU JO BE KI BI JO 

B 
4 BU JA VA ME LA. BE KI RE FE DO VI JO SA DO JE 

c ""1a BA MO SA cu GE GE PI BO KI JU CE CI MI NE 

D PO JU CE RE NA BU BE KO RA DE KE TE SE TI JO 

E FA GO DU DO JE KI DI JO BU JA CE BO FO BA BU• 

F 4 DA LE JO NI DO NA BO BE PI GI ME TE co JO TI 

G SA BO TI DU MO FA BU NA DU DE TO GI BE SE BU 

H GE co PA TA KE CE NA VA MO LO ME NA DU DE ~ 

J •Bo FO DA DU DA LE BO SI JO VA DO DE TI NI DO 

K co FI DE VE CI BU DA LE BO VI DO NA JO BE KI 

L VA DU DE KO GO RE MO PE SA RA JE KA DO PI RI 

(For distribution, see page 5) 

RESTRIC''l'ED 1 
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2. I Solve the following c:r;yptogram, and ~ecover all keys: 

1' 

5 10 15 

A DR DD SY DA RA RR SB YA BT TY AR HI DB TB AD~ 

B 4lY lB SA AA HI DA TD HR YB TD BB RI AI mr BT 

c DD IA AI BB HA YD TH YA HI BA lT Y.D yy BD YH 

D SD DI SB AA ST YD RH SD SR YR m SR RA RR Y.B" 

E ~SA BT TY HR AI DB lB .AD DY YB SA HA HI DA TD . 
ST.,. F TS DB SH YH DI SD TT TT yy BH ST YI SB AA 

G '4 DD AH DH YT RH HI ID AR SB BA RI RB AI HI RH 

H DB SH HA RI DA AI IB YB DI SI DD YA BB YT HH 

J II YH TY BS DD YR SR RI HH TD m TA AI RY ST 

K SH DH .A:B AI TI YT AH HY AR AI RH DI Y.D DD YA 
~ 

L '4TB m HH SB AA m DD RH Y.D DR Y.B DH SH SR DD 

M DA SI RI ID ST BD SI SD TT BH SH RI AA HI BJ3 

N IS BI HI RH AY DB BA AI DH SH 

(For distribution, see page 5) 

. R ~:5 1 klC 1 ED 
2 
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3. Solve the ro llm-11.116 c ryp to gro.rn, nml rccovP.r nll l':IJ:'JB: 

5 10 15 

A 99 18 57 82 12 28 ~r8 90 25 Ol~ 15 30 Ql~ 06 14 

B 57 3'1- 611- 20 72 15 30 02 57 411- 84 52 66 11 81 

c 87 58 35 78 31 Ill- 70 90 68 1~7 30 13 15 21 86 

D 92 43 10 30 35 20 31 32 61J. 18 57 26 84 12 06 

E 3'+ 25 69 72 90 78 07 90 31 29 57 50 82 19 53 

F 31 72 51 36 10 86 36 lt-7 18 67 26 04 92 82 30 

G 08 31 58 90 88 87 91 10 20 82 31 14 56 57 31 

H "88 04 31 30 66 47 30 36 18 99 20 06 97 31 21 

J 55 99 18 20 10 28 71~ 68 90 41 69 82 90 78 31 

K 86 88 15 91 26 92 72 87 14 11-3 20 53 28 64 92 

L ~-7 02 58 35 10 96 05 34 37 85 06 26 80 50 92 

M 68 10 70 81 92 18 02 86 49 47 07 82 94 06 69 

N 15 21 90 56 10 40 01 68 !90 15 35 57 52 32 60 
I 

p 47 64 36 71 06 55 00 68 /78 45 52 12 69 43 
l 

(For distribution, see page 5) 

REsri RIC I'ED 3 
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4. This message is suspected of' having an ending similar to Prob­
lem 3. Solve it and recover all keys: 

5 10 15 

A 22 08 71 29 19 83 05 31-t- 76 58 O? 56 62 26 22 

B 35 48 75 13 78 58 34 65 02 07 71 51 87 35 96 

c 10 32 69 45 47 81 46 11 01 14 67 37 75 79 35 

D ~ 53 29 37 46 60 19 30 94 66 49 68 88 57 98 

E . 84 93 30 86 28 90 51 o4 53 03 84 76 58 31. 57 

F 42 12 86 49 36 79 54 26 09 38 24 41 86 63 79 .. 
08 28 67 68 66 94 22 G 63 71 66 83 56 05 07 58 

.. 
H .... 95 6o 19 62 26 48 23 59 4o 38 15 67 43 92 42 

J 62 77 43 79 54 69 38 65 16 82 10 96 67 97 57 

K ~ 93 24 13 53 29 46 37 32 65 12 94 84 95 68 

L 83 93 98 37 75 79 45 12 97 84 53 03 75 76 95 

M 31 29 32 21 49 17 25 73 00 69 86 36 79 45 19 

N 77 98 38 95 97 93 94 98 72 42 59 00 08 50 44 

p 27 26 62 57 06 91 23 

RES'i:'RI.C'fEIJ 4 
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FREQUF~CY DISTRIBUTIONS 

AEIOU 

B 2 6 1 8 7 
c - 5 2 3 1 ABDHIRSTY 
D 4 6 1 8 7 
F 2 1 1 2 - A 5 1 2 2 9 3 - - 1 
G - 3 2 3 - B 3 3 2 1 1 - 1 3 -
J 2 3 - 9 2 

[) 5 5 8 Q 4 2 - 4 1 

K 1 3 6 2 - H 3 1 - 5 8 2 - - I 

L 2 3 - 1 - I 1 3 1 - 1 -. 1 - -
M -3111- R 2 1 - 6 6 2 - - 1 
N 6 l 2 - - s 3 5 4 6 3 4 - 5 1 
r 1 2 3 1 -. .T 1 2 4 1 1 - 1 3 3 
R 3 3 1 - -

y 4 6 5 3 l 2 - 4 3 
s 4 2 1 - -
T 1 2 5 1 - Problem 2 

v ~~ 2 2 - -

Problem 1 

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 
0 1 1 3 - 4 1 6 2 1 - 0 211.2131231 
1 7 1 3 1 4 6 - - 6 1 1 2 1 3 2 1 1 1 1 - 4 
2 6 3 - - - 2 4 - 3 1 2 - 1 3 2 2 1 3 1 3 4 
3 710 2 - 3 4 4 1 - - 3 323-23244-
4 1 1 - 3 1 1 - 6 - 1 4 1 1 3 2 1 3 3 1 3 3 
5 2132-2273- 5 12-42-2442 
6 1 - - - 4 - 2 1 5 4 6 2 - 4 2 - 3 3 4 3 3 
7 2 1 4 - 1 - - - 5 - 7 - 3 1 1 - 4 3 2 1 6 
8 1 2 6 - 2 1 4 3 3 - 8 - 1 1 3 4 - 4 1 1 -
9 9 2 6 - 1 - 1 1 - 3 9 1 1 1 4 4 4 2 3 4 -

Problem 3 Problem 4 

:AES'l'RIC'l'ED 5 
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5- Solve the following cr;yptogram, and recover all keys: 

8 0 7 1 3 0 6 9 4 1 3 56 9 6 8 0 2 1 3 28061 3 7 6 9 5 

69680 9 1 3 9 4 78800 2 5 5 1 3 28096 9 11 3 4 

47713 6 8 0 2 6 9 7 6 9 5 1 3 9 1 3 7 2 50 2 5 6 4 7 ; 

8 0 2 8 0 8 8 0 9 1 3 58 0 2 2 52 4 7 3 1 3 4 1 39696 

2 5 5 2 5 1 2 50 8 0 9 1 3 2 4 7 8 2 5 8 1 3 1 4 7 4 2 56 

6 9 52 5 5 l 3 0 l 3 6 4 7 7 l 3 1 6 9 46966 90699 

80247 4 6 9 51 3 0 8 0 1 8 0 5 2 5 11 3 7 8 04470 

6 9 2 1 3 11 3 0 8 0 3 4 7 7 

6. Solve the following cryptogram, a.nd recover all keys: 

1 8 9 0 5 5 2 1 3 1 8 9 0 1 1 0 4 4 1 4 52 1 3 1 3 4 0 2 2 

0 5 5 1 8 9 2 0 2 2 3 5 1 5 6 1 9 0 0 5 52 2 4 0 5 5 1 4 5 

1 9 0 2 0 2 1 5 6 1 6 7 1 8 9 0 8 8 1 5 60110 44190 

0 8 8 0 1 11 9 0 0 2 2 0 5 5 0 5 5 1 4 54 0 4 4 1 54 6 0 

3 5 8 3 2 5 3 5 8 3 1 4 3 0 3 lt-1532 5 3 4 7 4 l 54 59 

4 6 0 3 5 8 3 8 1 3 l 4 2 8 0 2 7 9 4 6 0 4 6 0 3 1 4 4 4 8 

5 1 6 2 8 0 3 1 4 3 5 8 '~ 0 4 3 3 6 3 7 0 4 0 4 4 1 5 2 9 1 

3 7 0 3 1 4 3 0 3 6 7 3 7 3 0 7 2 9 7 1 8 7 2 9 6 7 3 6 8 4 

7 6 7 5 7 2 6 9 57 3 0 57 2 7 1 8 7 2 9 7 0 7 5 72550 

5 7 2 6 1 7 p 8 4 7 2 9 7 2 9 6 0 6 6 1 7 7 1 8 6 5 1 5 7 2 

71871 8 5 3 8 5 91~572 

6 
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1· Solve· the following cryptogram, and recover all keys: 

72109 19015 4 1 7 7 6 0 4 6 57 8 9 9 2 5 9 6 2 3 5 

70368 62717 67091 8 3 9 3 8 99294 8 8 59 6 

5 2 3 6 8 6 2 1 7 0 3 7 0 9 1 22620 8 0 7 3 5 9 6 6 9 5 

04627 17032 5 3 1 3 6 7 7 6 4 4 2 2 53 7 l 2 2 6 2 

47907 3 8 0 2 6 2 2 7 0 3 8 8 4 3 4 3 0 l 9 6 04118 

66826 2 7 0 3 4 1 5 5 9 6 8 4 8 2 5 3 5 2 3 0 4 6 56 9 

1 6 3 7 5 84979 7 4 8 9 3 10920 8 57 8 0 7 3 54 1 

97477 67212 08479 35210 9 l 3 6 5 78947 

3 9 8 6 5 97030 2 8 3 3 4 1 54 3 2 54 5 l 6 59 9 l 0 

0 4 6 3 9 82992 2 6 54 1 0 9 l 4 2 4 3 4 3 0 28208 

7 5 8 5 2 3 3 9 8 7 0 3 7 1 2 2 5 3 2 2 67217 58 57 8 

n ~8'f':RfC9?BB 7 
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8 .. The f'ol.lowing cryptograms are · B1lSpected to be isologs • Solve 
them, and recover all keys: 

Message rr A" 

09728 2 3 1 4 4 3 3 9 8 7 7 3 5 1 4 2 7 7 6 9 10677 

9 4 4 1 8 9 9 4 7 9 4 1 9 4 8 6 6 4 3 2 2 4 3 7 4 4 8 4 9 9 

5 6 7 5 8 4 7 6 3 6 3 5 5 4 6 8 11 7 6 12242 3 0 7 7 1 

7 6 1 9 4 1 52 7 2 6 2 6 4 4 8 5 2 1 1 2 1 3 6 1 7 1 6 8 1 

2 8 7 59 7 2 4 5 9 4 7 0 4 7 2 0 2 0 4 22145 5 3 5 7 0 

2 1 3 7 7 58 4 6 7 3 6 1 6 6 1 3 0 3 7 0 5 3 5 8 2 58 7 6 
' 

6 4 4 0 3 3 3 5 2 4 3 6 8 4 7 9 819 7 5 76679 8 3 6 3 7 
I 

7 9 9 4 6 0 5 7 7 7 4 6 2 4 3 9 5: 6 6 7 1 50 8 6 47920 
I 
I 

54 3 9 1 2 7 2 8 4 3 2 0 6 0 
I 

4 3~ 1 7 8 9 4 3 6 7 6 6 4 1 4 

3 2 1 9 0 1 54 2 9 6 2 6 4 8 
I 

6 0 9 7 5 47915 6 6 6 7 9 

1 4 4 2 2 70281 9 3 8 9 4 7 1 3 6 8 3 5 3 2 5 27686 

21707 7 9 4 3 9 22000 

Message "B" 
8 7 5 6 0 7 7 4 4 4 3 5 2 1 1 4 11 0 9 3 3 7 7 2 89084 

5 5 4 1 5 7 8 58 6 4 1 0 56 
i 

3 5:5 0 6 1 5 8 ,,. 4 ).J.8995 
I 

20ll0 2 3 7 7 7 5 8 1 9 9 1 9~4 3 7 5 7 0 5 2 62714 
' 
' 

37171~ 8 8 7 56 25154 1 1:7 2 4 98779 7 2 3 6 7 

61813 3 8 50 7 47890 6 8 7 1 9 6 5 5 2 1 0 8 8 1 5 

6 8 5 4 8 8 1 2 7 0 3 3 6 0 9 1 7 .5 5 1~ 8 3 8 11 7 2 4 7 7 

8 54 3 3 5 0 8 0 5 3 7 5 9 8 
I 

6 0 ,7 1 8 3 7 3 0 6 17704 

0 6 l 59 627l4 4 6 5 5 1 69\370 5091~5 58 6 9 h 

1 9 56 1 7 0 6 8 1 8 6 6 0 0 8 3 4 7 4 5 5 3 7 7 7 1 5 0 2 
I 
I 

l 6 57 6 4 1 2 9 5 6 5 0 5 2 
I 

0 0 7 5 l 4 7 2 8 9 3 3 9 5 6 
' 

591~97 3 8 7 6 4 GG~71~ 7 2 2 6 l 0 8 5 6 0 7 3 7 6 3 

6 8 3 50 
I 

4 8 5 l 6 2 50 0 0 

flESTIUCTED 8 
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9. Tho- follo·uine; naval measae;es are suspected to be 1so1ogs 1 con-
taining the probable word "TASK FORCE". Solve them, and recover all keys. 

" 
Message "A" 

4 3 0 2 2 8 3 52 4 2 6 0 6 0 98448 5 6 1 7 5 57 3 6 8 

0 5 54 4 5'-t-713 2 57 4 8 1 8 9 9 5 7 3 2 1 1 78809 

7 8 2 3 0 4 6 7 4 6 5 5 5 6 6 3 8 9 7 1 5 2 8 3 5 54 3 1 0 

6 6 1 7 9 3 0 2 2 5 4 9 7 0 5 6 3 6 0 5 7 53 1 0 8 3 4 52 

9 2 3 5 1 0 3 1 3 2 2 7 9 9 8 9 3 53 9 26288 110 9 5 

8 0 4 7 3 12200 6 3 3 6 9 4 2 1 0 8 52 0 9 7 11 4 7 7 
I 

1 1 3 0 6 6 8 7 2 1 9 8 8 8 3 6 ·a 4 5 3 9 56 50 1 5 l 8 4 

5 9 7 4 9 9 2 0 7 6 6 7 0 0 0 

Measa.ge "B" 

7 7 6 3 9 3 2 3 3 8 9 6 6 a 1 3 2 5 8 3 1 6 7 7 1 3 6 0 3 3 

2 5 1 9 5 21007 6 1 9 3 6 37147 9 4 7 0 2 7 4 3 2 3 

9 1 5 5 1 8 4 0 3 Q 2 3 2 1 1 7 lJ. 6 9 6 1 57 8 4 3 4 7 4 6 

3 4 1 7 0 5 9 3 9 1 3 5 5 8 4 1 7 6 4 5 6 57 52 2 4 9 1 5 
', 

0 7 4 3 2 6 4 5 9 8 9 9 1 0 4 1 7 3 0 7 6 6 6 3 9 3 1 l 2 7 

9 0 4 0 2 5 3 3 5 3 7 7 7 6 0 8 4 4 7 9 7 51 3 9 1 0 3 8 8 

0 2 2 8 5 4 2 2 1 4 8 0 1 3 2 6 2 56 8 2 7 52 9 4 2 8 7 5 

0 7 9 3 4 4 5 4 5 5 2 0 0 0 0 

fU!JS'l'RICTED 9 
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10. The i'ol1owin~ cr;yptogro.m is suspected to begin with the opcnin(3: 
stereot;ype "REFERENCE YOUR MESSAGE •••• ". Solve it, and recover all keys. 

).j. 0 1 6 2 4 2 3 8 5 52J.Ol~ 8 3 1 2 1 4 4 4 2 2 3 7 2 1 1 

9 9 0 9 9 4 2 1 2 7 3 7 9 1 2 7 7 7 8 5 8 0 1 1 6 4 4 4 4 4 

1 3 3 7 8 7 7 6 4 0 1 2 2 5 5 5 0 0 2 2 4 8 8 8 3 78850 

2 2 2 8 7 8_4629 9 9 9 2 0 0 6 6 4 8 9 1 2 5 3 2 0 7 2 9 

0 1 3 3 1 8 1 2 2 2 9 0 0 51 9 9 5 2 3 1 9 3 9 1 4 1 9 3 6 

6 1 0 4 5 4 8 3 7 6 8 8 3 1 1 1 54 54 0 0 0 2 2 0 5 5 0 9 

6 0 6 1 5 5 7 1 2 9 1 8 8 5 9 2 0 3 9 6 6 6 6 0 3 1 4 9 4 5 

3 50 7 9 8 8 5 5 2 8 2 4 1 1 0 8 6 b 3 0 50 3 2 2860') 

0 7 7 2 2 5 5 2 1 2 0 0 0 8 0 0 0 7 7 4 7 2 8 8 3 4oese 

• 

ftf!S'f'lUC'f':SD 10 


