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The Golden Guess
18 Morning-Star to the full round of Truth.
—Tennyson.

Preface

This text represents an extensive expansion and revision, both in scope
and content, of the earlier work entitled “Military Cryptanalysis, Part I by
William F. Friedman. This expansion and revision was necessitated by the
considerable advancement made in the art since the publication of the previous
text. . :
I wish to express grateful acknowledgment for Mr. Friedman’s generous
assistance and invaluable collaboration in the preparation of this volume, I
also extend particular appreciation to my colleague Robert E. Cefail for his
numerous valuable comments and assistance in writing the new material which
is contained herein.

—L.D. C.
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CHAPTER I
INTRODUCTORY REMARKS
B Parsgraph
Scope of this teX . . . e i e mmmm i m———————— 1
Mental equipment necessary for eryptanalytic work. .. . o e ccccaaanaee 2
Validity of results. of Ty PtaRAlY SIS e 3

1. Scope of this text.—a. This text constitutes the first of a series of six basw texts ! on
the science of cryptanalytics and the art of cryptanalysis, Although most of the information
contained herein is applicable to cryptograms of various types and sources, special emphasis
will be laid upon the principles and methods of solving military * cryptograms. Except for an
mtroductory discussion of fundamental principles underlying the science of cryptanalytics, this
first text in the series will deal solely with the principles and methods for the analysis of mono-
alphabetic substitution ciphers. Even with this limitation it will be possible to discuss only a
few of the many variations of this type that are met in practice; but with a firm grasp upon
the general principles few difficulties should be experienced with any modlﬁcatlons or va.rmtlons
t,hnt may be encountered.

~b. This and the succeeding texts will deal with, among others, some basic types of cryptosys—
tems not because they may be encountered unmodlﬁed in military operations but because their
study is essential to an understanding of the principles underlying the solution of the modern, very
much more complex types of codes, ciphers, and certain encrypted transmission systems that
are likely to be employed by the larger governments of today in the conduct of thexr military
affairs in time of war.

¢. It is presupposed that the student has no prior background in the field of cryptology;
therefore cryptography is presented concurrently with cryptanalysis. It is also presupposed
that the reader has had but & minimal mathematical background; a student who has had
elementary algebra should encounter no difficulty with the mathematical treatment in the
body of the text, and he will be progressively guided into augmenting his mathematical back-
ground to fit the needs of cryptanalytics. Basic terminology and preliminary cryptologic con-
siderations are treated in Chapter II; other terms are usually defined upon their first occurrence,
or they may be found in the Glossary (Appendix 1). Footnotes, besides amplifying general
information, include occasional treatment of mathematical principles that may be beyond a
beginner in the field; the student therefore should not spend too much time trymg to assimilate
all the information contamed therein.

d. The cryptograms presented in the examples embrace messages from hypothetical air,
ground, and naval traffic; thus, the student will have the opportunity to familiarize himself
with the language and phraseology of all three military Services.

i Each text has its accompanying course in cryptanalysis, so that the student may test his learning and
develop his skill in the solution of the types of cryptograms treated in the respective texts. The problems which
pertain to this text constitute Appendix 9.

3 The word “military”’ is here used in its broadest sense. In this connection see subpar. d, below.’

1 —OONFIDENTIAL—
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2. Mental equipment necessary for cryptanalytic work.—a. Captain Parker Hitt, in the
first United States Army manual ® dealing with cryptology, opens the first chapter of his
valuable treatise with the following sentence:

“Success in dealing with unknown ciphers is measured by these four things in the order
named: perseverance, careful methods of analysis, intuition, luck.”

These words are as true today as they were then. There is no royal road to success in the
solution of cryptograms. Hitt goes on to say:

“Cipher work will have little permanent attraction for one who expects results at once,
without labor, for there is a vast amount of purely routine labor in the preparation of frequency
tables, the rearrangement of ciphers for examination, and the trial and fitting of letter to letter L
before the message begins to appear.” {

The author deems it advisable to add that the kind of work involved in solving cryptograms ‘
is not at all similar to that involved in solving crossword puzzles, for example., The wide vogue
the latter have had and continue to have is due to the appeal they make to the quite common
interest in mysteries of one sort or another; but in solving & crossword puzzle there is usually no
necessity for performing any preliminary labor, and palpable results become evident after the
first minute or two of attention. This successful start spurs the crossword “addict” on to com-
plete the solution, which rarely requires more than an hour’s time. Furthermore, crossword
puzzles are all alike in basic principles and once understood, there is no more to learn. Skill
comes largely from the embellishment of one’s vocabulary, though, to be sure, constant practice
and exercise of the imagination contribute to the ease and rapidity with which solutions are
generally reached. In solving cryptograms, however, many principles must be learned, for there
are many different systems of varying degrees of complexity. Even some of the simpler varieties
require the preparation of tabulations of one sort or another which many people find irksome;
moreover, it is only toward the very close of the solution that results in the form of intelligible
text become evident. Often, indeed, the student will not even know whether he is on the right
track until he has performed a large amount of preliminary ‘“‘spade work’ involving many hours
of labor. Thus, without at least & willingness to pursue a fair amount of theoretical study, and a
more than average amount of patience and perseverance, little skill and experience can be gained in
the rather difficult art of cryptanalysis. General Givierge, the author of an excellent treatise on
cryptanalysis, remarks in this connection:*

“The cryptanalyst’s attitude must be that of William the Silent: ‘No need to hope in order
to undertake, nor to succeed in order to persevere’.”

b. As regards Hitt’s reference to careful methods of analysis, before one can be said to be
a cryptanalyst worthy of the name it is necessary that one should have, firstly, a sound knowl-
edge of the basic principles of cryptanalysis, and secondly, & long, varied, and active practical ;
experience in the successful application of those principles. It is not sufficient to have read |
treatises on this subject. One month’s actual practice in solution is worth a whole year’s mere
reading of theoretical principles. An exceedingly important element of success in solving the
more intricate cryptosystems is the possession of the rather unusual mental faculty designated
in general terms as the power of inductive and deductive reasoning. Probably this is an inherited
rather than an acquired faculty; the best sort of training for its emergence, if latent in the
individual, and for its development is the study of the natural sciences, such as chemistry,

R T e

S U

3 Hitt, Capt. Parker, Manual for the Solution of Military Ciphers. Army Service Schools Press, Fort i
Leavenworth, Kansas, 1916. 2d Edition, 1918. (Both out of print.) |
4 Givierge, Général Marcel, Cours de Cryptographie, Paris, 1925, p. 301.
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physics, biology, geology, and the like. Other sciences such as linguistics, archaeology, and
philology are also excellent.

¢. Aptitude in mathematics is quite important, more especially in the solution of ciphers
and enciphered codes than in codebook reconstruction, which latter is purely and simply a
linguistic problem. Although in the early days of the emergence of the science of cryptanalytics
little thought was given to the applications of mathematics in this field, many branches of
mathematics and, in particular, probability and statistics, have now found cryptologic applica-
tions. Those portions of mathematics and those mathematical methods which have cryptologic
applications ® are known collectively as eryptomathematics.

d. An active imagination, or perhaps what Hitt and other writers call enfuition, is essential,
but mere imagination uncontrolled by a judicious spirit will be more often & hindrance than
a help. In practical cryptanalysis the imaginative or intuitive faculties must, in other words,
be guided by good judgment, by practical experience, and by as thorough a knowledge of the
general situation or extraneous circumstances that led to the sending of the cryptogram as is
possible to obtain. In this respect the many cryptograms exchanged between correspondents
whose identities and general affairs, commercial, social, or political, are known are far more
readily solved ® than are isolated cryptograms exchanged between unknown correspondents,
dealing with unknown subjects. It is obvious that in the former case there are good data upon
which the intuitive powers of the eryptanalyst can be brought to bear, whereas in the latter
case no such data are available. Consequently, in the absence of such data, no matter how
good the imagination and intuition of the cryptanalyst, these powers are of no particular service
to him. Some writers, however, regard the intuitive spirit as valuable from still another view-
point, as may be noted in the following: ?

“Intuition, like a flash of lightning, lasts only for a second. It generally comes when
one is tormented by a difficult decipherment and when one reviews in his mind the fruitless
experiments already tried. Suddenly the light breaks through and one finds after a few minutes
what previous days of labor were unable to reveal.”

¥ It is quite important to stress at this point that in professional cryptologic work the science of cryptanalytics
is subordinated to the art of cryptanalysis, just as in the world of music the technical virtuosity of & great
violinist is adjuvant to the expression of musie, that is, the virtuosity is a ‘““tool’” for the recovery of the complete
musical “plain text” conceived by the composer. Since the practice of cryptanalysis is an art, mathematical
approaches cannot always be expected to yield a solution in cryptology, because art can and must transcend
the cold logic of scientific method. By way of example, an experienced Indian guide can usually find his way
out of a dense forest more readily than a surveyor equipped with all the refined apparatus and techniques of
his profession. Likewise, an experienced oryptanalyst can generally find his way through a cryptosystem
more readily than a pure mathematician equipped merely with the techniques of his field no matter how abstruse
or refined they may be. A cryptomathematician of repute once stated that ‘‘the only effect of [refined mathe-
matical techniques] is frequently to discourage one so much that one does nothing at all and some unmathe-
matical ignoramus then gets the problem out in some very unethical way. This is intensely irritating.”” See
also in this connection the remarks made in subpar, 27¢ in reference to the validity of statistical tests in erypt-
analysis.

¢ The application in practical, operational cryptanalysis of ‘“probable words” or “cribs’’, i. e., plain text
assumed or known to be present in a cryptogram, is developed in time of war into a refinement the extent and
usefulness of which cannot be appreciated by the uninitiated. Even as great a thinker as Voltaire found the
subject of cryptanalysis stretching his credulity to the point that he said:

“Those who boast that they can decipher a letter without knowing its subject matter, and without pre-
liminary aid, are greater charlatans than those who would boast of understanding a language which they have
never learned.””—Dictionnaire Philosophigue, under the article “Poste’’.

" Lange et Soudart, Traité de Cryptographie, Libraire Félix Alcan, Paris, 1925, p. 104.
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This, too, is true, but unfortunately there is no way in which the intuition may be sum-
moned at will, when it is most needed.? There are certain authors who regard as indispersable
the possession of a somewhat rare, rather mysterious faculty that they designate by the word
“flair”, or by the expression “clpher brains”. Even so excellent an authonty as General waerge

in referring to this mental faculty, uses the following words:

~ “QOver and above perseverance and this aptitude of mind which some authors consider a
special gift, and which they call intuition, or even, in its highest manifestation, clairvoyance,
cryptographic studies will continue more and more to demand the qualities of orderliness and
memory.”

Although the author believes a special aptitude for the work is essential to cryptanalytic
success, he is sure there is nothing mysterious about the matter at all. Special aptitude is pre-
requisite to success in all fields of endeavor. There are, for example, thousands of physicists,
hundreds of excellent ones, but only a handful of world-wide fame. Should it be said, then, that
a physicist who has achleved very notable success in his field, has done so because he is the
fortunate possessor of a mysterious faculty? That he is fortunate in possessing a special aptitude
for his subject is granted, but that there is anything mysterious about it, partaking of the nature
of clairvoyance (if, indeed, the latter is a reality) is not granted. While the ultimate nature
of any mental process seems to be as complete a mystery today as it has ever been, the
author would like to see the superficial veil of mystery removed from a subject that has been
shrouded in mystery from even before the Middle Ages down to our own times. (The principal
and readily understandable reason for this is that governments have always-closely guarded

¢ The following extracts are of interest in this connection:

““The fact that the scientific investigator works 50 per cent of his time by non-rational means is, it seems, quite
insufficiently recognized. There is without the least doubt an instinet for research, and often the most suceessful
investigators of nature are quite unable to give an account of their reasons for doing such and such an experi-
ment, or for placing side by side two apparently unrelated facts. Again, one of the most salient traits in the
character of the successful scientific worker is the capacity for knowing that a point is proved when it would not
appear to be proved to an outside intelligence functioning in a purely rational manner; thus the investigator
feels that some proposition is true, and proceeds at once to the next set of experiments without waiting and wasting
time in the elaboration of the formal proof of the point which heavier minds would need. Questionless such a
scientific intuition may and does sometimes lead investigators astray, but it is quite certain that if they did
not, widely make use of it, they would not get a quarter as far as they do. Experiments confirm each other, and a
false step is usually soon discovered. And not only by this partial replacement of reason by intuition does the
work of seience go on, but also to the born scientific worker—and emphatically they cannot be: made—the struc-
ture of the method of research is as it were given, he cannot explain it to you, though he may be brought to agree
a posteriori to a formal logical presentation of the way the method works”.—~Excerpt from Needham, Joseph,
The Sceptical Biologist, London, 1929, p. 79.

“The essence of scientific method, quite simply, is to try to see how data arrange themselves into causal
configurations. Scientific problems are solved by collecting data and by “thinking about them all the time.”
We need to look at strange things until, by the appearance of known configurations, they seem familiar, and to
look at familiar things until we see novel configurations which make them appear strange. We must look at
events until they become luminous, That is scientific method . . . Insight is the touchstone . . . The appli-
cation of insight as the touchstone of method enables us to evaluate properly the role of imagination in scientific
method. The scientific process is akin to the artisti¢c process: it is a process of selecting out those elements of
experience which fit together and recombining them in the mind. Mouech of this kind of research is simply a cease-
less mulling over, and even the physical scientist has considerable need of an armchair . . . Our view of scien-
tific method as a struggle to obtain insight forces the admission that science is half art . . . Insight is the
unknown quantity which has eluded students of scientific method’’.—Ezxcerpts from an article entitled Insight and
Scientific Method, by Willard Waller, in The American Journal of Sociology, Vol. XL, 1934.

* Op cit., p. 302. -

.
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cryptographic secrets and anything so guarded soon becomes “mysterious’”.) He would, rather,
have the student approach the subject as he might approach any other science that can stand
on its own merits with other sciences, because cryptanalytics, like other sciences, has a practical
importance in human affairs. It presents to the inquiring mind an interest in its own right as a
branch of knowledge; it, too, holds forth many difficulties and disappointments, and these are
all the more keenly felt when the nature of these difficulties is not understood by those unfamiliar
with the special circumstances that very often are the real factors that led to success in other
cagses. Finally, just as in the other sciences wherein many men labor long and earnestly for the
true satisfaction and pleasure that comes from work well done, so the mental pleasure that the
successful cryptanalyst derives from his accomplishments is very often the only reward for much
of the drudgery that he must do in his daily work. General Givierge’s words in this connection
are well worth quoting:*°

“Some studies will last for years before bearing fruit. In the case of others, cryptanalysts
undertaking them never get any result. But, for a cryptanalyst who likes the work, the joy of
discoveries effaces the memory of his hours of doubt and impatience.”

e. With his usual deft touch, Hitt says of the element of luck, as regards the role it plays in
analysis:

“As to luck, there is the old miners’ proverb: ‘Gold is where you find it.’”’

The cryptanalyst is lucky when one of the correspondents whose cryptograms he is studying
makes & blunder that gives the necessary clue; or when he finds two cryptograms identical in
text but in different keys in the same system; or when he finds two cryptograms identical in
text but in different systems, and so on. The element of luck is there, to be sure, but the crypt-
analyst must be on the alert if he is to profit by these lucky “breaks”.

J. If the author were asked to state, in view of the progress in the field since 1916, what
elements might be added to the four ingredients Hitt thought essential to cryptanalytic success,
he would be inclined to mention the following:

(1) A broad, general education, embodying interests covering as many fields of practical
knowledge as possible. This is useful because the cryptanalyst is often called upon to solve
messages dealing with the most varied of human activities, and the more he knows about these
activities, the easier his task.

(2) Access to a large library of current literature, and wide and direct contacts with sources
of collateral information. These often afford clues as to the contents of specific messages. For
example, to be able instantly to have at his disposal a newspaper report or a personal report of
events described or referred to in a message under investigation goes a long way toward simplify-
ing or facilitating solution. Government cryptanalysts are sometimes fortunately situated in
this respect, especially where various agencies work in harmony.

(3) Proper coordination of effort. This includes the organization of cryptanalytic personnel
into harmonious, efficient teams of cooperating individuals.

(4) Under mental equipment he would also include the faculty of being able to concentrate
on a problem for rather long periods of time, without distraction, nervous irritability, and im-
patience. The strain under which cryptanalytic studies are necessarily conducted is quite
severe and too long-continued application has the effect of draining nervous energy to an unwhole-
some degree, so that a word or two of caution may not here be out of place. One should continue
at work only so long as a peaceful, calm spirit prevails, whether the work is fruitful or not.
But just as soon as the mind becomes wearied with the exertion, or just as soon as a feeling

1 Op, cit., p. 301.
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of hopelessness or mental fatigue intervenes, it is better to stop completely and turn to other
activities, rest, or play. It is essential to remark that systematization and orderliness of work
are aids in reducing nervous tension and irritability. On this account it is better to take the
time to prepare the data carefully, rewrite the text if necessary, and so on, rather than work
with slipshed, incomplete, or improperly arranged material.

(5) A retentive memory is hn important asset to cryptanalytic skill, especially in the solu-
tion of ¢odes. The ability to remember individual groups, their approximate locations in other
messages, the associations they form with other groups, their peculiarities and similarities,
saves much wear and tear of the mental machinery, as well as much time in looking up these
groups in indexes.

(6) The assistance of machine aids in cryptanalysis. The importance and value of these
aids cannot be overemphasized in their bearing on practical, operational cryptanalysis, especially
in the large-scale effort that would be made in time of war on complex, high-grade cryptosystems
at a theater headquarters or in the zone of the interior. These aids, under the general category
of rapid analytical machines, comprise both punched-card tabulating machinery and certain
other general- and special-purpose high-speed electrical and electronic devices. Some of the
more compact equipment may be employed by lower echelons within a theater of operations to
facilitate the eryptanalysis of medium-grade cryptosystems found in tactical communications.

g. It may be advisable to add a word or two at this point to prepare the student to expect
slight mental jars and tensions which will almost inevitably come to him in the conscientious
study of this and the subsequent texts. The author is well aware of the complaint of students
that authors of texts on cryptanalysis base much of their explanation upon their foreknowledge
of the “answer’’—which the student does not know while he is attempting to follow the solution
with an unbiased mind. They complain, too, that these authors use such expressions as “it is
obvious that”, “naturally”’, “of course”, “it is evident that’’, and so on, when the circumstances
seem not at all to warrant their use. There is no question that this sort of treatment is apt to
discourage the student, especially when the point elucidated becomes clear to Aim only after
many hours’ labor, whereas, according to the book, the author noted the weak spot at the first
moment’s inspection. The author can only promise to try to avoid making the steps
appear to be much more simple than they really are, and to suppress glaring instances of unjusti-
fiable “jumping at conclusions”. At the same time he must indicate that for pedagogical reasons
in many cases a message has been consciously “manipulated” so as to allow certain principles
to become more obvious in the illustrative examples than they ever are in practical work.
During the course of some of the explanations attention will even be directed to cases of unjusti-
fied inferences. Furthermore, of the student who is quick in observation and deduction, the
author will only ask that he bear in mind that if the elucidation of certain principles seems
prolix and occupies more space than necessary, this is occasioned by the author’s desire to carry
the explanation forward in very short, easily-comprehended, and plainly-described steps, for
the benefit of students who are perhaps a bit slower to grasp but who, once they understand,
are able to retain and apply principles slowly learned just as well, if not better than the students
who learn more quickly.!

11 In connection with the use of the word “‘obvious’’, the following extract is of interest:

“Now the word ‘obvious’ is a rather dangerous one. There is an incident, which has become something
of a legend in mathematical circles, that illustrates this danger. A certain famous mathematician was lecturing
to a group of students and had occasion to use a formula which he wrote down with the remark, ‘This statement
is obvious.” Then he paused and looked rather hesitantly at the formula. ‘Wait a moment,’ he said. ‘Is it
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8. Validity of results of cryptanalysis.—Valid or authentic eryptanalytic solutions cannot
and do not represent ‘“opinions’ of the cryptanalyst. They are valid only so far as they are
wholly objective, and are susceptible of demonstration and proof, employing authentic, objective
methods. It should hardly be necessary (but an attitude frequently encountered among laymen
makes it advisable) to indicate that the results achieved by any serious cryptanalytic studies on
authentic material rest upon the same sure foundations and of necessity are reached by the same
general steps as the results achieved by any other scientific studies, #iz., observation, hypothesis,
deduction and induction, and confirmatory experiment. Implied in the latter is the possibility
that two or more qualified investigators, each working independently upon the same madterial,
will achieve identical (or practically identical) results—there is one and only one (valid) solution
to & cryptogram. Oeccasionally & “would-be’” or pseudo-cryptanalyst offers “solutions” which
cannot withstand such tests; a second, unbiased, investigator working independently either can-
not consistently apply the methods alleged to have been applied by the pseudo-cryptanalyst, or
else, if he can apply them at all, the results (plaintext translations) are far different in the two cases.
The reason for this is that in such cases it is generally found that the “methods’ are not clear-cut,
straightforward or mathematical in character. Instead, they often involve the making of judg-
ments on matters too tenuous to measure, weigh, or otherwise subject to careful scrutiny. Often,
too, they involve the “correction” of an inordinate number of “‘errors’” which the pseudo-crypt-
analyst assumes t0 be present and which he “corrects” in order to make his “solution” intel-
ligible. And sometimes the pseudo-cryptanalyst offers as a ‘‘solution” plain text which is
intelligible only to him or which he makes intelligible by expanding what he alleges to be abbre-
viations, and so on. In all such cases, the conclusion to which the unprejudiced observer is
forced to come is that the alleged ‘‘solution” obtained by the pseudo-cryptanalyst is purely
subjective.”? In nearly all cases where this has happened (and they occur from time to time)
there has been uncovered nothing which can in any way be used to impugn the integrity of the

obvious? I think it’s obvious.’” More hesitation, and then, ‘Pardon me, gentlemen, I shall return.” Then he
left the room. Thirty-five minutes later he returned; in his hands was a sheaf of papers covered with calcula-
tions, on his face a look of quiet satisfaction. ‘I was right, gentlemen. It is obvious,’ he said, and proceeded
with his lecture.”’—Ezcerpt from The Anatomy of Mathematics by Kershner and Wilcox. New York, 1950.

13 A mathematician is often unable to grasp the concept behind the expression ‘“‘subjective solution’” as
used in the eryptanalytic field, since the idea is foreign to the basic philosophy of mathematies and thus the
expression appears to him fo represent a contradiction in terms. As an illustration, let us consider a situation
in which a would-be cryptanalyst offers a solution to a cryptogram he alleges to be a simple monoalphabetic
substitution cipher. His so-called solution, however, requires that he assume the presence of, let us say,
approximately 509 garbles (which he claims to have been introduced by cipher clerks’ errors, faulty radio
reception because of adverse weather conditions, ete.). That is, the “plain text’’ he offers as the ‘“‘solution”
involves his making helter-skelter many “corrections and emendations’”, which, one may be sure, will be based
on what his subconscious mind expects or desires to find in the cleartext message. Unfortunately, another
would-be cryptanalyst working upon the same cryptogram and hypothesis independently might conceivably
“degarble” the cryptogram in different spots and produce an entirely dissimilar ‘‘plain text’ as hig “solution”,
Both ‘‘solutions” would be invalid because they are based upon an erroneous hypothesis—the cryptogram
actually happens to be a polyalphabetic substitution cipher which when correctly analyzed requires on the
part of unbiased observers no assumption of garbles to a degree that strains their credulity. The last phrase
iz added here because in professional cryptanalytic work it is very often necessary to make a few corrections
for errors; but it is rarely the case that the garble rate exceeds more than a few percent of the characters of the
cryptogram, say 5 to 109 at the outside. It is to be noted, however, that occasionally the solution to a cryp-
togram may involve the correction of more than this percentage of errors, but the solution would be regarded
as valid only if the errors can be shown to be systematic in some significant respeot, or can otherwise be explained
by objective rationalizgation.
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pseudo-cryptanalyst. The worst that can be said of him is that he has become a victim of a
special or peculiar form of self-delusion, and that his desire to solve the problem, usually in
accord with some previously-formed opinion, or notion, has over-balanced, or undermined, his
judgment and good sense.’®

1 Specific reference can be made to the following typical “‘case histories”:

Donnelly, Ignatius, The Great Cryptogram. Chicago, 1888.

Owen, Orville W., Sir Francis Bacon’s Cipher Story. Detroit, 1895.

Gallup, Elizabeth Wells, Francis Bacon’s Biliteral Cipher. Detroit, 1900.

Arensberg, Walter Conrad, The Cryptography of Shakespeare. Los Angeles, 1922.

The Shakespearean Mystery. Pittsburgh, 1928,
The Baconian Keys. Pittsburgh, 1928,

Margoliouth, D. 8., The Homer of Aristotle. Oxford, 1923.

Newbold, William Romaine, The Cipher of Roger Bacon. Philadelphia, 1928. (For a scholarly and com-
plete demolition of Professor Newbold’s work, see an article entitled Roger Bacon and the Voynich MS,
by John M. Manly, in Speculum, Vol. VI, No. 3, July 1931.)

Feely, Joseph Martin, The Shakespearean Cypher. Rochester, N. Y., 1931.

Deciphering Shakespeare. Rochester, N. Y., 1934,
Roger Bacon's Cypher: the right key found. Rochester, N. Y., 1943.

Wolff, Werner, Déchiffrement de I’ Ecriture Maya. Paris, 1038,

Strong, Leonell C., Anthony Askham, the author of the Voynich manuscript, in Science, Vol. 101, June 15,
1945, pp. 6089,
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4. Cryptology, communication intelligence, and communication security.—The need for
secrecy in the conduct of important affairs has been recognized from time immemorial. In the
case of diplomacy and organized warfare this need is especially important in regard to communi-
cations. However, when such communications are transmitted by electrical means, they can
be heard and copied by unauthorized persons. The protection resulting from all measures
designed to deny to unauthorized persons information of value which may be derived from such
communications is called communication security. The evaluated information concerning the
enémy, derived principally from a study of his electrical communications, is called communication
intelligence. The collective term including all phases of communication intelligence and com-
munication security is cryptology®  Or, stated in broad terms, cryptology is that branch of
knowledge which treats of hidden, disguised, or secret ? communications.

5. Secret communication.—a. Communication may be conducted by any means susceptible
of ultimate interpretation by one of the five senses, but those most commonly used are sight and

"hearing. Aside from the use of simple visual and auditory signals for communication over rela-

tively short distances, the usual method of communication between or among individuals sep--
arated from one another by relatively long distances involves, at one stage or another, the act of
writing or of speaking over a telephone,

b. Privacy or secrecy in communication by telephone can be obtained by using equipment
which affects the electrical currents involved in telephony so that the conversations can be

. understood only by persons provided with suitable equipment properly arranged for the purpose.

The same thing is true in the case of facsimile transmission (i. e., the electrical transmission of
pictures, drawings, maps) and television transmission. However, this text will net treat of these
aspects ® of cryptology.

1 From the Greek kryptos (hidden)+logos (discourse). The prefix “crypto-" in compound words pertains to
“eryptologic”, “‘cryptographic’, or “eryptanalytic’’, depending upon the use of the particular word as defined.

2 In this text the term ‘“‘secret’” will be used in its ordinary sense as given in the dictionary. Whenever the
designation ig used in the more restricted sense of the security classification as defined in official regulations, it
will be capitalized. There are in current use the three classifications CONFIDENTIAL, SECRET, and TOP
SECRET, listed in ascending order of degree.

? These aspects of cryptology are now known as ciphony (from ciphertelephony); mfaz (from mpher+
Sacsimile) ; and civision (from cipher-television).

9 —CONEIDENTAL-
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¢. Writing may be either visible or invisible. In the former, the characters are inscribed with
ordinary writing materials and can be seen with the naked eye; in the latter, the characters are
inscribed by means or methods which make the writing invisible to the naked eye. Invisible
writing can be prepared with certain chemicals called inwvisible, sympathetic, or secret inks, and
in order to ‘“‘develop’” such writing, that is, make it visible, special processes must usually be
applied. There are also methods of producing writing which is invisible to the naked eye because
the characters are of microscopic size, thus requiring special photographic or microscopic ap-
paratus to make such writing visible to the naked eye.

d. Invisible writing and unintelligible visible writing constitute secret writing.

6. Plain text and encrypted text.—a. Visible writing which is intelligible, that is, conveys
a more or less understandable or sensible meaning (in the language in which written) and which is
not intended to convey a hidden meaning, is said to be in plain fexf.* A message in plain text is
termed & plaintext message, a cleartext message, or a message in clear.

b. Visible writing which conveys no intelligible meaning in any recognized language ® is said
to be in encrypted text and such writing is termed & cryptogram.®

7. Cryptography, encrypting, and decrypting.—a. Cryptography is that branch of cryp-
tology which treats of various means, methods, and apparatus for converting or transforming
plaintext messages into cryptograms and for reconverting the cryptograms into their original
plaintext forms by a simple reversal of the steps used in their transformation.

b. To encrypt is to convert or transform a plaintext message into a cryptogram by following
certain rules, steps, or processes constituting the key or keys and agreed upon in adva.nce by cor-
respondents, or furnished them by higher authority.

¢. To decrypt is to reconvert or to transform a cryptogram into the original equivalent plain-
text message by a direct reversal of the encrypting process, that is, by applying to the cryptogram
the key or keys (usually in a reverse order) used in producing the cryptogram.

d. A person skilled in the art of encrypting and decrypting, or one who has a part in devising
a cryptographic system is called acryptographer; a clerk who encrypts and decrypts, or who assists
in such work, is called a cryptographic clerk.

8. Codes, ciphers, and enciphered code.—a. Encrypting and decrypting are accomplished
by means collectively designated as codes and ciphers. Such means are used for either or both of
two purposes: (1) secrecy, and (2) economy or brevity. Secrecy usually is far more important
in military cryptography than economy or brevity. In ciphers or cipher systems, cryptograms
are produced by applying the cryptographic treatment to individual letters of the plaintext mes-
sages, whereas, in codes or code systems, cryptograms are produced by applying the cryptographic
treatment to entire words, phrases, and sentences of the plaintext messages. The specialized
meanings of the terms code and cipher are explained in detail later (subpar. 11d).

b. A cryptogram produced by means of a cipher system is said to be in cipher and is called

4 Visible writing may be intelligible but the meaning it obviously conveys may not be its real meaning, that
is, the meaning intended to be conveyed. To quote a simple example of an apparently innocent message contain-
ing a secret or hidden meaning, prepared with the intention of escaping censorship, the sentence ‘‘Son born today™
may mean ‘“Three transports left today.” Secret communication methods or artifices of this sort are impractical
for field military use but are often encountered in espionage and counter-espionage activities.

§ There i8 a certain type of writing which is considered by its authors to be intelligible, but which is either
completely unintelligible to the wide variety of readers or else requires considerable mental struggle on their part
to make it intelligible. Reference is here madé to so-called “modern literature’ and “modern verse’’, products
of such writers as E. E. Cummings, Gertrude Stein, James Joyce, et al.

¢ From kryptos+gramma (that which is written).
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a cipher message, or sometimes simply a cipher. The act or operation of encrypting a cipher mes-
sage is called enciphering, and the enciphered version of the plain text, as well as the act or process
itself, is often referred to as the encipherment. The cryptographic clerk who performs the process
serves as an encipherer. The corresponding terms applicable to the decrypting of cipher mes-
sages are deciphering, decipherment, and decipherer. A clerk who serves as both an encipherer
and decipherer of messages is called a cipher clerk.

¢. A cipher device is a relatively simple mechanical contrivance for encipherment and
decipherment, usually “hand-operated’ or manipulated by the fingers, as for example & device
with concentric rings of alphabets, manually powered; a cipher machine is a relatively complex
apparatus or mechanism for encipherment and decipherment, usually equipped with a typewriter
keyboard and often requiring an external power source.

d. A cryptogram produced by means of a code system is said to be in code and is called a
code message. The text of the cryptogram is referred to as code text. This act or operation of
encrypting is called encoding, and the encoded version of the plain text, as well as the act or
process itself, is referred to as the encodement. The clerk who performs the process serves as an
encoder. The corresponding terms applicable to the decrypting of code messages are decoding,
decodement, and decoder. A cryptographic clerk who serves as both an encoder and decoder of
messages is called a code clerk.,

e. Sometimes, for special purposes (usually increased security), the code text of a crypto-
gram undergoes a further step in concealment involving superencryption, that is, encipherment
of the characters comprising the code text, thus producing what is called an enciphered-code
message, or enciphered code. Encoded cipher, that is, the case where the final cryptogram is pro-
duced by enclphermg the plain text and then encoding the cipher text obtained from the first
operation, is also possible, but rare.

9. General system, specific key, and cryptosystem.—a. There are a great many different
methods of encrypting messages, 8o that correspondents must first of all be in complete agree-
ment as to which of them will be used in their secret communications, or in different types or
classes of such communications. Furthermore, it is to be understood that all the detailed rules,
processes, or steps comprising the cryptography agreed upon will be ¢nvarient, that is, constant
or unvarying in their use in a given set of communications. The totality of these basic, invariable
rules, processes, or steps to be followed in encrypting a message according to the agreed method
constitutes the general cryptographic system or, more briefly, the general system.

b. It is usually the case that the general system operates in connection with or under the
control of a number, a group of letters, a word, & phrase, or sentence which is used as a key,
that is, the element which specifically governs the manner in which the general system will be
applied in a specific message, or the exact setting of a cipher device or a cipher machine at the
initial point of encipherment or decipherment of & specific message. This element—usually of
a variable nature or changeable at the will of the correspondents, or prearranged for them by
higher authority—is called the specific key. The specific key may also involve the use of a set of
specially prepared tables, a special document, or even a book. :

¢. The term cryptosystem™ is used when it is desired to designate or refer to all the crypto-
material (device, machine, instructions for use, key lists, etc.) as & unit to provide a single, com-
plete system and means for secret communication. .

7 The term cryptosystem is used in preference to cryptographic system so as to permit its use in designating
secret communication systems involving means other than wriling, such as ciphony and cifax.
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~ 10. Cryptanalytics and cryptanalysis.—a. In theory any cryptosystem (except one?) can
be ‘“broken”, i. e., solved, if enough time, labor, and skill are devoted to it, and if the volume of
traffic in that system is large enough. This can be done even if the general system and the speci-
fic key are unknown at the start. In military operations theoretical rules must usually give way
to practical considerations. How the theoretical rule in this case is affected by practical con-
siderations will be discussed in Appendix 8, “Principles of cryptosecurity.”

b. That branch of cryptology which deals with the principles, methods, and means employed
in the solution or analysis of cryptosystems is called cryptanalytics.

¢. The steps and operations performed in applying the principles of cryptanalytics constitute
cryptanalysis. To eryptanalyze a cryptogram is to solve it by cryptanalysis.

d. A person skilled in the art of cryptanalysis is called a eryptanalyst, and a clerk who assists
in such work is called a cryptanalytic clerk.

11. Transposition and substitution.—a. Technically there are only two distinet types of
treatment which may be applied to written plain text to convert it into secret text, yielding two
different classes of cryptograms. In the first, called transposition, the elements or units of the
plain text retain their original identities and merely undergo some change in their relative posi-
tions, with the result that the original text becomes unintelligible. In the second, called sub-
stitution, the elements of the plain text retain their original relative positions but are replaced
by other elements with different values or meanings, with the result that the original text becomes
unintelligible. Thus, in the case of transposition ciphers, the unintelligibility is brought
about merely by a change in the original sequence of the elements or units of the plain text; in
the case of substitution ciphers, the unintelligibility is brought about by a change in the ele-
ments or units themselves, without a change in their relative order.

b. It is possible to encrypt a message by a substitution method and then to apply a trans-
position method to the substitution text, or vice versa. Such combined transposition-substitution
methods do not form a third class of methods. They are occasionally encountered in military
cryptography, but the types of combinations that are sufficiently simple to be practicable for
field use are very limited.’

¢. Under each of the two principal classes of cryptograms as outlined above, a further
classification can be made based upon the number of characters composing the textual elements
or units undergoing cryptographic treatment. These textual units are composed of (1) indi-
vidual letters, (2) combinations of letters in regular groupings, (3) combinations of letters in
irregular, more or less euphonious groupings called syllables, and (4) complete words, phrases,
and sentences. Methods which deal with the first type of units are called monographic methods;
those which deal with the second type are called polygraphic (digraphic, trigraphic, etc.);
those which deal with the third type, or syllables, are called syllabic; and, finally, those which
deal with the fourth type are called lexical (of or pertaining to words).

d. Tt is necessary to indicate that the foregoing classification of cryptographic methods is
more or less artificial in nature, and is established for purpose of convenience only. No sharp
line of demarcation can be drawn in every case, for occasionally a given system may combine
methods of treating single letters, regular or irregular-length groupings of letters, syllables,
words, phrases, and complete sentences. When in & single system the cryptographic treatment

¢ The exception is the ‘“one-time’’ system in which the specific key has no systematie construction and is
used only once. - _
* One notable exception is the ADFGV X system, used extensively by the Germans in World War I.
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- is applied to textual units of regular length, usually monographic or digraphic (and seldom
longer, or intermixed monographic and digraphic), the system is called a cipher system. Like-
wise, when in a single system the cryptographic treatment is applied to textual units of irregular
length, usually syllables, whole words, phrases, and sentences, and is only exceptionally applied
to single letters or regular groupings of letters, the system is called a code system and generally
involves the use of a code book.*

12. Nature of alphabets.—a. One of the simplest kinds of substitution ciphers is that
which is known in eryptologic literature as Julius Caesar’s Cipher, but which, as a matter of
fact, was a favorite long before his day. In this cipher each letter of the text of a message is
replaced by the letter standing the third to the right of it in the ordinary alphabet; the letter
A is replaced by D, the letter B by E, and so on. The word cab becomes converted into FDE,
which is cipher.

b. The English language is written by means of 26 simple characters called letters which,
taken together and considered as a sequence of symbols, constitute the alphabet of the language.
Not all systems of writing are of this nature. Chinese writing is composed of about 44,000
complex characters, each representing one sense of a word. Whereas English words are com-
posite or polysyllabic and may consist of one to eight or more syllables, Chinese words are all
monosyllables and each monosyllable is a word. Written languages of the majority of other
civilized peoples of today are, however, alphabetic and polysyllabic in constructlon so that the
principles discussed here apply to all of them.

c. The letters comprising the English alphabet used today are the results of a long period
of evolution, the complete history of which may never fully be known.!! They are conventional
symbols representing elementary sounds, and any other simple symbols, so long as the sounds
which they represent are agreed upon by those concerned, will serve the purpose equally well.
If taught from early childhood that the symbols $, *, and @ represent the sounds “Ay”, “Bee”,
and ‘‘See” respectively, the combination @$* would still be pronounced cab, and would, of course,
have exactly the same meaning as before, Again, let us suppose that two persons have agreed
to change the sound values of the letters F, G, and H, and after long practice have become
accustomed to pronouncing them as we pronounce the letters A, B, and C, respectively; they
would then write the ‘“‘word’’ HFG, pronounce it cab, and see nothing strange whatever in the
matter. But to others no party to their arrangements, HFG constitutes cipher. The com-
bination of sounds called for by this combination of symbols is perfectly intelligible to the two
who have adopted the new sound values for those symbols and therefore pronounce HFG as
cab; but HFG is utterly unpronounceable and wholly unintelligible to others who are reading
it according to their own long-established system of sound and symbol equivalents. It would
be stated that there is no such word as HFG which would mean merely that the particular
combination of sounds represented by this combination of letters has not been adopted by
convention to represent a thing or an idea in the English language. Thus, it is seen that, in
order for the written words of a language to be pronounceable and intelligible to all who speak
that language, it is necessary, first, that the sound values of the letters or symbols be universally
understood and agreed upon and, secondly, that the particular combination of sounds denoted
by the letters should have been adopted to represent a thing or an idea.

10 A list of single letters, frequent digraphs, trigraphs, syllables, and 'words is often called a syllabary; orypto-
graphic treatment of the units of such syllabaries places them in the category of code systems.

11 An excellent and most authoritative book on this subject is The Alphabet: @ Key to the History of Mankind
by David Diringer. London, 1949.
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d. It is clear also that in order to write & polysyllabic language with facility it is necessary
to establish and to maintain by common agreement or convention, equivalency between two
sets of elements, first, a set of elementary sounds and, second, a set of elementary symbols to
represent the sounds. When this is done the result is what is called an alphabet, a word derived
from the names of the first two letters of the Greek alphabet, “alpha’ and “beta”.

e. Theoretically, in an ideal alphabet each symbol or letter would represent only one
elementary sound, and each elementary sound would invariably be represented by the same
symbol. But such an alphabet would be far too difficult for the average person to use. It
has been conservatively estimated that a minimum of 100 characters would be necessary for
English alone. Attempts toward producing and introducing into usage a practical, scientific
alphabet have been made, one being that of the Simplified Spelling Board in 1928, which
advocated a revised alphabet of 42 characters. Were such an alphabet adopted into current
usage, in books, letters, telegrams, etc., the flexibility of eryptographic systems would be con-
siderably extended and the difficulties set in the path of the enemy cryptanalysts greatly
increased. The chances for its adoption in the near future are, however, quite small. Because
of the continually changing nature of every living language, it is doubtful whether an initially
“perfect alphabet” could, over any long period of time, remain so and serve to indicate with
great precision the exact sounds which it was originally designed to represent.

18. Types of alphabets.—a. In the study of cryptography the dual nature of the alphabet
becomes apparent. It consists of two parts or components, (1) an arbitrarily-arranged sequence
of sounds, and (2) an arbitrarily-arranged sequence of symbols.

b. The normal alphabet for any language is one in which these two components are the
ordinary sequences that have been definitely fixed by long usage or convention. The dual
nature of our normal or everyday alphabet is often lost sight of. When we write A,B,C, . .
we really mean:

Sequence of sounds: “Ay”  ‘“Bee” “See” ......

Sequence of symbols: A B c ...,
Normal alphabets of different languages vary considerably in the number of characters com-
posing them and the arrangement or sequence of the characters. The English, Dutch, and
German alphabets each have 26; the French, 25; the Italian, 21; the Spanish, 27 (including
the digraphs CH and LL); and the Russian, 31.12 The Japanese language has a syllabary con-
sisting of 72 syllabic sounds which require 48 characters for their representation,

c. A cipher alphabet, or substitution alphabet as it is sometimes called, is one in which the
elementary speech-sounds are represented by characters other than those representing them in the
normal alphabet. These characters may be letters, figures, signs, symbols, or combinations of
these.

d. When the plain text of a message is converted into encrypted text by the use of one or
more cipher alphabets, the resultant cryptogram constitutes a substitution cipher. If only one
cipher alphabet is involved, it is called a monoalphabetic substitution cipher; if two or more cipher
alphabets are involved, it is called a polyalphabetic substitution cipher.

e. It is convenient to designate that component of a cipher alphabet constituting the se-
quence of speech-sounds as the plain component and the component constituting the sequence of
symbols as the cipher component. If omitted in a cipher alphabet, the plain component is under-
stood to be the normal sequence. For brevity and clarity, a letter of the plain text, or of the

1 In contrast to the foregoing alphabets, it is of interest to note that in the Hawaiian language the alphabet
consists of only 12 letters, viz., the five vowels A, E, I, 0, U, and the seven consonants H, K, L, M, N, P, W.
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- plain component of & cipher alphabet, is designated by suffixing a small letter “p’’ to it: A,
‘means A of the plain text, or of the plain component of a cipher alphabet. Similarly, a letter of
the cipher text, or of the cipher component of a cipher alphabet, will be designated by suffixing
a small letter “c” to it: X, means X of the cipher text, or of the cipher component of a cipher
alphabet. The expression A;=X, means that A of the plain text, or A of the plain component
of a cipher alphabet, is represented by X in the cipher text, or by X in the cipher component of a
cipher alphabet.

f. With reference to the arrangement or sequence of letters forming their components, cipher
alphabets are of two types:

(1) Standard cipher alphabets, in which the sequence of letters in the plain component is the
normal, and in the cipher component is the same as the normal, but reversed in direction or shifted
from its normal point of coincidence with the plain component.

(2) Moaxed cipher alphabets, in which the sequence of letters or characters in one or both of
the components is no longer the same as the normal in its entirety.

g. Although the basic considerations of the preceding paragraphs place the student in a posi-
tion to undertake the study of certain fundamental principles of cryptanalysis, this may be a good
point at which to pause and to make a few remarks with regard to the role that cryptanalysis
plays in the whole chain of more or less complex operations involved in deriving communication
intelligence, after which these fundamental cryptanalytic principles will be treated.
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CrartER III

FUNDAMENTAL CRYPTANALYTIC OPERATIONS

Paragraph
The role of cryptanalysis in communication intelligence operations____._.___ . _ . __._. 14
The four basic operations in eryptanalysis. .. e emcemcccmmemmeeo 15
The determination of the language employed _ - - . _ e m—mm————— 16
The determination of the general system _______ e ccemccmcm——meec—me———m——= 17
The reconstruction of the specific key.__ ;e e 18
The reconstruction of the plain text_ . _ . e m————————— 19
The utilization of traffic intercepts. ... e e e m;ccccec—ccesmmmmmmeme——————————— 20

14. The role of cryptanalysis in communication intelligence operations.—a. Through the
medium of communication intelligence an attempt is made to answer three questions concerning
enemy communications: “Who?’’ “Where?”’ “What?"’—Who are their originators and addressees?
Where are these originators and addressees located? What do the messages say?

~b. All of the foregoing questions are very important in the military application of communi-
cation intelligence. Hence, even though this text deals almost exclusively with the principles
and operations involved in deriving the answer to the third question—‘What do the messages
say?’—a few words on the importance of the first and second questions may be useful. Itis a
serious mistake to think that one can necessarily and always correctly interpret the mere text of
& message without identifying and locating the originator and the addressee or, on many occa-
sions, without having a background against which to interpret the message in order to appreciate
its real import or mgmﬁcance

¢. The very first step in the series of activities involved in deriving communication intelli-
gence is the collection of the raw material, that is, the interception * and copying of the transmis-
gions constituting the messages to be studied and analyzed.

d. Then, with the raw material in hand, studies are made in order to answer the first two
questions—“Who?”’ and “Where?”’ The answers to these questions are not always obvious in
modern military communications, especially in the case of messages exchanged by units in the
combat zone, since messages of this sort rarely indicate in plain language who the originator and
the addressee are or where they are located. Consequently, certain apparatus and techniques
specifically developed for finding the answers to these questions must be employed. These
apparatus and techniques are embraced by that part of communication intelligence theory and
practice which is known as fraffic analysis. This latter subject and interception are treated briefly
in Appendix 7, “Communication intelligence operations”. (The serious student will derive
much practical benefit from a careful reading of this appendix.)

e. The foregoing operations, interception and traffic analysis, along with cryptanalysis
constitute the first three operations of communication intelligence. But generally there must
follow at least one additional operation. If the plain texts recovered through cryptanalysis are

1 To intercept means, in its cryptologic sense, to gain possession of communications which are intended for
other recipients, without obtaining the consent of these addressees and without preventing or (ordinarily) delaying
the transmission of the communications to them.
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in a foreign language, they must usually be translated, and translation constitutes this fourth
operation. In the course of translating, it may be found that, because of errors in transmission
or reception, corrections and emendations must be made in these plain texts; however, although
this often requires skill and experience of a high order, it does not constitute another communi-
cation intelligence operation, since it is but an auxiliary step to the process of translation.

7. In a large-scale communication intelligence effort these four steps, interception, traffic
analysis, cryptanalysis, and translation, must be properly organized and coordinated in order
to gain the most benefit from the potentialities of communication intelligence, that is, the pro-

duction of the maximum quantity of information from the raw traffic. This information must
! then be evaluated by properly trained intelligence specialists, collated with intelligence derived

from other sources, and, finally, disseminated to the commanders who need the intelligence in
time to be of operational use to them, rather than of mere historical interest. The foregoing
operations and especially the first three—interception, traffic analysis, and eryptanalysis—usually
complement one another. This, however, is not the place for elaboration on the interrelationships
‘ which exist and which when properly integrated make the operations as a whole an efficient,
unified complex geared to the fulfillment of its principal goal, namely, the production of timely
communication intelligence.

g. With the foregoing general background, the student is prepared to proceed to the technical
considerations and principles of cryptanalysis.

15. The four basic operations in cryptanalysis.—a. The solution of practically every
cryptogram involves four fundamental operations or steps:

(1) The determination of the language employed in the plaintext version.

(2) The determination of the general system of cryptography employed.

(3) The reconstruction of the specific key in the case of a cipher system, or the reconstruc-
tion, partial or complete, of the code book, in the case of a code system; or both, in the case of
an enciphered code system.

(4) The reconstruction or establishment of the plain text.

b. These operations will be taken up in the order in which they are given above and in
which they usually are performed in the solution of cryptograms, although occasionally the
second step may precede the first.?

\ 3 Although the foregoing four steps represent the classical or ideal approach to cryptanalysis, the art may
| | be reduced to the following:

‘ Procedures in cryplanalysis Requirements

1. Arrangement and rearrangement of data to disclose Experience or ingenuity, and time (which latter
nonrandom characteristies or manifestations (i. e, may be appreciably lowered by the use of ma-
in frequency counts, repetitions, patterns, symmetri- chine aids in eryptanalysis).
cal phenomens, etc.). v

2. Recognition of the nonrandom characteristics or Experience or statistics.
manifestations when disclosed.

3. Explanation of the nonrandom characteristics when Experience or imagination, and intelligence.
recognized.

In all of the foregoing, the element of luck plays a very important part, as it is possible to side-step a large
amount of labor and effort, in many cases, if ‘hunches’” or intuition lead the analyst forthwith to the right
path. 'Therefore, the phrase ‘“or luck” should be added to each of the requirements above.

In fact, it all boils down to the simple statement: “Find somgthing significant, and attach some significance
thereto.”
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16. The determination of the language employed.—a. There is not much that need be said
with respect to this operation except that the determination of the language employed seldom
comes into question in the case of studies made of the cryptograms of an organized enemy.
By this is meant that during wartime the enemy is of course known, and it follows, therefore;
that the language he employs in his messages will almost certainly be his native or mother
tongue. Only occasionally nowadays is this rule broken. Formerly it often happened, or it
might have indeed been the general rule, that the language used in diplomatic correspondence
was not the mother tongue, but French. In isolated instances during World War I the Germans
used English when their own language could for one reason or another not be employed. - For
example, for a year or two before the entry of the United States into that war, during the time
America was neutral and the German Government maintained its embassy in Washington,
gome of the messages exchanged between the Foreign Office in Berlin and the Embassy in
Washington were encrypted in English, and a copy of the code used was deposited with the
Department of State and our censor. Another instance is found in the case of certain Hindu
conspirators who were associated with and partially financed by the German Government in
1915 and 1916; they employed English as the language of their cryptographic messages. Occa-
sionally the cryptograms of enemy agents may be in a language different from that of the enemy.
But in general these are, as has been said, isolated instances; as a rule, the language used in
cryptograms exchanged between members of large organizations is the mother tongue of the
correspondents. Where this is not the case, that is, when eryptograms of unknown origin must
be studied, the cryptanalyst looks for any indications on the cryptograms themselves which
may lead to a conclusion as to the language employed. Address, signature, and other data,
if in plain text in the preamble, in the body, or at the end of the cryptogram, all come under
careful scrutiny, as well as all extraneous circumstances connected with the manner in which
the cryptograms were obtained, the person on whom they were found, or the locale of their
origin and destination.

b. In special cases, or under special circumstances a clue to the language employed is found
: in the nature and composition of the cryptographic text itself. For example, if the letters
' K and W are entirely absent or appear very rarely in messages, it may indicate that the language
is Spanish or Portuguese for these letters are absent in the alphabets of these larguages and are
used only to spell foreign words or names. The presence of accented letters or letters marked
with special signs of one sort or another, peculiar to certain languages, will sometimes indicate
the language used. The Japanese Morse telegraph alphabet contains combinations of dots and
dashes which are peculiar to that alphabet and thus the interception of messages containing
these special Morse combinations at once indicates the language involved. Finally, there are
certain peculiarities of alphabetic languages which, in certain types of cryptograms, viz., pure
transposition, give clues as to the language used. For example, the frequent digraph CH, in
German, leads to the presence, in cryptograms of the type mentioned, of many isolated C’s
and H’s; if this is noted, the cryptogram may be assumed to be in German.

c. In some cases it is perfectly possible to perform certain steps in cryptanalysis before the
language of the cryptogram has been definitely determined. Frequency studies, for example,
may be made and analytic processes performed without this knowledge, and by a cryptanalyst
wholly unfemiliar with the language even if it has been identified, or who knows only enough
about the language to enable him to recognize valid combinations of letters, syllables, or a few
common words in that language. He may, after this, call to his assistance a translator who may
not be a cryptanalyst but who can materially aid in making necessary assumptions based upon
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his special knowledge of the characteristics of the language in question. Thus, cooperation i
between cryptanalyst and translator results in solution.?

17. The determination of the general system.—a. Except in the case of the more simple
types of cryptograms, the step often referred to as diagnosis, that is, ascertaining the general
system according to which a given cryptogram has been produced is usually a difficult, if not
the most difficult, step in its solution. The reason for this is not hard to find.

b. As will become apparent to the student as he proceeds with his study, in the final analysis,
the solution of every cryptogram involving a form of substitution depends upon its reduction to mono-
alphabetic terme, if it 18 not originally in those terms. This is true not only of ordinary substitu-
tion, ciphers, but also of combined substitution-transposition ciphers, and of enciphered code. iy
If the cryptogram must be reduced to monoalphabetic terms, the manner of its accomplishment i
is usually indicated by the cryptogram itself, by external or internal phenomena which become
apparent to the cryptanalyst as he studies the cryptogram. If this is impossible, or too difficult,
the cryptanalyst must, by one means or another, discover how to accomplish this reduction,
by bringing to bear all the special or collateral information he can get from all the sources at
his command. If both these possibilities fail him, there is little left but the long, tedious, and
often fruitless process of elimination. In the case of transposition ciphers of the more complex
type, the discovery of the basic method is often simply a matter of long and tedious elimination
of possibilities. For cryptanalysis has unfortunately not yet attained, and may indeed never
attain, the precision found today in qualitative analysis in chemistry, for example, where the
analytic process is absolutely clear-cut and exact in its dichotomy. A few words in explanation
of what is meant may not be amiss. When & chemist secks to determine the identity of an
unknown substance, he applies certain specific reagents to the substance and in a specific
sequence. The first reagent tells him definitely into which of two primary classes the unknown
substance falls. He then applies a second test with another specific reagent, which tells him
again quite definitely into which of two secondary classes the unknown substance falls, and
80 on, until finally he has reduced the unknown substance to its simplest terms and has found
out what it is. In striking contrast to this situation, cryptanalysis affords exceedingly few
“reagents” or tests that may be applied to determine positively that a given cipher belongs to
one or the other of two systems yielding externally similar results. And this is what makes
the analysis of an isolated, complex cryptogram so difficult. Note the limiting adjective “iso-
lated” in the foregoing sentence, for it is used advisedly. 1t is not often that the general system
fails to disclose itself or cannot be discovered by painstaking investigation when there is a
great volume of text accumulating from a regular traffic between numerous correspondents in :
a large organization. Sooner or later the system becomes known, either because of blunders |
and carelessness on the part of the personnel entrusted with the encrypting of the messages,
or because the accumulation of text itself makes possible the determination of the general sys-

8 The writer has seen in print statements that “‘during the World War . . . . decoded messages in Japanese :
and Russian without knowing a word of either language.” The extent to which such statements are exaggerated |
will soon become obvious to the student. Of course, there are occasional instances in which a mere clerk with
qQuite limited experience may be able to ‘‘solve’” a message in an extremely simple system in a language of which
he has no knowledge at all; but such a ‘“‘solution” calls for nothing more arduous than the ability to recognize
pronounceable combinations of vowels and consonants—an ability that hardly deserves to be rated as “crypt-
analytic” in any real sense. To say that it is possible to solve a cryptogram in a foreign language ‘‘without
knowing a word of that language’ is not quite the same as to say that it is possible to do so with only a slight
knowledge of the language; and it may be stated without cavil that the better the cryptanalyst’s knowledge of
the language, the greater are the chances for his success and, in any case, the easier is his work.
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tem by cryptanalytic, including statistical, studies. But in the case of a single or even a few
isolated cryptograms concerning which little or no information can be gainéd by the cryptanalyst,
be is often unable, without a knowledge of, or a shrewd guess as to the general system employed,
to decompose the heterogeneous text of the cryptogram into homogeneous, monoalphabetic
text, which is the ultimate and essential step in analysis. The only knowledge that the cryptan-
alyst oan bring to his aid in this most difficult step is that gained by long experience and practice
in the analysis of many different types of systems. In this respect the practice of cryptanalysis
is analogous to the practice of medicine: correct diagnosis is the most important and often
the most difficult first step toward success.

¢. On account of the complexities surrounding this particular phase of cryptanalysis, and
because in any scheme of analysis based upon successive eliminations of alternatives the crypt-
analyst can only progress as far as the extent of his own knowledge of all the possible alternatives
will permit, it is necessary that detailed discussion of the eliminative process be postponed until
the student has covered most of the field: For example, the student will perhaps want to know
at once how he can distinguish between a cryptogram that is in code or enciphered code from
one that is in cipher. "It is at this stage of his studies impracticable to give him any helpful indi-
cations on his question. In return it may be asked of him why he should expect to be able to do
this in the early stages of his studies when often the experienced expert cryptanalyst is baffled on
the same score!

d. Much of the labor involved in cryptanalytic work, as referred to in par. 2, is connected
with this determination of the general system. The preparation of the text, its rewriting in
different forms, sometimes being rewritten in dozens of ways, the recording of letters, the estab-
lishment of frequencies of occurrences of letters, comparisons and experiments made with known
material of similar character, and so on, constitute much labor that is most often indispensable,
but which sometimes turns out to have been wholly unnecessary, or in vain. In one treatise *
it is stated quite boldly that ‘“‘this work once done, the determination of the system is often rela-
tively easy.” This statement can certainly apply only to the simpler types of cryptosystems; it
is entirely misleading as regards the much more frequently encountered complex cryptograms of
modern times.

18. The reconstruction of the specific key.—a. Nearly all practical cryptographic methods
require the use of a specific key to guide, control, or modify the various steps under the general
system. Once the latter has been disclosed, discovered, or has otherwise come into the possession
of the cryptanalyst, the next step in solution is to determine, if necessary and if possible, the spe-
cific key that was employed to encrypt the message or messages under examination. This de-
termination may not be in complete detail; it may go only so far as to lead to a knowledge of the
number of alphabets involved in a substitution cipher, or the number of columns involved in a
transposition cipher, or that a one-part code has been used, in the case of a code system. But
it is often desirable to determine the specific key in as complete a form and with as much detail
as possible, for this information will very frequently be useful in the solution of subsequent cryp-
tograms exchanged between the same correspondents, since the nature or source of the specific
key in a solved case may be expected to give clues to the specific key in an unsolved case.

b. Frequently, however, the reconstruction of the key is not a prerequisite to, and does not
constitute an absolutely necessary preliminary step in, the fourth basic operation, »iz., the recon-
struction or establishment of the plain text. In many cases, indeed, the two processes are carried
along simultaneously, the one assisting the other, until in the final stages both have been com-

¢ Lange et Soudart, op. cit., p. 106.
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pleted in their entireties. In still other cases the reconstruction of the specific key may follow
the reconstruction of the plain text instead of preceding it and is accomplished purely as a matter
of 'academic interest; or the specific key may, in unusual cases, never be reconstructed.

19. The reconstruction of the plain text.—a. Little need be said at this point on this phase
of cryptanalysis. The process usually consists, in the case of substitution ciphers, in the estab-
lishment of equivalency between specific letters of the cipher text and the plain text, letter by
letter, pair by pair, and so on, depending upon the particular type of substitution system involved.
In the case of transposition ciphers, the process consists in rearranging the elements of the cipher
text, letter by letter, pair by pair, or occasionally word by word, depending upon the particular
type of transposition system involved, until the letters or words have been returned to their
original plaintext order. In the case of code, the process consists in determining the meaning of
each code group and inserting this meaning in the code text to reestablish the original plain text.

b. The foregoing processes do not, as a rule, begin at the beginning of a message and con-
tinue letter by letter, or group by group in sequence up to the very end of the message. The
establishment of values of cipher letters in substitution methods, or of the positions to which
cipher letters should be transferred to form the plain text in the case of transposition methods,
comes at very irregular intervals in the process. At first only one or two values scattered here
and there throughout the text may appear; these then form the ‘“‘skeletons’” of words, upon
which further work, by & continuation of the reconstruction process, is made possible; in the
end the complete or nearly complete ® text is established.

c. In the case of cryptograms in a foreign language, the translation of the solved messages
is a final and necessary step, but is not to be considered as a cryptanalytic process. However,
it is commonly the case that the translation process will be carried on simultaneously with the
cryptanalytic, and will aid the latter, especially when there are lacunae which may be filled in
from the context. (See also subpar. 16¢ in this connection.)

- 20, The utilization of traffic intercepts.>—a. There are, of course, other operations which
are not as basic in nature as those just outlined but which must generally be performed as pre-
liminary steps in practical cryptanalytic work (as distinguished from academic cryptanalysis).
Before a military cryptanalyst can begin the analysis of an enemy cryptosystem, it is necessary
for him to study the intercept material that is available to him, isolate the messages that have
been encrypted by means of the cryptosystem to be examined, and to arrange the latter in a
systematic order for analysis. This work, although apparently very simple, may require a great
deal of time and effort.

b. Since, whenever practicable, two or more intercept stations are assigned to copy traffic ?
emanating from the stations of one enemy radio net, it is natural that there should be a certain
amount of duplication in the work of these several intercept stations. This is desirable since
it provides the cryptanalysts with two or more sets of the same messages, so that when one in-
tercept station fails to receive all the messages completely and correctly, because of radio diffi-

8 Sometimes in the case of code, the meaning of a small percentage of the code groups occurring in the traffic
may be lacking, because there is insufficient text to establish their meaning.

8 A traffic inlercept is a copy of a communication gained through interception.

7 In manual transmission systems, traffic is usually sent in Morse code, consisting of combinations of short
signals (““dots’) and long signals (‘“‘dashes”) to make up an ‘“alphabet’ for the transmission of the letters, digits,
and punctuation symbols of a particular language. It is interesting to note that Samuel F. B. Morse constructed
his alphabet in such a manner that, generally speaking, the shorter signals applied to the highest frequency
letters in English, while the longer signals were used to represent the lowest frequency letters,
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culties, local static, or poor operation, it is possible by studying the other sets to reconstruct
accurately the entire traffic of the enemy net.

¢. In all intercept activities where operators are used for copying the traffic, one of the most
likely errors to be found is caused by the human element in reception. For this reason crypt-
analysts and their assistants should be familiar with the international Morse alphabet and the

Litra. Ltrs.
Fglngt: eqlﬁgz?gnt Frequent Errors Fai:g: eqx\(r’;ls:nt Frequent Errors
A . —_ i, m, t, ot S h,d, i, r, u

B —a d, ts T -— a, e, n

c - - f, k, r, nn U .o — a, 8, v, it

D —_ b, 8, 1, ti v . h, u, x, st

E . t, 1 W  —— a, m, o, r, u, at
F - r, in X -— e v, k, y, tu

G _—— m, 0, Z, me Y — —— X, ¢, nm

H s, v, b, ii, se A —— b, g q, mi

I a, n, s l | m———— g, 2

J ' ——— W, O, am, €0 2 Jei—m—m— 1, 3

K - — d, o, ta 3 .o ——— 2, 4

L = r, d, ed 4 P 3, 5

M -_— a, n, tt 5 4, 6

N _— i, m, t, te 6 —eas 5, 7

0 -——— g, k, w, mt 7 -—— 6, 8

P o J, € 1, w, an 8 |eme——- T, 9

Q —— — 0, X, z, ma 9 —_———— 8, @

R . a, f, g, 1, n, s, w | e — 9,1

CHART 1. Most common errors in telegraphic transmission.

most common errors in wire and radio transmission methods so as to be able to correct garbled
groups when they occur. In this connection, Chart 1, above, will be found useful.

d. Besides the message texts themselves, the intercept operator also copies the call signs
(together with the frequencies on which heard) and the elements of the preamble of the messages
as transmitted by the enemy. The preamble may have great flexibility among various users,
but usually includes a station serial number (abbr. "NR") assigned by the radio operator for re-
ferencing transmitted traffic, and a group count (abbr. "GR") as a check on the number of groups
transmitted. In addition, there may also be preamble elements that signify precedence, routing
or addressee instructions, the date and time of file, and other items that might facilitate the han-
dling or processing of the traffic.

23 —CONFIDENTIRL




REF ID:A64649

. CaarrERr IV

FREQUENCY DISTRIBUTIONS AND T’HEIR FUNDAMENTAL USES

: , ‘vPlnuisvh
The simple or uniliteral frequency distribution . . .cc. oo oo ndacdeeaeaemaoes 21
Important features of the normal uniliteral frequency dlstnbutxon mcmemcmcmcmeameeebuescmocsecmaomaan 22
Constancy of the standard or normal uniliteral frequency distribution__________ . _______._ .. ——— 23
The three facts which can be determined from a study of the uniliteral frequency distribution for & crypto-

BPAI oo ooooooooooiiieooooeeiiioio S ememmmemiioenioaes 24
Determining the class to which a cipher belongs-‘.-.‘;__-______-______-__-_____---___-_____‘-______.___“ 25
Determining whether a substitution cipher is monoalphabetic or: nonmonoalphabetlc ........ mmmmmman = 26
The ¢ (phi) test for determining monoalphabeticity...._ . e mmec-memdeeammmcmmameideec ;e e — - ——— 27
Determining whether a cipher alphabet is standard or mixed_.. ... oo L. _l.__ 28

91. The simple or uniliteral frequency distribution.—a. It has long been known to cryp-
tographers and typographers that the letters composing the words of any intelligible written
text composed in any language which is alphabetic in construction are employed with greatly
varying frequencies. For example, if on cross-section paper a simple tabulation, shown in Fig. 1,
called a uniliteral frequency distribution, is made of the letters composing the words of the preced-
ing sentence, the variation in frequency is strikingly demeonstrated. It is seen that whereas
certain letters, such as A, E, I, N, 0, R, and T, are employed very frequently, other letters,
such as C, G, H, L, P, and S are employed not nearly so frequently, while still other letters,
suchasF, J, K, Q, V, X, and Z are employed either seldom or not at all.

Z = =
S Z = 2= z =
E = B E=xzm E BEExz ERE =
EIEXZTEEEE _BREERB_ZEBEm_B_E
ABCDEFGHIJKLMNOPQRSTUVWXYZ
143 8 4222 9010150 1 9 31714 8 11310203 1 5 1 7 0

(Total=200 letters)
Ficure 1.

b. If a similar tabulation is now made of the letters comprising the words of the second
sentence in the preceding subparagraph, the distribution shown in Fig. 2 is obtained. Both
sentences have exactly the same number of letters (200).

Z

Z Z = =
= Z Z Z = ===
2 ==x=EBx 2 E EEL EBZEER
B EEZEZEZZEE _BERBRoBBEEB .=
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
122 8 7267 4 6§200 1 9 61714 6 2131417 5 1 2 1 3 0O

(Total=200 letters)
Figurs 2.

¢. Although each of these two distributions exhibits great variation in the relative frequencies
with which different letters are employed in the respective sentences to which they apply, no
marked differences are exhibited between the frequencies of the same letter in the two distribu-
tions. Compare, for example, the frequenciesof A, B, C . . . Zin Fig. 1 with those of A, B, C

. Z in Fig. 2. Aside from one or two exceptions, as in the case of the letter F, these two
distributions agree rather strikingly.
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d. This agreement, or similarity, would be practically complete if the two texts were much i
longer, for example, five times as long. In fact, when two texts of similar character, each con- '
taining more than 1,000 letters, are compared, it would be found that the respective frequencies
of the 26 letters composing the two distributions show only very slight differences. This means,
in other words, that in normal plain text each letter of the alphabet occurs with a rather constant
or characteristic frequency which it tends to approximate, depending upon the length of the text HE
analyzed. The longer the text (within certain limits), the closer will be the approximation to the i
characteristic frequencies of letters in the language involved. However, when the amount of e
text being analyzed has reached a substantial volume (roughly, 1,000 letters), the practical gain
in accuracy does not warrant further increase in the amount of text.!

e. An experiment along these lines will be convincing. A series of 260 official telegrams 2
passing through the Department of the Army Message Center was examined statistically. The

TaBLr 1-A.—Absolute frequencies of letters appearing in the five sets of Governmental plaintext .
telegrams, each set containing 10,000 letters, arranged alphabetically

8et No. 1 8et No. 2 Bet No.3 Bet No. 4 Set No. 5 y

Letter | prownney | Letter | ghoeote, Il Letter | provomay || Lettar | ALt | petter | Absolute
A ___.___ 738 || Ao__.._. 783 || A_____.__ 681 || A______ 740 | AL __.__ 741
Boo...__. 104 { B_..._._. 103 §i B_______ 98 || Boceee o 83 || Boeeeoo oo 99
Coeeea 319 {| Cooc__ 300 || Co._.._.. 288 || Coeeo - 326 || C..____.. 301
D._____.. 387 || Doceeoo 413 | Do 423 || Do 451 || Do ____ 448
E . 1,367 || E..____ 1,294 || E._...___ 1,202 | E......._ L2270 h B ... 1,275
Fo . 253 || P ___ 287 || P 308 | Fo___._. 287 | Foeeeee 281
G .. 166 || G _.__ 175 || G 161 [| G_______ 167 | Goooo._ - 150
Ho_.____ 310 || H.....__. 351 (| Ho_.._.__. 3356 (| Ho____._. 349 | H______.. 349
I 742 || Toeooo.- 750 ff Tooreeeoo 787 | Toeeeo oo 700 || IT__..____ 697
1S P 18 || T 17 | oo 10 | Jomoea o 21 I 16
Koo .. 36 | K.__._.. 38 | Koo 22 || Koo.._... 21 | K. 31
| PR 365 || L...__._. 893 || Loeo oo 333 || Lovce . 386 || L.__._.... 344
M. .. 242 (| M__._____ 240 (| M_____.__ 238 || Mo..__.__ 249 (| M_______. 268
N.__._... 786 )| N___.___. 794 || N.______. 8156 | No_______ 800 | N._.__._. 780
[+ I, 685 || 0. 770 (| O o.____ 791 || O._._.. 756 [ O_______. 762
Poeee 241 (| P ... 272 | P 317 (| Po.._. 245 || Po.___.__. 260
Qe 40 || Qe 22 ' Qe 45 || Q--o-._. 38 || Qoo--_- 30
Ro..__.__ 760 || Ro___ ... 745 || Roooooo_. 762 | Roo_.____ 7385 || Roceooen 786
S S 658 || So_.__._ 583 Il So oo 585 || S _-_ 628 || S.._._... 604
R, 936 | T-o____ 879 || T ... 894 || T._____._ 958 || Tuoceeaenn 928
Uoo.o 270 || Uaceae o 233 || Uaee o 312 || U 247 W U___._... 238
Veooee e 163 || Voo 173 || Vocoeoe o 142 | Voo 133 || Voo 155
| DO 166 || W___.._.. 163 || Wo.. ... 136 || Wooo . 133 || W ... 182
X . 43 || X .. 50 (| Xoeoea o 44 | X ... 53 (| Xomee oo 41
Y o 191 || Y. _.__ 165 || Yeuomaooao 179 (| Yoo oo 213 || Yoooo.... 229
2o 14 || 2o 17 || e 2| 2o 1y zZo ... i 5

Total..{ 10,000 || —-ccc_-- 10,000 || oo ._ 10,000 || «ocoaooo 10,000 §| __._____. 10, 000 ol

1 See footnote 5, p. 30.

3 These comprised messages from several official sources in addition to the Depa.rtment of the Army and
were all of an administrative character.
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messages were divided into five sets, each totaling 10,000 letters, and the five distributions ?
shown in Table 1-A were obtained. 1

f. If the five distributions in Table 1-A are summed, the results are as shown in Table 2-A.

TaBLE 2-A.—Absolute frequencies of letters appearing in the combined five sets of messages totaling
50,000 letters, arranged alphabetically

A ___. 3,683 G.___- 819 Lo_._. 1,821 Q... 175 Veoo-- 766

Bo.._. 487 H.____ 1,694 M.____ 1,237 Ro.... 3,788 Wo__.-. 780

C._.-. 1,534 I_... 3,676 N..... 3,975 So---- 3, 0568 X._... 231 !
Do___. 2,122 Jo___- 82 O...-. 3,764 T ... 4, 595 Y ___. 967 |
E ... 6, 498 Ko__.. 148 Po.... 1,335 U....- 1, 300 Z___._ 49

| 1,416

g. The frequencies noted in Table 2-A above, when reduced to a base of 1,000 letters and
then used as a basis for constructing a simple chart that will exhibit the variations in frequency
in a striking manner, yield the following distribution which is hereafter designated as the normal
or standard uniliteral frequency distribution for English telegraphic plain text:

Z
=
Z
Z
Z
Z
2
= =
= 3
= Z
Z S =
Z g 2= g =B
Z = e z =
£ ES 3 ZZ Z =
= Z E3 2= REZ=E
Z Z 3 S EEE
S Z = = E ZEE2
Z = Z = Z R X EE
= Z = = - E=E EEER
E LB g= 2 OERE ZBEZR
E 2REx 2B 2 BE2x BRE_
2 RERE ZEZ RERXREZE RERZ
E BEBEERERZ_UBE ERREEE BEEE L E
2 ZZREZZEEZE EEERRE ORREBER=®R 2
ZREEEERERRE ZEERXEX ZREBRE =

ERXREZEXREXEZRSEEZEZEESZEZEZRBBRE L
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
74 10 81 42 130 28 16 34 74 2 3

3 25 79 75 27 3 76 61 92 2 15 16 5 19 1

Ficurs 3.
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22. Important features of the normal uniliteral frequency distribution.—a. When the dis-
tribution shown in Fig. 3 is studied in detail, the following features are apparent:

(1) It is quite irregular in appearance. This is because the letters are used with greatly
varying frequencies, as discussed in the preceding paragraph. This irregular appearance is
often described by saying that the distribution shows marked crests and troughs, that is, points
of high frequency and low frequency.

(2) The relative positions in which the crests and troughs fall within the distribution, that
is, the spatial relations of the crests and troughs, are rather definitely fixed and are determined
by circumstances which have been explained in subpar. 135.

(83) The relative heights and depths of the crests and troughs within the distribution, that
is, the linear extensions of the lines marking the respective frequencies, are also rather definitely
fixed, as would be found if an equal volume of similar text were analyzed.

(4) The most prominent crests are marked by the vowels A, E, I, 0, and the consonants
N, R, S, T; the most prominent troughs are marked by the consonants J, K, Q, X,and Z,

(5) The important data are summarized in tabular form in Table 3.

TaBLre 3
Percent of
Frequency| Pl total
numbers
6Vowels:t AE I OVU Y. ______ ... 398 39.8 40
20 Consonants: :
5 High Frequency O NR S T)_________________.________ | 350 | 35.0 35
10 Medium Frequency B CF GHL MP V W)__ _________ 238 23.8 24
5Low Frequency J K Q X 2)__ . __________. 14 1.4 1
Total. . 1 1,000 | 100.0 100

A _____ 74 G.._.__._ 16 Lo 36 Q... 3 | 15
B___.__. 10 H______ 34 M. 25 Ro___._. 76 W . 16
C._.____ 31 I . 74 Noo__... 79 S .. 61 X . 5
D._____. 42 Jo__ .. 2 1¢ 75 T .. 92 Yoo 19
| . 130 K. 3 | 27 U.._____ 26 2o 1
Fo__ ... 28

(7) The relative order of frequency of the letters is as follows:

E_ . _-- 130 ) SIS 74 C..__._. 31 Yoo 19 X .. - 6
Y 92 S.___._ 61 28 G.o_.._. 16 Q- ... 3
N._____. 79 | 42 | 27 Weoo . 16 K ... 3
Ro_.__.- 76 | PR 36 U 26 Vooo-. 15 Jo_. 2
o._____. 75 Ho ... 34 Mo .. 25 Bo_.___. 10 Y A 1
A . 74
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(8) The four vowels A, E, I, O (combined frequency 353) and the four consonants N,
R, S, T (combined frequency 308) form 661 out of every 1,000 letters of plain text;in other words,
less than one-third of the alphabet is employed in writing two-thirds of normal plain text.

6. The data given in Fig. 3 and Table 3 represent the relative frequencies found in a large
volume of English telegraphic text of a governmental, administrative character.® These frequen-
cies will vary somewhat with the nature of the text analyzed. For example, if an equal number
of telegrams dealing solely with commercial transactions in the leather industry were studied statis-
tically, the frequencies would be slightly different because of the repeated occurrence of words
peculiar to that industry. Again, if an equal number of telegrams dealing solely with military
messages of a tactical cbaracter were studied statistically, the frequencies would differ slightly
from those found above for general governmental messages of an administrative character.

¢. If ordinary English literary text (such as may be found in any book, newspaper, or printed
document) were analyzed, the frequencies of certain letters would be changed to an appreciable
degree. This is because, in telegraphic text, words which are not strictly essential for intelligi-
bility (such as the definite and indefinite articles, certain prepositions, conjunctions, and pro-
nouns) are omitted. In addition, certain essential words, such as ‘‘stop”, “period”, “comma’’,
and the like, which are usually indicated in written or printed matter by symbols not easy to
transmit telegraphically and which must, therefore, be spelled out in telegrams, occur very
frequently. Furthermore, telegraphic text often employs longer and more uncommon words
b than does ordinary newspaper or book text.

‘ d. As a matter of fact, other tables compiled from Army sources gave slightly different re-
sults, depending upon the source of the text. For example, three tables based upon 75,000,
100,000, and 136,257 letters taken from various sources (telegrams, newspapers, magazine arti-
cles, books of fiction) gave as the relative order of frequency for the first 10 letters the following:

| For 75,000 lebters - - - e ETRNIOASDL
For 100,000 letters_ _ - _ - __ e ETRINOASDL
For 136,257 letters_ _ _ . _ o ETRNAOISLD

e. Frequency data applicable purely to English military text were compiled by Hitt,* from
asstudy of 10,000 letters taken from orders and reports; these data are given in Table 4, on the
next page. Hitt also compiled data for telegraphic text (but does not state what kind of mes-
sages); these data are given in Table 5

8 Just as the individual letters constituting a large volume of plain text have more or less characteristic or
fixed frequencies, so it is found that digraphs and trigraphs (two- and three-letter combinations, respectively)
\ have characteristic frequencies, when a large volume of text is studied statistically. In Table 6 of Appendix 2,
‘ “Letter frequency data—English”, are shown the relative frequencies of all digraphs appearing in the 260 tele-
grams referred to in subpar. 21e. This appendix also includes several other kinds of tables and lists of frequency
f data which will be useful to the student in his work. It is suggested that the student refer to this appendix now,
i to gain an idea of the data available for his future reference.
Other languages, of course, each have their own individual characteristic plaintext frequencies of single
‘ letters, digraphs, trigraphs, ete. A brief summary of the letter frequency data for German, French, Italian,
Spanish, Portuguese, and Russian constitutes Appendix §, “Letter frequency data—foreign languages’’.
‘ 4+ Op. cit., pp. 6-7.
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TaBLE 4.—Frequency table for 10,000 letters of nontelegraphic English military text, as compiled
by Hitt
ALPHABETICALLY ARRANGED
A ____ 778 G..___.. 174 L. 372 Q... 8§ V______. 112
B...._ 141 H_._._.._ 595 M. 288 Ro_..__. 651  W___.____ 176
C.___. 296 I....__. 667 Noo_..__ 686 S._____. 622 X ____.. 27
D___.. 402  J_o_.__.. 51 O..__._. 807 T___.__.. 865  Y__.___. 196
E.._. 1,277 Ko..._._ 74 P 223 U._____. 308 Z_._.____ 17
F____. 197
ARRANGED ACCORDING TO FREQUENCY
E _.._ 1,277 Ro..__.. 651 U.__.._ 308 Y _._____ 196 K__._._._ 74
T ___. 8556  S__..__. 622 Coeme 2 206 W.______ 176 J__.__._ 51
O____- 807 H._____. 595 M. . __ 288 Go_.__.__ 174 X_______ 27
A.____ 778 D_.__.... 402 Po__._. 223 Boo.-.___ 141 Z_.____. 17
N .. 686 L___.____ 372 | 197  V.o__.__.. 112 Q.____. 8
I . ... 667
TaBLE 5.—Frequency table for 10,000 letters of telegraphic English military text, as compiled
by Hitt
ALPHABETICALLY ARRANGED
A ____ 813 G._____. 201 | P 392 Q. 38 Voo . 136
B...__ 149 Ho___._._. 386 M._.____. 273 Rooo._. 677 | 166
C..... 306 I__.___._ 711 No___.... 718  S.__.__. 656  X____.__ 51
D._... 417 J.___.... 42 0 S 844 T _____ 634 Y ______ 208
E ... 1,319 K. 88 P _. 243 U._..___ 321 Z .. 6
F_____ 205
ARRANGED ACCORDING TO FREQUENCY

| 1,319 S____... 656 Ui - 321 Fo__.__. 206 K.o.___.. 88
O._.__. 844 T.___.__ 634 Coe o 306 G ... 200 X .._._._ 51
A ____ 813 D.._.__. 417 M- 273 W . 166  J______. 42
N____. 718 L ... 392 P __. 243 B.o__.__. 149 Q. 38
I.._. 711 H.o_.____ 386 Y .. 208 Voo o 136 2. 6
Ro.... 677

23. Constancy of the standard or normal uniliteral frequency distribution.—a. The relative
frequencies disclosed by the statistical study of large volumes of text may be considered to be
the standard or normal frequencies of the letters of written English. Counts made of smaller
volumes of text will tend to approximate these normal frequencies, and, within certain limits,®

It i8 useless to go beyond a certain limit in establishing the normal-frequency distribution for a given
language.  As a striking instance of this fact, witness the frequency study made by an indefatigable German,
Kaeding, who in 1898 made a count of the letters in about 11,000,000 words, totaling about 62,000,000 letters in
German text. When reduced to a percentage basis, and when the relative order of frequency was determined,
the results he obtained differed very little from the results obtained by Kasiski, a German cryptographer, from a
count of only 1,080 letters. Bee Kaeding, Haeufigkeitswoerterbuch, Steglitz, 1898; Kasiski, Di¢ Geheimschriften
und die Dechiffrir-Kunast, Berlin, 1863.
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the smaller the volume, the lower will be the degree of approximation to the normal, until, in
the case of a very short message, the normal proportions may not manifest themselves at all.
It is advisable that the student fix this fact firmly in mind, for the sooner he realizes the true
pature of any data relative to the frequency of occurrence of letters in text, the less often will
his labors toward the solution of specific ciphers be thwarted and retarded by too strict an
adherence to these generalized principles of frequency.® He should constantly bear in mind
that such data are merely statistical generalizations, that they will be found to hold strictly
true only in large volumes of text, and that they may not even be approximated in short messages.

b. Nevertheless the normal frequency distribution or the “normal expectation” for any
alphabetic language is, in the last analysis, the best guide to, and the usual basis for, the solution
of cryptograms of a certain type. It is useful, therefore, to reduce the normal, uniliteral fre-
quency distribution to a basis that more or less closely approximates the volume of text which the
cryptanalyst most often encounters in individual cryptograms. As regards length of messages,
counting only the letters in the body, and excluding address and signature, a study of the 260
telegrams referred to in par. 21 shows that the arithmetical average is 217 letters; the statistical
mean, or weighted average,” however, is 191 letters. These two results are, however, close
enough together to warrant the statement that the average length of telegrams is approximately
200 letters. The frequencies given in par. 21 have therefore been reduced to a basis of 200
letters, and the following uniliteral frequency distribution may be taken as showing the mest
. typical distribution to be expected in 200 letters of English telegraphic text:

2
Z ~ -~ =
2 B Z ZE Ex =
B OEB L < B = =ZZ Z2EXZ
EEEZEESREE _BEBERB_ZBEEBZE==z_E
ABCDEPFPGHIJKLMNOPQRSTUVWIXYZ
FI1aURE 4.

¢. The student should take careful note of the appearance of the distribution & shown in
Fig. 4, for it will be of much assistance to him in the early stages of his study. The manner of
setting down the tallies should be followed by him in making his own distributions, indicating
every fifth occurrence of a letter by an oblique tally. This procedure almost automatically shows
the total number of occurrences for each letter, and yet does not destroy the graphical appearance

8 A curiosity in this connection is the book “GADSBY”’ by Ernest Vincent Wright published in Los Angeles,
1939. Written as a tour de force, in this novel of about 50,000 words there is not a single occurrence of the
letter “E”'!

7 The arithmetical average is obtained by adding each different length and dividing by the number of
different-length messages; the mean is obtained by multiplying each different length by the number of messages
of that length, adding all products, and dividing by the total number of messages.

8 The use of the terms ‘“‘distribution’” and ‘frequency distribution’”, instead of ‘‘table’” and “frequency
table,”’ respectively, is considered advisable from the point of view of consistency with the usual statistical
nomenclature. When data are given in tabular form, with frequencies indicated by numbers, then they may
properly be said to be set out in the form of a table. When, however, the same data are distributed in a chart
which partakes of the nature of a graph, with the data indicated by horizontal or vertical linear extensions, or by
a curve connecting points corresponding to quantities, then it is more proper to call such a graphic representation
of the data a distribution. ’
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of the distribution, especially if care is taken to use approximately the same amount of space
for each set of five tallies. Cross-section paper is very useful for this purpose, since when one is
making a frequency distribution on it, he may place each set of five tallies in an individual cell.
In making a frequency distribution, each consecutive letter of the sample under study should be
recorded as a tally mark; only with this procedure can errors in making a distribution be kept
at a minimum. For instance, if the first group of a message is OWQWZ, the first tally mark
would be recorded over the "0" in the base of the distribution; the second tally mark, recorded
over the "W"; the third tally, over the "Q"; the fourth, over the "W"; and so forth.

d. The word “uniliteral” in the designation ‘“‘uniliteral frequency distribution’” means
“single letter,” and it is to be inferred that other types of frequency distributions may be encoun-
tered. For example, a distribution of pairs of letters, constituting a biliteral frequency distri-
bution, 1s very often used in the study of certain cryptograms in which it is desired that pairs
made by combining successive letters be listed. A biliteral distribution of ABCDEF would
take these pairs: AB, BC, CD, DE, EF. The distribution could be made in the form of a large
square divided up into 676 cells. When distributions beyond biliteral are required (triliteral,
quadriliteral, etc.) they can only be made by listing them in some order, for example, alphabeti-
cally based on the 1st, 2d, 3d, . . . letter.

24. The three facts which can be determined from a study of the uniliteral frequency dis-
tribution for a cryptogram.—a. The following three facts (to be explained subsequently) can
usually be determined from an inspection of the uniliteral frequency distribution for a given
cipher message of average length, composed of letters:

(1) Whether the cipher belongs to the substitution or the transposition class;

(2) If to the former, whether it is monoalphabetic ® or nonmonoalphabetic ¥ in character;

(3) If monoalphabetic, whether the cipher alphabet is standard (direct or reversed) or
mixed.

b. For immediate purposes the first two of the foregoing determinations are quite important
and will be discussed in detail in the next two paragraphs; the other determination will be touched
upon very briefly, leaving its detailed discussion for subsequent sections of the text.

25. Determining the class to which a cipher belongs.—a. The determination of the class
to which & cipher belongs is usually a relatively easy matter because of the fundamental differ-
ence between transposition and substitution as cryptographic processes. In a transposition
cipher the original letters of the plain text have merely been rearranged, without any change
whatsoever in their identities, that is, in the conventional values they have in the normal alpha-
bet. Hence, the numbers of vowels (A, E, I, 0, U, Y), high-frequency consonants (D, N,R, S, T),
medium-frequency consonants (B, C, F, G, H, L, M, P, V, W), and low-frequency consonants (J, K,
Q, X, Z) are exactly the same in the cryptogram as they are in the plaintext message. Therefore,
the percentages of vowels, high-, medium-, and low-frequency consonants are the same in the
transposed text as in the equivalent plain text. In a substitution cipher, on the other hand,
the identities of the original letters of the plain text have been changed, that is, the conventional
values they have in the normal alphabet have been altered. Consequently, if a count is made

¢ In connection with uniliteral frequency distributions, the term monoalphabetic is considered to embrace
the concept of monoalphabetic-monographic-uniliteral systems only, thus excluding polygraphic and multiliteral
systems, both of which, however, usually fall into the monoalphabetic category.

10 The term nonmonoalphabetic as applied in this instance is considered to embrace all deviations from the
characteristic appearance of monoalphabetic distributions. These deviations include the phenomena inherent
in polyalphabetic, polygraphic, and multiliteral cryptograms, as well as in random text, i. e., text which appears
to have been produced by chance or accident, having no discernible patterns or limitations.
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of the various letters present in such a cryptogram, it will be found that the number of vowels,
high-, medium-, and low-frequency consonants will usually be quite different in the cryptogram
from what they are in the original plaintext message. Therefore, the percentages of vowels,
high-, medium-, and low-frequency consonants are usually quite different in the substitution
text from what they are in the equivalent plain text. From these considerations it follows that
if in, & specific cryptogram the percentages of vowels, high-) medium-, and low-frequency con-
sonants are approximately the same as would be expected in normal plain text, the cryptogram
probably belongs to the transposition class; if these percentages are quite different from those
to be expected in normal plain text the cryptogram probably belongs to the substitution class.

b. In the preceding subparagraph the word ‘“probably” was emphasized by italicizing it,
for there can be no certainty in every case of this determination. [Jsually these percentages in
a transposition cipher are close to the normal percentages for plain text; usually, in a substitu-
tion cipher, they are far different from the normal percentages for plain text. But occasionally
a cipher message is encountered which is difficult to classify with a reasonable degree of certainty
because the message is too short for the general principles of frequency to manifest themselves.
It is clear that if in actual messages there were no variation whatever from the normal vowel
and consonant percentages given in Table 3, the determination of the class to which a specific
cryptogram belongs would be an extremely simple matter. But unfortunately there is always
some variation or deviation from the normal. Intuition suggests that as messages decrease in
length there may be a greater and greater departure from the normal proportions of vowels,
high-, medium-, and low-frequency consonants, until in very short messages the normal propor-
tions may not hold at all. Similarly, as messages increase in length there may be a lesser and
lesser departure from the normal proportions, until in messages totalling & thousand or more
letters there may be no difference at all between the actual and the theoretical proportions.
But intuition is not enough, for in dealing with specific messages of the length of those commonly
encountered in practical work the question sometimes arises as to exactly how much deviation
(from the normal proportions) may be allowed for in a cryptogram which shows a considerable
amount of deviation from the normal and which might still belong to the transposition rather
than to the substitution class.

c. Statistical studies have been made on this matter and some graphs have been constructed
thereon. These are shewn in Charts 2-5 in the form of simple curves, the use of which will now
be explained. Each chart contains two curves marking the lower and upper limits, respectively,
of the theoretical amount of deviation (from the normal percentages) of vowels or consonants
which may be allowable in a cipher believed to belong to the transposition class.

d. In Chart 2, curve V; marks the lower limit of the theoretical amount of deviation !* from
the number of vowels theoretically expected to appear ? in a message of given length; curve
V: marks the upper limit of the same statistic. Thus, for example, in a message of 100 letters in
plain English there should be between 33 and 47 vowels (A E I 0 U Y). Likewise, in Chart 3,
curves H; and H; mark the lower and upper limits as regards the high-frequency consonants. In
a message of 100 letters there should be between 28 and 42 high-frequency consonants D NRS T).
In Chart 4, curves M; and M; mark the lower and upper limits as regards the medium-frequency
consonants. In a message of 100 letters there should be between 17 and 31 medium-frequency

i In Charts 2-5, inclusive, the limits of the upper and lower curves have been calculated to include approxi-
mately 70 per cent of messages of the various lengths,

12 The expression “the number of . . . theoretically expected to appear’ is often condensed to ‘“the theoretical
expectation of . . .” or ‘““the normal expectation of . . .”
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Number of vowels (AEI O U Y).

-]

O 10 20 30 40 50 60 70 80 90 100 1l0 1 | 14 180 170 | I
Number of letters in message.

CuART 2. Curves making the lower and upper limits of the theoretical amount of deviation from the
number of vowels theoretically expected in messages of various lengths. (See subpar. 25d.)

consonants (B CF GHL MP VW). Finally, in Chart 5, curves L; and L, mark the lower and
upper limits as regards the low-frequency consonants. In a message of 100 letters there should
be between 0 and 3 low-frequency consonants (J K Q X Z). In using the charts, therefore, one
finds the point of intersection of the coordinate (below the chart) corresponding to the length of
the message, with the coordinate (to the left of the chart) corresponding to (1) the number of
vowels, (2) the number of high-frequency consonants, (3) the number of medium-frequency con-
sonants, and (4) the number of low-frequency consonants actually counted in the message. If
all four points of intersection fall within the area delimited by the respective curves, then the
numbers of vowels and high-, medium-, and low-frequency consonants correspond with the
numbers theoretically expected in a normal plaintext message of the same length; since the mes-
sage under investigation is not plain text, it follows that the cryptogram may certainly be
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Number of high-frequency consonants (D N R S T).
3

10 20 30 40 50 60 70 80 90 160 10 150 130 |

Number of letters in message.

150 1

70 | lviO

Cuarr 3. Curves making the lower and upper limits of the theoretical amount of deviation
from the number of high-frequency consonants theoretically expected in messages of various lengths.

(See subpar. 25d.)

classified as & transposition cipher. On the other hand, if one or more of these points of inter-
section fall outside the area delimited by the respective curves, it follows that the cryptogram
is probably a substitution cipher. The distance that the point of intersection falls outside the
area delimited by these curves is a more or less rough measure of the improbability of the crypto-

gram’s being a transposition cipher.

e. Sometimes a cryptogram is encountered which is hard to classify with certainty even
with the foregoing aids, because it has been consciously prepared with a view to making the
classification difficult. This can be done either by selecting peculiar words (as in “trick crypto-
grams’’) or by employing a cipher alphabet in which letters of approzimately similar normal
frequencies have been interchanged. For example, E may be replaced by 0, T by R, and so on,
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Number of medium-frequency consonants  BCFGHLMPV W).
*

10 20 30 40 50 &0 70 80 90 100 110 120 130 140 150 {60 170 (80 190

Number of letters in message.

Cuart 4. Curves marking the lower and upper limits of the theoretical amount of deviation
from the number of medium-frequency consonants theoretically expected in messages of various lengths,
(See subpar. 25d.)

thus yielding & cryptogram giving external indications of being a transposition cipher but which
is really a substitution cipher. If the cryptogram is not too short, a close study will usually
disclose what has been done, as well as the futility of so simple a subterfuge.

f. In the majority of cases, in practical work, the determination of the class to which a cipher
of average length belongs can be made from a mere inspection of the message, after the cryptan-
alyst has acquired a familiarity with the normal appearance of transposition and of substitution
ciphers. In the former case, his eyes very speedily note many high-frequency letters, such as
E,T,N,R, 0, A, and I, with the absence of low-frequency letters, such as J, K, Q, X, and Z; in
the latter case, his eyes just as quickly note the presence of many low-frequency letters, and a
corresponding absence of some of the high-frequency letters.
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Number of low-frequency consonants (J K Q X Z).
W

O 10 20 30 40 50 60 70 80 90 (00 IO | (40 150 (60. (70 | 200
Number of letters in message.

CHART 5. Curves marking the lower and upper limits of the theoretical amount of deviation
from the number of low-frequency consonants theoretically expected in messages of various lengths,
(See subpar. 25d.)

g. Another rather quickly completed test, in the case of the simpler varieties of ciphers, is
. to look for repetitions of groups of letters. As will become apparent very soon, recurrences of
syllables, entire words and short phrases constitute a characteristic of all normal plain text.
Since a transposition cipher involves a change in the sequence of the letters composing a plaintext
message, such recurrences are broken up so that the cipher text no longer will show repetitions of
more or less lengthy sequences of letters. But if a cipher message does show many repetitions
and these are of several letters in length, say over four or five, the conclusion is at once warranted
that the cryptogram is most probably a substitution and not a transposition cipher. However,
for the beginner in cryptanalysis, it will be advisable to make the uniliteral frequency distribu-
tion, and note the frequencies of the vowels and of the high-, medium-, and low-frequency conso-
nants. Then, referring to Charts 2 to 5, he should carefully note whether or not the observed
frequencies for these categories of letters fall within the limits of the theoretical frequencies for
a normal plaintext message of the same length, and be guided accordingly.

h. It is obvious that the foregoing rule applies only to ciphers composed wholly of letters.
If a message is composed entirely of figures, or of arbitrary signs and symbols, or of intermixtures
of letters, figures and other symbols, it is immediately apparent that the cryptogram is a sub-
stitution cipher.
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4. Finally, it should be mentioned that there are certain kinds of cryptograms whose class
cannot be determined by the method set forth in subpar. d above. These exceptions will be
discussed in a subsequent chapter of this text.!®

26. Determining whether a substitution cipher is monoalphabetic or nonmonoalphabetic.—
a. It will be remembered that a monoalphabetic substitution cipher is one in which a single
cipher alphabet is employed throughout the whole message; that is, a given ciphertext unit in-
variably represents one and only one particular plaintext unit, this relationship holding through-
out the message. On the other hand, a polyalphabetic substitution cipher is one in which two
or more cipher alphabets are employed within the same message; that is, a given ciphertext unit
mdy represent two or more different elements in the plain text, according to some rule governing
the selection of the equivalent to be used in each case.

b. It is easy to see why and how the appearance of the uniliteral frequency distribution for a
substitution cipher may be used to determine whether the cryptogram is monoalphabetic or
nonmonoalphabetic in character. The normal distribution presents marked crests and troughs
by virtue of two circumstances. First, the elementary sounds which the symbols represent
are used with greatly varying frequencies, it being one of the striking characteristics of every
alphabetic language that its elementary sounds are used with greatly varying frequencies.’*
In the second place, except for orthographie aberrations peculiar to certain languages (conspicu-
ously, English and French), each such sound is represented by the same symbol. It follows,there-
fore, that since in a monoalphabetic substitution cipher each different cipher letter (=elementary
symbol) represents one and only one plaintext letter (=elementary sound), the uniliteral
frequency distribution for such a cipher message must also exhibit the irregular crest-and-trough
appearance of the normal distribution, but with this important modification—the absolute pos:-
tions of the crests and troughs will not be the same as in the normal. That is, the letters accompany-
ing the crests and the troughs in the distribution for the cryptogram will be different from those
accompanying the crests and the troughs in the normal distribution. But the marked irregularity
or “roughness’ of the distribution, that is, the presence of accentuated crests and troughs, is
in itself an indication that each symbol or cipher letter always represents the same plaintext letter
in the cryptogram. Hence the general rule: A marked crest-and-trough appearance in the uniliteral
frequency distribution for @ given cryplogram indicates that a single cipher alphabet is involved and
constitutes one of the tests for a monoalphabetic substitution cipher.

¢. On the other hand, suppose that in a cryptogram each cipher letter represents several’
different plaintext letters. Some of them are of high frequency, others of low frequency. The
net result of such a situation, so far as the uniliteral frequency distribution for the cryptogram
is concerned, is to prevent the appearance of any marked crests and troughs and to tend to reduce
the elements of the distribution to a more or less common level. This imparts a “flattened out”
appearance to the distribution. For example, in a certain cryptogram of polyalphabetic con-
struction, K,=E,, G, and J,; R,=A,, D, and B;; X,=0,, Ly, and F;,. The frequencies of K,, R, and X,
will be approximately equal because the summations of the frequencies of the several plaintext

; letters which each of these cipher letters represents at different times will be about equal. If this
} same phenomenon were true of all the letters of the cryptogram, it is clear that the frequencies of
the 26 letters, when shown by means of the ordinary uniliteral frequency distribution, would show

1 Chapter XI.
1 The student who is interested in this phase of the subject may find the following reference of value: Zipf,
G. K., Selected Studies of the Principle of Relative Frequency in Language, Cambridge, Mags., 1932,
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CuarT 6. Curves showing the average number of blanks theoretically expected in distributions
for plain text {(P) and for random text (R) for messages of various lengths. (See subpar. 26f.)

no striking differences and the distribution would have the flat appearance of a typical polyalpha-
betic substitution cipher. Hence, the general rule: The absence of marked crests and troughs in the
uniliteral frequency distribution indicates that a complex form of substitution s involved. The
JSlattened-out appearance of the distribution, then, is one of the criteria for the rejection of a hypo-
thests of monoalphabetic ® substitution.

d. The foregoing test based upon the appearance of the frequency distribution is only one
of several means of determining whether a substitution cipher is monoalphabetic or nonmono-
alphabetic in composition. It can be employed in cases yielding frequency distributions from
which definite conclusions can be drawn with more or less certainty by mere ocular examination.
In those cases in which the frequency distributions contain insufficient data to permit drawing
definite conclusions by such examination, certain statistical tests can be applied. One of these
tests, called the ¢ (phi) test, warrants detailed treatment and is discussed in par. 27, below.

e. At this point, however, one additional test will be given because of its simplicity of
application. This test, the A (lambda) or blank-expectation test, may be employed in testing
messages up to 200 letters in length, it being assumed that in messages of greater length ocular
examination of the frequency distribution offers little or no difficulty. This test concerns the

18 Cf. footnote 9 on p. 32.
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number of blanks in the frequency distribution, that is, the number of letters of the alphabet
which are entirely absent from the message. It has been found from statistical studies that
rather definite “laws” govern the theoretically expected number of blanks in normal plaintext
messages and in frequency distributions for cryptograms of different natures and of various
sizes. The results of certain of these studies have been embodied in Chart 6.

f. This chart contains two curves. The one labeled P applies to the average number of
blanks theoretically expected in frequency distributions based upon normal plaintext messages
of the indicated lengths. The other curve, labeled R, applies to the average number of blanks
theoretically expected in frequency distributions based upon random assortments of letters; that
is, assortments such as would be found by random selection of letters out of a hat containing
thousands of letters, all of the 26 letters of the alphabet being present in equal proportions,
each letter being replaced after a record of its selection has been made. Such random assort-
ments correspond to polyalphabetic cipher messages in which the number of cipher alphabets
is 8o large that if uniliteral frequency distributions are made of the letters, the distributions
are practically identical with those which are obtained by random selections of letters out of
a hat.

g. In using this chart, one finds the point of intersection of the vertical line corresponding
to the length of the message, with the horizontal line corresponding to the observed number
of blanks in the distribution for the message. If this point of intersection falls closer to curve
P than it does to curve R, the number of blanks in the message approximates or corresponds
more closely to the number theoretically expected in a plaintext message (or a simple substitu-
tion thereof) than it does to a sample of equal length of & more or less “random’ assortment
of letters (for example, the cipher text of a complex polyalphabetic cipher); therefore, this is
evidence that the cryptogram is monoalphabetic. Conversely, if the point of intersection falls
closer to curve R than to curve P, the number of blanks in the message approximates or cor-
responds more closely to the number theoretically expected in a random text than it does to
a plaintext message of the same length; therefore, this is evidence that the cryptogram is
nonmonoalphabetic.

27. The ¢ (phi) test for determining monoalphabeticity.—a. The student has seen in the
preceding paragraph how it is possible to determine by ocular examination whether or not a
substitution cipher is monoalphabetic. This tentative determination is based on the presence
of a marked crest-and-trough appearance in the uniliteral frequency distribution, and also on the
number of blanks in the distribution. However, when the distribution contains a small number
of elements, ocular examination and evaluation becomes increasingly difficult and uncertain.
In such cases, recourse may be had to & mathematical test, known as the ¢ test, to determine the
relative monoalphabeticity or nonmonoalphabeticity of a distribution.

b. Without going into the theory of probability at this time, or into the derivation of the
formulas involved, let it suffice for the present to state that with this test the “observed value of
¢”’ (symbolized by ¢,) for the distribution being tested is compared with the “expected value of
¢ random” (¢,) and the “expected value of ¢ plain’’ (¢,). The formulas are ¢,=.0385N(N-1)
and, for English military text, ¢,=.0667N(N-1), where N is the total number of elements in
the distribution.® The use of these formulas is best illustrated by an example.

18 The constant .0385 is the decimal equivalent of 1/26, i. e., the reciprocal of the number of elements in the
alphabet. The constant .0667 is the sum of the squares of the probabilities of ocourrence of the individual letters
in English plain text. These constants are treated in detail in Military Cryptanalytics, Part I11.
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¢. The following short cryptogram with its accompanying uniliteral frequency distribution i
is at hand: |
OWQWZ AEDTD QHHOB AWFTZ WODEQ \

TUWRQ BDQRO XHQDA GTBDH PZRDK-

= ~ ‘\
ABCDEFGHIJKLMNOPQRSTUVWXYZ \‘

¢, for the distribution is calculated by applying the formula f(f-1) to the frequency (f) of il
each letter and totaling the result; or, expressed in mathematical notation,” ¢,=3Zf(f-1). i
Thus, ]

3 3 7 211 4 1 41 6 3 41 51 3 N=2Zf=50
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
6 6 42 0 0 12 0 12 03 6 120 20 -8

po=3f(£-1)=154

For this distribution, ¢,=.0385N(N=-1) =.0385X50X49 =94, and
¢.= .0667N(N-1) == .0667 X50X49=163.

Now since ¢,, 154, more closely approximates ¢, than it does ¢, we have a mathematical corrobo-

ration of the hypothesis that the cryptogram is a monoalphabetic substitution cipher. If ¢,

were nearer to ¢, than to ¢,, then the assumption would be that the cryptogram is not & monoal-

phebetic cipher. If ¢, were just half way between ¢, and ¢, then decision would have to be

suspended, since no further statistical proof in the matter is possible with this particular test.’
d. Two further examples may be illustrated:

- == 5= - g = - - s N=25
(1) ABCDEFGHIJKLMNOPQRSTUVWXYZ
¢ 0 2 6 12 2 0 12 2 0 0 6 Zf(f—1)=42
e z
;: 17 The more usual mathematical notation for expressing ¢, would be 2 f,(£-1), which is read as “‘the sum
- i=A

Z
of all the terms for all integral values of f from A to Z inclusive.” In turn, E £;(£~1) would be expanded as
i=A
fa(fa-D+ La(f-)Ffo(fe-DF .. . .. +£3(f3~1). However, in the interest of simplicity the notation
Z1(f-1) is employed; likewise, the notations ¢, and ¢, are employed in lieu of the more usual E(¢,) and E(g;).

18 Another method of expressing the relative monoalphabeticity of a cryptogram is based upon comparing
the inder of coincidence (abbr. I. C.) of the cryptogram under examination with the theoretical I. C. of plain

. . . 154
text. The I. C. of a message is defined as the ratio of ¢, to ¢,; thus, in the example above, the I. C. is -554—:

. » .0667

. which equals 1.64. The theoretical I. C. of English plain text is 1.73, which is the decimal equivalent of 8225;
3 13 s, 1 &, 11 3 3 '0385
the ratio of the “plain constant” to the “random constant’’. The 1. C. of random text is 1.00, i. e., 0385
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- £ S e m WS 0w —-= - = —w== N=25
(1) ABCDEFGHIJKLMNOPQRSTUVWXY?Z
| 0 0 0 2 0 0 0 6 0 O 0 2 0 0 00262f(f—1)=18

| Since both distributions have 25 elements, then for both

¢:=.0385X25X24=23, and
¢p=.06673<25X24=40.

‘ h Hence distribution (1) is monoalphabetic, while (2) is not.

e. The student must not assume that statistical tests in cryptanalysis are infallible or abso-
lute in themselves; 1 statistical approaches serve only as a means to the end, in guiding the
analyst to the most probably fruitful sources of attack. Since no one test in cryptanalysis
gives definite proof of a hypothesis (in fact, not even a battery of tests gives absolute proof), all
applicable statistical means at, the disposal of the cryptanalyst should be used; thus, in examina-
tion for monoalphabeticity, the ¢ test, A test, and even other tests 2 could profitably be employed.
To illustrate this point, if the ¢ test is taken on the distribution of the plaintext letters of the

phrase
A QUICK BROWN FOX JUMPS OVER THE LAZY DOG
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
, 2 2 2 2 Tf(£-1) =20
br=41; ¢,=70

it will be noticed that ¢, is less than half of ¢, thus conclusively “proving” that the letters of
this phrase could not possibly constitute plain text nor a monoalphabetic encipherment of plain
text in any language! The student should be able to understand the cause of this cryptologic
curiosity.

28. Determining whether a cipher alphabet is standard or mixed.—a. Assuming that the
uniliteral frequency distribution for & given cryptogram has been made, and that it shows clearly
that the cryptogram is a substitution cipher and is monoalphabetic in character, a consideration
of the nature of standardjcipher alphabets 2! almost makes it obvious how an inspection of the
distribution will disclose whether the cipher alphabet involved is a standard cipher alphabet or
a mixed cipher alphabet. If the crests and troughs of the distribution occupy positions which
correspond to the relative positions they occupy in the normal frequency distribution, then the
cipher alphabet is a standard cipher alphabet. If this is not the case, then it is highly probable
that the cryptogram has been prepared by the use of a mixed cipher alphabet.

b. The difference between the distribution of a direct standard alphabet cipher and one of a
reversed standard alphabet cipher is merely a matter of the direction in which the sequence of

® The following quotation from the Indian mathematician P. C. Mahalanobis, concerning the fallibility of
statistics, is particularly appropriate in this connection: ““If statistical theory is right, predictions must some-
times come out wrong; on the other hand, if predictions are always right, then the statistical theory must be
wrong.”’—-Sankhyd, Vol. 10, Part 3, p. 203. Calcutta, 1950.

2 One of these, the chi-square test, will be treated in Military Cryptanalytics, Part I11.

31 See par. 12,
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crests and troughs progresses—to the right, as is done in normally reading or writing the alphabet
(ABC .. .Z), orto the left, that is, in the reversed direction (Z . . . CBA). Witha
direct standard cipher alphabet the direction in which the crests and troughs of the distribution
progress is the normal direction, from left to right; with a reversed standard cipher alphabet this
direction is reversed, from right to left.

¢. In testing to determine whether a distribution involves encipherment by means of a
standard or a mixed alphabet, an attempt is made to locate the more readily-discernible clusters
of crests which usually appear in a distribution, such as the distinctive crest-patterns representing
the plaintext letters "A. . .E...I" and "RST." These crest-patterns are searched for,
with a quick scanning of the distribution, and then the relative placement with respect to each
other is tested to see if it conforms to the expectation for a direct standard cipher alphabet, and,
if not, then for a reversed standard cipher alphabet. During this latter step, which consists of
little more than counting in one direction and then (when necessary) in the other, the blank
(or nearly-blank) expectation of "JK," followed by the characteristic curve for "LMNOP," and
the blank "Q," are also considered.

d. A mechanical test may be applied in doubtful cases arising from lack of material available
for study; just what this test involves, and an illustration of its application will be given in the
next chapter, using specific examples.
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CuaprrEr V
UNILITERAL SUBSTITUTION WITH STANDARD CIPHER ALPHABETS
Paragraph
Types of standard cipher alphabets______________ ... 29
Procedure in encipherment and decipherment by means of uniliteral substitution________.___._________. 30
Principles of solution by construction and analysis of the uniliteral frequency distribution. _._.__________ 31
Theoretical example of Solution. _ . . e 32
Practical example of solution by the frequency method_ . ___ ... . ____ e ___ 33
Solution by completing the plain-component sequence. .. __ . _ . e 34
Special remarks on the method of solution by completing the plain-component sequence...___-_____..__._ 35
Value of mechanical solution as a short cut_ .. __ e 36
Basic reason for the low degree of eryptosecurity afforded by monoalphabetic cryptograms involving stand-
ard cipher alphabets. . _ e 37

29. Types of standard cipher alphabets.—a. Standard cipher alphabets are of two types:
(1) Direct standard, in which the cipher component is the normal sequence but shifted to
the right or left of its point of coincidence in the normal alphabet. Example:

———————

Plain: . ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: QRSTUVWXYZABCDEFGHIJKLMNOP

It is obvious that the cipher component can be applied to the plain component at any one of
26 points of coincidence, but since the alphabet that results from one of these applications coin-
cides exactly with the normal alphabet, a series of only 25 (direct standard) cipher alphabets
results from the shifting of the cipher component.

(2) Reversed standard, in which the cipher component is also the normal sequence but runs
in the opposite direction from the normal. Example:

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: QPONMLKJIHGFEDCBAZYXWVUTSR

—
Here the cipher component can be applied to the plain component at any of 26 points of
coincidence, each yielding & different cipher alphabet, There is in this case, therefore, a series
of 26 (reversed standard) cipher alphabets.

b. It is often convenient to refer to or designate one of a series of cipher alphabets without
ambiguity or circumlocution. The usual method is to indicate a particular alphabet to which
reference is made by citing a pair of equivalents in that alphabet, such as, in the example above,
A,=Q,. The key for the cipher alphabet just referred to, as well as that preceding it, is A,=Q,,
and it is said that the key letter for the cipher alphabet is Q..

¢. The cipher alphabet in subpar. a (2), above, is also a reciprocal alphabet; that is, the cipher
alphabet contains 13 distinct pairs of equivalents which are reversible. For example, in the
alphabet referred to, Ay=Q, and Q,=A,; B,=P, and P,=B,, etc. The reciprocity exists throughout
the alphabet and is & result of the method by which it was formed. (Reciprocal a.lphabets may

be produced by juxtaposing any two components which are zdentwal but progress in opposite
directions.)

-
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80. Procedure in encipherment and decipherment by means of uniliteral substitution.—
@. When a message is enciphered by means of monoalphabetic uniliteral substitution, or simple

substitution (as it is often called), the individual letters of the message text are replaced by the
single-letter equivalents taken from the cipher alphabet selected by prearrangement. Example:

Message: EIGHTEEN PRISONERS CAPTURED
Enciphering alphabet: Direct standard, A,=T,

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: TUVWXYZABCDEFGHIJKLMNOPQRS

Letter-for-letter encipherment:

EIGHTEEN PRISONERS CAPTURED
XBZAMXXG IKBLHGXKL VTIMNKXW

The cipher text is then regrouped, for transmission, into groups of five.

Cryptogram:
XBZAM XXGIK BLHGX KLVTI MNKXW
b. The procedure in decipherment is merely the reverse of that in encipherment. The cipher
alphabet selected by prearrangement is set up with the cipher component arranged in the normal
sequence and placed above the plain component for ease in deciphering. The letters of the crypto-
gram are then replaced by their plaintext equivalents, as shown below.

Cipher: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain: HIJKLMNOPQRSTUVWXYZABCDEFG

The message deciphers thus:

Cipher: XBZAM XXGIK BLHGX KLVTI MNKXW
Plain: EIGHT EENPR ISONE RSCAP TURED

The deciphering clerk rewrites the text in word lengths: _
EIGHTEEN PRISONERS CAPTURED

¢. In subpar. a, above, the cryptogram was prepared in final form for transmission by divid-
ing the cryptographic text into groups of five. This is generally the case in military communica-
tions involving cipher systems. It promotes accuracy in telegraphic communication since an
operator knows he must receive a definite number of characters in each group, no more and no
less. Also, it usually makes solution of the messages by unauthorized persons more difficult
because the length of the words, phrases, and sentences of the plain text is hidden. If the last
group of the cipher text in subpar. 30a had not been a complete group of five letters, it might
have been completed by adding a sufficient number of meaningless letters (called nulls).

31. Principles of solution by construction and analysis of the uniliteral frequency distri-
bution.—¢. The analysis of monoalphabetic cryptograms prepared by the use of standard
cipher alphabets follows almost directly from a consideration of the nature of such alphabets.
Since the cipher component of a standard cipher alphabet consists either of the normal sequence
merely displaced 1, 2, 3, . . . intervals from the normal point of coincidence, or of the normal
sequence proceeding in a reversed-pormal direction, it is obvious that the uniliteral frequency
distribution for a cryptogram prepared by means of such a cipher alphabet employed mono-
alphabetically will show crests and troughs whose relative positions and frequencies will be
exactly the same as in the uniliteral frequency distribution for the plain text of that cryptogram.:
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s The only thing that has happened is that the whole set of crests and troughs of the distribution
- has been displaced to the right or left of the position it occupies in the distribution for the plain
text; or else the successive elements of the whole set progress in the opposite direction. Hence,
it follows that the correct determination of the plaintext value of the cipher letter marking any
crest or trough of the uniliteral frequency distribution, coupled with the correct determination
of the relative direction in which the plain component sequence progresses, will result at one stroke
in the correct determination of the plaintext values of all the remaining 25 letters respectively
marking the other crests and troughs in that distribution. The problem thus resolves itself
into & matter of selecting that point of attack which will most quickly or most easily lead to the
determination of the value of one cipher letter. The single word identification will hereafter be
used for the phrase “determination of the value of a cipher letter’; to identify a cipher letter is
to find its plaintext value.

b. It is obvious that the easiest point of attack is to assume that the letter marking the crest
of greatest frequency in the frequency distribution for the cryptogram represents E;,. Proceed-
ing from this initial point, the identifications of the remaining cipher letters marking the other
crests and troughs are tentatively made on the basis that the letters of the cipher component pro-
ceed in accordance with the normal alphabetic sequence, either direct or reversed. If the actual
frequency of each letter marking a crest or -a trough approximates to a fairly close degree the
normal or theoretical frequency of the assumed plaintext equivalent, then the initial identifica-
tion 8,=E, may be assumed to be correct and therefore the derived identifications of the other
cipher letters also may be assumed to be correct.! If the original starting point for assignment
of plaintext values is not correct, or if the direction of “reading’” the successive crests and troughs
of the distribution is not correct, then the frequencies of the other 25 cipher letters will not cor-
respond to or even approximate the normal or theoretical frequencies of their hypothetical plain-
text equivalents on the basis of the initial identification. A new initial point, that is, a different
cipher equivalent, must then be selected to represent E;; or else the direction of “reading” the
crests and troughs must be reversed. This procedure, that is, the attempt to make the actual
frequency relations exhibited by the uniliteral frequency distribution for a given cryptogram
conform to the theoretical frequency relations of the normal frequency distribution in an effort to
solve the cryptogram, is referred to technically as “fitting the actual uniliteral frequency distri~
bution for a eryptogram to the theoretical uniliteral frequency distribution for normal plain text’’,
or, more briefly, as ‘/fitting the frequency distribution for the cryptogram to the normal frequency
distribution”’, or, still more briefly, “‘fitting the distribution to the normal.” In statistical work the
expression commonly employed in connection with this process of fitting an actual distribution
to a theoretical one is ““testing the goodness of fit.” The goodness of fit may be stated in various
ways, mathematical in character.?

¢. In fitting the actual distribution to the normal, it is necessary to regard the cipher com-
ponent (that is, the letters A . . . Z marking the successive crests and troughs of the distribution)
as partaking of the nature of a circle, that is, a sequence closing in upon itself, so that no matter
with what crest or trough one starts, the spatial and frequency relations of the crests and troughs
are constant. 'This manner of regarding the cipher component as being eyclic in nature is valid
because it is obvious that the relative positions and frequencies of the crests and troughs of any uniliteral

1 The Greek letter 8 (theta) is used to represent a character or letter without indicating its identity. Thus,
instead of the circumlocution “any letter of the plain text’ the symbol 8 is used ; and for the expression ‘‘any letter
of the cipher text”, the symbol 6, is used.

2 One of these tests for expressing the goodness of fit, the x (chi) test, will be treated in Military Cryptana-
lytics, Part I1.
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frequency distribution must remain the same regardless of what letter is employed as the initial point
of the distribution. Fig. 5 gives a clear picture of what is meant in this connection, as applied to
the normal frequency distribution.

£ Z
Z 3 3
= 2 = ZZ Z = E Z z
2 == -~ & = =ZZ 2 =X 2 = E
EEEEEEER EEZEZE EZERBBT_E EEZEREZR
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDETF.,
= Z
2 = Z
2 Z ZEx =E ZZ S Z Z
Z2x . = ZRE 22 - =z o 2=z =
ZEEEE®E S _ZZEEER BEEEER ZEEXZSZXEZEZEE
.FEDCBAZYXWVUTSRQPONMLKJIHGFEDCSBA
Fraure §.

d. In the third sentence of subpar. b, the phrase ‘“assumed to be correct” was advisedly
employed in describing the results of the attempt to fit the distribution to the normal, because
the final test of the goodness of fit in this connection (that is, of the correctness of the assignment
of values to the crests and troughs of the distribution) is whether the consistent substitution
of the plaintext values of the cipher characters in the cryptogram will yield intelligible plain
text. If this is not the case, then no matter how close the approximation between actual and
theoretical frequencies is, no matter how well the actual frequency distribution fits the normal,
the only possible inferences are that (1) either the closeness of the fit is a pure coincidence in
this case and that another equally good fit may be obtained from the same data, or else (2) the
cryptogram involves something more than simple monoalphabetic substitution by means of a
single standard cipher alphabet. For example, suppose a transposition has been applied in
addition to the substitution. Then, although an excellent correspondence between the uni-
literal frequency distribution and the normal frequency distribution has been obtained, the
substitution of the cipher letters by their assumed equivalents will still not yield plain text.
However, aside from such cases of double encipherment, instances in which the uniliteral fre-
quency distribution may be easily fitted to the normal frequency distribution and in which at
the same time an attempted simple substitution fails to yield intelligible text are rare. It may
be said that, in practical operations whenever the uniliteral frequency distribution can be made
to fit the normal frequency distribution, substitution of values will result in solution; and, as
a corollary, whenever the uniliteral frequency distribution cannot be made to fit the normal
frequency distribution, the cryptogram does not represent a case of simple, monoalphabetic
substitution by means of a standard alphabet.
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32. Theoretical example of solution.—a. The foregoing principles will become clearer by
noting the encryption and solution of a theoretical example. The following message is to be
encrypted.

HOSTILE FORCE ESTIMATED AT ONE REGIMENT INFANTRY AND TWO PLATOONS
CAVALRY MOVING SOUTH ON QUINNIMONT PIKE STOP HEAD OF COLUMN NEARING ROAD
JUNCTION SEVEN THREE SEVEN COMMA EAST OF GREENACRE SCHOOL FIRED UPON BY
OUR PATROLS STOP HAVE DESTROYED BRIDGE OVER INDIAN CREEK.

b. First, solely for purposes of demonstrating certain principles, the uniliteral frequency
distribution for this plaintext message is presented in Fig. 6.

= < E |
- Z Z 2 - =
= = = g Zx =
E == E - & - 2B BEE L
EoRBRRERZE < ZEEEBEE_BEEBEEER_ B
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Figure 6
¢. Now let the foregoing message be encrypted monoalphabetically by the following standard
cipher alphabet, yielding the cryptogram shown below and the frequency distribution shown
in Fig. 7.
Plain _______ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher_____. GHIJKLMNOPQRSTUVWXYZABCDETF
Plain_ _ _______________ HOSTI LEFOR CEEST IMATE DATON EREGI MENTI NFANT RYAND
Cipher..__...__ S NUYZO RKLUX IKKYZ 0SGZK JGZUT KXKMO SKTZ0 TLGTZ XEGTJ
Plain_________________ TWOPL. ATOON SCAVA LRYMO VINGS OUTHO NQUIN NIMON TPIKE
Cipher_ . ______________ ZCUVR GZUUT YIGBG RXESU BOTMY UAZNU TWAOT TOSUT ZVOQK
Plain_________________ STOPH EADOF COLUM NNEAR INGRO ADJUN CTION SEVEN THREE
Cipher________. ___.__. YZUVN KGJUL IURAS TTKGX OTMXU GJPAT IZOUT YKBKT ZNXKK
Plain_____________.____ SEVEN COMMA EASTO FGREE NACRE SCHOO LFIRE DUPON BYOUR
-Cipher.. ... __________ YKBKT IUSSG KGYZU LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
Plain_________________ PATRO LSSTO PHAVE DESTR OYEDB RIDGE OVERI NDIAN CREEK
Cipher_.______________ VGZXU RYYZU VNGBK JKYZX UEKJH XO0JMK UBKX0 TJOGT IXKKQ
Cryptogram
NUYZO RKLUX IKKYZ 0SGZK JGZUT KXKMO
SKTZO TLGT?Z XEGTJ ZCUVR GZUUT YIGBG
RXESU BOTMY UAZNU TWAOT TOSUT ZVO0OQK
YZUVN KGJUL IURAS TTKGIX OTMXU GJPAT
IZOUT YKBKT ZNXKK YKBKT JIUSSG KGYZU
LMXKK TGIXK YINUU RLOXK JAVUT HEUAX
VGZXU RYYZzZU VNGBK JKYZX UEKJH X0JMK
UBKXO TJOGT IXKKQ
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Z = &
- Z Z = - =
Z Z = Z 2 Ex 2
- - E =EE ~ = = EEL OBEZR
EE L. § EZERETERBE_-BEEEZEBR_E=ZE
ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
FiguUre 7.

d. Let the student now compare Figs. 6 and 7, which have been superimposed in Fig. 8 for
convenience in examination. Crests and troughs are present in both distributions; moreover
their relative positions and frequencies have not been changed in the slightest particular.Jf Only
the absolute position of the sequence as a whole has been displaced six places to the right in Fig.
7, as compared with the absolute position of the sequence in Fig. 6.

s Z = =

B o~ Z Z =2 - =

g = 3 S z = Z s

Ex =IEEX - E “=EEBEL. EEE_ .

L. EXREXEEE_~EEEEF_EBBEE._ S
ABCDEFGHIJKXKLMNOPQRSTUVWXYZ
l.l 2.3.4.5.6

< l = = &

8 = = Z = - 5
g = = S = = =< E

A Z =gz = “=EE_ EEZ
EE. § E~.EZEXEXEER_~EEEEZE_REE
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Fiaure 8.

e. If the two distributions are compared in detail the student will clearly understand how
easy the solution of the cryptogram would be to one who knew nothing about how it was prepared.
For example, the frequency of the highest crest, representing E, in Fig. 6 is 28; at an interval of
four letters before E, there is another crest representing A, with frequency 16. Between A and E
there is a trough, representing the medium-frequency letters B, C, D. On the other side of E,
at an interval of four letters, comes another crest, representing I with frequency 14. Between
E and I there is another trough, representing the medium-frequency letters F, G, H. Compare
these crests and troughs with their homologous crests and troughs in Fig. 7. In the latter, the
letter K marks the highest crest in the distribution with a frequency of 28; four letters before K
there is another crest, frequency 16, and four letters on the other side of K there is another crest,
frequency 14. Troughs corresponding to B, C, Dand F, G, Hare seen at H, I, JandL, M, N
in Fig. 7. In fact, the two distributions may be made to coincide exactly, by shifting the fre-
quency distribution for the cryptogram six places to the left with respect to the distribution for
the equivalent plaintext message, as shown herewith.
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P Z = &

8 z EE o =

B = Z = 2R 2 x B

BE IR ~ Z -z 2B L OBEBEL

ExBZERERBE _BREREB_BmERR_ E

ABCDEFGHIJKLMNOPQRSTUVWIXYZ

= = = &

- Z E3 - =

g = = S X E 2 xE

BE =Sz - X BB OBREE_L

B EEZEERBE BERBEZR_ERBREEE®. B

GHIJKLMNOPQRSTUVWXYZABCDETF
- Figure 9.

S Let us suppose now that nothing is known about the process of encryption, and that only
the cryptogram and its uniliteral frequency distribution is at hand. It is clear that simply bear-
. ingin mind the spatial relations of the crests and troughs in & normal frequency distribution would

_enable the cryptanalyst to fit the distribution to the normal in this case. He would naturally
first assume that K,=E;, from which it would follow that if a direct standard alphabet is involved,
. Le=F, M;=G,, and so on, yielding the following (tentative) deciphering alphabet:

Cipher. . __.___ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain. . __.____ UVWXYZABCDEFGHIJKLMNOPQRST

9. Now comes the final test: If these assumed values are substituted in the cipher text, the
plam text immediately appears. Thus:

NUYZO0O RKLUX IKKYZ O
I

Z K JGZUT etc.
HOSTTI LEFOR CEEST T

E DATON etc.

h. It should be clear, therefore, that the initial selection of G, as the specific key (that is, to
represent A;) in the process of encryption has absolutely no effect upon the relative spatial and
frequency relations of the crests and troughs of the frequency distribution for the cryptogram
If Q, had been selected to represent A, these relations would still remain the same, the whole series
of crests &nd troughs being merely displaced further to the right ot the positions they occupy
~when G,=

33. Practical example of solution by the frequency method.—a. The case of direct standard
alphabet ciphers. (1) The following cryptogram is to be solved by applying the foregoing prin-
ciples:

XXY BJCCJ LTRWP XDAYX BRCRX
OWN FCXWB CXYYN CNABL XURWO
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(2) From the presence of so many low-frequency letters such as B, W, and X it is at once
suspected that this is & substitution cipher. But to illustrate the steps, that must be taken in
difficult cases in order to be certain in this respect, a uniliteral frequency distribution is con-
structed, and then reference is made to Charts 2 to 5 to note whether the actual numbers of
vowels, high-, medium-, and low-frequency consonants fall inside or outside the areas delimited
by the respective curves.

SEE. . . S s Es. § ___x=S
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Ficure 10a.
Fetters Frequeney | Postign vith seepet o arcas
Vowels (AEIOUY ). ____ . . __ 10 | Outside, Chart 1.
High-frequency Consonants (DNRST).___.. __. __.__ 12 | Outside, Chart 2.
Medium-frequency Consonants (BCFGHLMPVW) _____ 26 | Outside, Chart 3.
Low-frequency Consonants (JKQXZ) . _____._____ 12 | Outside, Chart 4.
Total _____ .. 60

(3) Al four points falling completely outside the areas delimited by the curves applicable
to these four classes of letters, the crypogram is clearly a substitution cipher.

(4) The appearance of the frequency distribution, with marked crests and troughs, indicates
that the cryptogram is probably monoalphabetic. At this point the ¢ test is applied to the dis-
tribution. The observed value of ¢ is found to be 258, while the expected value of ¢ plain and ¢
random are calculated to be 236 and 136, respectively. The fact that the observed value more
closely approximates ¢, than it does ¢, is taken as statistical evidence that the cryptogram is
monoalphabetic. Furthermore, reference being made to Chart 6, the point of intersection of the
message length (60 letters) and the number of blanks (8) falls directly on curve P; this is additional
evidence that the message is probably monoalphabetic.

(5) The next step is to determine whether a standard or a mixed cipher alphabet is involved.
This is done by studying the positions and the sequence of crests and troughs in the frequency
distribution, and trying to fit the distribution to the normal.

(6) The first assumption to be made is that a direct standard cipher alphabet is involved.
The highest crest in the distribution occurs over X,. Let it be assumed that X,=E,. Then Y,,

Zo A, . ... =Fy,, Gy, H,y, . . . ., respectively: thus:
Cipher___.._.__. ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Plain_ . _____.___ HIJKLMNOPQRSTUVWXYZABCDETFG
Ficure 10b.
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It may be seen quickly that the approximation to the expected frequencies is very poor. There
are too many occurrences of Jy, Qp, Uy, and F, and too few occurrences of Ny, 0, R;, S,, Tp and A,
Moreover, if a substitution is attempted on this basis, the following is obtamed for the first
two cipher groups:

Cipher__________ NWNVH CAXXY

“Plain text’_ ____ uUbucCo JHEETF

This is certainly not plain text and it seems clear that X, is not E,, if the hypothesis of a direct
standard alphabet cipher is correct. A different assumption will have to be made.

(7) Suppose C.=E,. Going through the same steps as before, again no satisfactory results
are obtained. Further trials ® are made along the same lines, until the assumption N,=E; is tested:

SEE_ . _ = = ®sx_ § ___® =%

Cipher_ _________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ

Plain___________ RSTUVWXYZABCDEFGHIJKLMNOPRQ
Ficure 10c.

(8) The fit in this case is quite good ; possibly there are too few occurrences of A,, Dy, and R,.
But the final test remains: trial of the substitution alphabet on the cryptogram itself. This is
done and the results are as follows:

G: NWNVH CAXXY BJCCJ LTRWP XDAYX BRCRX
P. ENEMY TROO SATTA CKING OURPO SITIO
C: WBNJB CXOW FCXWB CXYYN CNABL XURWO
P:NSEAS TOFNE WTONS TOPPE TERSC OLINF

. ENEMY TROOPS ATTACKING OUR POSITION EAST OF NEWTON. PETERS COL INF.

(9) Itisalways advisable to note the specific key. In this case the correspondence between
any plaintext letter and its cipher equivalent will indicate the key. Although other conventions
are possible, and equally valid, it is usual, however, to indicate the key by noting the cipher
equivalent of A,. In this case A,=J,.

b. The case of reversed standard alphabet ciphers.—(1) Let the following cryptogram and
its frequency distribution be studied.

FWFXL QSVVU RJQQJ HZBWD VPSUV RBQBYV
WRFJR QVEWF NQVWR QVUUF QFSRH VYBWE

(2) The preliminary steps illustrated above, under subpar. ¢ (1) to (4) inclusive, in connec-
tion with the test for class and monoalphabeticity, will here be omitted, since they are exactly
the same in nature. The result is that the cryptogram is obviously a substitution cipher and
is monoalphabetic.

(3) Assuming that it is not known whether a direct or a reversed standard alphabet is
involved, attempts are at once made to fit the frequency distribution to the normal direct
sequence. If the student will try them he will soon find out that these are unsuccessful. All
this takes but a few minutes.

3 Tt is unnecessary, of course, to write out all the alphabets and pseudo-decipherments, as shown above, when
testing assumptions. This is usually done mentally, using the seanning procedure treated in subpar. 28ec.
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(4) The next logical assumption is now made, »iz., that the cipher alphabet is a reversed
standard alphabet. When on this basis F, is assumed to be E,, the distribution can readily be
fitted to the normal, practically every crest and trough in the actual distribution corresponding

i Botg

to a crest or trough in the expected distribution. 1
Cipher_________ ABCDEFGHIJXLMNOPQRSTUVWIXYZ
Plain_____...___ JIHGFEDCBAZYXWVUTSRQPONMLK

Ficure 10d.

(5) When the substitution is made in the cryptogram, the following is obtained.

Cryptogram____________ FWFXL QSvVVU RJgQQJd etc.
Plain text___ . _____.____ ENEMY TROOP SATTA oetc.

(6) The plaintext message is identical with that in subpar. a. The specific key in this case
is also A,=J,. If the student will compare the frequency distributions in the two cases, he will
note that the relative positions and extents of the crests and troughs are identical; they merely
progress in opposite directions.

34. Solution by completing the plain-component sequence.—a. The case of direct standard 1
alphabet ciphers. (1) The foregoing method of analysis, involving as it does the construction of
a uniliteral frequency distribution, was termed a solution by the frequency method because it
involves the construction of a frequency distribution and its study. There is, however, another
method which is much more rapid, almost wholly mechanical, and which, moreover, does not

necessitate the construction or study of any frequency distribution whatever. An understand- ?
ing of the method follows from a consideration of the method of encipherment of a message by
the use of a single, direct standard cipher alphabet.
(2) Note the following encipherment: |
Message. ... ______.____ TWO CRUISERS SUNK
Enciphering Alphabet
Plain.__________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher. . _.._._. GHIJKLMNOPQRSTUVWXYZABCDETF
Encipherment
Plain text_____________. TWO CRUISERS SUNK
Cryptogram____________ ZCU IXAOYKXY YATAQ
Cryptogram
ZCUIX AOYKX YYATAQ

(3) The enciphering alphabet shown above represents a case wherein the sequence of letters
of both components of the cipher alphabet is the normal sequence, with the sequence forming
the cipher components merely shifted six places to the left (or 20 positions to the right) of the
position it occupies in the normal alphabet. If, therefore, two strips of paper bearing the letters
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of the normal sequence, equally spaced, are regarded as the two components of the cipher alpha-
bet and are juxtaposed at all of the 25 possible points of coincidence, it is obvious that one of
S these 25 juxtapositions must correspond to the actual juxtaposition shown in the enciphering
alphabet directly above.* 1t is equally obvious that if a record were kept of the results obtained
by applying the values given at each juxtaposition to the letters of the cryptogram, one of these
results would yield the plain text of the cryptogram.

(4) Let the work be systematized and the results set down in an orderly manner for exami-
nation. It is obviously unnecessary to juxtapose the two components so that A,=A4,, for on the
assumption of a direct standard alphabet, juxtaposing two direct normal components at their
normal point of coincidence merely yields plain text. The next possible juxtaposition, therefore,
is A;=B,. Let the juxtaposition of the two sliding strips therefore be A,=B,, as shown here:

Plain___________________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_________.______. ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ

The values given by this juxtaposition are substituted for the letters of the cryptogram and the
following results are obtained.

Cryptogram . ___________ ZCUIX AOYKX YYATQ
1st Test—“Plaintext”___. ADVJY BPZLY ZZBUR
This certainly is not intelligible text; obviously, the two components were not in the position

indicated in this first test. The plain component is therefore slid one interval to the left, making
A,=C,;, and a second test is made. Thus

Plain___________________ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher-.._._ . _________ ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
Cryptogram_ _.________._ ZCUIX AOYKX YYATAQ

2d Test—“Plaintext”._. BEWKZ CQAMZ AACVS

Neither does the second test result in disclosing any plain text. But, if the results of the two
tests are studied, a phenomenon that at first seems quite puzzling comes to light. Thus, suppose
the results of the two tests are superimposed in tbis fashion.

Cryptogram ____________ ZCUIX AOYKX YYATAQ

1st Test—“Plain text’.._. ADVJY BPZLY ZZBUR
2d Test—“Plaintext”._._. BEWKZ CQAMZ AACVS

-

(5) Note what has happened. The net result of the two experiments was merely to continue
the normal sequence begun by the cipher letters at the heads of the columns of letters. It is
obvious that if the normal sequence is completed in each column the results will be exactly the
same as though the whole set of 25 possible tests had actually been performed. Let the columns
therefore be completed, as shown in Fig. 11.
A

4 One of the strips should bear the sequence repeated. This permits juxtaposing the two sequences at all
26 possible points of coincidence so as to have a complete cipher alphabet showing at all times.
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MM E<C I NNOVOZEN RUGUHIQTMEU QW >N
W NHRE<CHUTOJOZEED RGLHIQTMEOI|Q
HNTOTOZENRUHIQEMEMUQW> N <X = <|C
rOAMEUQARPNRHRIEI<CHIN WO WO ZE X Gl
S<CHNNOTOZELRGHTQMEU QW > N <[
NN ES<CHN IO TOZECRCGHIQTED QW
ZENRUGCHIQOMEHUOUQOWrN<XE<cHn %O v|o
HE<CHUIOVOZENRGHTIQTIHNUY QW > N[~
D LCHIQMEHUAQWPrPNWENE<CH N WO YO =R =
S<CdCHUTNOVOZENRGCHIQTMEOD QW > N |
HNE<CHUIOVOZENRGUHINTIMUQW > N|
ME<CHNIOTVOZEL RGUHTIQMEU QW > N[
NHMS<CHNIOIOZECRGHIQTED QW
NDVOVOZELRUHIQEHUOUQW>NMM=< |
HOZErNrRUGUHINEMHUAQWPN<KE<C3n Do

Figure 11,

An examination of the successive horizontal lines of the diagram discloses one and only one line
of plain text, that marked by the asterisk and reading T WO CRU I SER S S U N K.
(6) Since each column in Fig. 11 is nothing but a normal sequence, it is obvious that instead
of laboriously writing down these columns of letters every time a cryptogram is to be examined,
it would be more convenient to prepare a set of strips each bearing the normal sequence doubled
(to permit complete coincidence for an entire alphabet at any setting), and have them available
for examining any future cryptograms. In using such a set of sliding strips in order to solve a
cryptogram prepared by means of a single direct standard cipher alphabet, or to make a test to
determine whether a cryptogram has been so prepared, it is only necessary to “‘set up” the
letters of the cryptogram on the strips, that is, align them in a single row across the strips (by
sliding the individual strips up or down). The successive horizontal lines, called generatrices
(singular, generatrix),’® are then examined in a search for intelligible text. If the cryptogram
really belongs to this simple type of cipher, one of the generatrices will exhibit intelligible text
all the way across; this text will almost invariably be the plain text of the message. This method
of analysis may be termed a solution by completing the plain-component sequence. Sometimes it is

5 Pronounced: jén'er-G-tri'séz and j¥n'er-a’triks, respectively.
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referred to as ‘“running down’’ the sequence. The principle upon Whlch the method is based
constitutes one of the cryptanalyst’s most valuable tools.®

b. The case of reversed standard alphabets.—(1) The method described under subpar. ¢ may
also be applied, in slightly modified form, in the case of & cryptogram enciphered by a single
reversed standard alphabet. The basic principles are identical in the two cases, as will now be
demonstrated.

(2) Let two sliding components be prepared as before, except that in this case one of the
components must be a reversed normal sequence, the other, a direct normal sequence.

(3) Let the two components be juxaposed A to A as shown below, and then let the resultant
values be substituted for the letters of the cryptogram. Thus:

Cryptogram
NKSEP MYOCP OOMTW
Plain_ _ .. ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher—. .o ____ ZYXWVUTSRQPONMLKJ IHGFEDCBAZYXWVUTSRQPONMLKJ IHGFEDCBA
Cryptogram _ . ______.__. NKSEP MYOCP OOMTW

1st Test—“Plaintext”... NQI WL OCMYL MMOHE

(4) This does not yield intelligible text, and therefore the reversed component is slid one
space forward and a second test is made. Thus:

Plain_ ... _..._..1_ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher__ . ______._.__._. ZYXWVUTSRQPONMLKJIHGFEDCBAZYXWVUTSRQPONMLKJIHGFEDCBA
Cryptogram . _ __________ NKSEP MYOCP OOMTW

2d Test—"Plain text”... ORJ XM PDNZM NNPIF

(5) Neither does the second test yield intelligible text. But let the results of the two tests
be superimposed. Thus:

. Cryptogram _ __.______.. NKSEP MYOCP OOMTW
#l 1st Test—“Plain text”.._. NQI WL OCMYL MMOHE
oo 2d Test—‘Plain text”.._. O RJ X M PDNZM NNPIF

(6) Itisseen that the letters of the “plain text”” given by the second trial are merely the con-
tinuants of the normal sequences initiated by the letters of the ‘“plain text’’ given by the first
trial. If these sequences are ‘‘run down’’—that is, completed within the columns—the results
must obviously be the same as though successive tests exactly similar to the first two were applied
to the cryptogram, using one reversed normal and one direct normal component. If the crypto-
gram has really been prepared by means of a single reversed standard alphabet, one of the gen-
eratrices of the diagram that results from completing the sequence must yield intelligible text.

(7) Let the diagram be made, or better yet, if the student has already at hand the set of
sliding strips referred to in footnote 6, below, let him ‘set up’’ the letters given by the first
trial. Fig. 12 shows the diagram and mdlcates the plaintext generatrix.

¢ A set of heavy paper strips, suitable for use in completing the plain-component sequence, has been prepared
for use as a training aid in connection with the courses in Military Cryptanalytics.
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Hh o vo X

*
VOZERMNRUHIO@WEAUQWEPNKMXI<CEU DWO|R
TQEHNEHUQUWPNHRHXIICHN IO VORI MR G H|®
<CHVWOTVOZEONRUHIQTAEHUOQOW > N =m
RUHIQUMEAUQWEPNKMNE<LCS3NIO YO Z = H|Y
ZEMRCHIQEUEHUOABPNXIE<CHAN IO YOIR
WPNHRMIA<CHUNOVOZRICDXUHIQMEHU Q|

RaoHIQERUOQWPN<RMaI<dcIWO 1O = |0
H<CHNAOVOZELrRUHIQIBUAW® N <|a
RUHIQARUOUQWPN<KXE<ICINIOTO =2 |0
FPRUHIQEURUQWIPNRXI<CcHUIOYVO ZE|O
CRUHIQEABUQWPNLKNI<cHA DO YO = E|O
ZRMCRGHTIQEHEDQEPNKXIS<cH YO vol=
QERUUQEPNKXE<SCINIDOTOZR MR GHINW
CQWerNHMIA<CHNIOVOZIRrRGHIQ =

ErxXReHIQEAUQWEEPNRKNE IO

e
»

Ficure 12.

(8) The only difference in procedure between this case and the preceding one (where the
cipher alphabet was a direct standard alphabet) is that the letters of the cipher text are first “de-
ciphered’”’ by means of any reversed standard alphabet and then the columns are ‘“run down”,
according to the normal A B C . . . Z sequence. For reasons which will become apparent
very soon, the first step in this method is technically termed converting the cipher letters into their
plain-component equivalents; the second step is the same as before, viz., completing the plain-
component sequence.

35. Special remarks on the method of solution by completing the plain-component se-
quence.—a. The terms employed to denote the steps in the solution set forth in subpar. 345 (8),
viz., “converting the cipher letters into their plain-component equivalents” and “completing
the plain-component sequence’, accurately describe the process. Their meaning will become
more clear as the student progresses with the work. It may be said that whenever the com-
ponents of a cipher alphabet are known sequences, no matter how they are composed, the diffi-
culty and time required to solve any cryptogram involving the use of those components is con-
siderably reduced. In some cases this knowledge facilitates, and in other cases is the only thing
that makes possible, the solution of a very short cryptogmm that might otherwise defy solutwn Later
on an example will be given to illustrate what is meant in this regard.
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b. The student should take note, however, of two qualifying expressions that were employed
in a preceding paragraph to describe the results of the application of the method. It was stated
that “one of the generatrices will exhibit intelligible text all the way across; this text will almost
invartably be the plain text.” Will there ever be a case in which more than one generatrix will
yield intelligible text through its extent? That obviously depends almost entirely on the
pumber of letters that are aligned to form a generatrix. If a generatrix contains but a very
few letters, only five, for example, it may happen as a result of pure chance that there will be
two or more generatrices showing what might be ‘‘intelligible text.” Note in Fig., 12, for
example, that there are several cases in which 3-letter and 4-letter English words (LAD, COB,
MESH, MAPS, etc.) appear on generatrices that are not correct, these words being formed by
pure chance. But there is not a single case, in this diagram, of a 5-letter or longer word appear-
ing fortuitously, because obviously the longer the word the smaller the probability of its ap-
pearance purely by chance; and the probability that two generatrices of 15 letters each will
both yield intelligible text along their entire length is exceedingly remote, so remote, in fact,
that in practical cryptology such a case may be considered nonexistent.”

¢. The student should observe that in reality there is no difference whatsoever in principle
between the two methods presented in subpars. a and b of par. 34. In the former the preliminary
step of converting the cipher letters into their plain-component equivalents is apparently not
present but in reality it is there. The reason for its apparent absence is that in that case the
plain component of the cipher alphabet is identical in all respects with the cipher component,
8o that the cipher letters require no conversion, or, rather, they are identical with the equivalents
that would result if they were converted on the basis A,=4,. In fact, if the solution process
had been arbitrarily initiated by converting the cipher letters into their plain-component equiva-
lonts at the setting A,==0,, for example, and the cipher component slid one interval to the right
thereafter, the results of the first and second tests of par. 34a would be as follows:

Cryptogram . - oo ZCUIXAOYKXYYATQ
1st Test—Plain text” ... __. NQIWLOCMYLMMOHE
2d Test—“Plain text” . _____... ORJXMPDNZMNNPIF

Thus, the foregoing diagram duplicates in every particular the diagram resultmg from the first
two tests under par. 34b: a first line of cipher letters, a second line of letters derived from them
but showing externally no relationship with the ﬁrst line, and & third line derived immediately
from the second line by continuing the direct normal sequence. This point is brought to atten-
tion only for the purpose of showing that a single, broad principle is the basis of the general
method of solution by completing the plain-component sequence, and once the student has this
firmly in mind he will have no difficulty whatsoever in realizing when the principle is applicable,
what a powerful cryptanalytic tool it can be, and what results he may expect from its application
in specific instances.

d. In the two foregoing examples of the application of the principle, the components were
normal sequences; but it should be clear to the student, if he has grasped what has been said in
the preceding subparagraph, that these components may be mixed sequences which, if known
(that is, if the sequence of letters comprising the sequences is known to the cryptanalyst), can be
handled just as readily as can components that are normal sequences.

7 A person with patience and an inclination toward the curiosities of the science might construct a text of
15 or more letters which would yield two ‘‘intelligible’” texts on the plain-component completion diagram.
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e. It is entirely immaterial at what points the plain and the cipher components are juxta-
posed in the preliminary step of converting the cipher letters into their plain-component equiva-
lents. For example, in the case of the reversed alphabet cipher solved in subpar. 346, the two com-
ponents were arbitrarily juxtaposed to give the value A;=A,, but they might have been juxtaposed
at any of the other 25 possible points of coincidence without in any way affecting the final result,
viz., the production of one plaintext generatrix in the completion diagram.

36. Value of mechanical solution as a short cut.—a. It is evident that the very first step the
student should take in his attempts to solve an unknown cryptogram that is obviously o substitu-
tion cipher is to try the mechanical method of solution by completing the plain-component sequence,
wsing the normal alphabet, first direct, then reversed. This takes only a very few minutes and is
conclusive in its results. Tt saves the labor and trouble of constructing a frequency distribu-
tion in case the cipher is of this simple type. Later on it will be seen how certain variations
of this simple type may also be solved by the application of this method. Thus, a very easy
short cut to solution is afforded, which even the experienced cryptanalyst never overlooks in his
first attack on an unknown cipher.

b. It is important now to note that if neither of the two foregoing attempts is successful in
bringing plain text to light and the cryptogram is quite obviously monoalphabetic in character, the
cryptanalyst s warranted in assuming that the cryptogram involves a mized cipher alphabet.t
" - 87. Basic reason for the low degree of cryptosecurity afforded by monoalphabetic crypto-
grams involving standard cipher alphabets.—The student has seen that the solution of mono-
alphabetic cryptograms involving standard cipher alphabets is a very easy matter. Two methods
of analysis were described, one involving the construction of a frequency distribution, the other
‘not requiring this kind of tabulation, being almost mechanical in nature and correspondingly
rapid. In the first of these two methods it was necessary to make a correct assumption as to
the value of but one of the 26 letters of the cipher alphabet and the values of the remaining 25
letters at once became known; in the second method it was not necessary to assume a value for
even & single cipher letter. The student should understand what constitutes the basis of this
situation, viz., the fact that the two components of the cipher alphabet are composed of known
sequences. What if one or both of these components are for the cryptanalyst. unknown se-
quences? In other words, what difficulties will confront the cryptanalyst if the cipher component
of the cipher alphabet is a mixed sequence? Will such an alphabet be solvable as a whole at one
‘stroke, or will it be necessary to solve its values individually? Since the determination of the
value of one cipher letter in this case gives no direct clues to the value of any other letter, it
would seem that the solution of such a cipher should involve considerably more analysis and
experiment than has the solution of either of the two types of ciphers so far examined. The
steps to be taken in the cryptanalysis of a mixed-alphabet cipher will be discussed in the next
chapter.

8 There is but one other possibility, already referred to under subpar. 31d, which involves the case where
transposition and monoalphabetic substitution processes have been applied in successive steps. This is unusual,
however, and will be discussed in a subsequent text.
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38, Literal keys and numerical keys.—a. As has been previously mentioned, most crypto-
systems involve the use of a specific key to control the steps followed in encrypting or decrypting
a specific message (see subpar. 95). Such a key may be in literal form or in numerical form.

b. It is convenient to designate a key which is composed of letters as a literal key. As already
mentioned, a literal key may consist of a single letter, a single word, a phrase, a sentence, a
whole paragraph, or even a book; and, of course, it may consist merely of a sequence of letters
chosen at random.

¢. Certain cryptosystems involve the use of a numerical key, which may consist of a relatively
long sequence of numbers difficult or impossible for the average cipher clerk to memorize. Several
simple methods for deriving such sequences from words, phrases, or sentences have been devised,
and a numerical key produced by any of these methods is called a derived numerical key (as op-
posed to a key consisting of randomly-selected numbers). One of the commonly-used methods
consists of assigning numerical values to the letters of a selected literal key in accordance with
their relative positions in the ordinary alphabet, as exemplified in the following subparagraph.

d. Let the prearranged key word be the word LOGISTICS. Since C, the penultimate letter
of the key word, appears in the normal alphabet before any other letter of the key word, it is
assigned the number 1:

LOGISTICS
1

The next letter of the normal alphabet that occurs in the key word is G, which is assigned the
number 2. The letter I, which occurs twice in the key word, is assigned the number 3 for its
first occurrence (from left to right) and the number 4 for its second occurrence; and so on. The
final result is: :
LOGISTTICS
562379418

This method of assigning the numbers is very flexible and varies with different uses to which
numerical keys are put. It may, of course, be applied to phrases or to sentences, so that & very
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long numerical key, ordinarily impossible to remember, may be thus derived at will from an
eagily-remembered key text.

e. As far as the cryptanalyst is concerned, the derivation of a numerical key from a specific
literal key is of interest to him because this knowledge may assist in subsequent solutions of
cryptograms prepared according to the same basic system, or in identifying the source from which
the literal key was selected—perhaps an ordinary book, a magazine, etc. However, it should be
pointed out that in some instances the cryptanalyst may be unaware that a literal key has in
fact been used as the basis for deriving & numerical key.

89. Types of mixed cipher alphabets —a. It will be recalled that in & mixed cipher alphabet
the sequence of letters or characters in one of the components (usually the cipher component)
does not correspond to the normal sequence. There are various methods of composing the
sequence of letters or elements of this mixed component, and those which are based upon a
scheme that is systematic in its nature are very useful because they make possible the derivation
of one or more mixed sequences from any easily-remembered word or phrase, and thus do not
necessitate the carrying of written memoranda. Alphabets involving a systematic method of
mixing are called systematically-mized cipher alphabets.

b. One of the simplest types of systematically-mixed cipher alphabets is the keyword-mized
alphabet. The cipher component consists of a key word or phrase (with repeated letters, if
present, omitted after their first occurrence),! followed by the letters of the alphabet in their

normel sequence (with letters already occurring in the key omitted, of course). Example, with
GOVERNMENT as the key word:

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: GOVERNMTABCDFHIJKLPQSUWXYZ

¢. It is possible to disarrange the sequence constituting the cipher component even more
thoroughly by applying a simple method of transposition to the keyword-mixed sequence. Two
common methods are illustrated below, using the key word TELEPHONY.

(1) Simple columnar transposition:

TELPHONY
ABCDFGIUJ
KMQRSUVW
XZ

1 Mixed alphabets formed by including all repeated letters of the key word or key phrase in the cipher com-
ponent were common in Edgar Allan Poe’s day but are impractical because they are ambiguous, making decipher-
ment difficult; an example:

Plain:  ABCDEFGHIJKLMNOPQRSTUVWXYZ

(a) Alphabet for enciphering. . . oo cecoom o ecaeecaa Cipher: NOWISTHETIMEFQRALLGOODMENT
; Cipher: ABCDEFGHIJKLMNOPQRSTUVWXYZ
(b) Inverse form of (a), for deciphering_ .. - - ___ Plain: P VHMSGD QKAB OEF C
L J RWYN I
X T Z

u
The average cipher clerk would have considerable difficulty in decrypting a cipher group such as TOOET, each

letter of which has three or more equivalents, and from which the plaintext fragments (N)INTH., .. FT THI(S),
IT THI..., etc. can be formed on decipherment.
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G Mixed sequence (formed by transcribing the successive columns from left to right):

TAKXEBMZLCQPDRHFSOGUNIVYJW
(2) Numerically-keyed columnar transposition:

7=1~3~6~2-5-4-8
TELPHONY
CDFGIJ
QRSUVW

Ll el
N= W

¢ Mixed sequence (formed by transcribing the columns in & sequence determined by the numerical
. key derived from the key word itself):

EBMZHFSLCQNIVOGUPDRTAKXYJW

d. The last two systematically-mixed sequences are examples of transposition-mized sequences.

Almost any method of transposition may be used to produce such sequences.

e. Another simple method of forming a mixed sequence is the decimation method. In this

" method, letters in the normal alphabet, or in a keyword-mixed sequence, are “counted off”’ ac-
~cording to any selected interval. As each letter is decimated—that is, eliminated from the basic
‘sequence by counting off—it is entered in a separate list to form the new mixed sequence. For

example, to form a mixed sequence by this method from a keyword-mixed sequence based on the

. key phrase SING A SONG OF SIXPENCE with 7 the interval selected, proceed as follows:
Keyword-mixed (or basic) sequence:

SINGAOFXPECBDHJKLMQRTUVWYZ

When the letters are counted off by 7’s from left to right, F will be the first letter arrived at, H
the second, T the third:

I\l‘s

JKLMQRZUVWYZ
1234567

These letters are entered in a separate list (F first, H second, T third, and so on) and eliminated
from the keyword-mixed sequence. When the end of the keyword-mlxed sequence is reached,

return to the beginning, skipping the letters already eliminated:

SINGAOFXPECBDHAJKLMQRZIUVWYZ
12345

671234 567123 4567

i The decimation-mixed sequence:

FHTIEMZPQNDWCVBSLXAGOKYJRU

J. Practical considerations, of course, set a limit to the complexities that may be introduced
in constructing systematically-mixed alphabets. Beyond a certain point there is no object in
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further mixing. The greatest amount of mixing by systematic processes will give no more se-
curity than that resulting from mixing the alphabet by random selection, such as by putting the
26 letters in a box, thoroughly shaking them up, and then drawing the letters out one at a time.
Whenever the laws of chance operate in the construction of a mixed alphabet, the probability of
producing a thorough disarrangement of letters is very great. Random-mized alphabets give
more cryptographic security than do the less complicated systematically-mixed alphabets, be-
cause they afford no clues to positions of letters, given the position of & few of them. Their chief
disadvantage is that they must be reduced to writing, since they cannot readily be remembered,
nor can they be reproduced at will from an easily-remembered key word.

40, Additional remarks on cipher alphabets.—a. Cipher alphabets may be classified on the
basis of their arrangement as enciphering or deciphering alphabets. An enciphering alphabet is
one in which the sequence of letters in the plain component coincides with the normal sequence
and is arranged in that manner for convenience in encipherment. In a deciphering alphabet
the sequence of letters in the cipher component coincides with the normal, for convenience in
deciphering. For example, (1), below, shows a mixed cipher alphabet arranged as an enciphering
alphabet; (2) shows the.corresponding deciphering alphabet. An enciphering alphabet and its
corresponding deciphering alphabet present an inverse relationship to each other.

Enciphering Alphabet

1) Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: JKQVXZWESTRNUIOLGAPHCMYBDF

Deciphering Alphabet

@) Cipher: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain: RXUYHZQTNABPVLOSCKIJMDGEWF

" b. As has been previously mentioned,? a series of related reciprocal alphabets may be pro-
duced by juxtaposing at all possible points of coincidence two components which are identical
but progress in opposite directions. This holds regardless of whether the components are com-
posed of an even or an odd number of elements. The following reciprocal alphabet is one of such
a series of 26 alphabets:

Plain: HYDRAULICBEFGJKMNOPQSTVWXZ
Cipher: GFEBCILUARDYHZXWVTSQPONMKJ

A single or isolated reciprocal alphabet may be produced in one of two ways:

(1) By constructing a complete reciprocal alphabet by arbitrary or random assignments of
values in pairs. That is, if A, is made the equivalent of K, then K; is made the equivalent of
A,; if B, is made R,, then R, is made B,, and so on. If the two components thus constructed
are slid against each other no additional reciprocal alphabets will be produced.

(2) By juxtaposing a sequence comprising an even number of elements against the same
sequence shifted exactly half way to the right (or left), as seen below:

HYDRAULICBEFGJKMNOPQSTVWXZ
HYDRAULICBEFGJKMNOPQSTVWXZHYDRAULICBEFGJKMNOPQSTVWXZ

2 Subpar. 29¢.
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41. Preliminary steps in the analysis of a monoalphabetic, mixed-alphabet cryptogram.—
a. The student is now ready to resume his cryptanalytic studies. Note the following crypto-

gram:
SFDZF IOGHL PZFGZ DYSPF HBZDS GVHTF UPLVD FGYVJ VFVHT GADZZ AITYD ZYFZJ
ZTGPT VTZBD VFHTZ DFXSB GIDZY VTXOI YVTEF VMGZZ THLLV XZDFM HTZAI TYDZY

BDVFH TZDFK ZDZZJ SXISG ZYGAV FSLGZ DTHHT CDZRS VTYZD OZFFH TZAIT YDZYG
AVDGZ ZTKHI TYZYS DZGHU ZFZTG UPGDI XWGHX ASRUZ DFUID EGHTV EAGXX

b. A casual inspection of the text discloses the presence of several long repetitions as well
as of many letters of normally low frequency, such as F, G, V, X, and Z; on the other hand, let-
ters of normally high frequency, such as the vowels, and the consonants N and R, are relatively
scarce. The cryptogram is obviously a substitution cipher and the usual mechanical tests for
determining whether it is possibly of the monoalphabetic, standard-alphabet type are applied.
The results being negative, a uniliteral frequency distribution is immediately constructed, as
shown in Fig. 13, and the ¢ test is applied to it.

Z

Z

= = Z

E EX Z Z

2 BEE 2 = =2

= E- EE X = EZ
EE B BEEEsxBx 58 BZTEB_REBR
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
8 4 1 23 3 19191610 3 2 5 2 0 8 5§ 0 2 102 5 16 1 8 14 8

¢p=3668 ¢.=2117 ¢s=3862
F1GURE 13.

¢. The fact that the frequency distribution shows very marked crests and troughs indicates
that the cryptogram is very probably monoalphabetic, and the results of the ¢ test further
support this hypothesis. The fact that the cryptogram has already been tested by the method
of completing the plain-component sequence and found not to be of the monoalphabetic, stand-
ard-alphabet type, indicates with a high degree of probability that it involves a mixed cipher
alphabet. A few moments might be devoted to making a careful inspection of the distribution
to insure that it cannot be made to fit the normal; the object of this would be to rule out the
possibility that the text resulting from substitution by a standard cipher alphabet had not sub-
sequently been transposed. But this inspection in this case is hardly necessary, in view of the
presence of long repetitions in the message.? (See subpar. 25g.)

d. One might, of course, attempt to solve the cryptogram by applying the simple principles
of frequency. One might, in other words, assume that Z, (the letter of greatest frequency)
represents Ey, D, (the letter of next greatest frequency) represents T,, and so on. If the message

? This possible step is mentioned here for the purpose of making it clear that the plain-component sequence
completion method cannot solve a case in which transposition has followed or preceded monoalphabetic sub-
stitution with standard alphabets. Cases of this kind will be discussed in a later text. It is sufficient to indicate
at this point that the frequency distribution for such a combined substitution-transposition cipher would present
the characteristics of a standard alphabet cipher and yet the method of completing the plain-component sequence
would fail to bring out any plain text.
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were long enough this simple procedure might more or less quickly give the solution. But the
message is relatively short and many difficulties would be encountered. Much time and effort
would be expended unnecessarily, Because it is hardly to be expected that in a8 message of only 235
letters the relative order of frequency of the various cipher letters should exactly coincide with,
or even closely approximate the relative order of frequency of letters of normal plain text found
in a count of 50,000 letters. It is to be emphasized that the beginner must repress the natural
tendency to place too much confidence in the generalized principles of frequency and to rely too much
upon them. It is far better to bring into effective use certain other data concerning normal plain
text, such as digraphic and trigraphic frequencies.

42. Preparation of the work sheet.—a. The details to be considered in this paragraph may at

first appear to be superfluous, but long experience has proved that systematization of the work

and preparation of the data in the most utilizable, condensed form is most advisable, even if this
seems to take considerable time. In the first place, if it merely serves to avoid interruptions and
irritations occasioned by failure to have the data in an instantly available form, it will pay by

.saving mental wear and tear. In the second place, especially in the case of complicated crypto-

grams, painstaking care in these details, while it may not always bring about success, is often the
factor that is of greatest assistance in ultimate solution. The detailed preparation of the data
may be irksome to the student, and he may be tempted to avoid as much of it as possible, but,
unfortunately, in the early stages of solving a cryptogram he does not know (nor, for that matter,
does the expert always know) just which data are essential and which may be neglected. Even
though not all of the data may turn out to have been necessary, as a general rule, time is saved
in the end if all the usual data are prepared as a regular preliminary to the solution of most
cryptograms.

b. First, the cryptogram is recopied in the form of a work sheet. This sheet should be of a
good quality of paper so as to withstand considerable erasure. If the cryptogram is to be copied
by hand, cross-section paper of %-inch squares is extremely useful, because each letter may be
written in an individual cell. The writing should be in ink, and plain, carefully-made roman
capital letters should be used in all cases.* If the cryptogram is to be copied on a typewriter, the
ribbon employed should be impregnated with an ink that will not smear or smudge under the hand.

¢. The arrangement of the characters of the eryptogram on the work sheet is a matter of
considerable importance. If the cryptogram as first obtained is in groups of regular length
(usually five characters to a group) and if the uniliteral frequency distribution shows the cryp-

4 It is advisable to use, for this purpose, the system of standardized manual printing adopted by Service
communications personnel. The use of this system, appended below, assures that work sheets are completely
legible, not only to the person preparing them, but to others as well.

A|B|C|DIE|F|G|H

l
MINIO|IP|Q|R|SITUV WX
YZ1|2|3|4|5|6/7\8|7 9
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togram to be monoalphabetic, the characters should be copied without regard to this grouping.
It is advisable to allow one space between letters (this is especially true for work sheets prepared
on the typewriter), and to write a constant number of letters per line, approximately 25. At
least two spaces, preferably three spaces, should be left between horizontal lines, to allow room
for multiple assumptions. Care should be taken to avoid crowding the letters in any case, for
this is not only confusing to the eye but also mentally irritating when later it is found that not
enough space has been left for making various sorts of marks or indications. If the cryptogram
is originally in what appears to be word lengths (and this is the case, as a rule, only with the
cryptograms of amateurs), naturally it should be copied on the work sheet in the original
groupings.® If further study of a cryptogram shows that some special grouping is required, it is
often best to recopy it on a fresh work sheet rather than to attempt to indicate the new grouping
on the old work sheet.

d. In order to be able to locate or refer to specific letters or groups of letters with speed,
certainty, and without possibility of confusion, it is advisable to use coordinates applied to the
lines and columns of the text as it appears on the work sheet. To minimize possibility of con-
fusion, it is best to apply letters to the horizontal lines of the text, numbers to the vertical
columns. In referring to a letter, the horizontal line in which the letter is located is usually
given first. Thus, referring to the work sheet shown below, coordinates A17 designate the letter
Y, the 17th letter in the first line. The letter I is usually omitted from the series of line indicators
s0 as to avoid confusion with the figure 1. If lines are limited to 25 letters each, then each set of
100 letters of the text is automatically blocked off by remembering that 4 lines constitute 100
letters. .

e. Above each character of the cipher text may be some indication of the frequency of that
character in the whole cryptogram. This indication may be the actual number of times the
character ‘occurs, or, if colored pencils are used, the cipher letters may be divided up into three
categories or groups—high-frequency, medium-frequency, and low-frequency. It is perhaps
simpler, if clerical help is available, to indicate the actual frequencies. This saves constant
reference to the frequency tables, which interrupts the train of thought, and saves considerable
time in the end, since it enables the student better to visualize frequency-patterns of words. In
any case, it is recommended that the frequencies of the letters comprising the repetitions be
inscribed over their respective letters; likewise, the frequencies of the first 10 and last 10 letters
should also be inscribed, as these positions often lend themselves readily to attack.®

J- After the special frequency distribution, explained in par. 43 below, has been constructed,
repetitions of digraphs and trigraphs should be underscored. In so doing, the student should
be particularly watchful for trigraphic repetitions which can be further extended into tetragraphs
and polygraphs of greater length. If a repetition continues from one line to the next, put an
arrow at the end of the underscore to signal this fact. Reversible digraphs and trigraphs stould
also be indicated by an underscore with an arrow pointing in both directions. Anything which
strikes the eye as being peculiar, unusual, or significant as regards the distribution or recurrence
of the characters should be noted. All these marks should, if convenient, be made with ink

§ In some cryptosystems, certain low-frequency letters are employed as word separators to indicate the end
of a word; if the meaning of these letters is discovered, it is tantamount to having the cryptogram in word lengths
and thus the work sheet is made accordingly. See also in this connection the treatment on word separators in
Chapter VIIL.

¢ See Appendix 4 in this connection.
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0 as not to cause smudging. The work sheet will now appear as shown below (not all the repeti-
tions are underscored):

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

10 19 23 35 19 10 3 19 156 5 5 35 19 19 85 23 14 10 5 19 15 4 35 23 10
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43, Triliteral frequency distributions.—a. In what has gone before, a type of frequency dis-
tribution known as a uniliteral frequency distribution was used. This, of course, shows only
the number of times each individual letter occurs. In order to apply the normal digraphic
and trigraphic frequency data (given in Appendix 2) to the solution of a cryptogram of the
type now being studied, it is obvious that the data with respect to digraphs and trigraphs occur-
ring in the cryptogram should be compiled and should be compared with the data for normal
plain text. In order to accomplish this in suitable manner, it is advisable to construct a more
comprehensive form of distribution termed a triliteral frequency distribution.?

~b. Given a cryptogram of 50 or more letters and the task of determining what trigraphs
are present in the cryptogram, there are three ways in which the data may be arranged or
assembled. One may require that the data show (1) each letter with its two succeeding letters;
(2) each letter with its two preceding letters; (3) each letter with one preceding letter and one
succeeding letter,

7 It is felt wise here to distinguish between two closely related terms. A triliteral distribution of ABCDEF
would consider the groups ABC, BCD, CDE, DEF; a trigraphic distribution would consider only the
trigraphs ABCand DEF. (See also subpar. 23d.)
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¢. A distribution of the first of the three foregoing types may be designated as a “triliteral
frequency distribution showing two suffixes’”; the second type may be designated as a *tri- ‘
literal frequency distribution showing two prefixes”’; the third type may be designated as a Bl
“triliteral frequency distribution showing one prefix and one suffix.”” Quadriliteral and penta- 4l
literal frequency distributions may occasionally be found useful.

d. Which of these three arrangements is to be employed at a specific time depends largely !
upon what the data are intended to show. For present purposes, in connection with the solu- 1
tion of a monoalphabetic substitution cipher employing a mixed alphabet, possibly the third
arrangement, that showing one prefix and one suffix, is most satisfactory. ! r

e. It is convenient to use %-inch cross-section paper for the construction of a triliteral
frequency distribution in the form of a distribution showing crests and troughs, such as that ‘
in Fig. 14. In that figure the prefix to each letter to be recorded is inserted in the left half fi
of the cell directly above the cipher letter being recorded; the suffix to each letter is inserted in ‘
the right half of the cell directly above the letter being recorded; and in each case the prefix
and the suffix to the letter being recorded occupy the same cell, the prefix being directly to the
left of the suffix. The number in parentheses gives the total frequency for each letter.

J- The triliteral frequency distribution is now to be examined with a view to ascertaining
what digraphs and trigraphs occur two or more times in the cryptogram. Consider the pair of
columns containing the prefixes and suffixes to D, in the distribution, as shown in Fig. 14 This
pair of columns shows that the following digraphs appear in the cryptogram:

Digraphs based on prefixes (arranged as Digraphs based on suffixes (arranged as
one reads up the column) one reads up the column)

FD, ZD, ZD, VD, AD, YD, BD, ' Dz, DY, DS, DF, DZ, DZ, DV,
zZpb, 1D, Zp, YD, BD, ZD, ZD, Dr, DZ, DF, DZ, DV, DF, DZ,
Zh, Cb, ZD, YD, VD, SD, GD, DT, DZ, DO, DZ, DG, DZ, DI,
ZD, ID DF, DE

,The nature of the triliteral frequency distribution is such that in finding what digraphs are
present in the cryptogram it is immaterial whether the prefixes or the suffixes to the cipher
letters are studied, so long as one is consistent in the study. For example, in the foregoing list of
digraphs based on the prefixes to D,, the digraphs FD, ZD, ZD, VD, etc., are found; if now, the
student will refer to the suffixes of F,, Z,, V,, etc., he will find the very same digraphs indicated.
This being the case, the question may be raised as to what value there is in listing both the
prefixes and the suffixes to the cipher letters. The answer is that by so doing the trigraphs are
indicated at the same time, For example, in the case of D,, the following trigraphs are indicated:

FDZ, zZDY, ZDS, VDF, ADZ, YDZ, BDV, ZDF, IDZ, ZDF, YDZ, BDV, ZDF,
zbz, ZDT, CDZ, ZDO, YDZ, VDG, SDzZ, GDI, ZDF, IDE.

g. The repeated digraphs and trigraphs can now be found quite readily. Thus, in the case
" of D,, examining the list of digraphs based on suffixes, the following repetitions are noted:

DZ appears 9 times; DF appears 5 times; DV appears 2 times
Examining the trigraphs with D, as central letter, the following repetitions are noted:

ZDF appears 4 times; YDZ appears 3 times; BDV appears 2 times
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h. It is unnecessary, of course, to go through the detailed procedure set forth in the preceding
subparagraphs in order to find all the repeated digraphs and trigraphs. The repeated trigraphs
with D, as central letter can be found merely from an inspection of the prefixes and suffixes
opposite D, in the distribution. It is necessary only to find those cases in which two or more
prefixes are identical at the same time that the suffixes are identical. For example, the distri-
bution shows at once that in four cases the prefix to D, is Z, at the same time that the suffix to
this letter is F;. Hence, the trigraph ZDF appears four times. The repeated trigraphs may all
be found in this manner.

1. The most frequently repeated digraphs and trigraphs are then assembled in what is
termed a condensed table of repetitions, so as to bring this information prominently before the eye.
As a rule, in messages of average length, digraphs which occur less than four or five times, and
trigraphs which occur less than three or four times may be omitted from the condensed table as
being relatively of no importance in the study of repetitions. In the condensed table the fre-
quencies of the individual letters forming the most important digraphs, trigraphs, etc., should be
indicated.

44, Classifying the cipher letters into vowels and consonants.—a. Before proceeding to a
detailed analysis of the repeated digraphs and trigrapbs, a very important step can be taken
which will be of assistance not only in the analysis of the repetitions but also in the final solution
of the cryptogram. This step concerns the classification of the high-frequency cipher letters
into two groups—(1) those which most probably represent vowels, and (2) those which most
probably represent consonants. For if the cryptanalyst can quickly ascertain the equivalents
of the four vowels, A, E, I, and 0, and of only the four consonants, N, R, S, and T, he will
then have the values of approximately two-thirds of all the cipher letters that occur in the
cryptogram; the values of the remaining letters can almost be filled in automatically.

b. The basis for the classification will be found to rest upon a comparatively simple phenom-
enon: the associational or combinatory behavior of vowels is, in general, quite different from that
of consonants. If an examination be made of Table 7-B in Appendix 2, showing the relative
order of frequency of the 18 digraphs composing 25 per cent of English telegraphic text, it will be
seen that the letter E enters into the composition of 9 of the 18 digraphs; that is, in exactly half of
all the cases the letter E is one of the two letters forming the digraph. The digraphs containing
E are as follows:

ED EN ER ES
NE RE SE TE VE

The remaining nine digraphs are as follows:

AN ND OR ST
IN NT TH
ON TO

¢. None of the 18 digraphs is a combination of vowels. Note now that of the 9 combinations
with E, 7 are with the consonants N, R, S, and T, one is with D, one is with V, and none s
with any vowel. In other words, E, combines most readily with consonants but not with other
vowels, or even with itself. Using the terms often employed in the chemical analogy, E shows
a great “affinity” for the consonants N, R, S, T, but not for the vowels. Therefore, if the letters
of highest frequency occurring in a given cryptogram are listed, together with the number of
times each of them combines with the assumed cipher equivalent of E,, those which show con-
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siderable combining power or affinity for the cipher equivalent of E, may be assumed to be the
cipher equivalents of N, R, S, T,; those which do not show any affinity for the cipher equivalent
of E, may be assumed to be the cipher equivalents of A, I, 0, U,. Applying these principles to
the problem in hand, and examining the triliteral frequency distribution, it is quite certain that
Z,=E, not only because Z, is the letter of highest frequency, but also because it combines with
several other high-frequency letters, such as D,, Fo, G,, etc. The nine letters of next highest
frequency are:

23 22 19 19 16 15 14 10 10

b T P G V H Y S8 I

Let the combinations these letters form with Z, be indicated in the following manner:

Number of times Z, = -

occurs as prefix __.___ =2 S S - 3
Cipher letter_.____.____ D(23) T(22) F(19) G(19) V(16) H(1l5) Y(14) S(10) I(10)
Number of times Z, = 3 = S =

occurs as suffix _______ S

d. Consider D,. It occurs 23 times in the message and 18 of those times it is combined
with Z,, 9 times in the form Z.D, (=E6,), and 9 times in the form D,Z, (=6E,;). It is clear that
D, must be a consonant. In the same way, consider T., which shows 9 combinations with Z,,
4 in the form Z,T, (=Ef,) and 5 in the form T,Z, (=0E;). The letter T, appears to represent
a consonant, as do also the letters F, G,, and Y,. On the other hand, consider V,, occurring in
all 16 times but never in combination with Z,; it appears to represent a vowel, as do also the
letters H,, S,, and I,. So far, then, the following classification would seem logical:

Vowels Consonants
Zc(=Ep); Vo, Hc, So; Io Do: To; Fo; ch Yo

45. Further analysis of the letters representing vowels and consonants.—a. 0, is usually
the vowel of second highest frequency. Is it possible to determine which of the letters V, H,
S, I, is the cipher equivalent of 0,2 Let reference be made again to Table 6 in Appendix 2,
where it is seen that the 10 most frequently occurring diphthongs are:

Diphthong_ __________ I0 OU EA EI AI IE AU EO AY UE
Frequeney....__._____ 41 37 35 27 17 13 13 12 12 11

If V, H, S, I, are really the cipher equivalents of A, I, 0, U, (not respectively), perhaps it
is possible to determine which is which by examining the combinations they make among themselves
and with Z, (=E,;). Let the combinations of V, H, S, I, and Z that occur in the message be
listed. There are only the following:

ZZ°_4 VHQ-“2 I-H‘Ig_l HI 0_1 ISc_l SVQ—I
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ZZ, is of course EE,. Note the doublet HH,; if H, is a vowel, then the chances are excellent M
that H,=0, because the doublets AA,, IT,, UU,, are practically non-existent, whereas the double el
vowel combination 00, is of next highest frequency to the double vowel combination EE,. If ?
H,=0,, then V, must be I, because the digraph VH, occurring two times in the message could ‘
hardly be AOQ,, or UQ,, whereas the diphthong IO, is the one of high frequency in English. So |
far then, the tentative (because so far unverified) results of the analysis are as follows: |

Zs=E, H,=0, V.,=I,

This leaves only two letters, I, and S, (already classified as vowels) to be separated into A, i
and U,. Note the digraphs: il

HI,=08, IS,=64, SV,=0I, i

Only two alternatives are open:

(1) either I,=A, and S,=U,,
2) or I,=U, and S,=A,.

J
If the first alternative is selected, then

HI,=0A, SV,=UI, IS,=AU,
If the second alternative is selected, then
HI,=0U, SV,=AI, IS,=UA,

i

I

The eye finds it difficult to choose between these alternatives; but suppose the frequency values i “ :
of the plaintext diphthongs as given in Table 6 of Appendix 2 are added for each of these alter- |

natives, giving the following: ! “

‘;

|

|

\

HI.=0A4,, frequency value= 7 HI,=0U,, frequency value=37 ‘;

SV,=UI,, frequency value= 5 SV,=AI,, frequency value=17 “

I1S,=AU,, frequency value=13 IS,=UA,, frequency value= 5 | ‘
Total __. . ____________ 25 Total ._______________ 59

Mathematically, the second alternative appears to be more probable than the first.®! Let it be
assumed to be correct and the following (still tentative) values are now at hand:

Z,=E, Hc=on Vo=In Sc=Ap I.=U,

8 A more accurate guide for choosing between the alternative groups of digraphs could be obtained through
a consideration of the logarithmic weights of their assigned probabilities, rather than their plaintext frequency
values. These weights are given in Appendix 2, along with an explanation of the method for their derivation;
a detailed treatment of their application is presented in Military Cryptanalytics, Part I1.
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b. Attention is now directed to the letters classified as consonants: How far is it possible
to ascertain their values? The letter D,, from considerations of frequency alone, would seem to
be T, but its frequency, 23, is not considerably greater than that for T,. It is not much greater
than that for F, or G,, with a frequency of 19 each. But perhaps it is possible to ascertain not
the value of one letter alone but of two letters at one stroke. - To do this one may make use of a
tetragraph of considerable importance in English, viz., TION,. For if the analysis pertaining to
the vowels is correct, and if VH,=10,, then an examination of the letters immediately before and
after the digraph VH, in the cipher text might disclose both T, and N,. Reference to the text
gives the following:

GVHT, FVHT,
8106, 9108,

The letter T, follows VH, in both cases and very probably indicates that T,=N,; but as to whether
G, or F, equals T, cannot be decided. However, two conclusions are clear: first, the letter D, is
neither T, nor N,, from which it follows that it must be either R, or S,; second, the letters G, and
F, must be either T, and S,, respectively, or S, and T,, respectively, because the only tetragraphs
usually found (in English) containing the diphthong I0, as central letters are STON, and TION,.
This in turn means that as regards D,, the latter cannot be either Ry or S,; it must be R, a con-
clusion which is corroborated by the fact that ZD, (=ER;) and DZ, (=RE,;) occur 9 times each.
‘Thus far, then, the identifications, when inserted in an enciphering alphabet, are as follows:

Plain. . _______ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher_.._______ S y4 v TH DGFI
F G

46. Substituting deduced values in the cryptogram.—a. Thus far the analysis has been
almost purely hypothetical, for as yet not a single one of the values deduced from the foregoing
analysis has been tried out in the cryptogram. It is high time that this be done, because the
final test of the validity of the hypotheses, assumptions, and identifications made in any crypto-
graphic study is, after all, only this: do these hypotheses, assumptions, and identifications ulti-
mately yield verifiable, intelligible plain text when consistently applied to the cipher text?

b. At the present stage in the process, since there are at hand the assumed values of but 9
out of the 25 letters that appear, it is obvious that a continuous “reading”’ of the cryptogram can
certainly not be expected from a mere insertion of the values of the 9 letters. However, the
substitution of these values should do two things. First, it should immediately disclose the
fragments, outlines, or “‘skeletons” of ‘‘good” words in the text; and second, it should disclose
no places in the text where “impossible” sequences of letters are established. By the first is
meant that the partially deciphered text should show the outlines or skeletons of words such as
may be expected to be found in the communication; this will become quite clear in the next
subparagraph. By the second is meant that sequences, such as "AQOEN" or "TNRSENQ" or the
like, obviously not possible or extremely unusual in normal English text, must not result from
the substitution of the tentative identifications resulting from the analysis. The appearance of
several such extremely unusual or impossible sequences would at once signify that one or more
of the assumed values is incorrect.
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d. No impossible sequences are brought to light, a,nd; moreover, several long words, nearly
complete, stand out in the text. Note the following portions:
A2
HBZDSGVHTTF
(1) O?ERASIONT

T S
C15
TVTZBDVFHTZDF
@ NINE?RITONERT
S S
F22
SLGZDTHHT
3 A?SERNOON
T

The words are obviously OPERATIONS, NINE PRISONERS, and AFTERNOON. The value G, is
clearly T,; that of F, is S;; and the following additional values are certain:

B,=P, L.=F,
47, Completing the solution.—¢. Each time an additional value is obtained, substitution
is at once made throughout the cryptogram. This leads to the determination of further values,
in an ever-widening circle, until all the identifications are firmly and finally established, and

the message is completely solved. In this case the deciphermeént is as follows:
1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

A|SFDZFIOGHLPZFGZDYSPFHBZDS
ASRESULTOFYESTERDAYSOPERA
BIlGVHTFUPLVDFGYVJVFVHTGADZZ
TIONSBYFIRSTDIVISIONTHREE
c AITYDZYFZJZTGPTVTZBDVFHTZ
HUNDREDSEVENTYNINEPRISONE
D DFXSBGIDZYVTXOIYVTEFVMGZ?Z
RSCAPTUREDINCLUDINGSIXTEE
E THLLVXZDFMHTZAITYDZYBDVFH
NOFFICERSXONEHUNDREDPRISO
¥ TZDFKZDZZJSXISGZYGAVFSLG?Z
NERSWEREEVACUATEDTHISAFTE
G DTHHTCDZRSVTYZDOZFFHTZATIT
RNOONQREMAINDERLESSONEHUN
H YDZYGAVDGZZTKHITYZYSDZGHU
DREDTHIRTEENWOUNDEDARETOB
J ZFZTGUPGDIXWGHXASRUZDFUID
ESENTBYTRUCKTOCHAMBERGSBUR
K|EGHTVEAGXX
GTONIGHT(XX)
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Message: AS RESULT OF YESTERDAYS OPERATIONS BY FIRST DIVISION THREE
HUNDRED SEVENTY NINE PRISONERS CAPTURED INCLUDING SIXTEEN OFFICERS. ONE
HUNDRED PRISONERS WERE EVACUATED THIS AFTERNOON, REMAINDER LESS ONE HUN-
DRED THIRTEEN WOUNDED ARE TO BE SENT BY TRUCK TO CHAMBERSBURG TONIGHT.

b. The solution should, as a rule, not be considered complete until an attempt has been made
to discover all the elements underlying the general system and the specific key to a message. In
this case, there is no need to delve further into the general system, for it is merely one of uniliteral
substitution with a mixed cipher alphabet (with the convention that Q, may be used to represent a
comma and X, may be used for a period). It is necessary or advisable, however, to reconstruct

the cipher alphabet because this may give clues that later may become valuable.

: ¢. Cipher alphabets should, as a rule, be reconstructed by the cryptanalyst in the form of
enciphering alphabets because they will then usually be in the form in which the encipherer used
them. This is important for two reasons. First, if the sequence in the cipher component gives
evidence of system in its construction or if it yields clues pointing toward its derivation from a
key word or a key phrase, this may often corroborate the identifications already made and may
lead directly to additional identifications. A word or two of explanation is advisable here. For
example, refer to the skeletonized enciphering alphabet given at the end of subpar. 455:

Plain___________ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher__________ S Z v TH DGFI
F G

Suppose the erypanalyst, looking at the sequence DGFI or DFGI in the cipher component, suspects
the presence of a keyword-mixed alphabet. Then DFGI is certainly a more plausible sequence
than DGFI. Examining the skeleton cipher component more carefully, he notes that S...Z
would allow for insertion of three of the missing letters UWXY since the letters T and V occur
later, probably in the key word itself; further, he notes that the key word probably begins under
F, and ends in TH, making it probable that the TH is followed by AB, AC, or BC. This means
that if P,=A,, Q,=either B, or C,; but if P,=B,, then Q;=C,. Referring to the frequency dis-
tribution, he notes that C, (with one occurrence) would make an excellent Q,; however, either
W, (8 occurrences, or 3.4%) or B, (4 occurrences, or 1.7%) might represent P, in this single,
isolated message. A trial of these values would materially hasten solution because it is often
the case in cryptanalysis that if the value of a very low-frequency letter can be surely established
it will yield clues to other values very quickly. Thus, if Q, is definitely identified it almost in-
variably will identify U, and will give clues to the letter following the U, since it must be a vowel.
For the foregoing reason an attempt should always be made in the early stages of the analysis to
determine, if possible, the basis of construction or derivation of the cipher alphabet; as a rule
this can be done only by means of the enciphering alphabet, and not the deciphering alphabet.
For example, the skeletonized deciphering alphabet corresponding to the enciphering alphabet
directly above is as follows:

IJKLMNOPQRSTUVWXYZ
U AN I E

Here no evidences of a keyword-mixed alphabet are seen at all. However, if the enciphering
alphabet has been examined and shows no evidences of systematic construction, the deciphering

(4 ——OONFHDENTHAL—




REF ID:A64649

—GONFIBENTIAL—

alphabet should then be examined with this in view, because occasionally it is the deciphering
alphabet which shows the presence of a key or keying element, or which has been systematically
derived from a word or phrase. The second reason why it is important to try to discover the
basis of construction or derivation of the cipher alphabet is that it affords clues to the general
type of key words or keying elements employed by the enemy. This is a psychological factor,
of course, and may be of assistance in subsequent studies of his traffic. It merely gives a clue
to the general type of thinking indulged in by certain of his eryptographers.

d. In the case of the foregoing solution, the complete enciphering alphabet is found to be
as follows:

Plain___________ ABCDEFGHIJKLMNOPQRS
Cipher__________ SUXYZLEAVNWORTHBCDF

Obviously, the letter Q, which is the only letter not appearing in the cryptogram, should follow
P in the cipher component. Note now that the latter is based upon the key word LEAVENWORTH,
and that this particular cipher alphabet has been composed by shifting the mixed sequence
based upon this key word five intervals to the right so that the key for the message is A,=S,.°?
Note also that the deciphering alphabet fails to give any evidence of keyword construction
based upon the word LEAVENWORTH.

Cipher_.._______ ABCDEFGHIJKL PQRSTUVWXY
Plain___________ HPQRGSTOUVWF YZMANBIKCD

e. If neither the enciphering nor the deciphering alphabet exhibits characteristics which
give indication of derivation from a key word by some form of mixing or disarrangement, the
use of such a key word for this purpose is nevertheless not finally excluded as a possibility.
For the reconstruction of such mixed alphabets the cryptanalyst must use ingenuity and a
knowledge of the more common methods of suppressing the appearance of key words in the
mixed alphabets. Several of these methods are given detailed treatment in par. 51 below.

f. It is very important in practical cryptanalytic work to prepare a technical summary of
the solution of a system.’® Step-by-step commentaries should accompany an initial solution,
especially those steps leading to the first plaintext entries; the steps taken should be jotted
down as they are made, and at the end they should be combined into a complete résumé of the
analysis. The résumé should be brief and concise, yet comprehensive enough that at any future
time the solution may be reconstructed following the exact manner in which it was originally
accomplished. Assumptions of words, etc., should be referred to with worksheet line- and
column indicators, and should be couched in the proper cryptologic language or symbols. A short
exposition of the mechanics of the general system, enciphering alphabets, enciphering diagrams,
etc., as well as all key words (together with their derivation) and specific keys should be included.
On the work sheet there should be a letter-for-letter decryptment under the cipher text '; the

9 It is usual practice to employ as the specific key the equivalent of either A, or the equivalent of the first
letter of the plain component when this component is a mixed sequence.

1 For an illustration of a technical report, see par. 10 of Appendix 7.

1 Tt is desirable to standardize work sheets where possible, since it lessens the chance of notations being
misread by a cryptanalyst looking over the work of another. The particular reason for printing the plaintext
recoveries under the cipher text is that this procedure permits the frequencies and other notations to be placed
over the cipher letters.
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final plaintext version should be in word lengths, with any errors or garbles corrected. Nulls
or indicators showing sentence separation, change of key, etc., may be enclosed in parentheses.
All work sheets and notes should be kept together with the solution,

48. General remarks on the foregoing solution.—a. The example solved above is admittedly
a more or less artificial illustration of the steps in analysis, made so in order to demonstrate
general principles. It was easy to solve because the frequencies of the various cipher letters
corresponded quite well with the normal or expected frequencies. However, all cryptograms of
the same monoalphabetic nature can be solved along the same general lines, after a certain
amount of experimentation, depending upon the length of the cryptogram, and the skill and
experience of the cryptanalyst.’?

b. It is no cause for discouragement if the student’s initial attempts to solve a cryptogram
of this type require much more time and effort than were apparently required in solving the fore-
going purely illustrative example. It is indeed rarely the case that every assumption made by
the cryptanalyst proves in the end to have been correct; more often it is the case that a good
many of his initial assumptions are incorrect, and that he loses much time in casting out the
erroneous ones. The speed and facility with which this elimination process is conducted is in
many cases all that distinguishes the expert from the novice.

¢. Nor will the student always find that the initial classification into vowels and consonants
can be accomplished as easily and quickly as was apparently the case in the illustrative example.
The principles indicated are very general in their nature and applicability, and there are, in
addition, some other principles that may be brought to bear in case of difficulty. Of these,
perhaps the most useful are the following:

(1) In normal English it is unusual to find more than two consonants in succession, each
of high frequency. If in a cryptogram a succession of three or four letters of high-frequency
appear in succession, it is practically certain that at least one of these represents a vowel.'®

(2) Successions of three vowels are rather unusual in English."* Practically the only time
this happens is when a word ends in two vowels and the next word begins with a vowel.**

(3) When two letters already classified as vowel-equivalents are separated by a sequence

2 The use of simple substitution in modern military operations is exceedingly rare because of the ease of
golution. However, such cases have occurred, and one rather illuminating instance may be cited. In an im-
portant communication on § August 1918, General Kress von Kressensjgin used a single mixed alphabet, and the
intercepted radio message was solved at American GHQ very speedily. A day later another message, but in a
very much more difficult cipher system, was intercepted and solved. When translated, it read as follows:
“GHQ Kress: :

The cipher prepared by General von Kress was at once solved here, Its further use and employment is
forbidden,

' Chief Signal Officer, Berlin.”
18 Sequences of as many as eight consonants are not impossible, however, as in STRENGTHS THROUGH.

14 Note that the word RADIQED, past tense of the verb RADIO, is in use.

18 A sequence of seven vowels is not impossible, however, as in THE WAY YOU EARN

79 —CONFIDENTIAL—




REF ID:A64649

——CONFIDENTAL—

of six or more letters, it is either the case that one of the supposed vowel-equivalents is incorrect,
or else that one or more of the intermediate letters is a vowel-equivalent.'
(4) Reference to Table 7-B of Appendix 2 discloses the following:

Distribution of first 18 digraphs forming 26 per cent of English text
Number of consonant-consonant digraphs___________________________________
Number of consonant-vowel digraphs_______________________________________

4
6
Number of vowel-consonant digraphs_______________________________________ 8
Number of vowel-vowel digraphs___________________________________________ 0

Distribution of first 63 digraphs forming 50 per cent of English text

Number of consonant-consonant digraphs_ _ _._ ... ______________._ 8
Number of consonant-vowel digraphs_______________________________________ 23
Number of vowel-consonant digraphs_. .. .o .. 18
Number of vowel-vowel digraphs__ . ____________o. 4

The latter tabulation shows that of the first 53 digraphs which form 50 per cent of English text,
41 of them, that is, over 75 per cent, are combinations of a vowel with a consonant. In short, in
normal English the vowels and the high-frequency consonants are in the long run distributed
fairly evenly and regularly throughout the text.

(5) As a rule, repetitions of trigraphs in the cipher text are composed of high-frequency
letters forming high-frequency combinations. The latter practically always contain at least one
vowel; in fact, if reference is made to Table 10-A of Appendix 2 it will be noted that 36 of the 56
trigraphs having a frequency of 100 or more contain one vowel, 17 of them contain two vowels,
and only three of them contain no vowel. In the case of tetragraphic repetitions, Table 11-A of
Appendix 2 shows that no tetragraph listed therein fails to contain at least one vowel; 27 of them
contain one vowel, 25 contain two vowels, and 2 contain three vowels.

(6) Quite frequently when two known vowel-equivalents are separated by six or more letters
none of which seems to be of sufficiently high frequency to represent one of the vowels AEI O,
the chances are good that the cipher-equivalent of the vowel U or Y is present.

d. Another method for the determination of vowels which is of especial importance in a
difficult case of monoalphabetic substitution, is that known as the consonant-line method. The
fact that there is a very strong tendency in English for low-frequency consonants to be flanked
on one or both sides by vowels is ggploited in this method. If a distribution is made of the con-
tacts of the low-frequency ciphertext letters in a monoalphabetic cryptogram, one or more vowel-
equivalents should be identifiable by its high occurrence on both sides of the ‘“consonant-line’”

16 Some cryptanalysts place a good deal of emphasis upon this principle as a method of locating the remaining
vowels after the first two or three have been located. They recommend that the latter be marked throughout
the text and then all sequences of five or more letters showing no marks be studied attentively. Certain letters
which occur in several such sequences are sure to be vowels. An arithmetical aid in the study is as follows:
Take a letter thought to be a good possibility as the cipher equivalent of a vowel (hereafter termed a possible
vowel-equivalent) and find the length of each interval from the possible vowel-equivalent to the next known (fairly
surely determined) vowel-equivalent. Multiply the interval by the number of times this interval is found.
Add the products and divide by the total number of intervals considered. This will give the mean interval for
that possible vowel-equivalent. Do the same for all the other possible vowel-equivalents. The one for which
the mean is the greatest is most probably a vowel-equivalent. Mark this letter throughout the text and repeat
the process for locating additional vowel-equivalents, if any remain to be located. One convention used for
marking vowel-equivalents is to place a red dot over these letters; a blue dot is reserved for consonant equiva-
lents, when so identified.
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diagram. As an example, the consonant-line diagram for the distribution in Fig. 14 is given
below. (The letters above the horizontal line are the lowest-frequency cipher letters, i. e., in this
case, those letters with a frequency of 4 or less. The letters to the left of the vertical line are those
which occurred as prefixes of the low-frequency cipher letters, while the letters to the right of the
line are the suffixes of those letters.)

4 1 3 3 2 2 3 21
B CEJKMUOIRW
Y
DD|DDD
SS|sSs
GGGGG
2Z2Z2Z|Z2ZZ2Z
H|HH
TTT
VvV ]V ‘
A
FFI|F
XX
I|I
4]

From this diagram it is easy to see that Z, in all likelihood is a plaintext vowel-equivalent, and
that D, and S, are probable vowel-equivalents; furthermore, H,, V., F,, and I, are possible vowel-
equivalents. (Actually, Z,, S,, Ho, Vs, and I, are vowel-equivalents.)

e. To recapitulate the general principles, vowels may then be distinguished from consonants
in that they are usually represented by:

(1) high-frequency letters;

(2) high-frequency letters which do not readily contact each other;

(3) high-frequency letters which have a great variety of contact;

(4) high-frequency letters which have an affinity for low-frequency letters (i. e., low-frequency
plaintext consonants).

J. In the foregoing example the amount of experimentation or ‘“‘cutting and fitting”’ was
practically nil. (This is not true of real cases as a rule.) Where such experimentation is neces-
sary, the underscoring of all repetitions of several letters is very essential, as it calls attention to
peculiarities of structure that often yield clues.

g. After a few basic assumptions of values have been made, if short words or skeletons of
words do not become manifest, it is necessary to make further assumptions for unidentified
letters. This is accomplished most often by assuming a word.” Now there are two places in

17 This process does not involve anything more mysterious than ordinary, logical reasoning; there is nothing
of the subnormal or supernormal about it. If cryptanalytic success seems to require processes akin to those of
medieval magie, if ‘“hocus-pocus” is much to the fore, the student should begin to look for items that the claimant
of such success has carefully hidden from view for the mystification of the uninitiated. If the student were to
adopt as his personal motto for all his cryptanalytic ventures the quotation (from Tennyson’s poem Columbus)
appearing on the back of the title page of this text, he will frequently find short cuts to his destination and will not

too often be led astray!
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every message which lend themselves more readily to successful attack by the assumption of
words than do any other places—the very beginning and the very end of the message. The
reason is quite obvious, for although words may begin or end with almost any letter of the
alphabet, they usually begin and end with but a few very common digraphs and trigraphs. Very
often the association of letters in peculiar combinations will enable the student to note where one
word ends and the next begins. For example, suppose E, N, S, and T have been definitely
identified, and a sequence like the following is found in a cryptogram:

.ENTSNE. ..

Obviously the break between two words should fall either after the S of E N T S or after the
T of EN T, so that two possibilities are offered: . . . ENTS/NE. . ., or. . .
ENT/SNE. . .. Since in English there are very few words with the initial trigraph
S N E, it is most likely that the proper divisionis . . . ENTS /NE. . .. Of course,
when several word divisions have been found, the solution is more readily achieved because of
the greater ease with which assumptions of additional new values may be made.

k. Although a considerable amount of detailed treatment has been devoted to vowel-con-
sonant analysis, it is felt advisable again to caution the student against the natural tendency to
accept without question the results of any one cryptanalytic technique exclusively, even one
such as vowel-consonant analysis which seems quite scientific in character.

49. The ‘‘probable-word’’ method; its value and applicability.—a. In practically all crypt-
analytic studies, short cuts can often be made by assuming the presence of certain words in the
message under study. Some writers attach so much value to this kind of an ‘“‘attack from the
rear’”’ that they practically elevate it to the position of a method and call it the “intuitive method”
or the ‘“probable-word method.” It is, of course, merely a refinement of what in everyday
language is called “assuming’ or ‘“guessing’”’ a word in the message. The value of making &
“good guess” can hardly be overestimated, and the cryptanalyst should never feel that he is
accomplishing & solution by an illegitimate subterfuge when he has made a fortunate guess leading
to solution. A correct assumption as to plain text will often save hours or days of labor, and
sometimes there is no alternative but to try to “guess a word”, for occasionally a system is
encountered the solution of which is absolutely dependent upon this artifice.

b. The expression “good guess’ is used advisedly. For it is “‘good” in two respects. First,
the cryptanalyst must use care in making his assumptions as to plaintext words. In this he must
be guided by extraneous circumstances leading to the assumption of probable words—not just
any words that come to his mind. Therefore he must use his imagination but he must never-
theless carefully control it by the exercise of good judgment. Second, only if the ‘“guess’” is
correct and leads to solution, or at least puts him on the road to solution, is it a good guess.
But, while realizing the usefulness and the time- and labor-saving features of a solution by assum-
ing & probable word, the cryptanalyst should exercise discretion in regard to how long he may
continue in his efforts with this method. Sometimes he may actually waste time by adhering

to the method too long, if straightforward, methodical analysis will yield results more quickly.

¢. Obviously, the “probable-word”’ method has much more applicability when working
upon material the general nature of which is known, than when working upon more or less
isolated communications exchanged between correspondents concerning whom or whose activi-
ties nothing is known. For in the latter case there is little or nothing that the imagination can
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seize upon as a background or basis for the assumptions.”® However, in the case of military Bt
cryptanalysis in time of active operations there is, indeed, so great a probability that certain ‘
words and expressions are present in certain cryptograms that those words and expressions
(“clichés’) are often referred to as “cribs” (as defined in Webster’s New Collegiate Dictionary:
« . . a plagiarism; hence, a translation, etc., to aid a student in reciting.”). The crypt- ;s
i analyst is quite sure they are present in the cryptogram under examination—what he must do is Bl
k. to “fit the crib to the text’”, that is, locate it in the cipher text. Ak
d. Very frequently, the choice of probable words is aided or limited by the number and l

'~ positions of repeated letters. These repetitions may be patent—that is, externally visible in the :
cryptographic text as it originally stands—or they may be latent—that is, externally invisible |
but susceptible of being made patent as a result of the analysis. For example, in a mono- k
L - alphabetic substitution cipher, such as that discussed in the preceding paragraph, the repeated
. letters are directly exhibited in the eryptogram; later the student will encounter many cases J
g in which the repetitions are latent, but are made patent by the analytical process. When the |
repetitions are patent, then the pattern or formula to which the repeated letters conform is of
- direct use in assuming plaintext words; and when the text is in word lengths, the pattern is
obviously of even greater assistance. Suppose the cryptanalyst is dealing with military text,
in which case he may expect such words as DIVISION, BATTALION, etc., to be present in the text. |
¥ The positions of the repeated letter I in DIVISION, of the reversible digraph AT, TA in BATTALION,
and so on, constitute for the experienced cryptanalyst telltale indications of the presence of |
these words, even when the text is not divided up into its original word lengths. |
e. The important aid that a study of word patterns can afford in cryptanalysis warrants

the use of definite terminology and the establishment of certain data having a bearing thereon. ;
The phenomenon herein under discussion, namely, that many words are of such construction as Hl
regards the number and positions of repeated letters as to make them readily identifiable, will ‘
be termed idiomorphism (from the Greek ‘‘idios”=one’s own, individual, peculiar+ “morphe’ =
form). Words which show this phenomenon will be termed idiomorphic. It will be useful to ‘
[&  deal with the idiomorphisms symbolically and systematically as described below. i
J. The most usual practice in designating idiomorphic patterns and classifying them into
systematic lists is to assign a literal nomenclature to that portion of a word (or sequence of H
> plaintext letters) which contains the distinctive pattern, beginning with the first letter which is i
- repeated in the pattern and ending with the last letter which is repeated in the pattern. Thus, ‘l !
& the word DIVISION would be termed an idiomorph of the abaca class (based on the sequence e
IVIST contained therein), and the word BATTALION as an idiomorph of the abba class (based on | i
-~ the sequence ATTA). In Appendix 3 will be found a compendium of the more frequent military e
.. words in English, arranged according to word lengths in alphabetical order and in rhyming order;

- 18 General Givierge in his Cours de Cryptographie (p. 121) says: ‘ However, expert cryptanalysts often employ
k.. such details as are cited above [in connection with assuming the presence of ‘probable words’], and the experience
-~ of the years 1914 to 1918, to cite only those, proves that in practice one often has at his disposal elements of
this nature, permitting assumptions much more audacious than those which served for the analysis of the last
I example. The reader would therefore be wrong in imagining that such fortuitous elements are encountered
% only in cryptographic works where the author deciphers a document that he himself enciphered. Crypto-
- graphic correspondence, if it is extensive, and if sufficiently numerous working data are at hand, often furnishes
elements so complete that an author would not dare use all of them in solving a problem for fear of being accused
of obvious exaggeration.”
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in addition, there will be found in this appendix a listing of idiomorphs arranged first according
to pattern and then according to the first letter of the idiomorphic sequence.!?

50. Solution of additional cryptograms produced by the same components,—a. To return,
after a rather long digression, to the cryptogram solved in pars. 44—47, once the components of
a cipher alphabet have been reconstructed, subsequent messages which have been enciphered by
means of the same components may be solved very readily, and without recourse to the principles
of frequency, or application of the probable-word method. It has been seen that the illustrative
cryptogram treated in pars. 41-47 was enciphered by juxtaposing the cipher component against
the normal sequence so that A,=S,. It is obvious that the cipher component may be set against
the plain component at any one of 26 different points of coincidence, each yielding a different
cipher alphabet. After the components have been reconstructed, however, they become known
sequences and the method of converting the cipher letters into their plain-component equivalents
and then completing the plain-component sequence 2 begun by each equivalent can be applied
to solve any cryptogram which has been enciphered by these components.

b. An example will serve to make the process clear. Suppose the following message, passing
between the same two stations as before, was intercepted shortly after the first message had been
solved:

IYEWK CERNW OFOSE LFOOH EAZXX

It is assumed that the same components were used, but with a different key letter. First the v
initial two groups are converted into their plain-component equivalents by setting the cipher 1
component against the plain component at any arbitrary point of coincidence. The initial
letter of the former may as well be set against A of the latter, with the following result:

Plain. ... ABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher._ ... LEAVNWORTHBCDFGIJKMPQSUXYZ 1
Cryptogram.._.______ IYEWK CERNW i
Equivalents_____________ PYBFR LBHEF

The plain component sequence initiated by each of these conversion equivalents is now completed,
with the results shown in Fig 15. Note the plaintext generatrix, CLOSEYOURS, which manifests
itself without further analysis. The rest of the message may be read either by continuing the
same process, or, what is even more simple, the key letter of the message may now be determined
quite readily and the message deciphered by its means,

v When dealing with eryptograms in which the word lengths are determined or specifically shown, it might
be convenient to indicate their lengths and their patterns in a slightly modified form, such as is illustrated below:

3/aba: DID, EVE, EYE, etc.
abb: ADD, ALL, ILL, OFF, etc.
4/abac: ARAB, AWAY, etc.
abbc: ALLY, BEEN, etc.
abca: AREA, BOMB, DEAD, etc.
abcb: ANON, CEDE, etc.
etc. etc.

30 It must be noted that if the plain component is & mized sequence, then it is this mixed sequence which
must be used to complete the columns.
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OzEF‘NQHIQHIE‘JUAUJ>N!<NE<CHM:UD"UH
MNEdCHNWOJOZZNRGCHIQAQT@MEBUOOQOW > NI
PNUYMEdCHNIOYVOZENRGHIQEEBUOUQWEA
HoQWPErNLAdMI<CHNAIOYWOZEOCORWHIONSE
OYVOZRrRUHIQTEIHMUAQAWPN<KMK IS N IR
RuHTIQEIRUOQUWPPrNHKAKIE<cHUWTOovOZEI[C|Q
PNHMKMEJAOHH IO TOZENrRGHIOOEHODQWA
QTN QWEPN<HIE<CANPVOYVOZRIDRUH I
TawdrPbiN<dHMEa<CcHNIOTDOZIUORuHATIQEEZ
HOQUW>»NKME<CHNVOYUOZErRuH I QS

Fiaurg 15.

¢. In order that the student may understand without question just what is involved in the
latter step, that is, discovering the key letter after the first two or three groups have been de-
ciphered by the conversion-completion process, the foregoing example will be used. It was
noted that the first cipher group was finally deciphered as follows:

Now set the cipher component against the normal sequence so that C,=I,. Thus:
Plain.__________ ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
Cipher._ ... .. __ FGIJKMPQSUXYZLEAVNWORTHBCD

It is seen here that when C,=1I, then A,=F,. This is the key for the entire message. The
decipherment may be completed by direct reference to the cipher alphabet. Thus:

Cipher....__.._. IYEWK CERNW OFOSE LFOOH EAZXX
Plain_____._.__. CLOSE YOURS TATIO NATTW 0 P M(X X)
Message: CLOSE YOUR STATION AT TWO PM
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d. The student should make sure that he understands the fundamental principles involved
in" this quick solution, for they are among the most important principles in cryptanalytics.
How useful they are will become clear as he progresses into more and more complex cryptanalytic
studies.

¢. It must be kept in mind that there are four ways that two basic sequences may be used
to form a cipher alphabet, subject to the instructions guiding the cryptographer in the use of
his cryptosystem; this fact must be considered when additional cryptograms appear in a par-
ticular cryptosystem for which the primary components have been recovered. Assuming that
the sequences just recovered are labelled “A’” and “B”, then the following contingencies might
arise in the encryption of subsequent messages:

(1) “A” direct for the plain component, and ‘B’ direct for the cipher component (as in the
original recovery);

(2) “A” direct for the plain, and “B” reversed for the cipher;

(3) “B” direct for the plain, and ‘“A” direct for the cipher; and

(4) “B” direct for the plain, and “A” reversed for the cipher.

b1. Recovery of key words.—a. Concurrent with the solution of a cryptogram, there should
be a simultaneous effort in the reconstruction of cipher alphabets and recovery of key words.
Much labor can thus be saved as recovery of the keys early in the stages of solution may trans-
form the process of cryptanalysis into one of decipherment.

b. A mixed cipher alphabet falls into one of five categories, according to the composition
of its components, viz.,

(1) the plain component is the normal sequence and the cipher component is mixed;

(2) the cipher component is the normal sequence and the plain component is mixed;

(3) both components are the same mixed sequence;

(4) both components are the same mixed sequence, but running in reverse; or

(5) the components are different mixed sequences.

¢. Let us examine several types of mixed sequences, using the key word HYDRAULIC as an
example. The ordinary keyword-mixed sequence produced from this key word is:

(1) HYDRAULICBEFGJKMNOPQSTVWIXZ

The two principal transposition-mixed types based on this key word are derived from the dia-
gram:

HYDRAULIC
BEFGJKMNDO
PQSTVWXZ andread:

(2) Simple columnar
HBPYEQDFSRGTAJVUKWLMXINZCOand
(3) Numerically-keyed columnar
AJVCODFSHBPINZLMXRGTUKWYEQ

Other types may arise from various types of route transpositions such as the following, using
the foregoing diagram:
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(4) Alternate vertical

HBPQEYDFSTGRAJVWKULMXZNTICO
o
(5) Alternate diagonal '

HYBPEDRFQSGAUJTVKLIMWIXNCOZ
(6) Simple diagonal
PBQHESYFTDGVRJIJWAKXUMZLNIOC
(7) Alternate horizontal
HYDRAULICONMKJGFEBPQSTVWXZ
(8) Spiral counterclockwise
OCILUARDYHBPQSTVWXZNMKJGPFE

Sull other types are possible from the foregoing diagram which do not follow a simple, clear-
cut route, such as the following:

@OHYEBPQSTGFDRAUKJVWX
K

NMLICDO
(1) CPIOQBLNSEHUMZTFYA VG

Z
X DRJW
Any transposition system may be employed to produce a systematically-mixed sequence; prac-
ticability of method is the only determining factor. It must be remembered that the greatest
amount of systematic mixing will produce a sequence inherently no more secure than a random-
mixed alphabet.

d. The student would do well to construct both enciphering and deciphering versions of
cipher alphabets recovered, as has been previously mentioned. For example, in the following
case

Plain: JQNMFHLE

RSKGY?Z
Cipher: ABCDEFGHIJKLMNO

H o
cc
~=

PX
Y Z

= >

OTIC v
PQRS v
no semblance of a key is apparent; but in the inverse form

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: WISTHEMFRALGDCPYBJKQUVXZNDO

the key phrase "NOW IS THE TIME FOR ALL GOOD MEN TO COME TO THE AID OF THEIR
PARTY" is quite clear. In other types of mixed sequences, first the one form is attacked, and
then if negative results are obtained the inverse form is treated.

e. Let us consider the following cipher alphabet:

P ABCDEFGHIJKLMNOPQ
C:DWZMSOCRYATXBEFUG

v Z
J NP
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The section J g ;f seems to comprise superimposed parts of the non-keyword portions of mixed

sequences. Adding Y Z to the plain eemponent, we get g : )I.(. § g which is certainly consist-

ent as far as alphabetical progression goes, and indicates that the letters M and O are present in
the key word of the cipher component. Continuing in this vein, the section

MNOQSTVWXYZ
BEFGHIJKLNP

is rapidly established by correlating both sequences. It is obvious that the plain compo-
nent key word begins right after the Z and that the cipher component key word probably

just precedes the B, Going to the right, P 1; g suggests key words like RHOMBOID, RHEUMATISM

etc. These trials are quickly repudiated; therefore we go on to g g g which is acceptable.

ZREK. . ZREP. . ..

PQST is found wanting, but pqsuysvey satisfactory, and this is soon expanded to
ZREPU

PQsSUV

g }L{' 31: 72 and in a moment or two we recover the complete cipher alphabet:
P:

ICANDFGHJKMOQSTVWXYZ

RE BL
S WXYZDEMOCRATBFGHIJKLNP

PO
C: QSuUv
f. In the example below the student will observe that the alphabets are reciprocal: this is
an indication that identical sequences at & shift of 13 have been employed, or that a mixed

sequence is running against itself in reverse. In this case the g }.XE § ?] points to the latter
hypothesis.
P. ABCDEFGHIJKLMNOPQRSTUVWIXY?Z
C: HOJFTDNAKCIMLGBSUVPEQRZYXW
VWXYZR

Starting with the RZYXWYV cluster, we see that the key word begins with the letter R:

therefore the next letter should be a vowel. VZV s g is not acceptable, but VZV 5 g is fine, show-

ing that the letter U appears in the key word. Continuing the same line of reasoning as in the
preceding example, and with a little further experimentation, the final alphabet is discovered
to be

P REPUBLICANDFGHJKMOQSTVWXY?Z

C: VTSQOMKJHGFDNACILBUPERZYXW

g. In the next example, all efforts to derive key words on the basis of keyword-mixed
sequences are fruitless. The conclusion is therefore drawn that this is a case of a transposition.

P ABCDEFGHIJKLMNOPQRSTUVWX
u

Y
C: ACSEJYIGWLFVMHXNKZPBQRDUTEO
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Considering the mechanics of the cryptography involved, and assuming for the time being that
Z is at the bottom of the matrix and not in the key word, we start with the letters to the left of Z
in the cipher component (or if this fails, with the letters to the right of Z), obtaining the column
N
K which is not incompatible if N is in the key word on the top row. If we place Y to the left of Z
Z

EN IMEN
and build up i#s column, we get J K which is excellent. This is expanded into G H J K which
Y2 WXYZ
718435269
quickly become:sP ARLIMENT
BCDFGHJKO
QSUVWXY2Z

This last example was very easy because none of the letters VWX Y Z appeared in the key word;
but other cases should hardly prove more difficult.

h. Two additional methods that have been encountered for deriving mixed sequences may
be mentioned. One is a slight modification of the system in the preceding subparagraph, when
the key word contains repeated letters:

187349526
.IT.
FGH
RSU

DUg
=

JKL
VwXx

< Z Q0
NTYWO

which produces the mixed sequence:
CANYEKWFRIGSJVLXMDQOBPZTHU
The other method is an interrupted-key columnar transposition system:

513426
VAL .EY

C)
F
K
0 PQ)

TZGCoOw

)
STUWZX2Z) which produces the mixed sequence:

ACFKOTEIXLGMPUHQWVBDJNRSYZ

The first example will succumb to the treatment outlined in subpar. g, whereas the second method
is vulnerable owing to the presence of the fragmentsD J N, F K 0,and G M P in the sequence

3 Tt is to be noted that in this particular case the numerical key serves two purposes: (1) determining the
cut-off point (and therefore the number of letters) in each row of the diagram, after the appearance of the key
word; and (2) determining the order of transcription of the columna.
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which may be anagrammed. Note the fair-sized fragment B D J N R S, composed of an
ascending sequence of letters; this is an outward manifestation of the interrupted-key columnar
method.

4. There are still other methods used for the production of mixed sequences, but space does
not permit giving further examples. However, the student should by this time be able to
devise methods of attack for any special cases that may present themselves, based upon the
cryptanalytically exploitable weaknesses or peculiarities inherent in the system of cryptography
involved.
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CrarTER VII
MULTILITERAL SUBSTITUTION WITH SINGLE-EQUIVALENT CIPHER

ALPHABETS
Paragraph
General types of multiliteral eipher alphabets________________ o aea-C 52
The Baconian and Trithemian ciphera._ - - - oo o e e e e 53
Analysis of multiliteral, monoalphabetic substitution eiphers______._ L __________. 54
Historically interesting examples._ - e mmmm—e e 55
The international (Baudot) teleprinter code_ . o e m e mmmm 56

52. General types of multiliteral cipher alphabets.—a. Monoalphabetic substitution methods
in general may be classified into uniliteral and multiliteral systems. In the former there is a
strict ‘‘one-to-one’”’ correspondence between the length of the units of the plain and those of
the cipher text; that is, each letter of the plain text is replaced by a single character in the cipher
text. In the latter this correspondence is no longer 1,:1, but may be 1,:2,, where each letter
of the plain text is replaced by a combination of two characters in the cipher text; or 1,:3,,
" where a three-character combination in the cipher text represents a single letter of the plain text,
and so on. A cipher in which the correspondence is of the 1,:1, type is termed un:literal in
character; one in which it is of the 1,:2, type, biliteral; 1,: 3., triliteral, and so on. Ciphers in
which one plaintext letter is represented by cipher characters of two or more elements are classed
as multiliteral.!

b. Biliteral alphabets are usually composed of a set of 25 or 26 combinations of a limited
number of characters taken in pairs. An example of such an alphabet is the following:

Plain_ ___________ A B ¢C D E F G H I J K L M
Cipher_._.____.__ WW WH WI WT WE HW HH HI HT HT HE IW IH
Plain____________ N O P @Q R 8§ T U V W X Y 2Z
Cipher___________ II IT IE TW TH TI TT TE EW EH EI ET EE

This alphabet is derived from the cipher square or matriz shown in Fig. 16. The cipher equivalent
of each plaintext element is made up of two letters from outside the cipher matrix, one letter
being the letter beside the row, the other being the letter above the column in which the plaintext
letter is located. In other words, the letters at the side and top of the matrix have been used to
designate, according to a coordinate system, the cell occupied by each letter within the matrix.
The letters (or figures) at the side and top of the matrix are termed row and column coordinates,
respectively, or row and column indicators.

1 The terms uniliteral and multiliteral, although originally applied only to cipher text composed of letters,
are used here in their broader sense to embrace cipher text in letters, digits, and even other symbols. In more
precise terminology, these terms would probably be monosymbolic and polysymbolic, respectively, but the terms
uniliteral and multiliteral are too well established in literature to be changed at this late time.
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WHITE

W|(ABCDE

HIFGHIJK

66 I|LMNOP

TIQRSTU

EIVWXYZ

F1aure 16.

¢. If a message is enciphered by means of the foregoing biliteral alphabet, the cryptogram
is still monoalphabetic in character. A frequency distribution based upon pairs of letters will
obviously have all the characteristics of a simple, uniliteral distribution for a monoalphabetic
substitution cipher.

" d. The cipher alphabets shown thus far in this text have involved only letters, but alphabets
in which the cipher component consists of figures, or groups of figures, are not uncommon in
military cryptography.? Since there are but 10 digits it is obvious that, in order to represent
an alphabet of more than 10 characters by means of figure ciphers, combinations of at least
two digits are necessary. The simplest kind of such an alphabet is that in which A,=01,
B,=02, . . . Z,=26; that is, one in which the plaintext letters have as their equivalents
two-digit numbers indicating their positions in the normal alphabet.

e. Instead of a simple alphabet of the preceding type, it is possible to use a diagram of the
type shown in Fig. 17. In this cipher the letter A, is represented by the dinome® 11, B, by the
dinome 12, etc. Furthermore, this matrix includes provision for the encipherment of some of
the frequently-used punctuation marks in addition to the 26 letters.

123456789¢

l1iABCDEFGHTIJ
2| KLMNOPQRST
vvwxyz., :;

Figure 17.

. Other types of biliteral cipher alphabets are illustrated in the examples below:

56789¢ 123456789
1/ ABCDETF l1/ABCDEFGHTI
2|/GHIJKLM 2/ JKLMNOPQR
3INOPQRS SISTUVWXYZ*
4 | TUVWXYZ

Figure 19.

Fiaure 18.

2 Although, as an extension of this idea, cipher components employing signs and symbols are possible,
such alphabets are not suitable for modern cryptography because they can be neither telegraphed nor telephoned
with any degree of accuracy, speed, or facility.

3 A pair of digits is called a dinome; similarly, a frinome is a set of three digits; a tetranome, a set of four digits;
etc. Although a single digit would properly be termed a mononome, for the sake of euphony it is shortened into
the term monome.
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MUNICH ABCDEFGHI
B|/A7TES5RM AIADGJMPSVY
E|IGINYB?2 BIBEHKNQTWZ
R|C3D4FG6 CICFILORUXI1
LIH8ISJGYg D|23456789¢
IIKLOPQS 7 21
N([TUVWXZ 1GURE 2.

Ficure 20.

g. It is to be noted that in alphabets of the foregoing types, the row indicators may be dis-
tinct from the column indicators (e. g., Fig. 18), or they may not (e. g., Fig. 19); of course, when
there is any duplication beween the row and column indicators, it is necessary to agree before-
hand upon which indicator will be given as the first half of the equivalent for a letter, in order to
avoid ambiguity. (In all of the systems described in this and subsequent sections of this text,
the row indicator will always form the first part of an equivalent.) When letters are used as row
and column indicators they may form a key word (e. g., Fig. 20), or they may not (e. g., Fig. 21);
the key words, if formed, may be identical (e. g., Fig. 16) or different (e. g., Fig. 20). Further-
more, the plaintext letters may be arranged within the matrix as a mixed sequence (e. g., Fig. 20),
either systematically- or random-mixed ; and the matrix may contain, in addition to the letters
of the alphabet, punctuation symbols (Fig. 17), numbers (Figs. 20, 21), etc., permitting their en-
cipherment as such, instead of having to be spelled out. When the digits are included within
a matrix they are usually inscribed in sequence (such as in Fig. 21), or in some systematic fashion
(such as in Fig. 20, where A is followed by “1,” Bby “2,”” . . ., J by “@".

h. When letters are used as row and column indicators, they may be selected so as to result
in producing cipher text that resembles artificial words; that is, words composed of alternate
vowels and consonants. For example, if in Fig. 16 the row indicators consisted of the vowels
A E I O Uin this sequence from the top down, and the column indicators consisted of the
consonants B C D F G in this sequence from left to right, the word RAIDS would be enciphered
as OCABE FAFOD, which very closely resembles code of the type formerly called artificial code
‘language. Such a system may be called a false, or pseudo-code system.*

1. As a weak type of subterfuge, ciphers which are essentially biliteral may involve a third
- character appended to the basic two-character cipher unit; this is done to “‘camouflage” the
biliteral nature of the cipher text. This third character may be produced through the use of a
cipher matrix of the type illustrated in Fig. 22 (wherein A,=611, B,=612 etc.); or the third
character may be a “sum-checking” digit which is the noncarrying sum (i. e., the sum modulo
10) °® of the preceding two digits, such as in the trinomes 257, 831, and 662; or it may involve
“gelf-summing’’ groups, such as the trinomes 254, 83@, and 669, all of which sum to a con-
stant ““1’’; or it may merely be a randomly-selected character (inserted solely for the purpose
of leading the cryptanalyst astray).

¢ Prior to 1934, international telegraph regulations required code words of five letters to contain at least
one vowel and code words of ten letters to contain at least three vowels. The International Telegraph Conference
held in Madrid in 1932 amended these regulations to permit the use of 5-letter code groups containing any
combination of letters. These unrestricted code groups were authorized for use after 1 January 1934.

5 The term modulo (abbreviated mod) pertains to a cyclic scale or basis of arithmetic; thus, in the modulus
of 7, the numbers 8 and 15 are equivalent to 1, and 9 and 16 are equivalent to 2, etc.; or expressed differently,
8'mod7is 1,9 mod 7 is 2. In cryptology, many operations are expressed mod 10 and mod 26.
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61| ABCDE
T2 { FGHIJK
83 LMNOFP
94 | QRSTU
05 | VWXYZ
Ficure 22.

j. Another possibility that lends itself to certain multiliteral ciphers is the use of a word
spacer or word separator. This word separator might be represented by a value in the matrix;
i. e., the separator is enciphered (for instance, the dinome “39” in Fig. 19 might stand for a
word separator). The word separator might instead be a single element not otherwise used in
the cryptosystem; i. e., unenciphered, thus not giving rise to any possible ambiguity. Thus,
in Fig. 19 the digit @ and in Fig. 21 the letter J might be used as word separators, since no con-
fusion would arise in decrypting. ‘

k. The alphabets yielded by the matrices of Figs. 16~-22 may also be termed bipartite, because
the cipher units of these alphabets may be divided into two separate parts whose functions are
clearly. defined, viz., row indicators and column indicators. As will be discussed later, this bi-
partite nature of most biliteral alphabets produced from cipher matrices constitutes one of the
weaknesses of these alphabets which make them recognizable as such to a cryptanalyst. How-
ever, it is possible to employ a cipher matrix in & manner which will produce a biliteral alphabet
not bipartite in character. For example, using the matrix of Fig. 23 one could produce the
following biliteral cipher alphabet in which the equivalent for any letter in the matrix is the sum

Fiaure 23.

of the two coordinates which indicate its cell in the matrix:

Pain............ A B C D E F G H I J K L M
Cipher___________ 14 20 19 12 22 23 24 10 18 18 25 17 26
Plain________.___ N O P Q R 8 T U V W X Y 2
Cipber.____...__.. 28 20 30 31 13 32 34 16 35 36 37 11 38

The:cipher units of this alphabet are, of course, biliteral; but they are not bipartite. Note the
equivalent of A, that is 14—if divided, it yields the digits 1 and 4 which have no meaning per se:
plaintext letters whose cipher equivalents begin with 1 may be found in two different rows of
the matrix, and those whose equivalents end in 4 appear in three different columns.
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53. The Baconian and Trithemian ciphers.—a. An interesting example in which the cipher
equivalents are five-letter groups and yet the resulting cipher is strictly monoalphabetic in.
character is found in the cipher system invented by Sir Francis Bacon (1561-1626) over 300 years
ago. Despite its antiquity the system possesses certain features of merit which are well worth
noting.® Bacon proposes the following 24-element cipher alphabet, composed of arrangements.
of five elements, each of which may be chosen from one of two categories:’

A=3aaaaa I-J=abaaa R=Dbaasaa
B=aaaab K=abaab S=baaab
C=aaaba L=ababa T=baaba
D=aaabb M=ababb U-V=baabb
E=aabaa N=abbaa W=babaa
F=aabab O=abbab X=babab
G=aabba , P=abbba Y=babba
H=aabbb Q=abbbb Z=babbb

If this were all there were to Bacon’s invention it would be hardly worth bringing to attention.
But what he pointed out, with great clarity and simple examples, was how such an alphabet
might be used to convey a secret message by enfolding it in an innocent, external message which
might easily evade the strictest kind of censorship. As a very crude example, suppose that
a message is written in capital and lower-case letters, any capital letter standing for an "a"
element of the cipher alphabet, and any small letter, for a "b" element. Then the external
gentence "All is well with me today" can be made to contain the secret message "Help."

Thus:

A L 1 W E 1 L W I t
a a b a a b a a a b
H E L

H E
a a

o -3

m Y
b a

o 2 o
T

o d a
b b b
P

Instead of employing a device so obvious as capital and small letters, suppose that an "A"
element be indicated by a very slight shading, or a very slightly heavier stroke. Then a secret
message might easily be thus enfolded within an external message of exactly opposite meaning.
The number of possible variations of this basic scheme is very high. The fact that the characters
of the cryptographic text are hidden in some manner or other has, however, no effect upon the
strict monoalphabeticity of the scheme.

¢ For a true picture of this cipher, the explanation of which is often distorted beyond recognition even by
eryptographers, see Bacon’s own description of it as contained in his De Augmentis Scientiarum (The Advancement
of Learning), as translated by any first class editor, such as Gilbert Watts (1640) or Ellis, Spedding, and Heath
(1857, 1870). 'The student is cautioned, however, not to accept as true any alleged “‘decipherments” obtained
by the application of Bacon’s cipher to literary works of the 16th century. These readings are purely subjective.

7 Bacon’s alphabet was called by him a “biliteral alphabet’ because it employs permutations of two letters.
But from the eryptanalytic standpoint the significant point is that each plaintext letter is represented by a
S-character equivalent. Hence, present terminology requires that this alphabet be referred to as a quingquelsteral
alphabet. Although the quinqueliteral alphabet affords 32 permutations, Bacon used only 24 of them, because
in the 16th century the letters I and J, Uand V were used interchangeably, Note the regularity of construction
of Bacon’s biliteral alphabet, a feature which easily permits its reconstruction from memory. )
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b. Another historical multiliteral cipher, sometimes attributed to the abbot Trithemius,
born Johann von Heydenberg (1462-1516), is that incorporating a triliteral alphabet. Trithemius
was said to have invented this alphabet for use in a fashion similar to Bacon’s alphabet; i. e., as
a means of disguise or cover for a secret text. This alphabet, modified to include the 26 letters
of the present-day English alphabes, is shown in Fig. 23, below; it consists of all the permutations
(with repetitions allowed) of three things taken three at a time, i. e., 32 or 27 in all.

A=111 D=121 G=131 J=211 M=221 P=231 S=311 V=321 Y¥Y=331
B=112 E=122 H=132 K=212 N=222 Q=232 T=312 W=322 Z=332
=113 F=123 I=133 L=213 0=223 R=233 U=313 X=323 *=333

F1GUure 23.

The cipher text of course does not have to be restricted to digits; any groupings of three things
taken three at a time will do.

54. Analysis of multiliteral, monoalphabetic substitution ciphers.—a. Biliteral ciphers and
. those of the other multiliteral (triliteral, quadriliteral, . . .) types are often readily detected
externally by the fact that the eryptographic text is usually composed of but a very limited number
of different characters. They are handled in exactly the same manner as are uniliteral, mono-
alphabetic substitution ciphers. So long as the same character, or combination of characters,
is always used to represent the same plaintext letter, and so long as a given letter of the plain
text is always represented by the same character or combination of characters, the substitution
is strictly monoalphabetic and can be handled in the simple manner described in the preceding
chapter of this text.

b. In the case of biliteral ciphers in which the row and column indicators are not identical,
and the direction of reading the cipher pairs is chosen at will for each succeeding cipher pair, an
analysis of the contacts of the letters comprising the cipher pairs will disclose that there are fwo
distinct families of letters, and a cipher pair will never consist of two letters of the same family.
With this fact discovered, the cipher may be quickly reduced to uniliteral terms and solved in the
manner previously mentioned.

¢. If a multiliteral cipher includes provision for the encipherment of & word separator, the
cipher equivalent of this word separator may be readily identified because it will have the highest
frequency of any cipher unit.® On the other hand, if the word separator is a single character (see
subpar. 527, on the use of the digit @ and the letter J), this character may be identified throughout
the encrypted text by its positional appearance spaced “wordlength-wise” in the cipher text, and
by.the fact that it never contacts itself. If this single character is used as a null indiscriminately
throughout the cipher text, instead of as a word separator, the analysis is a bit more complicated
but not as great as might be thought.

d. Asageneral rule, it is advisable to reduce multiliteral cipher text to uniliteral equivalents,
especially if a triliteral frequency distribution is to be made. If not more than 36 different

$ For English, since the average word length is 5.2 letters, the word separator will have a percentage fre-
quency of 16%. The letters of the alphabet will now take on new percentage frequencies as follows:

A 6.2 F 2.3 K 0.25 0 6.3 S 5.1 ¥ 1.3
B 0.84 G 1.3 L 3.0 P 2.3 T 7.7 X 0.41
C 2.6 H 2.9 M 2.1 Q 0.25 U 2.2 Y 1.6
D 3.5 I 6.2 N 6.6 R 6.4 v 1.3 Z. 0.08
E 11.0 J 0.16
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combinations are present in a cryptogram, the extra values over 26 may be represented by digits
for the purpose of this reduction. If, however, more than 36 different combinations are found in
the encrypted text, it is usually not worth the trouble to attempt any unliteral reduction, and
the cipher text can be attacked in its multiliteral groupings.

e. As one of the first steps in the solution of any multiliteral cipher in letters which appears
to involve the use of a cipher matrix, it is generally advisable to anagram the letters comprising
the row and column indicators in an attempt to disclose any key words for these indicators.
When the anagramming process does disclose such a key word or words, the next step is to make
a skeleton reconstruction matrix which is a duplicate of the original enciphering matrix in that
the indicators are arranged in the same order as on the original. Then, as plain text is recovered
in the cryptogram by any of the methods outlined in the previous chapter of this text, the re-
covered plaintext letters should be inserted in the proper cells of the reconstruction matrix, so
that any systematic arrangement of the plaintext letters, if present in the original, may be
disclosed prior to recovery of the complete plain text. Furthermore, it may in some instances
be found worthwhile, immediately after successfully uncovering the key words used as indicators,
to make a frequency distribution of the particular cryptogram in the form of tally marks within
the properly arranged frame of the reconstruction matrix, because a few moments’ study of the
locations of the crests and troughs in the distribution made in that form may, if the letters of the
underlying plain component have been arranged in the normal sequence or in a keyword-mixed
sequence (especially if it is related to the key words for the indicators), provide a basis for the
recovery of this sequence at one stroke, without recourse to analysis of the cipher text.

55. Historically interesting examples.—a. Two examples of multiliteral ciphers of historical
interest will be cited as illustrations. During the campaign for the presidential election of 1876
(Hayes vs. Tilden) many cipher messages were exchanged between the Tilden managers and
their agents in several states where the voting was hotly contested. Two years later the New
York Tribune ° exposed many irregularities in the campaign by publishing the decipherments of
many of these messages. These decipherments were achieved by two investigators employed by
the Tribune, and the plain text of the messages seems to show that illegal attempts and measures
to carry the election for Tilden were made by his managers. Here is one of the messages:

JACKSONVILLE, Nov. 16 (1876).
GEO. F. RANEY, Tallahassee.

Ppyyemnsnyyypimashnsyyssitepaaenshn
spensshnsmmpiyysnppyeaapieissyeshains
sspeeiyyshnynsssyepiaanyitnsshyyspyyp
insyyssitemeipimmeisseliyyeissiteiepyy
Peeiaassimaayespnsyyianssseissmmppnsp
inssnpinsimimyyitemyysspeyymmnsyyssit
Spyypeepppmaaayypiit
L’Engle goes up tomorrow

DANIEL.

Examination of the message discloses that only ten different letters are used. It is probable,
therefore, that what one has here is a cipher which employs a multiliteral alphabet. First

% New York Tribune, Extra No. 44, The Cipher Dispatches, New York, 1879.
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assuming that the alphabet is one in which combinations of two letters represent single letters
of the plain text, the message is rewritten in pairs and substitution of arbitrary letters for the
pairs is made, as seen below:

PP YY EM NS NY YY PI MA SH NS YY SS eto.
A B €¢C D E B F G H D B I oetc.

A triliteral frequency distribution is then made and analysis of the message along the lines
illustrated in the preceding chapter of this text yields solution, as follows:

Jacksonville, Nov. 16.
GEO. F. RANEY, Tallahassee:
Have Marble and Coyle telegraph for influential men from Delaware and
Virginia. Indications of weakening here. Press advantage and watch
Board. L’Engle goes up tomorrow.
DANIEL.
b. The other example, using numbers, is as follows:
Jacksonville, Nov. 17.
S. PASCO and E. M. L’ENGLE:
84 55 84 25 93 34 82 31 31 75 93 82 7r 33 55 42
93 20 93 66 77 66 33 84 66 31 31 93 20 82 33 €6
B2 48 44 55 42 82 48 89 42 93 31 82 66 75 31 93
' DANIEL.

There were, of course, several messages of like nature, and examination disclosed that only 26

different dinomes in all were used. Solution of these ciphers followed very easily, the decipher-

ment of the one given above being as follows:
Jacksonville, Nov. 17.
S. PASCO and E. M. L’ENGLE:
Cocke will be ignored, Eagan called in. Authority reliable.
DANIEL.

¢. The Tribune experts gave the following alphabets as the result of their decipherments:

AA=0 EN=Y IT=D NS=E PP=H SS=N
AI=U EP=C MA=B NY=M SH=L YE=F
EI=I IA=K MM=G PE=T SN=P YI=X
EM=V IM=S NN=J PI=R SP=W YYVY=A
20=D 33=N 44=H 62=X T7T7=G 89=Y
25=K 34=W 48=T 66=A 82=1 93=E
27=S 39=P 52=U 68=F 84=C 96=M
3l=. 42=R 55=0 75=B 87=V 99=J

They did not attempt to correlate these alphabets, or at least they say nothing about a possible
relationship. The author [W. F. F.] has, however, reconstructed the square upon which. these
alphabets are based, and it is given below (Fig. 24).
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2d Letter or Number |
H I SPAZYMENT 1
1 2 3 45 67 89 0 T
H1 i M
I2 K S D il
S3|L N|W P ‘ J
5| P4l |R H T il
g
Z| A5 U 0 |
]
slye X A F
b
gl M7 B G ‘
E 8 I c v Y
N 9 E M J
TO
F1GURE 24.
it is amusing to note that the conspirators selected as their key & phrase quite in keeping with

‘their attempted illegalities—HIS PAYMENT—for bribery seems to have played a considerable
part in that campaign. The blank cells in the matrix probably contained proper names, numbers,
etc.
" 56. The international (Baudot) teleprinter code.—a. Modern printing telegraph systems,'®
or teleprinter systems as they are more often called, make use of a five-unit code' or alphabet
.which is similar to the Baconian alphabet treated in par. 53. The teleprinter alphabet is com-
‘posed of all the possible permutations (with repetitions allowed) of five elements, each of which
may be chosen from one of two categories, making it possible to obtain 32 different permutations, ‘
* 26 of which are assigned to the letters of the alphabet, leaving 1 for an “idle condition” and 5
- for certain printer operations called functions, such as “space,” “figure shift,” “letter shift,” etc. |

- 19 Such systems are characterized by the transmission and reception printing of messages by electrical means,
. incorporating two electrically-connected instruments resembling typewriters. When a key of the keyboard on
the transmitting instrument is depressed, an electrical signal is transmitted to the receiving instrument, causing
the corresponding character to be printed therein. Usually the message is printed at the local as well as the dis- P
tant station. The system has been adapted to radio as well as wire and overseas cable transmission. L

11 The five-unit code was first applied to teleprinter systems by Jean Maurice Emile Baudot (1845-1903),
_ and is commonly known as the Baudot Code. It is worthwhile to point out that Baudot apparently constructed
. his alphabet to correspond with normal frequencies of characters (with certain exceptions), since the most frequent ‘
‘ones are represented by permutations requiring the least electrical energy on the basis of “marking” and ‘‘spac-
ing.” In this respect Baudot “took a leaf out of Morse’s note-book.” Seven-unit codes are also in existence;
.the characters in these alphabets are always composed of 3 mark impulses, so that the adding or dropping of an
fmpulse will at once be recognized as an error.
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b. During electrical transmission, the two distinct elements of which each character is
composed take the form of (1) a timed interval of electrical current and (2) a timed interval of
no current, which are commonly referred to as “mark” impulses and “space’” impulses, respec-
tively, and these impulses are transmitted serially. In certain operations, a paper tape is pre-
pared of the traffic to be transmitted, or a paper tape may be prepared of the incoming traffic
at the receiving end; in such tapes, the elements of the Baudot characters take the form of
punched holes (“mark” impulses) and imperforate positions (“space’” impulses).

c. The teleprinter code in international use is given in Chart 7, below, wherein the mark
and space impulses (known collectively as bauds) are illustrated as the holes (shown as black dots)
and “no-holes” of a teleprinter tape. The letter equivalents (“lower case’’) are self-explanatory.

upper |WEATHER _SYmBOLS [F[@]O]/[3[= [y [e]A~N]- [®]s][2]1[4[a]5[7[®]2]/]6]+ = Tele
CASE | COMMUNICATIONS -?:$3!&.€B’()099ﬁ14057;2/6'2((ég§§
0

LOWER  CASE AacosrsnlJKLMNOPoRsTuvwxvzxgﬁ‘j"’E-.s

bl

I_|e]e] |e|ele oj® DROBORODO0D Q0

2 (o] [® Q0000 DOOERO00 DEO0

3 OEROROCEOROORODROBODOEDD ole

4 | |ole[e] [eo]® DORODO0 ° o |o ° ole

5| e ol® OORODOREOROO0O00 ole

CHART 7. International teleprinter code.

The figure shift is used to change the meaning of a particular character to an ‘“upper case’”
equivalent, and when it is desired to return to lower case, the letter shift is used; in regular tele-
printer usage, the ‘“Communications” set of upper-case equivalents are the ones recorded on the
typed copy by the teleprinter, whereas the ‘“weather symbols” are the upper-case equivalents
which are printed in teleprinter systems designed for the sending and receiving of weather infor-
mation. The space is used to separate words; the carriage return (C. R.) effects the return of the
teleprinter carriage to the right and the line feed (L. F.) rolls the platen to the next line for print-
ing (cf. the corresponding functions of an ordinary typewriter). In addition, when the upper-
case equivalent of “S” is used, a bell rings in the receiving teleprinter as a signal to call the
operator to his machine, or to indicate that traffic is about to be sent.

d. In Fig. 25 is shown a portion of a teleprinter tape containing the beginning of the phrase
“Now is the time for all good men . . .”

NOW IS THE TIME FOR ALL GOOD MEN

Fiqure 25.

The small holes, one of which appears in every position of the tape between the second and third
levels, are sprocket holes used for advancing the tape through the teleprinter unit. Tapes may
be of two kinds: (a) tapes in which the holes are fully perforated, called “chad tape’ or “fully-
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chadded tape’”; or (b) tapes in which the holes are cut as little round flaps or lids (i. e., the
punchings are left attached to the body of the tape), called “chadless tape.” This latter tape
was developed so as to permit an easily readable typed record on a perforated tape without
increasing the width of the standard tape or changing punching dimensions.

e. It is to be emphasized that messages are not made secure from unauthorized reading
merely by sending them by means of an ordinary teleprinter system—the teleprinter alphabet
is internationally known, just as the English, Russian, etc. alphabets are. In order to provide
gecurity for a teleprinter message, it is just as necessary to apply thereto some sort of crypto-
graphic treatment as it is to any other kind of message. The cryptosystems used for teleprinter
encryption may involve either, or both, of the two classes of cryptographic treatment, viz.,
substitution and transposition. A substitution treatment might involve changing certain of
the mark impulses of the characters comprising a message to space impulses, and vice versa,
according to a prearranged system; a transposition treatment might involve changing the order
of the 5 impulses in the Baudot equivalents for the characters comprising a message; and so on.
The cryptographic treatment can be accomplished by a special cipher attachment (called an
“appliqué unit’’) to a teleprinter; thus no modification of the teleprinter itself would be neces-
sary. There are, of course, self-contained cipher teleprinters designed as such for engineering o
or cryptographic reasons, or both. ‘

/- In the analysis of encrypted teleprinter systems, recourse is had to special tables !* of P
the frequencies of single Baudot characters, digraphs, trigraphs, etc., as they appear in tele- 1 ‘
printer traffic. It is important to note that in teleprinter traffic, as in any other type of traffic ‘
involving the use of a word separator, this character has the highest frequency of any plaintext
element. Furthermore, one of the highest-frequency plaintext digraphs, in addition to those
wherein the word separator constitutes one of the elements, will be the combination “carriage-
return/line-feed,”’, since this combination of characters is used in the normal procedure of typing
each line of text on the teleprinter.

12 In such tables, as is common in eryptanalytic practice, the mark impulses are designated by a plus symbol ‘
(+), and the space impulses are designated by a minus symbol (~). In addition, it is usual in such tables to il
denote the character representing the carriage return by the digit ‘‘3,” the line feed by ‘“4,” the figure shift by
“5.”” the blank by ‘“7,” the letter shift by “8,”” and the space by ¢9.”
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57. Purpose of providing variants in monoalphabetic substitution.—a. It has been seen that
the individual letters composing ordinary intelligible plain text are used with varying frequencies;
some, such as (in English) E, T, R, I, and N, are used much more often than others, such as
J, K Q X, and Z. In fact, each letter has a characteristic frequency which affords definite
clues in the solution of simple monoalphabetic ciphers, such as those discussed in the preceding
chapters of this text. In addition, the associations which individual letters form in combining
to make up words, and the peculiarities which certain of them manifest in plain text, afford further
direct clues by means of which ordinary monoalphabetic substitution encipherments of such
plain text may be more or less speedily solved. This has led cryptographers to devise methods
for disguising, suppressing, or eliminating the foregoing characteristics manifested in cryptograms
produced by the simpler methods of monoalphabetic substitution. One category of such meth-
ods, the one to be discussed in this chapter, is that in which the letters of the plain component
of a cipher alphabet are assigned two or more cipher equivalents, which are called variant values
(or, more simply, variants).

b. Basically, systems involving variants are multiliteral ! and, in such systems, because of
the large number of equivalents made available by the combinations and permutations of a lim-
ited number of elements, each letter of the plain text may be represented by several multiliteral
cipher equivalents which may be selected at random. For example, if 3-letter combinations are

‘employed as the multiliteral equivalents, there are available 26? or 17,576 such equivalents for

the 26 letters of the plain text; they may be assigned in equal numbers of different equiv-
alents for the 26 letters, in which case each letter would be representable by 676 different 3-letter
equivalents; or they may be assigned on some other basis, for example, proportionately to the

1 Uniliteral substitution with variants is also possible, but not very practical. Note the following cipher
alphabet, illustrated by Captain Roger Baudouin in his excellent treatise, Eléments de Cryplographie, p. 101
(Paris, 1939):

Plain: ABCDEFGHILMNOPQRSTUVXZ
Cipher: LGORFQAHCMBTIDNPUSYEWJ
K X Z
v

Baudouin proposed that J, and Y, be replaced by I,; K, by C; or Q,; and W, by VV ,——thus four cipher letters
would be available as variants for the high-frequency plaintext letters in French. (Cf. the variant scheme in
Edgar Allan Poe’s day, in footnote 1 on p. 62, in which the decipherment may be ambiguous.)
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relative frequencies of plaintext letters. For this reason this type of system may be more com-
pletely described as a monoalphabetic, multiliteral substitution with a multiple-equivalent cipher
alphabet? Some authors term such a system ‘“simple substitution with multiple equivalents’’;
others term it ‘“monoalphabetic substitution with variants”, or multiliteral substitution with
variants. For the sake of brevity and precise terminology, the latter designation will be em-
ployed in this text, it being understood without further restatement that only such systems as are
monoalphabetic will be discussed.

¢. The primary object of substitution with variants is, as has been mentioned above, to
provide several values which may be employed at random in a simple substitution of cipher
equivalents for the plaintext letters.

 d. A word or two concerning the underlying theory of (monoalphabetic) multiliteral substi-

tution with variants may not be amiss. Whereas in simple or single-equivalent substitution it
has been seen that

(1) the same letter of the plain text is invariably represented by but one and always the
same character or cipher unit of the cryptogram, and

(2) the same character or cipher unit of the cryptogram invariably represents one and always
the same letter of the plain text,

in multiliteral substitution with variants it will be seen that

(1) the same letter of the plain text may be represented by one or more different cipher units
of the cryptogram, but

(2) the same cipher unit of the cryptogram nevertheless invariably represents one and
always the same letter of the plain text.

58. Simple types of cipher alphabets with variants.—¢. The matrices shown below
represent some of the simpler means for accomplishing monoalphabetic substitution with
variants. The systems incorporating these matrices are extensions of the basic ideas of multi-
literal substitution treated in par. 52. The variant equivalents for any plaintext letter may be
chosen at will; thus, in Fig. 26, E,=10, 15, 60, or 65; in Fig. 27, E,=AU,, AZ,, FU,, FZ,, LU,
or LZ,; etc.

67890 VWXYZ

12345 QRSTU AEIOQOU
611ABCDE LFAIABCDE TNHB|ABCDE
72| FGHIJK MGB|FGHIJK VPJIJC|FGHIJK
83ILMNOP NHC|LMNOP WQKDILMNOP
94|QRSTU OID|QRSTU XRLFIQRSTU
05| VWXYZ PKE|VWXY2 ZSMG|VWXYZ

Ficury 26, , Fiaure 27. Ficure 28,

1 Cf. the title of the preceding chapter, “Multiliteral substitution with single-equivalent cipher alphabets.”
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ke
3 VWXYZ 0
3 QRSTU MN Z
; LMNOP JKL WXY
f FGHIK FGHI STUYV
- ABCDE ABCDE NOPQR
VQLFA|ABCDE OMJFA|ENALU MJFA|ENA L:U
WRMGEB|F G HIJK NKGB|TRSFW KGB|TRSF/W
. X SNHCILMNGOP LHC|OIJHYX LHC|OIJHY X
. YTO ID|IQRSTU IDDCMVK IDIDCM VEK
. ZUPKE|[VWXY2Z E{PGBQ2Z E|PGBQZ
§ Figure 29. Ficure 30. Ficure 31.
g | 123456789%§9 1234567889
" 741|ABCDEFGHIJ 741|ABCDEFGHI
; 852|KLMNOPQRST 852|]JKLMNOPQR
; 963 |UVWXYZ . ,K6 :; 963 |STUVWXYZ*
5‘ Fiaure 32. Fraure 33.
123456789 1234567829
51|/ABCDEFGHTI 851 |TERMINALS
62| JKLMNOPQR 962{BCDFGHJKO
73 |STUVWXYZ1 7T3I({PQUVWIXYZ1
84|23456789¢ 4123456789¢
Ficure 34, Ficure 35

b. It is to be noted that encipherment by means of the matrices in Figs. 27, 28, and 31
is commutative; i. e., the coordinates may be read in either row-column or column-row order
without cryptographic ambiguity, since there is no duplication between the row and column
coordinates. The remaining matrices above are noncommutative; therefore a convention must
be agreed upon as to the order of reading the coordinates. It should also be noted that in
Figs. 30 and 31 the letters in the square have been inscribed in such a manner that, coupled
with the particular arrangement of the row and column coordinates, the number of variants
available for each plaintext letter is roughly proportional to the frequencies of the letters in
plain text. A similar idea is found in Fig. 35, wherein the top row of the rectangle contains a
word composed of high-frequency letters, and the coordinates are arranged in a manner roughly
corresponding to the frequencies of plaintext letters. The matrix in Fig. 28 is a modification
of the pseudo-code system described in par. 52k, with the added feature of variants.

¢. Other simple ideas for producing variant systems are matrices such as the following:

A BCDETFOGHIIKILMNUOPA QRSTUVW XY Z

08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 01 02 03 04 05 06 07
35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 26 27 28 29 30 31 32 33 34
68 69 70 71 72 73 74 75 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 €6 67
87 88 89 90 91 92 93 94 95 96 97 98 99 00 76 77 78 79 80 81 82 83 84 85 86

Fiaure 36.
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A B CDEVFGHTIUJIKILMNOPA QR STUVUWIXYZ

14 15 16 17 18 19 20 21 22 23 24 25 26 01 02 03 04 05 06 07 08 09 10 11 12 13
27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52
58 59 60 61 62 63 64 65 66 67 68 69 70 71 T2 T3 T4 75 76 T7 78 53 54 55 56 57
81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00 [FIFI/J/I/II]]| 7980

Figure 37.

In these two matrices there has been a regular inscription of the dinomes in the rows. Further-
more, in Fig. 36 the dinomes 01, 26, 51, and 76 (i. e., the lowest number in each of the four
sequences) give the key word (TRIP) for that matrix; and in Fig. 37, the dinomes 01, 27, 53,
and 79 denote the key word (NAVY) for that matrix. The security of systems involving such
matrices would of course be greatly improved if the dinomes were assigned in a random manner;
but then the easy mnemonic feature of the four sequences and the key word would be lost.

d. An interesting adaptation in a disc form of the type of matrix illustrated in Fig. 37 is
the following device reputedly once used by the Mexican Army:

The device consisted of five concentric discs, the outer disc bearing the 26 letters of the alphabet,
and the other four bearing the sequences 01-26, 27-52, 53-78, and 79-00. The rotatable discs
made it possible to change the keys at frequent intervals, without the necessity of writing out
a new matrix each time.

59. More complicated types of cipher alphabets with variants.—a. Matrices such as those
in Figs. 38, 39, and 40 below are termed frequential matrices, since the number of cipher values
available for any given plaintext letter closely approximates its relative plaintext frequency.

b. In the fragmentary matrix illustrated in Fig. 38, the number of occurrences of a particular
letter within the matrix is proportional to its frequency in plain text; the letters are inscribed in
a random manner, in order to enhance further the security of the system. In Fig. 39, we have a
modification of the idea set forth in Fig. 38, except that the size of the matrix has been reduced
from 26 x 26 to 10 x 10; in this case, the letters (with appropriate number of repetitions) have
been inscribed in a simple diagonal route (lower left to upper right) within the square, and the
coordinates have been scrambled, for greater security. In Fig. 40, there is illustrated a type of
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ABCDE VWXYZ
A|(TGAUR IECAP
BS‘LIEY. FRNST
CICNDOM. .ELTIH
DIRAPTF OYsSsov
E{NTXNE CERED
(676-cell matrix)
VINOATE ALEZH
WIiIHROQ ETRBT
X|OIETA. .CNPES
Y FTLOS AMTIU
Z|ISNDR IEDON
Ficure 38.
6891543720 01234567829
7/AAACDEETILN OIENTRUCKING
l1/AACDEEHKNDO 1/IQUARANTINE
SIABDEEHJNOR 2IUNEXPENDED
S8|ADEEHINORS 3|{IMPOSSIBLE
O9|CEEGINORST 4!/VICTORIOUS
2|EEFIMOQSTT 5|ADJUDICATE
O|/EFIMOPRTTU 6| LABORATORY
SIFILNPRSTUX 7T EIGHTEENTH
6([ILNPRSTUWY S8 NATURALIZE
4 | LNORSTTVYZ OSITWENTYFIVE
Fiaure 39. F1cUrE 40,

cipher square which is known in cryptologic literature as the Grandpré cipher; in this square
there are inscribed ten 10-letter words containing all the letters of the alphabet in their
approximate plaintext frequencies. These ten words are further linked together by a 10-letter
word which appears vertically in the first column, as a mnemonic feature for the inscription
of the words in the rows.

¢. The frequential-type system represented in Fig. 41a (enciphering matrix) and 415 (de-
ciphering matrix) was described by Sacco,® who proposed that the dinomes inscribed in the
enciphering matrix be thoroughly disarranged by applying a double transposition to the dinomes
00-99 as a means of suppressing any patent relationships among the variant values for the
various plaintext letters; furthermore, the nulls incorporated in the matrix were to be used
occasionally during the encryption of a message, in order to throw a cryptanalyst off the track.
In this example the number of variant values for each plaintext letter has been established, of
course, from the standpoint of Italian letter frequencies.

3 Sacco, Generale Luigi, Manuale di Crittografia, 3d Ed., Rome, 1947, p. 22.

107 ———CONFIBENTIAL—




REF ID:RA64649%

PRSP IER b e

—OONFIDENTIAL—
Enciphering Table
Nulls ""f A E I M Q \') one seven
48-56 | 03-25 | 18-35 | 10-23 39 . 20 02-86 44 46
21-09 | 52-62 | 37-65 | 53-75 68 77 66 :
76-54 | 79-69 | 71-78 | 82-87 eight
42-12 N R ] two 29
64-74 B F J
55-14 | 40 §4 g1 | 13-73 | 26-94 95 84 nine
- 93
gg—gg iU 0 S X three 3]
47-45 ¢ G K 07-30 | 11-58 85 50
28 38 96 51-67
70 o7 72-89 T Y four Zero
33-88 22 27 19
92
D H L P U Z five | period
08 17 05 41 00-15 34 60-91 | 16-91
80 43 49 98 36=-99 59 -
01 six comma
04 32
Figure 4la.
Deciphering Table
1 2 4 5 6 7 8 9 ]
1 S - - U | period H E Zero I
2 - Y F A R four | C | eight Q
3 nine comma, Z E U E G M 0
4 P - one | — seven - - L B
5 0 A - - - F S Z three
6 | period A - | E one 0O | M A five
7 E 0 - I - Q E A c
8 J I two | X \') I T 0 D
9 five zZero R W K G P U -
] U 1) six | L - 0 D - 4]
Fieure 41b.
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d. The Baconian cipher described in subpar. 53¢ may be used as a basis for superimposing
additional complexities. For instance, the ‘‘a’” elements may be represented by any one of the
20 consonants as variants, while the “b” elements may be represented by any one of the six
vowels; or the letters A~-M may be used to represent the ‘“a’ elements and the letters N-Z for
the “b’’ elements; digits may be used for the “a’ and “b’’ elements, either on the basis of the
first five and last five digits, or on the basis of the odd and even digits; or the first 10 consonants
(B-M) and the last 10 consonants (N-2) may be used for the ‘a” and “b” elements, with the vowels

" used occasionally as nulls—thus the resultant cryptograms will resemble those of a fairly com-
plex cryptosystem. However, once the cryptanalyst assumes the possibility of such a system,
its complexity is more apparent than real. Similarly, variations of this genre may be superim-
posed on triliteral systems such as the Trithemian cipher illustrated in subpar. 53b; variants for
the “1”?, “2”, and “3”’ elements may be chosen in such a way as to provide & large number of
equivalents for each basic triliteral combination.

' e. Another scheme for a complex variant system is a summing-trinome system. In this
cryptosystem, each plaintext letter is assigned a unique value of 1 to 26; this value is then ex-
pressed as a trinome, the digits of which sum to the designated value of the letter. For example, if a

" letter has been assigned the value ““4”, it may be represented by any one of the following permu-
tations and combinations:*

004 031 112 202 301
013 040 121 211 310
022 103 130 220 400

Since the values toward the middle of the range 1-26 may be represented by a very considerable
number of summing-trinomes (e. g., for the values 13 and 14 there are 75 variants each), such
a system would offer a cryptographer wide latitude in the choice of cipher equivalents in encipher-
ing, especially if the basic values of the plaintext letters were chosen to correspond with the scale
of their relative frequencies, such as the following:

JQBWYUFHDIONETRASLCPMGVIXKZ
01 2 3 4 b 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
S FPEEZREEZEEREEEEREEREERREERE T
T EEXEZXEZEZZEZEZRETEREREBEREBREBET
ERERETZZEZIERREZTRRERE
REZREZEZEZRRERzEzgER
TREZEFEEETEREREBERBERER”T
SEEXERXREZEZTRREEEREERS
‘ ZTERXREZEZZTETRERXRER
TRXRREEREEREEREEBET
XEXEZEEZZEEEEEE
RXEZEXREEREERE
REREERREEE
ERXREREEEE
SERRERES
ST ERERRE
TEREE

4 The representations of an integer (i. 6., a whole number) as the sum of integers in all possible ways are
termed the partitions of that number. The members of the partitions in this subparagraph are one-digit
numbers, including the digit § in order to form trinome equivalents out of all the possible permutations.
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The tallies beneath each value represent the number of variants possible for the particular
value. The unused values for # and 27 (uniquely represented by 000 and 999, respectively)
may be used for punctuation marks, nulls, or other special-purpose symbols. Since such a sys-
tem, once suspected, would offer little difficulty °® to a cryptanalyst, certain modifications would
be necessary in order to pose any real obstacles in the way of solution. For instance, if the numer-
ical value of a letter is expressed by permutations of 3 letters (instead of digits) out of a set of
the 10 letters A—J wherein the sequence of the letters A—J represents a disarranged sequence of
the digits @9, such a system may be among the most complex types of ciphers in the realm of
monoalphabetic substitution, requiring the solution of many simultaneous equations. A further
refinement would involve the use of all 26 letters as variants, in predetermined groups, to rep-
resent the digits §-9. Fortunately for the cryptanalyst, such systems are impracticable for
field military use; but if they were encountered, a sufficiently large volume of text, coupled with
Hitt’s four essentials quoted in Chapter I, would eventually make & solution possible. The ac-
tual cryptanalytic complexity of certain apparently exceedingly complex cryptosystems is de-
pendent on their being correctly used at all times, which is not always the case with military
ciphers. :

60. Analysis of simple examples.—a. The following cryptogram is available for study:

QMDCV PLFNF DHNWJ WLKDK NHBPV RLTVM
BKLWD WVHVK SHBCL PQKJR VWSML KGCNR
LRNKV MGFXW JRGMV WGTJH QKXFN ZVFDM
LTBPL PVFLM DCNWN HBCVZ NMLWQ FDHDW
VZBRYVY KXKLCVC VRDHL RVTLF NCDKG MIXWIXM
DTSCB CLZLR LMVTS ZNKBW VPBRN CLRXR
DCNKV PBTNT GHJZL FQFVK BWDZX PNHSP
GHLKL FVZLT VMLKD PQRNZ LZDTB MNTGM
NZVFX KSFDC LZVTV FDFVR GCLPQ PNCDW
VRJTN HLZLM VWNPV PDZDW JPNWL RJKVM
XMDTS MGFDR DKLWJ FLPJM SFQWB FNCBZ
DKVWG ZSHBH DHJCX :

The first thing that strikes the eye is the total absence of A, E, I, 0, U, and Y, remarkable not
only because six letters are missing (cf. the A test) in a text of this size, but also because all
six of these letters fall into an identical limited category, namely, they are all vowels—a sig-
nificant nonrandom phenomenon. Since & uniliteral substitution alphabet with six letters
missing is highly improbable, the conclusion of multiliteral substitution is obvious. Upon
closer inspection it is found that, if the cipher text is divided into pairs of letters, only ten con-
sonants (B D G J L N Q S V X) are used as initial letters, and the remaining ten consonants

f The solution would involve simply dividing the cipher text into groups of 3 digits, summing the trinomes
thus produced to yield 28 posgible basic¢ values, and solving these basic values as in any simple monoalphabetic
substitution cipher. :
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(CFHKMPRTWZ) are used as final letters—thus the biliteral (and bipartite) charac- J
teristics of the cipher text are disclosed. A digraphic distribution is therefore constructed:®

=~
B S G R U R T B R N
. - — - o~
= = = =~ =
i D | £ = | = ~ =] =
&
L -
i G = = -~ -~
8) =
b ~— — A — -~ —~ - S N~
. ~ - =
= = . = -~ =~ =
L - = = = = % = = =
-~ ~
= = ~ ~ =~
N = = = -— -~ -~ = = =
% Q = = -~ - ~ -~
3
2 S -~ = = = -~
. . . - -
= -~ = = = = = =
V ~ = -~ = = = = = = =
X - ~ = -~ -~ =

b. It is possible that the cryptogram under study may involve the use of & small enciphering
matrix with variants for the rows and columns. Since there is available an easily-applied
special solution which permits the determination of the row indicators which are equivalent
(@i. e., interchangeable variants) and the column indicators which are equivalent, merely from
a study of the digraphic distribution, this possibility is examined. The special solution is
based on the following considerations: in a message of moderate length for such a cryptosystem,
it may be assumed that the various possible cipher digraphs for a given plaintext letter will be
used with approximately equal frequency; for this reason, the column indicators which pair
with one of the letters used to indicate any particular row of the enciphering matrix may be
expected to pair equally often with any other cipher letter which has been used to indicate the
same row. Thus, in the digraphic distribution of such a cryptogram, sets of rows appear which
have similar “profiles” and, likewise, sets of similar columns.” First a study will be made of
the rows of the distribution just compiled, in an attempt to locate and isolate those which match
with each other; then, the same will be done with the columns of the distribution.

¢. It is noted that the “L” and ‘‘V” distributions have pronounced similarities (Fig. 42a)—
these rows came under consideration first because of the unique “heaviness” of their frequency
characteristics. Likewise, the “D”” and “N”’ rows have homologous attributes in their appear-
ance (Fig. 42b). However, the further grouping of the rows by ocular inspection may present
difficulties to the student, since he may not yet trust his eye in matching distributions; and
he may feel the need for some kind of statistical assurance. In the following subparagraphs
there is given the technique of a more precise method for matching, mathematical in nature.

) el

¢ If it had not been noticed that the eryptogram should be divided into pairs for analysis, a biliteral dis-
tribution (see subpar. 23d) might have been made, in order to reveal contact affinities of the cipher letters.

7 These similarities are especially pronounced when the encipherer uses a “‘check-off’’ procedure for choosing
his variants for each letter, that is, when he systematically checks off the variants used during encryption
to insure that all possible variants are used in approximately equal proportions.
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F1aure 42b.

d. This method of matching in an attempt to “equate’’ interchangeable variants involves
computing & separate value for each trial matching of a particular row (or column) against each
of a series of other rows (or columns, as appropriate)—such a value is taken as an indication of
the ‘“‘goodness of match’” exhibited by the particular trial, the theory being that the correct
match will produce the highest value.® The value for a particular trial match is computed by
multiplying the number of tallies in each cell of one row (or column) by the number of tallies in
each corresponding cell in the other row (or column) and then totaling the products thus obtained.
Because of the way in which it is produced, such a value is termed & ‘‘cross-products sum”.

e. In subpar. ¢ above, it was determined that the “L” and “V’ rows were equivalent, and
that the “D” and “N’’ rows also formed an equivalent pair. The next “heavy’’ row is the “G”
row; this is to be tested for match with the five remaining unmatched rows. Let the “G”
row be tested first against the “B” row. These two rows are given below, with their cross-
products sum. For convenience, the cross-products sum is symbolized by x(6.,6%), where o
and 6 represent the designators of the distributions to be matched.?

"G": 222 -3 -=1-1
"B": 3111122121
x(G,B): 622-3--1-1=15

The complete table of the comparisons of the “G” row with the five available rows is as follows:

x(GB): 622 -3~~1-1=15
x(G,J): 222 -3 --1-1=11
x(6,Q): =4 -3 o= 7
x(G,S): 244 -6--=~~1=17
x(G,X): =2 --6-=---—-= 8

The results indicate that the most probable match with the “G’’ row is the “S” row.
f. Since the next “heaviest”’ row to be tested is the “B’’ row, its matchings with the three

~ remaining rows are made, and are given below:

x(G,J): 311

1124121=17
x(B,Q)—2-2122 21 =12
x(B,X): ~1-1222~-4-=12

8 In this connection, note the considerations treated in subpar. 60j.
* The Greek letter x (chi) is often used in cryptology to symbolize matching operations.
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The correct matching of the “B” and ‘‘J” rows is indicated by the results. This leaves only the
#Q” and ‘X" rows, which are presumed to go together, since not only is their cross-products
sum satisfactory (when compared to the x values for some of the other rows which have been
matched), but, equally important, their patterns of crests and troughs are similar. Since we
have not found more than two rows for any one set of interchangeable values, it appears that the
original matrix had only five rows, with two variants for each row. The rows of the distribution
diagram are therefore combined in the following diagram:

CFHKMPRTWZ

BJ| 4222234232

DN|82872225765

GS|344~-51-1-~-2

LV|2817T78967T17

QX |-3-3322-3 -~
Fiaure 43.

g. Ocular inspection of the distributions of the columns of Fig. 43 quickly reveals that columns
“C” and “H” may be matched as a pair, and likewise columns “F’’ and “M”, and columns “P”
and “R”. In order to decide the groupings of the remaining columns, the six possible x values

" - are derived:
x(K,T): 435 —-42 - = 81
x{K,W): 449 -~ 49 9 = 113 Combinations:
x(K,Z): 435 -49 - = 88 KT, WZ: 81 + 90 = 171
x(T,W): 635 —-42 — = 83 KW, TZ: 113 + 73 = 186
x(T,2): 425242 —-= 73 Kz, TW: 88 + 83 = 171

x(W,Z): 6 35 - 49 90

It appears that the proper pairings of the columns are “K” and “W’, “T” and “Z”.

h. The groupings of the columns having been determined, the frequency diagram is reduced
to its basic 5 x 5 square, and the ¢ test is taken as further statistical assurance of the matchings

C FKPT

HMUWR 2
BJ[6 4 5 7 4 4, = 1962
DN|16 4 14 4 10| 4 - 1132
¢s|{7 9 - 1 3 b = 1670
LV/|3 1514 17 13
QX|~- 6 6 4 -

Although ¢, in this case does not come up to the best expectations, we feel nevertheless that the
matching has been carefully and correctly accomplished, and so the next step is continued with
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a conversion of the multiliteral text into uniliteral equivalents, using the following reduction
square containing an arbitrary sequence:

1 CFKPT :
HMWRZ i
BJ|ABCDE
| DN|FGHIK ;
| GS|(LMNOP
1] LV{QRSTU
QX|(VWXYZ
|
j The converted cryptogram is now easily solved, using the principles set forth in Chapter VI. 3
!

The first fifteen letters of the plaintext message are found to read "WEATHER FORECAST.....",

and the original enciphering matrix is recovered, based on the key word ATMOSPHERIC,
1 as follows:

k.

PFCKT _
RMHWZ 1
LviaTMOS
DN|PHERTI
BJ|CBDFG
GS|KLNQU
. QX|VWXYZ
% [

i i. The method of matching rows and columns just described in the preceding subpara-
8 graphs applies equally well to all the matrices in Figs. 26-35, and similar variations. If in the
AL ' process of equating indicators the cryptanalyst sees that the row indicators are falling into
i the same groupings as the column indicators, he might be able to accelerate the equating pro-
cess by taking advantage of this feature alone, as would be the case if he had encountered a
‘ cryptogram involving a matrix with indicators arranged in a manner similar to that shown in
Ik Figs. 29 and 30. Furthermore, a cryptogram enciphered in a commutative system, wherein
{1 the equivalents have been taken in row-column and column-row order indiscriminately, may be
recognized as such through a study of the digraphic distribution of the cryptogram since the
“a” row of the distribution will have an appearance similar to the “a” column, the “g” row ,
will be similar to the “f’”’ column, etc; ! this matter is discussed further in subpar. 61d. J

10 Tt is often convenient to use arbitrary symbols in cryptanalytic work, to prevent confusion with designa-
tions of actual elements of plain text, cipher text, or key (see footnote 1 on page 47). For this purpose Greek
letters are often used; for reference, the 24 letters of the Greek alphabet and their names are appended in the

chart below: 4
| ]
|
1 ‘ A a alpha E ¢ epsilon | I . iota N» nu P p rho & ¢ phi

: B B beta Z ¢ zeta K x kappa | E ¢ xi Z o sigma | X x chi

| I' vy gamma | Hn eta A MNlambda| O o omicron| T = tau ¥ ¢ psi 5

i A § delta O ¢ theta M p mu I = pi T v upsilon | € w omega ;

|

; 3
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J. It is important to point out that in matching, the cryptanalyst should begin with the
“best’’ rows or columns—best not only from the standpoint of ‘“heaviness” of the distribution,
but also best from the point of view of a distinctive pattern of crests and troughs. If insufficient
text is available to allow equating all the interchangeable coordinates of a particular enciphering
matrix, it may still be possible that a conversion of the cipher test by means of a partially-
reduced reconstruction matrix may yield enough idiomorphic patterns and other data to make
possible an entry into the text. If the cryptographer has not used a ‘“‘check-off”’ process in
enciphering, but instead has favored certain equivalents for the various plaintext letters, matching
may not be possible; nevertheless, an entry into the text may be facilitated in this case, because
some of the resultant peaks in the cipher text may be correctly identified. Furthermore, since
no variant system can possibly disguise the letters of low frequency in plain text, their low-
frequency equivalents in the cipher text may provide possible approaches to solution. (See also
subpar. 61e).

k. In addition to the method of solution by matching and combining rows and columns of a 13
digraphic distribution of a multiliteral cipher, there is also the general approach applicable with- i
out exception to any variant system. This method, involving the correlation of cipher elements 1
suspected to be the equivalents of specific but unknown plaintext letters, is treated in detail in
pars. 61 and 62,

l. Systems such as the 4-level dinome cipher illustrated in Fig. 36 are susceptible to a very 3
easy solution, if the dinomes have been inscribed in numerical order as indicated. Assuming i
such a case in a specific cryptogram, the first six groups of which are | \

|
:

68321 09022 48057 65111 88648 42036

a four-part frequency distribution of the entire message is taken, as illustrated in Fig. 44 below: “‘

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 19 20 21 22 23 2425
s . .s ¥ . .s=E. . S _2Es s EE= Al
26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 gl
51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 79 70 71 72 73 7475 H
76 TT 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00 !
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If the student will bring to bear upon this problem the principles he learned in Chapter V of this
text, he will soon realize that what he now has before him are four simple, monoalphabetic fre-
quency distributions similar to those involved in a monoalphabetic substitution cipher using
standard alphabets, The realization of this fact immediately provides the clue to the next step:
“fitting each of the distributions to the normal”. (See par. 31.) This can be done without
difficulty in this case (remembering that a 25-letter alphabet is involved and assuming that I
and J are combined) and the following alphabets result:

01—I-J 26—U  51—N  76—E
02—K 27—V  52—0  T7—F
03—L  28—W 53—P  78—G
04—M  29—X 54—Q 79—H
05—N  30—Y 55—R  80—I-J
06—0  31—Z 56—S  8l—K
07—P  32—A  57—T  82—L
08—Q 33—B  58—U  83—M
09—R  34—C 59—V  84—N
10—S  35—D 60—W  85—0
11-T 36—E 6l1—X  86—P
12—U  37—F 62—Y  87—Q
13—V 38—G  63—Z  88—R
14—W  39—H 64—A  89—S
15—X  40—I-J 65—B  90—T
16—Y  41—K  66—C  91—U
17--Z  42—L  67—D 92—V
18—A  43—M 68—E  93—W
19—B  44—N  69—F  94—X
20—C  45—0  70—G  95—¥
21—D  46—P T1—H  96—2Z
22—E  47—Q  72—I-J 97—A
25—F  48—R  T3—K  98—B
24—G  49—S  T4—L  99—C
256—H  50—T 75—M  00—D

The key word is seen to be JUNE and the beginning of the cryptogram is deciphered as "EASTERN
ENTRANCE. .... "

m. If instead of 25-element alphabets, & system such as that in Fig. 37 has been used, only

g slight modification of the procedure in subpar. [ would have been necessary, i. e., the

distributions would have had to be considered on a basis of 26, and the process of fitting the
distributions to the normal would have gone on as in the previous example.
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n. One further application of principles learned in Chapter V deserves to be mentioned here,

in connection with the solution of systems such as those of Fig. 36. Let the following short
message be considered:

48226 8842
6

4 76059 05651
36683 522 6

360
446 76

If it is known that the correspondents have been using a variant system such as that in Fig. 36,
a special solution may be employed in those cases wherein there is insufficient cipher text to per-
mit analysis by the method of fitting the frequency distributions to the normal. Thus, a short
cryptogram may be solved by a variation of the plain-component completion method described
in par. 34." First, let the cryptogram be copied in dinomes, with an indication of the level (i. e.,
the “alphabet’’) the dinome would occupy in the 4-level matrix; thus:

48 22 68 84 23 52 09 99 36 04 76 05 90 56 51 36 €8 35 22 67 97 11 45 44 66 76
21 3 41 3 4 2 1 4 1 3 2 21 3 4 1 3 4
The dinomes belonging to the four levels are as follows:

(1) 22 23 09 04 05 22 11
(2) 48 36 36 35 45 44
(3) 68 52 56 51 68 67 66
(4) 84 99 76 90 97 76

These dinomes are converted into terms of the plain component by setting each of the cipher

sequences against the plain component at an arbitrary point of coincidencs, such as in the follow-
ing example:

A BCDEVFGHIJKLMNUOPAG QR STUV W XY Z

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50
51 52 53 54 55 56 57 58 §9 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75
76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00

(1) 22=W; 23=X; 09=I; 04=D; O05=E; 22=W; 1ll=L
(2) 48=X; 36=L; 36=L; 3b=K; 45=U; 44=T
(3) 68=3; ©52=B; b56=F; 5l=A; 68=S; 67=R; 66=Q
(4) 84=I; 99=Y; 76=A; 90=P; 97T=W;, 76=A

11 Tt should be clear to the student that the reason this method can be applied in thig instance is that both
the plain component (ABC..... Z) and the cipher component (01, 02, 03 ..... 25; 26-50, 51-75, 76~00)
are known sequences (or thus assumed).
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0. The plain-component sequence is now completed on the letters of the four levels, as
follows:

L Y
-~

H:meucw>N~<><s<:c:ram:uo~uozgr‘:::§

st level

4th level
AP

<CHUTVOYOZENXHIQTEUEUQW> N M=
S<CHUIOVOZENRHIQHMEUQW > N 5
TOHMEUQWPNRME<CHNDOTOZZ DN H o
QEPNLUXE<CANIOYOZENRHAIQTEHY
QWP NKXIEI<CHUTOTOZZICXRHIQWH
<CHUNOTIOZEDRHIQTUEHUQW > N XS
RHIQUEUEHUOWPNHKMXS<CcHNIOTOZEC
S<CHUNOTYOZELrXHIQTEEROIQW® N <5
RHIQEMHUOUQWENKXI<CHUIOVOZRELD
RHIQEDBHOUQUEWPNLKMISI<<dINHOVOZRTS
NWOoOTDWOoOZENRHIQEEHUQPPNSRMIESIG ™
WOWOZENXRHIQURAUQWENRXI<SS
WOTUOoOZRORHIQIRmUODOQWEPN<MI<cAN
PNHMIE<CHNIOTOZErRHIQEEUQW
MUQWEe»NRKXE<CHNNOYOZEDNRHIQTEP
NHRMS<CHUIOVOZEZNRHIQYIRUQW > o
TOTVOZENRHIQUEUQWEPNKXIS<CH®S,
OTDVOZErLrRHIQUEMEHUQWEPNKNMNI<OHN XD
VOZEMNRHIQEIRUAQWPNRKNA<LC SN DO
ToHNRUQWPNHKXIE<CHRIOJOZED RNH
HE<CHUIOTVOZENXHIQE@EAUQW®> N
NMNS<OHNIOTOZECRHIQHIEUDQW
OZENRHIQUEUEUOQWENKRMNS<CHAWNIO
<CHNYWOTOZENXRHIQTHUOUQW>NKMNS
NHNS<OCHNIOJOZEDRHIQEUEHUQW >

]
n

It is seen that the generatrices with the best assortment !? of high-frequency letters for the four
levels are:
1st level 2d level 3d level 4th level
EFRMNET REEDON EQOSNEDC NCETAE

If the letters of these generatrices are arranged in the order of appearance of their dinome equi-
valents, according to the way they fall into the various levels,
48 22 68 84 23 52 09 99 36 04 76 05 90 56 51 36 68 35 22 67 97 11 45 44 66 76

E F R M N B T
R E E D .0 N
E 0 S N E p c
N c E T A E

the plain text "REENFORCEMENTS NEEDED AT ONCE" is clearly seen. Or, more simply, if we
examine the equivalents of 01, 26, 51, and 76 after the generatrix determination has been made,

12 Tn evaluating generatrices, the sum of the arithmetical frequencies of the letters in each row may be used
as an indication of their relative ‘‘goodness”. A statistically much more accurate method of evaluating gener-
atrices involves the use of logarithms of the probabilities of the plaintext letters forming the generatrices. This
method is treated in detail in Military Cryptanalytics, Part II, (See also footnote 8 on p. 73.)
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the key word JUNE is revealed. If an error had been made in the selection of a generatrix, the fE H
error could be resolved by hypothesizing the probable key word, or by deciphering the text on REr ]
the basis of the assumed diagram and then noting and degarbling the systematic errors (which, LEr [ﬂ
it would be noticed, all come from one level). BINE

p. The student should note that no one generatrix will yield plain text all the way across o
as in the example in par. 34. Instead, the generatrices must be considered separately for the };
four levels, since it is within each of the four levels that there is a homogeneous relationship of H
dinomes. Obviously if dinomes from more than one level were used to complete the plain com- 1
ponent sequence, the generatrices would not consist of a homogeneous group of letters but ‘ it |
instead would represent an assortment of letters from two or more “alphabets’. e

61. Analysis of more complicated examples.—a. As soon as & beginner in eryptography
realizes the consequences of the fact that letters are used with greatly varying frequencies in
normal plain text, a brilliant idea very speedily comes to him. Why not disguise the natural
frequencies of letters by a system of substitution using many equivalents, and let the numbers
of equivalents assigned to the various letters be more or less in direct proportion to the normal
frequencies of the letters? Let E, for example, have 13 equivalents; T, 9; N, 8; etc., and thus
(he thinks) the enemy cryptanalyst can have nothing in the way of telltale or characteristic
frequencies to use as an entering wedge.

b. If the text available for study is small in amount and if the variant values are wholly
independent of one another, the problem can become exceedingly difficult. But in practical
military communications such methods are rarely encountered, because the volume of text is
usually great enough to permit of the establishment of equivalent values. To illustrate what is
meant, suppose a number of cryptograms produced by a monoalphabetic-variant method of the
type mentioned above show the following two sets of groupings *? of cipher elements in the text,
Set ““A” being assumed to be different representations of one particular underlying plaintext
word or phrase and Set “B” assumed to be representations of another underlying plaintext word
or phrase:

Set “AH Set HBU
(12-37-02-79-68-13-03-37-77) (71-12-02-51-23~05-77)
(82-69-02-79-13-68-23-37-35) (11-82~51-02-03-05-35)
(82-69~51-16-13-13-78-05-35) (11-91-02-02-23-37-35)
(91-05-02-01-68-42-78-37-TT) (97-12-51-02-78-69-T7T)

An examination of these groupings would lead to the following tentative conclusions with regard
to probable equivalents:

(12,82,91) (02,51) (13,42,68) (35,77)
(05,37,69) (0l1,16,79) (03,23,78) (11,71,97)

The establishment of these equivalencies would sooner or later lead to the finding of additional
sets of equal values. The completeness with which this can be accomplished will determine the
ease or difficulty of solution. Of course, if many equivalencies can be established the problem
can then be reduced practically to monoalphabetic terms and a speedy solution can be attained.

¢. Theoretically, the determination of equivalencies may seem to be quite an easy matter,
but practically it may be very difficult, because the cryptanalyst can never be certain that a

33 The alert student might be able to determine the underlying plain text of the two sets of ciphertext
groupings.
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combination showing what may appear to be & variant value is really such and does not represent
a part of a different plaintext sequence. For example, take the groups—

17-82-31-82-14-63, and
27~82-40-82-14~63

Here one might suspect that 17 and 27 represent the same letter, 31 and 40 another letter. But

it happens that one group represents the word MANAGE, the other DAMAGE. There are hundreds
of such cases in English and in other languages.

d. When reversible combinations are used as variants, the problem is perhaps a bit more

K,Z Q,V B,H MR D,L

W.S{N!'H{A{O|E

F.X| D T M F P

G,J| Q| B|U|I |V

CNIGI{X|R|C|S

P,T| Z L Y w K
Figure 45.

simple. For example, using the accompanying Fig. 45 for encipherment, two messages with
the same initial words, REFERENCE YOUR, may be enciphered as follows:

R E F E R E N C E Y 0 U R

The experienced cryptanalyst, noting the appearance of the very first few cipher groups, assumes
that not only have the messages identical beginnings in their plain texts, but also that he is here
confronted with a variant system involving biliteral reversible equivalents. One of the manifes-
tations of such a cryptosystem is that in the digraphic distribution of the cipher text the ‘B
row will have an appearance similar to the “B* column, the *C” row will resemble the ‘C” column,
etc.; thus the cryptanalyst will almost immediately realize that he has encountered a commu-
tative system involving a matrix smaller than that indicated by the size of matrix necessary
for making the digraphic distribution.

¢. The probable-word method of solution may be used, but with a slight variation introduced
because of the fact that, regardless of the system, letters of low frequency in plain text remain
infrequent in the cryptogram. Hence, suppose a word containing low-frequency letters, but in
itself a rather common word striking idiomorphic in character is sought as a ‘“probable word’’;
for example, a word such as CAVALRY, ATTACK, or PREPARE. Such a word may be written on
a slip of paper and slid one interval at a time under the text, which has been marked so that the
high- and low-frequency characters are indicated. Each coincidence of a low-frequency letter
of the text with a low-frequency letter of the assumed word is examined carefully to see whether
the adjacent text letters correspond in frequency with the other letters of the assumed word,
and whether there are correspondences between repetitions in the cipher text and those in the
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E  word. Many trials are necessary but this method will produce results when the difficulties are

otherwise too much for the cryptanalyst to overcome.

62. Analysis involving the use of isologs.—a. In military communications it is not unusual

that cryptograms are produced containing identical plain text but which have been subjected
to different cryptographic treatment, thus yielding different cipher texts. This difference in

- cryptographic treatment may be caused by the use of an entirely different general system, or

by the use of a different specific key, or merely by the choice of equivalents in a variant system.
Messages which present different encrypted texts but which contain identical plain text are
called isologs (from the Greek isos="‘‘equal”’ and logos=*‘‘word’’). One of the easily-noted indi-
cations of the possible presence of isologs is equality or near-equality in the lengths of two (or
more) cryptograms. Isologs, no matter how the cryptographic treatment varies, are among
the most powerful media available to the cryptanalyst for the successful solution of a difficult
cryptosystem—and, in some cases, may provide the only possible entries into a complex crypto-
gystem. An inkling of the help afforded by isologs was revealed by the example contained in
subpar. 61d above; however, a much more striking illustration is given in the next few sub-

paragraphs.
b. The following two cryptograms, suspected to be isologs, are available for study:
Message “A”

82265 63103 74839 69842 32529 TO01115
80277 89106 94000 13828 54082 40065
63629 33918 43158 81048 26458 450309
81713 52538 73309 20749 61752 16476
38728 91147 99926 41468 13365 33881
89697 93816 51750 57074 11804 43255
28120 27730 31199 79962 27865 60653
90870 40867 46594 19855 10822 22987
46729 36245
Message “B”

30150 87497 14511 97360 49676 50106
45647 99181 69672 53889 41563 25203
90628 77536 20351 10570 89277 T5011
35199 90138 99974 50232 04115 89216
38463 17547 14648 00646 85864 53898
26121 83878 94889 33728 11272 20504
06484 32103 98715 42662 80760 89880
44105 52900 59728 22855 87300 70893
59682 46253
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On the possibility that some dinome system (or systems) is involved, the messages are written
under each other in dinomes to facilitate the examination of the similarities and differences of
such a grouping of the cipher texts, as shown below:

5 10 15
A 82 26 56 31 03 74 83 96 98 42 32 52 97 01 15
A" | 30 15 08 74 97 14 51 19 73 60 49 67 65 01 06
B 80 27 78 91 06 94 00 01 38 28 54 08 24 00 65
B'| 45 64 79 91 8l 69 67T 25 38 89 41 56 32 52 03
C 63 62 93 39 18 43 15 88 10 48 26 45 84 50 39
c’ 90 62 87 75 36 20 35 11 05 70 83 27 77 50 11
D 81l 71 35 256 38 73 30 92 07 49 61 75 21 64 76
D'| 35 19 99 01 38 992 97 45 02 32 04 11 58 92 16
| E 38 72 89 11 47 99 92 64 14 68 13 36 53 38 81
; E' | 38 46 31 75 47 14 64 80 06 46 85 86 45 38 098
\ F 89 69 79 38 16 51 75 05 70 74 11 80 44 32 55
| F! 26 12 18 38 78 94 88 93 37 28 11 27 22 05 04
G 28 12 02 77 30 31 19 97 99 62 27 86 56 06 53
G’ 06 48 43 21 03 98 71 54 26 62 80 76 08 98 80
H 90 87 04 08 67 46 59 41 98 55 10 82 22 29 87
H' | 44 10 55 29 00 59 72 82 28 55 87 30 07 08 93
J 46 72 93 62 45
J! 59 68 24 62 53
The dinome distributions for the two messages are as follows:
l1 2 3 45 6 7T 8 9 1 2 3 45 6 7 8 9 ¢
112 1.1 1 2 1 -1 1 2 1j]4 1 - 211 -1 21
21 1 - 1 1 2 2 2 1 - 211 1 - 1 1 2 2 2 1 1
3|12 2 - -1 1 -5 2 2 3|1 2 - - 21165 - 2
411 1 11 2 2111 - 411 - 1 1 3 2 11 1 -
5;1 1 21 2 2 - - 11 5/1 1112 1 -1 21
61 3.1 21 - 111 - 6i—- 3 - 21 - 2 1 1 1
711 21 2 2 11111 711111 211111
82 2 11 -1 212 2 8f1 1 - - 1121 2 3
911 2 2 1 -1 2 2 2 1 2911 21 - -2 3 21
gi2 11 11 212 - 2 gl 1 2 2 2 31 3 -1
Distribution for Message ““A”’ Distribution for Message ‘“B"’
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¢. Since & general absence of marked crests and troughs is noted in both distributions, if
the division of these cryptograms into dinomes is correct, and if they are both monoalphabetic,
it is quite probable that some type of variant system (or systems) has been used. With this in
mind, the encrypted texts and their distributions are scrutinized further for some indication of
the kind of relationship which exists between the methods of encipherment of the two messages.
The distributions are seen to be strikingly similar, not only with respect to the location of the
one predominant peak in each, but also in the close correlation of the locations of the blanks
in each. Furthermore, upon examination of the superimposed messages themselves, it is

# For the benefit of the student with a statistical background, it might be interesting to point out certain
applications of eryptomathematics in connection with these two distributions. First of all, each of the two dis-
tributions is much flatter than that which would be expected for a sample of 125 dinomes of random text; i. e.,
a drawing (with replacement) and recording from an urn containing equal numbers of counters in each of 100
categories labeled 00-99 consecutively, That is, the samples at hand exhibit phenomena even flatter (or ‘“worse’)
than that expected for random, approaching the theoretical (and fantastically nonrandom) ‘‘equilibrium” of
exactly the same number of tallies in each cell of a distribution. The following table gives the observed number
of x-fold repetitions in the two distributions, together with the expected numbers of x-fold repetitions in a sample
of like size of random text, which expected numbers have been computed from tables of the Poisson exponential
distribution (see Military Cryptanalytics, Part I1I):

Observed Observed
b 4 Msg. "A" Msg. "B" Expected
g 14 17 29
1 51 52 36
2 33 23 22
3 1 6 9
4 - 1 3
5 1 1 1

It is to be noted that in the distribution for Message ‘“A”, the observed number of blanks (14) when compared
with the expected number of blanks in random text (29) may be evaluated and found to represent a very small
probability indeed. Likewise, the other entries besides § (in particular, the x-values of 1 and 2, and the cumu-~
lative values of 3-and-better) may be evaluated, and the conclusion would be reached that the two distributions
have a most remote chance of being as flat as they are through mere chance. Moreover, the observed frequency
distribution for Message ““A” may be fitted against the expected distribution by means of the chi-square test,
again getting an extremely small probability. In addition, by means of the chi-square test, the I. C. of Message
“A” (found to be 0.59 as against the I. C. of random of 1.0) has an extremely small probability of occurring at
random in a sample of this size. Similarly, the distribution for Message “B’’ could be studied, and it would be
found that this too has characteristics that have a very small probability of occurrence by pure chance. Since
the distributions of the two messages are much worse than would even be expected for random chance, the con-
clusion is drawn that the dinome grouping is highly significant and therefore must be correct, and further that the
eryptosystem involves variants in sufficient numbers for the plaintext letters to permit the encipherer to select
the cipher equivalents with a view to suppressing as much of the phenomena of repetition as possible. Further-
more, the x test of the two distributions gives a x value of 206, as against the expected x value of 156 for a ran-
dom matching of these two samples; the sigmage of this event could be computed and its signifiance estimated

206
and the conclusion drawn that the ratio 156 is extremely unlikely of happening by pure chance, i, e., if the eryp-

tograms were not in the same general system and specific keys. Therefore, it is a foregone conclusion statistically
that not only do the eryptosystems involve dinomes as the ciphertext grouping, but that the identical erypto-
system is involved in the two messages; and that because of the close correlation of the patterns of the two dis-
tributions, there is a good probability that the cryptograms contain identical plain text and therefore are isologs.
This specific illustration of the potentialities of cryptomathematics indicates the important role that this branch
of science may play in the art cryptanalysis.
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observed that there are several instances wherein a value in Message “A” coincides with the
same value in Message “B” (e. g., see positions A/A' 14, B/B' 9). This observation,
taken in conjunction with the marked similarity of the distributions, strongly indicates that
not only has the same general cryptosystem been used for the encryption of both messages, but
that the same enciphering matriz has been used for both. Also, in the case of the value 38 and
62, it is noted that wherever either occurs in one message the same value occurs in the other
message, a phenomenon explainable on the assumption that the plaintext equivalents of these
values are of such low frequency that no variant values have been provided for these plaintext
letters in the cryptosystem.

d. With the foregoing details determined, it is now realized that it should be possible to
form, between the two messages, ‘‘chains” of those cipher values which represent identical
plaintext letters, as exemplified below. Beginning with the first value in each message, 82
and 30, a partial chain of equivalent variants is started; now locating some other occurrence
of either value elsewhere (e. g., 82 at position H’8), and noting the cipher value coinciding
with it (in this case, 41), the partial chain may be extended (including now 82, 30, and 41).
After this particular chain is extended to include as many values as possible, another chain is
formed by starting with any value which has not already been included in the preceding chain,
this procedure being repeated until all possible chains are completed. It is found that tbe
following chains, arbitrarily arranged here according to length, may be derived from the two
messages:

(06 14 15 26 28 31 35 73 74 81 89 98 99)
(02 07 20 22 43 44 63 90)

(12 37 48 51 69 70 83 94)

(03 30 41 54 65 82 97)

(05 10 24 32 49 87 93)

(16 18 36 76 78 79 86)

(27 45 53 64 80 92)

(11 39 75 88)

(21 58 T7T 84)

(46 59 68 T72)

(00 52 67)

(04 55 61)

(08 29 56)

(19 71 96)

(01 25) Single dinomes:

(13 85) /

(42 60) (38) (47) (50) (62) (91)

If we now make an arbitrary assignment of a different letter to represent each chain (and one
for each single dinome) and convert either of the messages to uniliteral terms by means of
these arbitrarily-assigned values, we note the pattern of the opening stereotype "REFERENCE
YOUR MESSAGE..... ", and quickly recover the plain text.

e B3 e
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e. The plaintext values when inserted into a 10 x 10 matrix having arbitrarily-arranged
coordinates yield the following:

123456738098
1{D NHEEWAS-ATCO
2|]I T -0MESTETFT
3|E 0 - -EANBDR
4R YTTSLUVNG O -
5|N USRPTF - IL X
6P WT SR -ULN Y
7|/C L EEDATIAA AN
8|[E R NIHAGOTDES
9/|G S 0O N-CRETET
g|M T RPOETTF - U

Manipulating the rows and columns with a view to uncovering some symmetry or systematic
phenomena, the latent diagonal pattern of the equivalents for certain of the letters (such as E,,
N;, Op, R,, and S;) is revealed, and the rows and columns of the reconstruction diagram are
permuted to yield the following original enciphering matrix:

6 89 15 437 2§
7l A AACDETETITLN
1| A A CDETEHI(KNDO
3| A B DEE(MI(UJINOR
8| A DEEUHTINOTR S
9| CEEG(I)N O RS T
2| EEF I MO(QS T T
g/ EF I MOPIRTTU
5/ F I L NP R S(T)U X
6|/(I)L NP RS TUTWY
4/ L NORSTTUV Y Z

There are no observable relationships in or between the sequences of digits in the row and
column coordinates; therefore for want of any visible phenomena or further information on
the derivation (if any) of these digits, it is assumed that they must have been assigned at
random. The student will note that the final matrix is identical to that of Fig. 39 in par. 59.

J. It should be emphasized that in the example of the preceding subparagraphs it was only
possible to form chains of values from both messages reciprocally because the same enciphering
matrix had been used for both. A nonreciprocal chaining procedure would have been required
if only the general system had been the same for both but the enciphering matrices had differed
in some respect, or if two completely, different variant systems had been used (e. g., one using
a frequential matrix and the other involving a less complex type of variant matrix, such as
Fig. 29). Specifically, it would have been necessary to maintain two separate groups of chains,

r
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one group for each message; otherwise heterogeneous values would have become intermingled.
For instance, if the two messages on p. 121 had been enciphered with two different matrices,
then we would build up chains of equivalencies in Message “B’ against one value of Message
“A”, and, likewise, chains of equivalencies in Message “A” against one value of Message ‘B”.

... 26 26
Thus, we note at position A2 we have 15 89’

and 89 are in one chain in Message ‘“‘B”’. Likewise, the gg at position B1@ and the

» and at position C11 we have this means that 15

position C11 demonstrates that 26 and 28 are in one chain in Message ‘‘A’”. This process
would of course be continued so as to expand chains wherever possible.

g. Although an analysis of but one isolated example by means of isologs was presented,
the student should be able to appreciate the significance and potentially enormous value of
isologs to a cryptanalyst. This value goes far beyond the simple variant encryption in & mono-
alphabetic substitution system; isologs produced by the use of two different code books, or
two different enciphered code versions of the same underlying plain text, or two encryptions
of identical plain text by two different “settings” of a cipher machine, may all prove of inesti-
mable value in the attack on a difficult cryptosystem.

63. Further remarks on variant systems.—a. A few words should be added with regard to i
certain subterfuges which are sometimes encountered in monoalphabetic substitution with 3
variants, and which, if not recognized in time, cause considerable delays. The considerations g
treated before in subpars. 52 and j on the disguise of the length of the basic multiliteral group
apply equally here to multiliteral substitution with variants; thus, in dinome systems, a sum-
checking digit or a null might be added in specified positions of the group to form a trinome.

‘ In complex variant systems, the presence of a null as one of the digits of a trinome would add
! greatly to the complexities of cryptanalysis of that system. The most important of the subter- |
fuges have to deal with the use of nulls which are of a different size than the real cryptographic
units, inserted occasionally to prevent the cryptanalyst from breaking up the text into its proper
units. The student should take careful note of the last phrase; the mere insertion of symbols
having the same characteristics as the symbols of the cryptographic text, except that they have
no meaning, is not what is meant. This class of nulls rarely achieves the purpose intended.
1 '~ What is really meant can best be explained by an example. Suppose that a 5 x 5 variant matrix
with the row and column indicators shown in Fig. 46 is adopted for encipherment. Normally, 3

! the cipher units would consist of 2-letter combinations of the indicators, invariably giving the 4
o row indicator first (by agreement).

V.G I WD
| A H P S M .
I, T 0 E B N i
i F URLC :
h VATF|A[B|C|DJE ﬁ
ai GHOU[F|G|H|IJ|K -f
i IPER|L|[M|N|O]|P
L WSBL[Q[R[S[T|U
| DMNC|V|W|[X[Y]|2Z
': Figure 486.
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The phrase "COMMANDER OF SPECIAL TROOPS" might be enciphered thus:

¢c 0 M M A N D E R O F
VI EB PH IU FT IE AB TM WO PW GT

These would normally then be arranged in 5-letter groups, thus:
VIEBP HIUFT IEABT MWOPW GT.

b. It will be noted, however, that only 20 of the 26 letters of the alphabet have been em-
ployed as row and column indicators, leaving J, K, Q, X, Y, and Z unused. Now, suppose
these six letters are used as nulls, not in pairs, but as individual letters inserted at random just
before the real text is arranged in 5-letter groups. Occasionally, a pair of letters might be
inserted, in order to mask the characteristics of “avoidance” of these letters for each other,
Thus, for example:

VIEXB- PHKIU FJXTI EAJBT MWOQP WGKTY

The cryptanalyst, after some study suspecting a biliteral cipher, proceeds to break up the text
into pairs:
VI EX BP HK IU FJ XT IE AJ BT MW 0Q PW GK TY

Compare this set of 2-letter combinations with the correct set. Only 4 of the 15 pairs are
“proper’”’ units. It is easy to see that without a knowledge of the existence of the nulls—and
even with a knowledge, if he does not know which letters are nulls—the cryptanalyst would be
confronted with a problem for the solution of which a fairly large amount of text might be
necessary. The careful employment of the variants also very materially adds to the security
of the method because repetitions can be rather effectively suppressed.

¢. Similarly in the examples under par. 58, the letter J in Figs. 27 and 29 may be used
as a null; the letter Y in Fig. 28; and the digit @ in Figs. 33 and 34. In Fig. 30, any letters in

~ the range of P~Z might be used as nulls, but this usage would be weak because of the extremely
low frequency of these letters as compared with the letters A—0; this is an important point
to consider in the examination of encrypted text for possible poor usages of nulls.

d. From the cryptographic standpoint, usage of nulls in the manner outlined above results
in cryptographic text even more than twice as long as the plain text, thus constituting a serious
disadvantage. From the cryptanalytic standpoint, the masking of the cipher units in the system
described in subpar. b above constitutes the most important obstacle to solution; this, coupled
with the use of variants, makes this system considerably more difficult to solve, despite its
monoalphabeticity.
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CuarTER IX

POLYGRAPHIC SUBSTITUTION SYSTEMS

Paragraph |
General remarks on polygraphic substitution. .. _ e cemccccee—aa——— 64 1 “
Polygraphic substitution methods employing large tables_ - . ... eccmcecacm——- 65 Sl
Polygraphic substitution methods employing small matriees_ - - _ . e 66 i
Methods for recognizing polygraphic substitution... . .o« oo 67 i
General procedure in the identification and analysis of polygraphic substitution ciphers.....__._._______ 68 ‘
Analysis of four-square matrix systems_ . _ . e 69 R
Analysis of two-square matrix ByStemS . . e 70 o
Analysis of Playfair cipher systems._ .. .o e ——————— 71 I
- Analysis of polygraphic systems involving large tables. . - . ________ L. 72 il
2 Further remarks on polygraphic substitution systems_ ... __________ 73 !
64. General remarks on polygraphic substitution.—a. The substitution systems dealt with

thus far have involved plaintext units consisting of single elements (usually single letters). The
major distinction between them has been made simply on the basis of the number of elements
constituting the ciphertext units of each; i. e., those involving single-element ciphertext units
were termed uniliferal, and those involving ciphertext units composed of two or more elements
were termed multiliteral.! That is to say, when the terms “uniliteral”, “biliteral”, “triliteral”,
2 etc., were used, it was to have been inferred automatically that the plaintext units were composed
? - of single elements.

S b. This chapter of the text will deal with substitution systems involving plaintext units com-
; posed of more than one element; such systems are termed polygraphic? (By comparing this new
term with the terms ‘“uniliteral ”’ and “multiliteral” it may then be deduced—and correctly so—
that a term involving the suffix “-literal’” is descriptive of the composition of the ciphertext units
of a cryptosystem, and that a term containing the suffix “-graphic’’ describes the composition
of the plaintext units.?) Polygraphic systems in which the plaintext units are composed of two
elements are called digraphic, those in which the plaintext units are composed of three elements
are trigraphic, etc. The ciphertext units of polygraphic systems usually consist of the same num-
ber of elements as the plaintext units.* Thus, if a system is called ““digraphic”, it may be as-
sumed that the ciphertext units of the system consist of two elements, as do the plaintext units;
if this were not the case, the term “digraphic” by itself would not be adequate to describe the

t See also subpar. 52a.

2 Systems involving plaintext units composed of single elements may, on this basis, be termed monographie;
however, as has been stated in connection with the terms ““uniliteral’’ and ‘‘multiliteral’”’, the plaintext units of a
system are understood (without restatement) to be monographic unless otherwise specified.

8 In this connection, it is further pointed out that since the root “literal’”’ derives from the Latin “litera”, it
is conventionally prefixed by modifiers of Latin origin, such as ‘“uni-”, “bi-”’, and “multi-"’; similarly, “graphic”,
deriving from the Greek ‘“‘graphikos”, is prefixed by modifiers of Greek origin, such as ‘“mono-", “di-”’, and
“poly-”.

: 4 The qualifying adverb ‘‘usually” is employed because this correspondence is not essential. For example,
if one should draw up & set of 676 arbitrary single signs, it would be possible to represent the 2-letter pairs from
AA to ZZ by single symbols, This would still be a digraphie system.
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system completely, and an additional m'odifying word or phrase would have to be used to indicate
this fact.?

¢. In polygraphic substitution, the combinations of elements which constitute the plaintext
units are considered as indivisible compounds. The units are composite in character and the
individual elements composing the units affect the equivalent cipher units jointly, rather than
separately. The basic important factor in true polygraphic substitution is that all the letters
of each plaintext unit participate in the determination of its cipher equivalent; the identity of
each element of the plaintext unit affects the composition of the whole cipher unit.® Thus, in &
certain digraphic system, AB, may be enciphered as XP,; and AC,, on the other hand, may be en-
ciphered as NK,; a difference in the identity of but one of the letters of the plaintext pair here pro-
duces a difference in the identity of both letters of the cipher pair.’

d. The fundamental purpose of polygraphic substitution is again the suppression or the
elimination of the frequency characteristics of single letters of plain text, just as is the case in
monoalphabetic substitution with variants; but here this is accomplished by a different method,
the latter arising from a somewhat different approach to the problem involved in producing
cryptographic security. When the substitution involves replacement of single letters in a
monoalphabetic system, even a single cryptogram can be solved rather readily; basically the
reason for this is that the principles of frequency and the laws of probability, applied to individual
units (single letters) of the plain text, have a very good opportunity to manifest themselves.
However, when the substitution involves replacement of plaintext units composed of two or
more letters—that is, when the substitution is polygraphic in nature—the principles of frequency
and laws of probability have a much lesser opportunity to manifest themselves. If the sub-
stitution is digraphic, then the units are pairs of letters and the normal frequencies of plaintext
digraphs become of first consideration; if the substitution is trigraphic, the units are sets of three
letters and the normal frequencies of plaintext trigraphs are involved. In these cases the data
that can be employed in the solution are meager; that is why, generally speaking, the solution of
polygraphic substitution ciphers is often extremely difficult.

¢. By way of example, a given plaintext message of say N letters, enciphered by means of a
uniliteral substitution system, affords N cipher characters, and the same number of cipher units.

The same message, enciphered digraphically, still affords N cipher characters but only g cipher

units, Statistically speaking, the sample to which the laws of probability now are to be applied
has been cut in half. Furthermore, from the point of view of frequency, the very noticeable
diversity in the frequencies of individual letters, leading to the marked crests and troughs of the
uniliteral frequency distribution, is no longer so strikingly in evidence in the frequencies of
digraphs. Therefore, although digraphic encipherment, for example, simply cuts the crypto-
graphic textual units in half, the number of cipher units which must be identified has been
squared; and the difficulty of solution is not merely doubled but, if a matter of judgment arising

8 See subpars. 65¢ and 66f for examples of two such systems and their names.

¢ An analogy is found in chemistry, when two elements combine to form a molecule, the latter usually having
properties quite different from those of either of the constituent elements. For example: sodium, a metal, and
chlorine, & gas, combine to form sodium chloride, common table salt. However, sodium and fluorine, also a gas
similar in many respects to chlorine, combine to form sodium fluoride, which is much different from table salt.

7 For this reason the two letters are marked by a ligature; that is, by a bar across their tops. In eryptologic
notation, the symbol 8, means “any plaintext digraph”, the symbol 66,, “any ciphertext digraph”. To refer
specifically to the 1st, 2d, 3d, . . . member of a ligature, the exponent 1,2, 3, . . . will be used. Thus 62 of REM,
is the letter E; 62 of XRZ, i8 Z. See also footnote 1 on p. 47.
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from practical experience can be expressed or approximated mathematically, squared or cubed.
J. The following two paragraphs will treat various polygraphic substitution methods. The ;! }
most practical of these methods are digraphic in character and for this reason their treatment R
herein will be more detailed than that of trigraphic methods. inm
65. Polygraphic substitution methods employing large tables.—a. The simplest method of S
effecting polygraphic substitution involves the use of tables similar to that shown in Fig. 47a. L
This table merely provides equivalents for digraphs, by means of the coordinate system. Spe- (R
cifically, in obtaining the cipher equivalent of any plaintext digraph, the initial letter of the g
plaintext digraph is used to indicate the row in which the equivalent is found, and the final
letter of the plaintext digraph indicates the column; the cipher digraph is then found at the RR
intersection of the row and column thus indicated. For example, KG,=FC,; #M,=0Y,; etc. -

&2 il
A B CDEVPFGHTIJII KILMNUOPA QRS STUVUWIXYZ

A | WG EE SN TR IA NL GC HT OI UO AM RP BY KB CD DF FH JJ LK MQ PS QU VV XW YX ZZ '
B | EG SE TN IR NA GL HC OT UI A0 RM BP KY CB DD FF JH LJ MK PQ QS VU XV YW ZX W2

C {SGTE IN NR GA HL OC UT AI RO BM KP CY DB FD JF LH MJ PK QQ VS XU YV ZW WX EZ ‘
D | TG IE NN GR HA OL UC AT RI BO KM CP DY FB JD LF MH PJ QK VQ XS YU ZV WW EX SZ ‘
E | IG NE GN HR OA UL AC RT BI KO CM DP FY JB LD MF PH QJ VK XQ YS ZU WV EW SX TZ "
F | NG GE HN OR UA AL RC BT KI CO DM FP JY LB MD PF QH VJ XK YQ ZS WU EV SW TX IZ :
G | GG HE ON UR AA RL BC KT CI DO FM JP LY MB PD QF VH XJ YK ZQ WS EU SV TW IX NZ

H | HG OE UN AR RA BL KC CT DI FO JM LP MY PB QD VF XH YJ ZK WQ ES SU TV IW NX GZ

I|0G UE AN RR BA KL CC DT FI JO LM MP PY QB VD XF YH ZJ WK EQ SS TU IV NW GX HZ

J | UG AE RN BR KA CL DC FT JI LO MM PP QY VB XD YF ZH WJ EK SQ TS IU NV GW HX 0Z

K | AC RE BN KR CA DL FC JT LI MO PM QP VY XB YD ZF WH EJ SK TQ IS NU GV HW OX UZ

o L RG BE KN CR DA FL JC LT MI PO QM VP XY YB ZD WF EH SJ TK IQ NS GU HV OW UX AZ | _
»M | BG KE CN DR FA JL LC MT PI QO VM XP YY ZB WD EF SH TJ IK NQ GS HU OV UW AX RZ | 0.

N | KG CE DN FR JA LL MC PT QI VO XM YP ZY WB ED SF TH IJ NK GQ HS OU UV AW RX BZ

0| CGDE FN JR LA ML PC QT VI X0 YM ZP WY EB SD TF IH NJ GK HQ 0S UU AV RW BX KZ

P DG FE JN LR MA PL QC VT XI YO ZM WP EY SB TD IF NH GJ HK 0Q US AU RV BW KX CZ

Q’{ FG'JE LN MR PA QL VC XT YI ZO WM EP SY TB ID NF GH HJ OK UQ AS RU BV KW CX DZ

R | JGLE MN PR QA VL XC YT ZI WO EM SP TY IB ND GF HH 0J UK AQ RS BU KV CW DX FZ

S| LG ME PN QR VA XL YC ZT WI EO SM TP IY NB GD HF OH UJ AK RQ BS KU CV DW FX JzZ

T | MG'PE QN VR XA YL ZC WT EI SO TM IP NY GB HD OF UH AJ RK BQ KS CU DV FW JX LZ

U | PGTQE VN XR YA ZL WC ET SI TO IM NP GY HB OD UF AH RJ BK XQ CS DU FV JW LX MZ

V| QG VE XN YR ZA WL EC ST TI I0 NM GP HY OB UD AF RH BJ KK CQ DS FU JV LW MX PZ

W | VG XE YN ZR WA EL SC TT II NO GM HP OY UB AD RF BH KJ CK DQ FS JU LV MW PX QZ

X | XG YE ZN WR EA SL TC IT NI GO HM OP UY AB RD BF KH CJ DK FQ JS LU MV PW QX VZ

Y] YG ZE WN ER SA TL IC NT GI HO OM UP AY RB BD KF CH DJ FK JQ LS MU PV QW VX XZ

Z | 2G WE EN SR TA IL NC GT HI 00 UM AP RY BB KD CF DH FJ JK LQ MS PU QV VW XX YZ

FIGURE 47a.

b. In the preceding table two mixed sequences were employed to form the cipher equivalents,
one sequence being based on the key phrase WESTINGHOUSE AIR BRAKE and the other on
GENERAL ELECTRIC COMPANY. The table in Fig. 47a could have been drawn up in a slightly
different manner, as shown in Fig. 47b, and still yield the same cipher equivalents as before.
Using this latter table, 6 for any plaintext digraph is found at the intersection of the row and
column identified by 6} and 63, respectively; 62 is found in the sequence below the table and is
taken from the position directly under the column identified by 62. A few trial encipherments
will illustrate that this table is eryptographically equivalent to that of Fig. 47a.
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| i: ; ABCDEFGHIJKLMNOPQRSTUVWXYZ

0

PCONQZHANARANKMSOYVENGIUOUQRE X
FrocoINZuduuEaNLKHKJIDIENGCRUODORE
W rcOoOmIQZHANEHIENKK SOV GWTODORN
O RWAPCOIQZHHUAENKK<IOTENGIOOQ

R NRKM<OoYRErwEHUaOXRwWrPbcOIQ@ZHINEA
Hl NKNM<OTUECwRDaXwlrPbcorTQZHAnE
Zl s NI XR<LOTRENGRUOQORDNIPACOTIQZHAN
W NEHENRNLOYVENrQTmUQRWAIFPCOTIQZHA
|l HUEENKNM<OTDEREDGRUQREIP>PCOTIOZEAH
MHANEBENKMLOTTRNGUaRIPQCOT QR
Q| ZHAVNEENKX<LQOTErNWMUaOXODIPCOIQ
H QZHumREaNKK<dOoOYTEragUaRXR@wI»>COlX
H ZQZAANEENRKMAOYIRCGCIUORTI»CO
ocloXrnzZH3REENKMLOTIRINwWuIIUDQaRWAIP»C
B2l ocorazZzHESunEEN<KMKLdODYIENGHMUOQORW O >
]l aRwurcolINZH-AuBaANHKN<L<OTRCLOGEU
Tl gaRmIPCOLQZHANAEENRKMLSOTTRIOCT
W MOUORWIPCOTIQAZHRHANEANKMLSOIEDNG
Rl omouwaRwArPbcdomQZHAHEANEAEANKM<lOYELT
Ol ruTHmDQRENPCOIQZHANEIANKHNJOTR
N ECGTIUQRENPCOIQAZHANEIANK XSO
|l vEramuUQREwAIrPCOTTIQZHHEAUAEANKK IO
<] OVErNGMTHUQRBIPCOIQZRANEANKN
H <OovErGEDORTIPCAOIQZHANEANKM
M Lo EDPGCTHUOAORNIPAOTQZHANEIN
N KMgSOTEDGUDaRWIPCOINZHE0EAN

& NRXXE<JCHNIOTDTOZErNrRGHIQTIEMUOUQW >

PYB
Ficure 47b.

c. Figs. 48 and 49, below, contain other possible types of tables for digraphic substitution.
In Fig. 48, it will be seen that there are two vertical sequences to the left of this table and no
horizontal sequence below it. 6} is located in the leftmost sequence, 0} being found directly to
its side in the right-hand sequence; 82 is then found at the intersection of the row and column
identified by 6; and 63, respectively. The table in Fig. 49 provides digraphic equivalents by
means of the coordinate system (e. g., RE,=JZ,), in the same manner as in Fig. 474, and a cursory
examination of the inside of the table might disclose nothing new about this table at all. But,
if one were to scan closely the diagonals formed by each 8} from upper right to lower left, he
would see that each such diagonal changes below the “M; row’’; similarly, if the diagonals formed
by 62 are scanned from upper left to lower right, it will be seen that each of them also changes
after the “M, row”. In effect, the inside of the table is divided into two separate portions by
an imaginary line extending horizontally between the M and N rows; but within each portion
a straightforward type of symmetry is exhibited and the same two mixed sequences have been
employed in each. Actually,in a 26 x 26 table, it is not possible to maintain the diagonals formed
thus by 8 and 62 in & completely “unbroken’ sequence without producing repeated digraphs
within the table and without consequent cryptographic ambiguity; thus, Fig. 49 illustrates one

type of limited diagonal symmetry which must be resorted to in the systematic construction
of such a table.
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

w

NUOUMZM<LSIOBHHOELMNOARKRIAMOND D> E XN
MNUMZESADEHHOEMLMODARRIDMXMOND>E
EMNURMZMK4 JOHHOSEMLMMMNAKRIAXOND >
PEMNUNZG OB HOSEALNODARIEDSXOWUD
DEENNUMZE<SA JOFHHOEAMAOAQAR I HYXOW
NOLPEXKNUNMNZAS IOEHHOSELMONARKRIHDXO
CUuDEFEENMNURZMN 4 JOHHOEMLMOART DM
MONDPPEMNUOUNZAK< JOBHHOZEMLMMOMAKI®D
PMONDEFEMNOMZKNSADBHHOEMAL>MMOAO KD
IOXONDPEXNUMZK<S JOHRHOZEAMMAR
EIHOMONDEPEMNURZMNSJOUBHOEMLNMNMOND
ARIHXONDEPEMNUMZESJOHHOEAMM
MAKRIDXMONDPEXNNUMZEN S IJOEBMHOEMLM
HOAREOXOVNDEPEXNNUMZEK<S JOMHOEML
AP ARESXONDPEPEMNURNZEN<JIOHHORE
S AaaARIOMONDEPEMNUOMAZAKNSIVEHO
OEMMAOARIOYMONDEPEXNUMNZIN S A0EHH
HOZE oAk IHDXMOUDSERNNUKRZMNAJOBH
HFHOZEMLMOARITDXMONDEIEKNURMZMK «J0
CEHHOEAMAONAQAKMIDNXONDPEMNNORZ X <]
HOHHOZBEMLMIMMNOAMRIHDXONDEEMNOMRZ X <
SAOBHEHOEALMMONARTHDXONDEEMNNURZK
KL IOHHOELIANARIHIXONDEEMNORKZ
ZESCODOODHHOELMNONAKIODXIND>EMNNOK
HEZrdJOBHHOEMLUMNOAKRIDXTNDEEMNND
URMZENSJO0OBRHOEMLMMOAOAKIDXMINDE>ENMN

FTEHRNHHZIUNODAXAXOARD IHALOD> M HN
L MOARNMMUIHY XM AEZ0MLOKMNEHDEEMKMN

Figurge 48.

d. All of the foregoing tables have exhibited a symmetry in the arrangement of their con-
tents, which is undesirable from the standpoint of cryptographic security. This systematic

internal arrangement could be detected by a cryptanalyst early in his attack on cryptograms pro-

this

duced through their use, permitting rapid reconstruction of the particular table involved;
subject will be given a more detailed treatment in par. 72. The table in Fig. 50 is an example

AF,.

r deciphering as well as for enciphering. Reciprocity is, however,

But, in the

case of such nonreciprocal, randomly constructed tables, each enciphering table must have its

complementary deciphering table.

oever in its arrangement

greater security is provided by nonreciprocal tables.

of one type of table which would provide more security than the foregoing. This table is con-
of contents. It will be noted that this table is reciprocal in nature; that is AF,=YG, and YG;

structed by random assignment of values and shows no symmetry whats
Thus, this single table serves fo

not an essential factor; in fact,
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(Showing only a partially filled table)
6

ABCDEFGHIJK ... X YZ

A [FX|CHXE|YY|ZA)YGFB|CDEF/XJ|ZX|{ . . . |EADJ/FH| A
B NY|DC|NB|ZI XX DX o« e B
C|— AH AB ... ND |C
D BB| (YA AY] |! ., . . |BF D
E |AX Al e e E
o Fl_AG NZ AZ | Y F
N P o -
X AC AJ .. . [BE X
Y IDE AF . e . AD Y
Z [AE B BD . . . |AK yA
A BCDEFGHTIUJIK XY Z
Fioure 50.

the cipher units. By way of an example, the following figure contains a fragment of a table ®
which provides trinome equivalents for the plaintext digraphs:
J U P I T E R A B X Y 2

V | 001 002 003 004 005 006 007 008 009 ... ... ... 024 025 026
E | 027 028 029 030 031 032 033 034 035 050 051 052
N | 053 054 055 056 057
U [ 079 080 081 082
S | 105 106 107
A | 131 132

- B 11567
X | 599 600 622 623 624
Y | 625 626 . 648 649 650
Z | 651 652 cee ees 2. 674 675 676

Fiaurs 51.

$ It is interesting to note that this comparatively bulky and unwieldy table can be reduced to the following
two alphabets with numerical equivalents for the letters:

() v E N U S A B . . . . . X Y Z
000 026 052 078 104 130 156 ... ... ... .., ... 598 624 650

@ J U P I T E R . . . . . X X yA
1 2 3 4 B 6 T ci. vis vee oas +.. 24 25 26

In enciphering, the first letter of the plaintext digraph is converted into its numerical value from alphabet (1),
and the second plaintext letter is converted by means of alphabet (2); the two numerical values thus derived are
added together, and their sum is taken as the cipher equivalent of the particular plaintext digraph. Of course,
this simple reduction would not be possible if the trinomes, in ascending order, had been arranged in the table

in, say, a diagonal manner.
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f. All of the foregoing tables have been digraphic in nature, but a kind of false trigraphic
substitution may also be accomplished by means of similar tables, as illustrated in Fig. 52,
wherein the table is the same as that in Fig. 48 with the addition of one more sequence at the top
of the table. In using this table, 6} is located in sequence I, and its equivalent, 8;, taken from
sequence II; 83 is located in sequence ITI, and its equivalent, 63, taken from sequence IV; 63 is
the letter lying at the intersection of the row indicated by 63 in sequence I and the column
determined by #3. Thus, FIRE LINES would be enciphered NNZ IEQ KOV. Various other
agreements may be made with respect to the alphabets in which each plaintext letter wiil be
sought in such a table, but the basic cryptographic principles are the same as in the case described.

III.

NI THNDOVOZRRDNRUHIQEMAEOQ®B>H

wagomzruwvoxww>co:QZHemmsF;
NHNE<QUORGITHAUWRKVEOHHQNPIZMO | >
NDNKI<CNOXRLITMUKITIEOoOHRQIrP»IZHM | >0
HONME<AoORWIHMUOUWKYEOHHQrM»IZ | UQ
ZHONMIE<QUNONLIWUWRKIOIEOoOMSQr > | HO
WZEQNMNAIanSXungoukKsEoHqHaQry» oM
rZEAQNXES<cNOoORGImMUWKIEoHAar a1
CrAZEONMNE<CUuOoORGIIHMUBKYIROHAQ | T@
QU IZEQANMA<CCUNORNRGIMUNKYIROHS | HX
HOrPr I ZHOANXNALCCNORNRGIIMUIRVEOR | Z2H
HHAQUO P ZEHANKBLCCUNORUITMIUWRTEO | 71
OHHQIPAIZHANXNI<CCNORNRGCIPMUEKTE | =N
BEOoOHHQrPXNZEQNMXE<ANORQW IO WK | H
TEOHSESAQANPYZEHONKNSSCNORNGINMUO B | W
RUYTEOHHAQANPIZAONNA<CNORLWINUW | =
WHRIEOHHNOAr > YZNANKIE<CNORNGI U | IO
UWKTEOHHAQN»IZAQNMNA<CCNORGI Y | o0
qUWRKITROHHEHQNP Y ZHOANKI<LSCNORNRGT | RO
THowKIEOoOHHQr N ZHMQNMXIESdNORNG | MW
CIXImMUERKYEORYSQrrIZEONMKEALCRO R (oW
RUL UK ITECOHHOE W ZHMONME<SCNO | 14
oOXLWnMUuKYEOoOHHQrsrIZHaNKE<<cu |l aa
NEORLITHNURRIEOHGAQAr>IZNONXIALIC |9
CNORWIHUOWKIYIEOHHQI>IZRMONMXE< | =521
CUNORCUTNUOIRIEOHAQDPIZROQNMN= | XX
HICCNORULTMUOUWRIEOHHQD > D ZHQNNX | <
HE<S<CNORNCGITIMUOWKIEOHRSQr>YZEHON | NN

Ficurs 52.

.g- Tables such as those illustrated in Figs. 47-52, above, have been encountered in opera-
tional systems, but their use has not been very widespread because of their relatively large
gize and the inconvenience in their production and handling. In lieu of these large tables it is
possible to employ much smaller matrices or geometrical designs to accomplish digraphic sub-
stitution; methods involving their use will be discussed in the following paragraph.
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66. Polygraphic substitution methods employing small matrices."—a. A simple method for
accomplishing digraphic substitution involves the use of the four-square matriz, a matrix consist-
ing of four 5 x 5 squares in which the letters of a 25-element alphabet (combining I and J) are
inserted in any prearranged order. In a four-square matrix, 6} of 84, is sought in Section 1; 62, P
in Section 2. Thus, 6, and 63 will always form the northwest-southeast corners of an imaginary Ll
rectangle delimited by these two letters as located in these two sections of the square. Then 6}
and 62 are, respectively, the letters at the northeast-southwest corners of this same rectangle.
Thus, TG,=XS,; WD,=CH,; OR,=¥V,; UR,=XB,; etc. In decrypting, 6. and 6 are sought in

Sections 3 and 4, respectively, and their equivalents, 6, and 62, noted in Sections 1 and 2, re- ; :
spectively. ;:Hw‘
i
ABCDE|FOURT i
FGHIKILMPQE i
Sec.1(9)) |[LMNOP|KYZSN| Sec.3 (6) L
QRSTU|IXWVA =

VWXYZHGDCRB

THIRE|ABCDE

OPQSNIFGHTIK

Sec.4 (3 |[MYZUA|LMNOP| Sec.2 (&)
LXWVBIQRSTU
KGFDC|VWXYZ
Frgure 53.

b. It is possible to effect digraphic substitution with a matrix consisting of but two sections
by & modification in the method of finding equivalents. In a horizontal two-square matriz, such
as that shown in Fig. 54, 8) of 86, is located in the square at the left; 62, in the square at the right.

MANUF|/AUTOM
CTRIGIBILES
6,62 |BDEHK|CDFGH| 626
LOPQS|KNPQR
VWXYZ|IVWXYZ
Fiaure 54.

When 6 and 62 are at the opposite ends of the diagonal of an imaginary rectangle defined by
these letters, the ciphertext equivalent comprises the two letters appearing at the opposite ends
of the other diagonal of the same rectangle; 8} is the particular one which is in the same row as
8;, and 6 is the one in the same row as 6. For example, AL,=TT,; DO,=GA,. When 6}
and 6] happen to be in the same row, the ciphertext equivalent is merely the reverse of the
plaintext digraph; for example, AT,=TA, and EH,=HE,.

? The word matriz a8 employed in this paragraph refers to checkerboard-type diagrams smaller than the
tables illustrated in the preceding paragraph. These matrices are usually composed of sections containing 25
cells each,
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¢. Digraphic substitution may also be effected by means of vertical two-square matrices, in
which one section is directly above the other, as in Fig. 55; it will be noted that matrices of this
type have a feature of reciprocity when employed according to the usual rules, which follow.

MANUF
CTRIG
66 |[BDEHK
LOPQS
VWXYZ
AUTOM
BILES
956 | CDFGH
KNPQR
VWXYZ
Fiaure 55.

When 6; and 6] are at the opposite ends of a diagonal, the rule for encipherment is the same as
that for horizontal two-square encipherment (e. g., M0,=UA, and UA,=M0,); when both 6; and
62 happen to be in the same column, the plaintext digraphs are self-enciphered (e. g., MA,=MA,
and EL,=EL,), a fact which constitutes an important weakness of this method.”® This dis-
advantage is only slightly less obvious in the preceding case of horizontal two-square methods
wherein the cipher equivalent of 86, consists merely of the plaintext letters in reversed order.

d. One-square digraphic methods, with a necessary modification of the method for finding
equivalents, are also possible. The first of this type to appear as a practical military system
was that known as the Playfair cipher."* It was used for a number of years as a field cipher by
the British Army, before and during World War I, and for a short time, also during that war,
by certain units of the American Expeditionary Forces. Fig. 56 shows a typical Playfair square.

The modification in the method of finding cipher equivalents has been found useful in imparting
a greater degree of security than that afforded in the preceding small matrix methods. The
usual method of encipherment can be best explained by examples given under four categories:
(1) Members of the plaintext pair, §) and 63, are at opposite ends of the diagonal of an
imaginary rectangle defined by the two letters; the members of the ciphertext pair, 6; and 6,

10 8ee subpar, 73b on other enciphering conventions which remove this weakness.

u Thig cipher was really invented by 8ir Charles Wheatstone but receives its name from Lord Playfair, who
apparently was its sponsor before the British Foreign Office. See Wemyss Reid, Memoirs of Lyon Playfair, London,
1899. It is of interest to note that, to students of electrical engineering, Wheatstone is generally not known for
his contributions to cryptography but is famed for something he did not invent—the so-called “Wheatstone
bridge”, really invented by Samuel H. Christie.
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are at the opposite ends of the other diagonal of this imaginary rectangle. Examples: M0, =AL,;
MIp——UCo, LU QMc, VI, =YC..

@) 6, and 02 are in the same row; the letter 1mmed1ately to the right of 6 forms 6;; the
letter 1mmed1ately to the r1ght of 87 forms 6. When either 6; or 8] is at the extreme right of
the row, the first letter in the row becomes its cipher eqmvalent Examples: MA,=AN,;
MU, =&F,; AF,=NM,; F&,=MN,.

(3) 6p and 62 are in the same column; the letter immediately below 8, forms 6%, the letter
immediately below 05 forms 62. When either 8} or 62 is at the bottom of the column, the top
letter in that column becomes its cipher equivalent. Examples: MC,=CB,; AW,=TA,;
WA,=AT,; QU =¥T..

4) 63 and 8 are identical; they are to be separated by inserting a null, usually the letter
XorQ, and subsequently enclphered by the pertinent rule from above. For example, the word
BATTLES would be enciphered thus:

BA TX TL ES
DM RW CO KP

The Playfair square is automatically reciprocal so far as encipherments of type (1) above are
concerned; but this is not true of encipherments of type (2) and (3).

e. It is not essential that the small matrices used for digraphic substitution be in the shape
of perfect squares; rectangular designs will serve equally well, with little or no modification
in procedure.’? For example, each section of, say, a four-square matrix could be constructed
with four rows containing six letters each by having U, serve for V,, as well as I, for J,. Further-
more, it is possible to expand the sections of a digraphic matrix to 28, 30, or more characters
by the following subterfuge, without introducing digits or symbols into the cipher text.* One
of the letters of the alphabet may be omitted from the set of 26 letters, and this letter may then
be replaced by 2, 3, or more pairs of letters, each pair having as one of its members the omitted
single letter. The 5 x 6 Playfair square of Fig. 57a has been derived thus; the letter K has

W ASHTIN
G T OB C D
E F J KA KE KI
KOKUL M P Q
R U VX Y Z
Fiaure 57q.

been omitted as a single letter, and the number of characters in the rectangle has been made a
total of 30 by the addition of five combinations of K with other letters. An interesting conse-
quence of this modification is that certain irregularities are introduced in any cryptogram
produced through its use; for example, (1) occasionally a plaintext digraph is replaced by a
ciphertext trigraph or tetragraph, such as AM, =HKU, and EP,=KEKO,; and (2) variant values may

1 However, because the terms ‘four-square matrix”’, “two-square matrix’’, and ‘“Playfair square’”’ have
become firmly fixed in cryptologic literature and practice, they continue to be applied to all such matrices,
even when the “squares” of such matrices do not contain an equal number of rows and columns (that is, even
when they are not square).

B8 The addition of any symbols such as the digits 1, 2, 3, . . . into a matrix solely to augment the number
of elements to 27, 28, 30, 32, or 36 characters would not be considered practicable, since such a procedure would
result in producing cryptograms containing intermixtures of letters and figures.
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appear—BKE,, DKE,, KEP,, GP,, and TP, all may be used to represent CK,. As far as the de-
ciphering is concerned, there is no difficulty because any K occurring in the cipher text is con-

sidered as invariably forming a ligature with the succeeding letter, taking the pair of letters -

as a unit; and, when a plaintext unit is obtained containing one of the K-pairs, the letter after

B 2 E 5 R L|A B C D E F
I 9 N A 1 C|G H I J KAKE
9l 3 D 4 F 6 G|KIKOKUKY L M gl
P 7 H 8 J @ K|{N O P QA QE QI ¢
M 0 P Q S T|QQQUQY R S T
uvw Xy 2Z\U V W X Y Z
A B CDEF|MUNTIO9C
G H I JKAKE/ 3 H 8 A 1 B
¢ KI KOKUKY L M|2 D 4 E 5 F 92
¢ N O PQAQEQI|6 G 7 J @ K P
QOQUQY R S T|L 0 P Q R S
U vVw XY ZT VWX Y Z
Ficure 575,

the K is disregarded; for example, CKO, is read as CK. The four-square matrix in Fig. 575 has
also been constructed using the foregoing subterfuge. With this latter matrix, numbers in
the plain text may be enciphered, still without producing cipher text containing numbers; for
example, the plain text "HILL 3406" would be represented by the cipher QAB AT KUKI NQE
which would be regrouped into groups of five letters and sent as QABAT KUKIN QE. ..

f. Fig. 58 shows a numerical four-square matrix which presents a rather interesting feature
in that it makes possible the substitution of 3-figure combinations for digraphs in a unique
manner. To encipher a message one proceeds as usual to find the numerical equivalents of a
pair, and then these numbers are added together. Thus:

Plain text: PR 0C EE DI NG
275 350 100 075 325

9 _13 _24 _18 7

Cipher text: 284 363 124 093 332

A|BJ| c| D| E ||000]025|050]075|100
F| G| H| I| K|125|150|175(200|225

Sec.1(0)) | L | M | N | O | P |250|275|300|325|350| Sec.3 (63
Q| R| S| T | U |375|400|425|450(475
V| W| X | Y| Z |500|525|550|575|600
gl1|2|3|4|V|Q|L|F|A
5(6|7|8|9|W|R|M)|)G)|B

Sec.4 (62 | 10|11 |12 |13|14| X | S| N | H | C | Sec.2(6)
15|16 |17 |18 |19 || Y | T | O | I | D
20|21 |22{23|24|| z | U | P | K| E

e

=

= Tma
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In deciphering, the greatest multiple of 25 contained in the group of three digits is determined; AR ¢
then this multiple and its remainder are used to form the elements for determining the plaintext |
pair in the usual manner. Thus, 284=275--9=PR.

g. Thus far all the small-matrix methods have involved only digraphic substitution. The
two matrices together illustrated in Figs. 59¢ and b may be used to provide a system for en-
cipherment which is partly trigraphic; the adverb “partly’” has been used because this par-
ticular system will yield trigraphic encipherment approximately 88.5%, of the time in ordinary
text and digraphic encipherment approximately 11.5% of the time.'* In this case the cipher
equivalents of the trigraphs (or digraphs, as the case may be) are tetranomes. Encipherment
is best illustrated by an example; this is given in the next subparagraph.

H, H; H, H, Y; Y, Y, Y, D, D; |00 OL 02 03 04 05 06 07 08 09
Dy Ds Ry Ry Ry Rq A A, Ay A, |10 11 12 13 14 15 16 17 18 19
Uy U Up Ug Ly Ly Ly Lo I, I, |20 21 22 23 24 25 26 27 28 29 i
T, I, C, C C C¢ By B, By B, |30 31 32 33 34 35 36 37 38 39
E E E E.F, F, F Fi G G |40 41 42 43 44 45 46 47 48 49 |
Sec.1 1G, G, K, Ks Ko K¢ My My My M, |50 51 52 53 54 55 56 57 58 59 | 503 Al
N, N, N, Ny O, O, O O, P, P, |60 61 62 63 64 65 66 67 68 69 il

Py, Py O Qs Q Q S; S: S; Si |70 71 72 73 T4 75 76 TT 78 19 1234
T, T, T, T, V, Va V; Vi W, W, |80 81 82 83 84 85 86 87 88 89 1[CETN
W W X X Xs Xo 2, Zs Z Z |90 91 92 93 94 95 96 97 98 99 2lroar
00 0L 02 03 040506070809|Q Q& @ & U, U U; U, E, E 3|SDLH 3|
101112 13141516 1718 19 |Ey E S, S; S Si T, T; T T, 4|cFPU |

20 21 22 2324 2526272829{I, I; I, I, O, O, 0y O, N, N, ol
30 31 32 33 34 35 36 37 38 30 |N; No A, A; A; A, B, B; By B, Fraurn 59b. i
Soo. 4 |4041 42 43 44 45464748 49/Li Ly Ly Lu ¥, ¥ Y3 Ya G G | goo o ‘

50 51 52 53 54 55 56 57 58 59|C; € D, D, D, D, F, F; F;, F,
60 61 62 63 64 65 66 67 68 69 |G, G, G G H, H, H, H K, K, '
TOTLT2 T3 TATS TE TTT8T9 K Ki M, M, My M, P, P, P, P, I
6878389 |R R Ry Re V, V Vs Vi W, W, : ¥
90 91 92 93 94 95 96 97 98 99 |W, W X, Xs Xs Xa Z1 Zo Zs Z

Figurs 59a.

k. Let the text to be enciphered be a message beginning with the words "REFERRING TO
YOUR MESSAGE NUMBER FIVE STOP . . ." This is rewritten into trigraphs, with the |
proviso that the third letter of the trigraph be one of the letters contained in the small square h
in Fig. 59b; if the third letter is not one of these 15 letters, the plaintext grouping is left as a
digraph; then the grouping into trigraphs (or digraphs ) continues. Thus, the foregoing plain
text would be written as follows:

REF ERR IN- GTO YOU RME SSA GEN UM- BER FI- VES TOP ...

In encipherment, it is to be noticed that R, occurs four times in Section 1 (as do all the letters)
and E;, occurs four times in Section 2; the proper combination of the 16 possibilities is determined
by the coordinates of the third letter of the trigraph as indicated in the small square, Fig. 595.

M4 These figures are based on the number of trigraphs ending in one of the 15 highest-frequency letters
(ETNROAISDLHCFPU), and on the number of trigraphs ending with other letters.
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Since the coordinates of F;, in this square are 42, then it is the 4tk occurrence of R, in Section 1
and the 2d occurrence of E; in Section 2 which are used to obtain the equivalent for the trigraph
REF,; this equivalent is 1905. When the plaintext unit as obtained above is only a digraph,
it is the Ist occurrence of 8, which is used in Section 1 and the st occurrence of 3 which is used
in Section 2; thus, "IN-" from the sample message beginning, above, would be enciphered 2828.
The encipherment of the plaintext example above is then

REF ERR IN- GTO YOU RME SSA GEN UM- BER FI- VES TOP
1905 4081 2828 4719 0727 1372 7417 4118 2270 3807 4024 8806 8623

The cipher text could then be transmitted in groups of four digits, or, as a subterfuge to conceal
the basic group length, the transmission could be in five-digit groups. In decipherment, the
ciphertext tetranome is deciphered in the manner of the usual four-square matrix, and the loca-
tion of the particular values for 6, and 6, will indicate the identity of the third plaintext letter,
if any.

1. Now that the student has become familiar with the details of typical polygraphic substi-
tution systems, he is ready to continue his cryptanalytic study with the treatment of methods
for recognizing polygraphic substitution; these methods are described in the next paragraph.

67. Methods for recognizing polygraphic substitution.—a. The methods used to determine
whether or not a given cryptogram is digraphic in character are usually rather simple, If thereare
many repetitions in a cryptogram or a set of cryptograms and yet the uniliteral frequency distri-
bution gives no clear-cut indications of monoalphabeticity; if most of the repetitions contain an
even number of letters and these repetitions for the most part begin on the odd letters and end
on the even letters of the message, yet the cipher text does not yield to solution as a biliteral
cipher when the procedures outlined in Chapters VII and VIII are applied to it; if the crypto-
grams usually contain an even number of letters (exclusive of nulls); and if the cipher text is
in letters and all 26 letters are not present and J or U are among the absent letters (or if the cipher
is in digits and there is a limitation in the range of the text when divided into trinomes, this range
usually being not greater than 001-676); then the encipherment may be assumed to be digraphic
in nature.

b. Although the foregoing general remarks are true as far as they go, occasionally they may
be difficult to apply with any clear-cut results unless a large volume of cipher text is available for
study. To supplement them there are statistical tests which may be applied for the recognition
of digraphic substitution. Just as the ¢ test and the A test may be applied to the uniliteral dis-
tribution of a cryptogram to help determine whether it is monoalphabetic with respect to single-
letter plaintext units, so may these same tests be applied to the digraphic distribution of a crypto-
gram for the purpose of determining whether the cryptogram in question is monoalphabetic when
considered as a digraphic cipher.

" ¢. The basic form of the ¢ test is the same when applied to digraphic distributions as when
applied to monographic—that is, uniliteral—distributions (see par. 27). It is only the plain and
random constants that change, and "N" in the formulas now pertains to the number of digraphs
under consideration, instead of the number of single letters. To illustrate this, the formulas for
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computing the ‘‘digraphic phi plain” (s$;) and “the digraphic phi random” (;¢,;) are shown
below:

adp=.0069 N(N-1)
s¢:=.0015 N(N-1)

The ‘‘digraphic phi observed” (3¢,) is calculated in the usual manner, that is, by multiplying
each f (which in this case is found in each one of the cells of a digraphic distribution) by f~1, and
then totalling all the values thus derived.

d. The digraphic A test (or the “digraphic blank-expectation test’’) may be applied to a
digraphic distribution just as easily as its monographic counterpart is applied to a uniliteral
frequency distribution. For this purpose, Chart 8 is given below, showing the average number
of blanks theoretically expected in digraphic distributions for plain text and for random text
containing various numbers of digraphs (up to 200 digraphs). As can be seen, the chart contains
two curves. The one labeled P applies to the average number of blanks theoretically expected
in digraphic distributions based upon normal plaintert messages containing the indicated number
of digraphs. The other curve, labeled R, applies to the average number of blanks theoretically
expected in digraphic distributions based upon perfectly random assortments of digraphs. In
using this chart one finds the point of intersection of the vertical line corresponding to the
number of digraphs in the message, with the horizontal line corresponding to the observed num-
ber of blanks in the digraphic distribution for the message. If this point of intersection falls
closer to curve P than it does to curve R, this is evidence that the cryptogram is digraphic in
nature 8; if it falls closer to curve R than to curve P, this is evidence that the cryptogram is not
digraphic in character.

e. Although it may not be necessary to resort to the use of the digraphic ¢ and A tests to
determine whether or not a particular cryptogram has been digraphically enciphered, it is well
to know the application of these tests, since use has been made of them in difficult cases in opera-
tional practice. They may be helpfully employed in cases where the cryptanalyst is uncertain
as to whether or not a single null has been added at the beginning of a cryptogram suspected to

18 The digraphiec plain constant, .0069, was obtained by summing the squares of the probabilities of digraphs
in English plain text; the digraphic random constant, .0015 (or .00148 to three significant figures), is merely the

decimal equivalent of 1/676. The digraphic I. C. for English plain text is 4.66, i e., m: as compared with the

.00148
.00148
digraphic I. C. for random text of 1.0, i e., 00148 Further elaboration on the use of these constants, among

others, will be given in Military Cryptanalytics, Part I11.

18 Unfortunately, such would also be the case if the cryptogram under consideration were a polyalphabetic
oipher involving two alphabets. However, to distinguish between a digraphie cipher and a polyalphabetio
cipher with two alphabets, a digraphic distribution could be made ‘“off the cut”, that is, made of those ciphertext
digraphs which are formed by omitting the first letter of text and then dividing the remaining text into groups
of two letters. If the system were digraphic, such a distribution would exhibit a poor ;¢,; if the system were &
two-alphabet substitution system, the ¢, would be as satisfactory as that of the regular distribution, taken
“‘on the cut”.
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Crarr 8. Curves showing the average number of blanks theoretically expected in digraphic dis-
tributions for plain text (P) and for random text (R) for messages comprising various numbers of di-
graphs, (See subpar. 67d.)

be a digraphic cipher; and these tests may also be found useful in the analysis of complex cases
where the digraphic encipherment has been applied, not to adjacent letters of the plaintext
message, but to digraphs composed of more-or-less separated letters in the message. Elaborations
of these ideas will be treated in Military Cryptanalytics, Part II.

J. As for the recognition of trigraphic substitution ciphers—if most of the repetitions are a
multiple of three letters in length, if these repetitions for the most part begin (when the cipher
text is divided into trigraphs) with the first letters and end with the third letters of the trigraphs,
and if the length of the cryptograms is for the most part a multiple of three letters, yet the cipher
text does not yield to solution as a triliteral cipher, then the encipherment may be assumed to be
trigraphic in nature.
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g. Just as the ¢ test may be used as an aid in the recognition of digraphicity, it may theo-
retically be used for recognizing the trigraphic, tetragraphic, etc., nature of cryptograms, but
its use for these latter purposes is much more limited because of the large amount of text which
would be required to permit a valid application of the pertinent polygraphic ¢ test.

68. General procedure in the identification and analysis of polygraphic substitution -
ciphers.—a. Certain systems which at first glance seem to be polygraphic, in that groupings
of plaintext letters are treated as units, are on closer inspection seen to be only partly poly-
graphic in character. Such is true of systems involving large tables of the type illustrated in
Figs. 47a and b, and 48 (in par. 65, above), wherein encipherment is by pairs but one of the
letters in each pair is enciphered monoalphabetically, making these systems only pseudo-poly-
graphic. For example, using the table in Fig. 48, any plaintext digraph beginning with "A"
must be enciphered by a ciphertext digraph beginning with "W"; any plaintext digraph beginning
with "B" must be enciphered by a ciphertext digraph beginning with "E"; etc. A cryptogram
involving the use of this table may then be identified as such merely from a study of the uniliteral
frequency distribution made on the initial letters of the cipher digraphs, since such a distribution
would perforce be monoalphabetic.”

b. In certain other systems—namely, the four-square, two-square, and Playfair square
systems of par. 66, above—the method of encipherment is by pairs, but the encipherments of
the left-hand and right-hand members of the pairs show group relationships; this is not pseudo-
polygraphic but, rather, partially-polygraphic. Cryptograms enciphered by means of systems
of this latter type may not be readily identified as such merely through an examination of their
cipher text, but their solution may be effected rather rapidly as soon as a few correct plaintext
assumptions have been made therein. A more detailed treatment of this matter will be given
in succeeding paragraphs of this chapter.

¢. The analysis of cryptograms which have been produced by digraphic substitution is
accomplished largely by the application of the simple principles of frequency of digraphs,®
with the additional aid of digraphic idiomorphs and such special circumstances as may be
known to or suspected by the cryptanalyst. The latter refer to peculiarities which may be the
result of the particular method employed in obtaining the equivalents of the plaintext digraphs
in the encrypting process, such as those mentioned in subpars. a and b, above. In general, if
there is sufficient text to disclose the normal phenomena of repetition and idiomorphism, or if
cribs are available to be used as an entering wedge, solution will be feasible. The foregoing
general statements will be expanded upon in the following two subparagraphs, d and e.

d. When a digraphic system is employed in regular service, there is little doubt that traffic
will rapidly accumulate to an amount more than sufficient to permit of solution by simple
principles of frequency. Sometimes only two or three long messages, or a half-dozen of average
length, are sufficient. For with the identification of only a few cipher digraphs, larger portions
of messages may be read because the skeletons of words formed from the few high-frequency

17 For this purpose, the simplest and most economical way to obtain the uniliteral distributions for the
initial and final letters of digraphs is to make a digraphic distribution and then add the tallies in each row to
yield the distribution for the initial letters, and add the tallies in each column to obtain the distribution for the
final letters.

18 Tn this connection, it would be well for the student to familiarize himself with that portion of Appendix 2
which contains digraphic frequency data, if he has not already done so.
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digraphs very definitely limit the values that can be inserted for the intervening unidentified
digraphs. For example, suppose that the plaintext digraphs RE, IN, ON, ND, NO, SI, NT, and
TO are among those that have been identified by frequency considerations, corroborated by a
tentatively identified long repetition; and suppose also that the enemy is known to be using
a large table of 676 cells containing digraphs showing reciprocal equivalence between plaintext
and ciphertext digraphs. Suppose the message begins as follows (in which the assumed values
have been inserted):

XQ VO ZI LK AP OL 2ZX PV CK IK OL UK AT HN LK

ND 1IN NT RE NT NO IN
VL BN 0Z BZ DY TY LE GI
SI ON TO

The initial words SECOND INFANTRY REGIMENT are readily recognized. Furthermore, if
LI CK,=GT, then GI,=CK,, which suggests ATTACK as the last word in the message beginning.
in This fragment of the message may now be completely recovered: SECOND INFANTRY REGI-
| MENT NOT YET IN POSITION TO ATTACK......
| e. Just as the choice of probable words in the solution of uniliteral systems is aided or
limited by the positions of repeated letters (see subpar. 49d), so, in digraphic ciphers, is the
placing of cribs aided or limited by the positions of repeated digraphs. In this connection,
several frequent words and phrases containing repeated digraphs have been tabulated for the
student’s aid, and this list of digraphic idiomorphs is presented as Section D in Appendix 3
[ 3 (q. v.). Thus, if one is confronted by a ciphertext message containing the following repeated
sequence (therefore likely to represent an entire word)

VI FW HM AZ FF FW RO

P | he may refer to the appropriate section of Appendix 3 which will disclose, on the basis of the
\
|

R R R

TR o

idiomorphic pattern "AB .. .. .. AB" starting with the second cipher digraph, that the
underlying plaintext word may be RE EN FO RC EM EN T, among others. Once & good start
has been made and a few words have been solved, subsequent work is quite simple and straight-
forward. A knowledge of enemy correspondence, including data regarding its most common
words and phrases, is of as much assistance in breaking down digraphic systems as it is in the
: solution of any other cryptosystems.
1| J. In the case of trigraphic substitution, analysis is made considerably more complex by
the large amount of traffic required, not only for the initial entries, but also for further exploita-
tion of the entering wedges. In effect, the solution of & trigraphic system closely parallels the

solution of the syllabary portion of a large two-part code; these techniques will be discussed in
il | Military Cryptanalytics, Part V. '
it | 69. Analysis of four-square matrix systems.—q. In all the small-matrix methods illustrated
in par. 66, the encipherment is only partially digraphic because there are certain relation-
ships between those plaintext digraphs which have common elements and their corresponding
ciphertext dlgraphs, which will also have common elements. For example, in the four-square
‘ matrix_given in Fig. 53, it will be noted that AR, —FT,, AF,=F0,, AL,=FM,, AQ,=FL,, and
| AV,=FK.. In each of these cases when A, is the initial letter of the plaintext pair, the initial
L letter of the ciphertext equivalent is F,. This, of course, is the direct result of the method; it
L means that the encipherment is monoalphabetic for the first half of each of these five plaintext pairs.
% J } i This relationship holds true for four other groups of five pairs beginning with A,; in effect, there

!

\

e T

R o
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are five cipher alphabets employed, not 25. Thus, this case differs from the case discussed under
subpar. 68a only in that the monoalphabeticity is complete, not for half of all the pairs but
only among the members of certain groups of pairs. In a true digraphic system, such as a system
making use of a 676-cell randomized table, relationships of the foregoing type are entirely absent,
and for this reason such a system is cryptographically more secure than small-matrix systems, ‘

b. From the foregoing it is clear that when solution has progressed sufficiently to disclose
a few values, the insertion of letters within the cells of the matrix to give the plaintext-ciphertext b
relationships indicated by the solved values immediately leads to the disclosure of additional
values. Thus, the solution of only a few values soon leads to the breakdown of the entire matrix.

¢. The following example will serve to illustrate the procedure.

(1) Let the message be as follows:

AAHFCAP GOQIL BSPKM NDUKE OHQNF BORUN
BQCLCH QBQBF HMAFX SIOKO QYFNS XMCGY
CCXIFBE XAFDX LPMXH HRGKG QKQML FEQQI
DGOIHM UEORD CLTUF EQQCG QNHFX IFBEX
L= —— . ————— e ec——————
EEFLBUQ FCHQO QMAFT XSYCB EPFNB SPKNU
FFQITXE UQMLF EQQIG OIEUE HPIAN YTFLB I

gy

GFEEPI DHPCG NQIHB FHMHF XCKUP DGQPN

HCBCQL QPNFN PNITO RTENC CBCNT F‘HHAY:
J.‘LZLQCI AAIQU CHTPC BIFGW KFCQS LQMCB
K.OYCRQ QDPRX FNQML FIDGC CGIOG OIHHF
LIRCGG GNDLN 0OZTFG EERRP IFHOT FHHAY#

M. ZLQCI AAIQU CHTP

(2) The cipher having been tested for standard alphabets (by the method of completing ol
the plain-component sequence) and found to give negative results, a uniliteral frequency dis- o
tribution is made. It is as follows:

- Z = |
Z E == =
Z L EEE = - Z
~EX ERXRERXEZE S _EERE - - -
EXEZREZEER S ERBZTEBE_ZEZBZE Z = b
ZEEZZZXZEXEERRE RRXRERXEZEZZERZERE JE=E= |
ABCDEFGHIJKLMNOPQRSTUVWXYZ |
11 15 26 8 16 30 17 23 23 0 8 14 11 18 15 16 83 o6 6 11 11 0 1 12 7 3

(3) At first glance this may appear to the untrained eye to be a monoalphabetic frequency 1 =
distribution, but upon closer inspection it is noted that, aside from the frequencies of four or
five letters, the frequencies for the remaining letters are not very dissimilar. There are, in
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} reality, no very marked crests and troughs—certainly not as many as would be expected in a
‘ & monoalphabetic substitution cipher of equal length. The ¢ test, if taken (this test, as a rule,
is not necessary with samples of text of sizes such as this), would show unsatisfactory results

($0=6082, as against ¢,=7870 and ¢,=4543).
(4) The message is carefully examined for repetitions of 4 or more letters, and all of them

are listed:
j Frequency  Located in lines
i ‘ TFHHAYZLQCTIAAIQUCHTP (20 letters) 2 H and L.
; QMLFEQQIGOI (11 letters). 2 C and F.
XIFBEX (6 letters) 2 C and D.
FEQQ. . . e 3 C, D, F.
QMLF. 3 c, F, K.
BFHM. 2 B and G.
BSPK. 2 A and E. j
GOIH. 2 D and K. 1

Since there are quite a few repetitions, two of considerable length, since all but one of them
contain an even number of letters, since these repetitions with but two exceptions begin on odd
letters and end on even letters, and since the message also contains an even number of letters
(344), the cryptogram is retranscribed into 2-letter groups for further study. It is as follows:

5 10 15

HF CA PG 0Q IL BS PK DU KE OH QN FB OR UN

BQ BF HM AF I0 KO QY FN SX MC GY 3

AF DX LP MX RG KG QK QM LE EQ QI
HF

HQ

X1 FB EX

GO ITH MU EO RD CL TU FE_QQ CG QN XI_ FB EX
QF
EU

£ B B

CH Q0 QM AF TX SY CB EP FN BS PK NU
QM LF EQ QI GO IE UE HP IA NY TF LB
FE EP ID HP CG NQ IH BF HM HF XC KU PD GQ PN
CB ¢Q LQ PN FN PN IT OR TE NC CB CN TF HH AY
7. QC IA AT QU CH TP CB IF GW KF CQ SL QM CB
OY CR QQ DP RX FN Q4 LF ID GC CG IO GO IH HF
IR CG GG ND LN 0Z TF GE ER RP IF HO TF HH AY
M| ZL_QC TA AT QU CH TP

H R o 0 O =" B OQ W &
o
H
-3
>

It is noted that all the repetitions listed above break up properly into digraphs except in one
case, viz., FEQQ in lines C, D, and F. This latter seems rather strange, and at first thought one
might suppose that a letter was dropped out or was added in the vicinity of the FEQQ in line D.
But it may be assumed that the FE QQ in line D has no relation at all to the .F EQ Q. iu lines ;
C and F and is merely an accidental repetition. .
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(5) A digraphic distribution is made as follows:
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

i

=
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BNV o000 hA 0O |
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i
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LN

NSO 9OZRBrrNGHIQEIERDOQW >

N

-
=

4 9857208107 - 3681399125319 ~-1871 -

Fiaure 60.

(6) The appearance of the foregoing distribution for this message is quite characteristic of
that for a digraphic substitution cipher Although there are 676 possible digraphs, only 107
are present in the distribution; this parallels what is expected of normal plain text, since out of
the 676 possible two-letter combinations (including ‘“impossible plaintext digraphs” such as
QQ, JK, etc., which might have been used for special indicators, punctuation marks, etc.) only
about 300 are usually used in the construction of plain text.’®* The number of blank cells, 569,
closely approximates the 566 which would be expected in a distribution made on a sample of
plain text of this size, as shown by Chart 8. Furthermore, although there are many cases in

1 The 300 most frequent digraphs comprise 95% of normal English plain text (Appendix 2, Table 7-A).
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o 3
‘ which a digraph appears only once, there are quite a few in which a digraph appears two or three

times, four cases in which a digraph appears four times, one case in which a digraph appears il
five times, and one in which a digraph appears six times. All of the foregoing observations,g
concerning the distribution are reflected by the ¢ test: the observed digraphic phi value, 210, ;
compares very favorably with the expected plain value (=.0069X172X171 = 203) as against
the expected random value (=.0015X172X171=44). Thus all indications point to a digraphic i
substitution system. -
(7) Since neither the ¢, (1780) and A, (4) for the initial letters of the cipher digraphs :
nor the ¢, (1496) and A, (2) for the final letters are too satisfactory in their approximation to
the values expected for monoalphabetic distributions (¢,=1962 and ¢,=1133; A,=5 and
A.=0), the possibility of a pseudo-digraphic system is ruled out for the time being. "There j
remain the possibilities of a partially-digraphic system employing a small matrix, or a true 4
digraphic system employing a large, randomized table. In one common type of small-matrix 3
system, the Playfair cipher, one of the telltale indications besides the absence of (usually) th
letter J is the absence of cipher doublets, that is, two successive identical cipher letters. Th
occurrence of the double letters GG, HH, and QQ in the message under investigation eliminates
the possibility of its being a normal Playfair cipher. For want of more accurate diagnostic
criteria ® at this stage,® the simplest thing to assume, from among the various hypotheses that "]
remain to be considered, is that a four-square matrix is involved. One with normal alphabets
(as being the simplest case) in Sections 1 and 2 is therefore set down (Fig. 61a).

ABCDE
FGHIK
l] LMNOP 3
QRSTU
VWXYZ
ABCDE
FGHIK
4 LMNOP| 2
QRSTU
VWXYZ
Figurs 6la.

30 Even a medical practitioner often cannot successfully diagnose & condition on the first visit. Crypt~
analytically speaking, we are still on our “first visit”. Subsequent probing will, we hope, reject or substantiate
this or that hypothesis or assumption, until the patient (the cipher text) is recovered (i. e., brought back to :j
plain text). .

31 However, see the treatment on the diagnosis of various types of digraphic systems in subpar. 73j.
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(8) The recurrence of the group QMLF, three times, and at intervals suggesting that it
. might be & sentence separator, leads to the assumption that it represents the word STOP. The
letters Q, M, L, and F are therefore inserted in the appropriate cells in Sections 3 and 4 of the
diagram. Thus (Fig. 61b):

2iiie s LSRR

ABCDE

FGHIK |
1 [LMNOP L| 3
QRSTU Q
VNXYZ l I
ABCDE tL;F"!‘
FGHIK ol
4 F |[LMNOP| 2 J;
M QRSTU ]
VWXYZ ;i

Fiqgure 61b. f

These placements seem rather good from the standpoint that keyword-mixed sequences may
have been used in these two sections. Moreover, in Section 3 the number of cells between L
and Q is just one less than enough to contain all the letters M to P, inclusive; this suggests I
that one of these letters, probably N or 0, is in the keyword portion of the sequence; that is, { !
near the top of Section 3. Without making a commitment in the matter, let us suppose that M

~ follows L and that P precedes Q; then let both N and O, for the present, be inserted in the cell ' ;
between M and P. Thus (Fig. 61c¢): ‘
ABCDE
FGHIK
1 LMNOP L 3
QRSTU|MS PQ
VWXYZ |
ABCDE ‘i’i
FGHIK Hll
4 F (LMNOP| 2 i
M QRSTU
VWXYZ
Ficure 6lec.
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__ (9) Now, if the placement of P in Section 3 is correct, the cipher equivalent of T:—!i, will be
Pd,, and there should be a group of adequate frequency to correspond. Noting that PN, occurs
three times, it is assumed to represent TH, and the letter N is inserted in the appropriate cell in
Section 4. Thus (Fig. 61d):

ABCDE
FGHIK
1 [LMNOP L| 3
QRSTU|MY PQ
VWXYZ
ABCDE
N [FGHIK
4 F |[LMNOP| 2
M QRSTU
VWXYZ
Fiaure 61d.

(10) Itis about time to try out these assumed values in the message. The proper insertions
are made, with the following results:

5 10 15
A| HF CA PG 0Q IL BS PK MN DU KE OH QN FB OR UN
B| QC LC HQ BQ BF_HM AF XS I0 KO QY FN SX MC GY
C| XI_FB EX AF DX LP MX HH RG KG QK QM LF FEQ QI
ST oP
D| .0 IH MU EO RD CL TU FE Q@ CG QN HF XI_FB EX
E| FL BU QF CH Q0O QM AF TX SY CB EP FN BS_PK NU
ST
F| QI TX EU QM LF EQ QI GO IE UE HP IA NY TF LB
ST OP
G| FE EP ID HP CG NQ IH BF_HM HF XC KU PD GQ PN
R TH
H| CB CQ LQ PN FN PN IT OR TE NC CB CN TF_HH AY
TH TH >
J| 2L _QCc IA AT QU CH TP CB IF GW KF CQ SL QM CB
ST
K| OY CR Q@ DP RX FN QM LF ID GC CG IO GO IH HF
ST 0P
L| IR €6 G& ND LN OZ TF GE ER RP IF HO TF_HH AY
M| 2L _QC IA AT QU CH TP
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(11) So far no impossible combinations are in evidence. Beginning with group H4 in the
message is seen the following sequence:

PN FN PN
TH .. TH

Assumeit tobe THAT THE. Then AT,=FN,, and the letter N is to be inserted in row 4 column 3 of
Section 4. But this is inconsistent with previous assumptions, since N in Section 4 has already
been tentatively placed in row 2 column 4. Other assumptions for FN, are made: that it is
IS, (THIS TH...); that it is EN, (THEN TH...); but the same inconsistency is apparent. In
fact the student will see that FN, must represent a digraph ending in F, G, H, I-J, or K, since N,
is tentatively located on the same line as these letters in Section 2. Now FN, occurs 4 times in
the message. The digraph it represents must be one of the following:

DF, DG, DH, DI, DJ, DK OF, 0G, OH, OI, 0J,
IF, IG, IH, II, 1J, IK TK, -
JF, JG, JH, JI, JJ, JK YF, YG, YH, YI, YJ, YK

Of these the only one likely to be repeated 4 times is OF, yielding

PN FN PN
TH OF TH which may be a part of

CQ LQ PN FN PN IT
.N OR TH OF TH E.

CQ LQ PN FN PN IT
.S OU TH OF TH E.

In either case, the position of the F in Section 3 is excellent: F . . Linrow 3. There are
3 cells intervening between F and L, into which G, H, I-J, and K may be inserted. It is not
nearly so likely that G, H, and K are in the key word as that I should be in it. Let it be as-
sumed that this is the case, and let the letters G, H, and K be placed in the appropriate cells
in Section 3. Thus (Fig. 61e):

ABCDE
FGHIK
1 ILMNOP|FGHKL| 3
QRSTUIMEPQ
VWXYZ :
ABCDE
N |[FGHIK
4 F [LMNOP| 2
MQ [QRSTU
VWXYZ

Figurg 6le,
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Let the resultant derived values be checked against the frequency distribution. If the position
of H in Section 3 is correct, then the digraph ON,, normally of high frequency, should be repre-
sented several times by HF,. Reference to Fig. 60 shows HF, to have a frequency of 4. And
HM,, with 2 occurrences, represents NS,. There is no need to go through all the possible cor-
roborations, .
PN FN PN
(12) Going back to the assumption that TH .. TH is part of the expression

CQ LQ PN FN PN IT or CQ LQ PN FN PN IT
.NOR TH OF TH E. .S OU TH OF TH E.,

1t is seen at once from Fig. 61e that the latter is apparently correct and not the former, because
LQ, equals OU, and not OR,. If 0S,=CQ,, this means that the letter C of the digraph CQ,, must
be placed in row 1 column 3 or row 2 column 3 of Section 3. Now the digraph CB, occurs 5
times; CG,, 4 times; CH,, 3 times; CQ,, 2 times. Let an attempt be made to deduce the exact
position of C in Section 3 and the positions of B, G, and H in Section 4. Since F is already
placed in Section 4, assume G and H directly follow it, and that B comes before it. How much
before? Suppose a trial be made. Thus (Fig. 61f):

ABCDE c?
FGHIK c?

1 LMNOP|IFGHKL 3
QRSTU|M§PQ
VWXY2Z

ABCDE
N FGHIK

4 |B"BB?F GILMNOP| 2

H MQ |QRSTU
VWXYZ
Fiaure 61f,

By referring now to the frequency distribution, Fig. 60, after a very few_minutes of experimen-~
tation it becomes apparent that the following is correct:

ABCDE c
FGHIK
1 [LMNOP/FGHKL| 8
QRSTU|M§PQ
VWXYZ
ABCDE
N [FGHIK
4 |B FGILMNOP| 2
H MQ |QRSTU
VWXYZ
Fiaurs 61g,

T CONFMIDENTIAL- 154

]

R R Jra TR

it ne A i e B i, 1



E REF ID:RA64649 |
——CONFIDENTHE- 1

(13) The identifications given by these placements are inserted in the text, and solution is ‘
very rapidly completed. The final matrix and deciphered text are given below. |

ABCDE|SOCTIE
FGHIK|ITYABD il

1 LMNOP|IFGHKL| 3
QRSTUIMNPQR
VWXYZ|UVWIXZ
EXPULIABCDE
SIONAIFGHIK

4 | BCDFGILMNOP| 2
HKMQR(QRSTU
TYVWYZ|IVWXYZ

Figurs 6154,
5 10 15

A| HF CA PG 0Q IL BS PK MN DU KE OH QN FB OR UN
ON- EH UN DR ED FI RS TF IE LD AR TI LL ER YF

B| QC LC HQ BQ BF HM AF XS IO KO QY FN SX MC GY
RO MP 0S IT IO NS IN VI CI NI TY OF BA RL OW

C| XI FB EX AF DX LP MX HH RG KG QK QM LF EQ QI
WI LL BE IN GE NE RA LS UP PO RT ST OP DU RI

D GO IH MU EO RD CL TU FE QQ CG QN HF XI FB EX j
NG AT TA CK SP EC IA LA TT EN TI ON WI LL BE :

PA ' ID TO AS SI ST IN GA DV AN CE OF FI RS TB

QT TX EU QM LF EQ QI GO IE UE HP IA NY TF LB
RI GA DE ST OP DU RI NG AD VA NC EI TW IL LP

FE EP ID HP CG NQ IH BF HM HF XC KU PD GQ PN

bxg

H @

CB CQ LQ PN FN PN IT OR TE NC CB CN TF HH AY
AN DS OU TH OF TH AY ER FA RM AN DH IL LS IX

2L QC IA AI QU CH TP CB IF GW KF CQ SL QM CB

Cug

!

OfY CR QQ DP RX FN QM LF ID GC CG I0 GO IH HF
DN ES TT HE RE OF ST OP CO MM EN CI NG AT ON

B
=
o
=1
H
£
[« ]
[w)
[
n
B
2
o
o
3
o
o
8
2
[4/]
-3
b
-1

ZE RO EI GH TD AS HA .
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d. In the solution of four-square cryptograms, advantage may be taken not only of the
general type of digraphic idiomorphs mentioned in subpar. 68¢, above, but also of a special
type of partial idiomorphism present in any four-square cryptograms involving the use of a
matrix in which the plain components consist of normal alphabets normally inscribed.”® As an
illustration, let the digraphs SO UT (H.) be enciphered by means of any four-square having
normal alphabets in Sections 1 and 2, and it will be found that in the encipherment the initial

letter of the cipher digraph representing SO, will be identical to the initial letter of the cipher

digraph representing UT,, regardless of how the cipher components are constructed. On this
basis, a brief list of specialized single-letter patierns have been compiled for use in the solution
of such a digraphic system; this list of ‘‘four-square digraphic idiomorphs” constitutes Section F
of Appendix 3.

e. It is interesting to note how much simpler the technique of analysis is in the case of so-
called inverse four-square ciphers, which involve the use of a matrix wherein the ciphertezt sections
contain normal alphabets, the plain components being mixed. For example, referring to Fig. 53,
suppose that Sections 3 and 4 are used as the source of the plaintext pairs, and Sections 1 and 2
as the source of the ciphertext pairs; then ON,=ET, EH,=GE,, etc. The simplicity of the
analytic procedure will be made clear by the following exposition.

(1) To solve a message enciphered with an inverse four-square matrix, it is necessary to
perform two steps. First, convert the ciphertext pairs into their plain-component equivalents
by “deciphering” the message with a matrix in which all four sections contain normal alphabets;
this operation yields two uniliteral substitution ‘“ciphers’”, one composed of the odd letters, the
other of the even letters. The second step is to solve these two monoalphabetic portions.

(2) As an example, let us consider the following cipher text, known (or assumed) to have
been encrypted with a trinome-digraphic # system incorporating & four-square matrix similar
to that illustrated in Fig. 58, except that the plain-component sections have been changed:

20323 85081 83450 27934 11503 09168
27835 41804 50413 27416 33091 01092
20805 74135 35473 32626 91160 03218
46818 33930 91393 41104 41331 17296
24302 83832 28359 38022 61043 69130
15313 61041 00144 10101 82403 36168
46536 62663 44007 18345 01402 88152
47821 73933 81193 47924 04032 41306
08703 70914 193981 11607 T1371 53595
00741 33381 33593 39340 63531 88133

32 If any other krown plain components were involved, the procedure of deriving a list of idiomorphiec patterns
would be modified to fit the particular case.

3 If the cipher text were being examined ‘“from cryptanalytiec scratch”, the limitations (003-595) of the
cipher text when the latter is divided infto trinomes for examination would have at once indicated that this
grouping is the one which merits detailed analysis. The digraphic ¢ test would then give an indication of the
digraphic nature of the cryptographic treatment,
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(8) The first thing to be done is to construct a four-square matrix with the known cipher-
text sections, and inscribe arbitrary alphabets in the plaintext sections, as follows:

A B]| c| Dp| E Jooo|l025]|050]075|100

F | G| H| I | K|125/150[175|200|225

L | M| N | 0| P |250]|275|300]|325]350

Q| R| S | T | U |[375]/400 425|450 | 475

V| W | X | Y| Z |500|525]550|575|600

g|l1](2|3|4la|lBlc|D]|E |

5|6 |7|8|9|lF|lag|H|I|K il

1011 |12 |13 (14 ) L | M| N|O|P |

15/16|17|18(19} 1 Q |R|s|T]|U il

20 21222324 | V[ W |[x|¥Y |z il
Bl

(4) The cipher text is then written in trinomes, and these trinomes are ‘“deciphered”’ by i
means of the foregoing matrix, yielding the converted cipher text as follows: Sl

5 10 15 it

A | 203 238 508 183 450 279 341 150 309 168 278 354 180 450 413 Bl
ID IP YF IH QD PB MI FB PH IR OB PE FH QD M

B | 274 163 309 101 092 208 057 413 535 473 326 269 116 003 218
Pv IM PH BE CT II CH T™ VM TY MD PQ BU DA IT

C | 468 183 393 091 393 411 044 133 117 296 243 028 383 228 359
TT IH TQ BT TQ RM ER IF CU MW IU DB TF IE PK

D | 380 226 104 369 130 153 136 104 100 144 101 018 240 336 168
QF GE EE PU FF IB GL EE AE KQ BE DQ FU MO IR

E | 465 366 266 344 007 183 450 140 288 152 478 217 393 381 193
QT MU MQ PT CF IH QD FQ OM HB TE HT TQ RF IS

F | 479 240 403 241 306 087 037 091 419 391 116 077 137 153 595
UE FU T GU MH CO CM BT UR RQ BU CD HL IB VY

G | 007 413 338 133 593 393 406 353 188 133 Ll
CF ™M 00 IF YT TQ RG OE IN IF
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The distributions of the letters constituting the initial letters and final letters of the converted
digraphs are as follows:

ES =
= - B = = Z

~EEISESSE 2 EEERS Ex=x =

(Initial Letters) ABCDEFGHIKLMNOPQRSTUVWIXYZ
=T JBEF = = = =

(Final Letters) ABCDEFGHIKLMVNOPQR TUVWXYZ

(5) Using straightforwa.rd prineciples of frequency and partial idiomorphs, the plain text
(begmnmg with the opening words ENEMY RECONNAISSANCE...) is recovered, and the follow-
ing ‘equivalents are obtamed for the converted clpher letters of the two alphabets: .

(Initial Letters) C: ABCDEFGHIKLMNOPQRSTUVWXYZ
. P: RAHMSCDEF I LNOP TUV Y

(Final Letters) . C: BCDEFGHIKLMNOPQRSTUVWIXYZ
P: cw A NERBCDFHIKLMOPQSTUV Y

Keyword-mixed sequences directly manifest themselves because the original enciphering matrix
contained such sequences in Sections 1 and 2, inscribed in the same manner as were the arbitrary
A-Z sequences which were used for the conversion. In fact, the key words of the two distribu-
tions might have been recovered from an ana.lyms of the “profiles” of the distributions above,

a8 described in subpar. 54e.

(6) The original enclphenng matrix is then reconstructed thus:

BT R A H | M [[000]025]050]075] 100
o s|c|{Dp|E|F [[125{150|175{200(225
: "¢ | I | K| L [N |[250(275|300|325]350
0| P | Q| T /| U ||375]400|425]|450| 475
vIiw | X|Y ! z |l500|525|550(575|600
glile|3|lafw|la|le|N|E
5 6/ 7| 8|9 R|B|C|D|F
1011|1213 |14l H]| I | K| L | M
1516 |17|18|19|| 0 | Pl Q| S |T
2021|2223 |24l Ul Vv XY | 2

3 Note the ABA pattern of the first word in the message (ENEMY), made patent by the two-alphabet con-
version process. Also note the 3-fold repetition (representing the plaintext word STOP) which, although hidden
in the original eipher text, now comes to light.
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(7) Although the example illustrated was that of a numerical digraphic system, it is obvious
that this technique of solution also applies to literal four-square systems in which the cipher
components are known sequences. It should be clear to the student the trémendous difference
it makes when it is pos