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BUBJECT: Hagelin Machine Convarter (Cipher), M-20-BSbary 47" iy by
0 Axued Forces Securlty Agency N ATQ
The Pentagon EO 3.3(h)(2) e

Washington £5, D. C. P‘L 86-36/50 USC 3605 s

1. Yo comsideration of the NATO code and cimh@r problenm,
the Eurcpean NATO Tri-Reglonal ¢ipher Commitice has wmdsionany
set up the following categories of c&phers:

ci 8. 1’0 rrovi&e rorr the needs of
high nilitary tic muthorities, This paxt of the
Problem is supposedly now solved b:r t‘he mvis#.on of the Britinh
Typex Mark II Machine, Iy

b. Becond level Qighgrs - 1‘0 pravide for
the needs of to and’ imlmﬁ rorce Groups, Arny

Divisions and major nn.va.l vveualu.

uvel c @gn jtacﬂ.ca:t) 'x'o 1n-ov1de for the
,n-ndun:lta - :

2. On 30 Jmuary 1950 the Western :
Cipher Committec met in Paris to consider
for NATO sdoption and Joint use as a :econd-lml ciyb.mr This
machine proved to be nothing more than a U. 8. huilt, Army 8ignal
Corpa, Nechine conmter, x~2¢9~n. :

rmdzentatin sdnitted that the 3-209—3
hed virtually urity, but stated that if the machine vere
equipped with mdiﬁcaﬁon described in enclosure 1
mcrypted traffic vmxld Yo "absolutely secure.”

k. rmesentative expiatned that the nmpoued
dif ation to the M-209-B was mrotected by | patents
and that 1t would therefore have to be manufactured by
fires or by foreign firms under contract. Me also stated
since the model Yeing exhidited was only a prototype it would
yrobably take about cne yesr befors all NATO unite could be
eqipped with the modified M-203-B.
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QQ‘E{ %: Representatives were requested 'ho ‘be prepared to state
at the next meceting: T -

®. Whether their nations me gwa'pare& to ncc 17

Joint Army-Navy-Air Force basis, the M-209-B with the nod.1~
fication as a second-level ci.phm' nuchine. “
b, VWhether their nations ware | ed to iu:cept, s

Joint Army-Navy-Air Yorce besis, the N-209-B in 1ts ﬁmod:lﬂed
form as & third-level cipher mbine.

c, Thelr nations' nhcrt and, . lou§ term nmrical
requirements for the machine (if accepted) bearing in mind that
priority should be gi\mn o mmtxoml traffic,

6. If, an ia the opin.lon of permmel of this heaaquartm's
¥ho have ating mrypto experience, the U. 8. position in regard
0 proyosal will peobably be one of non-scceptance, is
any U, &, coun ter;pu-opcaal aveilsblel This counterproposal might
take the form of & definlte U, 8. comaitment to release s
comparatively secure system, such as s strip cipher with the strip
eliminator teble, or it might teke the form of a firm Standing
Group statement t0 the effect that the matter was under active
consideration and that a solution was expected at some definite
date in the near future. The opinion of this hesdquarters is that
the[ |proposal is & retroprade step snd should be cmruled.
This, however, may be difficult, since the M-209-8 with the|
wodification 1: the only lowelevel ciphar device now svalleble
to NATO, and the Buropean na.tioms may bae inclined to adopt it for
lack of something better, |

T. U. 8, 1nfcmation and guidence pertaining to the contents
of paragraphs 5 and & above is required by the U. B. representative
on the Clpher Committee rrior to the neixt meeting on 27 Yebruary
1951, ;

/s/
A. FRAMKLTN XTHLER

€Cs JCEC
CRO(DRC)
G-2 (ASA)
nir, c'-omunicatim (UBAF)
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1.
aists of a
interchangeable with the corre
the standsrd ¥-209-B.

mnmcmoxs ] NAGELTN mcxmcoavm ERTER, M-209-B

Mficatlon to the )C~209~B converter conw
ating Disk~Type Wheel asaembly which i=s

ding aspendbly supplied with
component may be removed by

unscrewing the thumbscrew in the center of the Sett:lna Kook
shaft and the modified rrench a#sembly 1naa~hed,

2. The differences between the atandard Tndicating Disk-

%ype Wheel asgeubly and thelIlunm’bly are threefolds
s, On the stanﬂmr& asseubly m Type Wheel consists of

a straight alphabet arranged in reverse order. On M%L
wmodirication the alphsabet on the Typs Wheel is espadble o
scrabled according to a yre-arranged sequence beceuse the
Individual letters of the p.l;phabet are quickly removeble and
intachanseab}.e.

b. un the standsard usaﬂbly tha Indicating Disk cone
sists of & straight alphabet arranged iu normsl order. On the
modification the alphahet on the Indicating Disk ix
e of belng scronbled according to a pre-arranged sequence
because the individual letters of the alphabedt are quickly re-
movible and interchangeable.

¢. On th ma:lr:lcatlon there is s additional
disx mounted to the P, and adjacent to, the Indicating
Disk, on which is printed a series of le consecufive
mubers; two serles of gzero through nine sid one sericas of xerc
through four; the space on the mmbered disk opposite the letter
*Z" om the Indicating Disk being left Dlank. This is intended
o pernit direct encryption of mmibers without spelling them out
a8 words, each mudber being represented by a letier, dut with
the possibility of the mamm mmbers rero through four
being represented by three different letters and the remaining
rugbers by two letters.

3. One feature which may be exryptographically undesirable
is the fact that the letteras 2" cn both the Indicating Disk and
the Type Wheel are giveys fixed in the seme position relative
to sach other in ordar 40 form s comnon base for tho geranbled
Type Wheel snd Indicating Pisk alphabets employed.
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