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1. Your coments &re ruguested on the attached papers which the wnferalgned
groposes o prepent to the wking Grouwp of the AFSAC AR Boc Comndties on Qlobal

2., It is propooed that thess pepers will furm s tedb o the report of the
Wrking Growy. Coples of other tabs to ihe report sre pot svellsble at this tdme.
Msontiiall send pleng for T sl vertive
| ey Vi1 Tnclude:

&, A study of the unvantaaes and disadvoniages inbherent in

¥. A pan for U.8. mc&&m stxucture in wartisme baeed on existing
structure. |

¢. A plan fo cqllmijatim in vartiog, esed m extsting structure.

4. Beoomendations regarding
in vartisze, besed ocn existing struciure,

«. Klang and vecwmendations as dn b, ¢, and 4 above, including
{1} curvently suthorived expansion, (2) plsmned wertise mobilization expancion.

3. e popers attached hereto are "sidditions™ in ths senne theit AFSA over-
sens fnstailntlicns heve 2ot becn included in the tads meniionsd in peragraph 8
*hove. These pmpors are based esgontially on the plan ecutained in Enclopure “C°
% the draft study on AFSA Overeeas installations vhich hee provicusly been cir-
qmmat:nmm. merdix b to theatteched Pab B, Fart X, 18 & chart nov in
paparation.

k. It is snticipated that reviced versions of the mttached pepera will be
wmitzitted to the Vemking Growp about 1 August. Your comments andl suggestions

would therafore be sppreclated By 30 iy, {
: ,ﬁf/t/téeg . (4 .
: ' BORIUN

RUSCELL K.

Lt. Calooel, Signal Corps
Toclosures - B Aoting Chief,
« Bealt Tob ¥, Mot 3 Flens, Orgonization, snd Policy Ddvieion
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A PLAN FOR' U.S. GLOBAL COMINT STHUCTURE IN WARTIME,
'BASED ON ADDITION CONSIDHRED TQ BE TC U.S. ADVANTAGE
PURPGSE
1. To describe an sdequate wartime U.5, COMINT structure
SCOPE '
2, This structure includes the COMINT organizations of the Armed
Forges,
EESPONSIBILITIES
3. The Sesretary cf Defenss and ths Joint Chisfa of Staff have
gesigned COMINT responsibilities as foll@was.
a. The Aray, Navy, and Alr Force are responsible for:

{1) Providing fixed intersept installstions as authorized by
the Joint Chiefs of Staff. Sueh installﬁticna are manned
and gdministered by the Servics providing thﬁm; hul ars
operationally directed by AFSA.

{2) Providing wobile inbercept facilities required by their
respactive Services. Such installations are mannsd, '
administered, and operaticnally conitrolled by the in-
dividual Sarvice, but may be used‘éo periorm spacial
misalong for AFSA as requasted by the Dirsctor thereof.

(3) Progessing as nseded for intersept control and for combat
intelligence. rcxploitatlion by each Service spplles only
to materdal of ovpsrabicnal interest to that Sewvice, and
should not entall undesirable duplication of AFSA process-

ing.

PRNC-NCSW-346
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{4, Research and developmeni as required for authorized

intercept and processing.

b, AFSA is responsible for all other COMINT activities in the
Department of Defense. Some of these activities are listed in the
Appendix to JCS 2010 and the Enclosures to JC3 2010/6, They include
responsibility for i‘ormulati.ng and, after approvel, implementing f:lanss 9
policies, and doctrine relsting to CCMINT for the Armed Foreces, and per-
forming such other functions as the Joint Chiefs of Staff may direct,
including:

(1) Operational direction of fixed intercept installation manned
and administered by the Army, Navy, and Alr Force,

(2) Production of COMINT in accordance with approved plans ahd
policies and conduct of sll operations necessary to the pro-
duction of such intelligence except those listed in sub-
paragraph a abovéc

(3) Coordination within the Department of Defense of individusl
Service cryptologic activities and those of AFSA.

(4) Provision of technical support to the Army, Navy, and Aip
Force in thelr conduct of COMINT activities,.

(5) Collaboration with foreign COMINT agencies in sccordance with
Uz;xited States Communications Intelligence Board (USCIE) policles,
and provision of the USCIB Ccordinator and Executive Agsnt,
together with such assisting persomnel as may be required.

L. The activities utilized separately by AFSA and the Services

to fulfill these responsibilities are shown in AFSAC: 63/36, with ex-
planatory flow charts and othe‘z}"da,t.ac ‘:rhs presentation includes all

PRNC—NCSW-346

3



PRNC-NCSW-316

REF IDiAgA943

23 July 1951
existing and currently authorized pre-mobilization activities, but only

those planned wartime activities which are incorporated in approved
mobilization plans.
ASSUMPTIONS .

5. That the U.S. wartime .global COMINT struchure will be based
"upon the activities described in AFSAC: 63/36.

6. That COMINT responsibn:ities in wartime will be as indicated
in paragraphs 3a and 3b above.

7. That in wartime there ﬁil_l be continued agreement “in principle
that there should be full integraticn of the overall communications
intelligence effort to maintain maximum coverage, minimum duplication,
and complete availability of end-products to the Services."t
DISCUSSION o |

8. -Tha acti\_vities listed ;}nm_AFSAm 63/36 provide an adequate basis
sor developuent of & warbime glcbal COMINT strueture.

9;‘_-'_-1\;!9&0 activities are __no:‘: adequate to permit fulfillment of &ll
the reagqg‘éibilities refarred _to in paragraphg 3a and 3b sbove., Detalls
of these inadequacies are shown in Appendix 1.

lorajAF $40: 63/36 does not indicate adequate provision for integra-
tion ofﬁ.hg COMINT effort mentj:oned in paragraph 3¢ above, Details of

the requirmments for lntegration and coordination are shown in Appendix 2.

T e v
An inter-O9vice ogroement stated prior to the formation of AFSA; as
cited in a morandum by the Secretary of Defenss (Enclosvre Lo

acs 2010/
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11. An sdsquate plan for the vertime U.5. global COMINI structure
would include all of the asctivities listed in AFSAC 63/36, end would
in addition ineclude AFSA TFleld Activities in major aress of opsrations
where more than one U.S., Service is engaged. The nmission of AFSA

Field Activities is outlined in Appendix 3.

12. Appendix 4 shows graphicelly the U.S. global CONMINT strusture

envisioned,
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FULFILLMENT (F RESPONSIBLLITIES

INADEQUACIES CF AFSAC: 63/36

1. The COMINT activities described in AFSAC: 63/36 are inadequate
to permit fulfillment of assigned responsibilitiss. This inadeguacy is
occasioned by the fallure to provide for AFSA activities outside the
continental United States. Specific responsibilities ﬁhi;:h cannot bs
fulfilled are outlined below:

INTERCEPT AND PROCESSING RESPONSIBILLITIES

2. Army, Navy, anQ Aip Force intercept and processing responsi-
bilities cannot be adequately fulfilled unless Se?vico units have timely
access to AFSA,; which is their principal source of info;mation regarding
targets and of other types of technical support.

3. AFSA intercept and processing responsibilities cannot be
sdequately fulfilled if all AFSA units ere %00 rencte fran their sources of
traffic and pertinent collateral_infonmationo ' )
TECHNICAL SUPPORT AND COORDINATING RESPONSIBILITIES

4. AFSA cannot fulfill its responsibility for providing technieal

‘ support to the Services and for coordinating COMINT activities without
on=the-spot participation and investigation and without shortened lines
of communications.

CONDLTIONING FACTS
5. These conéiderationa are based upon” two facts:
a. Basic COMINT reswurces consist of experience, technical
and collateral information (current and historical), and apecial equipment.
Thess resources, which formerly were distributed among the individual

5 Appendix 1
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Services, now belong collectinl;-r to all the Services, are centralized
in AFSA, and do not exist in appreclable quentities outside AFSA., An
mPorbaﬁt wartime product of these rasources is %echmical support ¢to
- Service units processing qombat COMINT., They must be used to maximuym
advantage to supply this techniesl support.
b, Adequate rapid commnications vill mot be available in wartime
to carry raw traffic to the continental U.S, in the guentities in which

A¥SA will require 1te

6 Appendix 1
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INTEGRATION AND oooanmmoﬁ
INADEQUACIES OF AFSAC: 63/36
1. The data presented in AFSAC 63/36 do not provide for wartime
implementation of the azrssd principle of integration "to maintain
meximum coverage, minirum duplication, and compledte availability of
end-products to the Servieces." |
CONDITIONING FAGTS
2, This sgreed principle ia conditionsd by the following facts:
8, Technically, COMINT is not effectively divisible slong
Service, national, or geographical lines.
Y. Service inteliigence intcrests mﬁ ecntrol requirauents
are such that complete integration is not feasiblae.

¢, For each specific problem, the best possible campromise

-must be found botween technical demands for inmtegretion on the one hand

and Serxvice requirements on the other.
MAXIMIM COVERAGE AND MIWIMIM DUFLICATION

Z; Wertime integration, particularly under field conditions, is
severely limited by the fact cited in paragraph 2b above. “Maximmm

Coverage® ard "minimum duplication® are attained Tather hy coordimation

than by intsgration.

7 ' Appendii: g
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4. Coordineticn may take the following Torma:
8., Sharing of intercept azﬁ D/F assignments
b Joint operetiecn of D/F noie
Qo Exchange of raw fraffic

d. Ezchaunge of tschnical information

@, Exchange, loan, or pooling of personnel and apecislized
oguipment |

f. Othor oxchange, sharing, or peoling of effort es requirsd
by the looal si'tuation,

* 5. The degres of coordination governs the ancunt of coverags
obtained apd the amcum®y of duplication eliminated,.

6, AFSAC 63/36 lists isolated exchanges of traffic end in-
formation which have yaken place, azubjoect in each case to approvel
of higher Ssrvice suthority, bud 4oes not show any furtheor coording=
ticm o2 depict sny structure for effecting oversll coordination, An
sdequate plan for a U.J, global COMINI' structure must provide:

2. Gonsrsl sgroement emong the Services upon implemestation
of ecordinaticn.
_ bo In ocach major theateXr of oporations where the forses of
- moye then one UsS. Sexrvico are engaged:
{1} A slingle pool of information on the oporaticns and
ta:;geta of g1l COMINT units in thet erea;
{2) Machinary for insuripng nscossary colleboretion om

intercept and procossing missions; oxchangs, loan,
8 Appopdiz 2




ATSA~12/711
23 July 1951

apd pooling of talent, eguipment, @nd information on
missions of common interead; eliminstion of undesin=
gble dupliocation; amd 2il practicable comparisen of
end=produet prior %0 roleoase. |
Co Dirset commmications among the major aress of operations,
for the exchengs of technical infomation end end=product.

7. AFSAC 63/38 suggests no machinery for insuring complete availe
ebility of the emd~product as required %o all the Services, nor for
tochnical comparison of the end=-products of the varicus uniis. N§ pro-
wision is meds for Joint COMINT support of U.S. Unified Commanders or of
suprems internstionsl commenders. An adequate plern for & U.S., global
COMINT etrusture must provide: |

8. UMaximum possibls technical comparison amd collahoration
among 8ll Services in preparation of the end-product.

be Complete oxchange of end-product at $echnicel and intel-
ligenco levels.

G. Joint COMINT support of U.S. Unificd Commanders and of
Supreme Conmanders at integraved headquartsrs.

8. AFSA is s complotely unificd and intograted organizatisn with
ccmponeﬁha from all threc Servisesa.

9 Appendiz 2
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APPENDIX 3
ATSA FIELD ACTIVITIES

The mission of an AFSA Field Activity will be %o

1. Cecordinate ths oporstions of Sgrvice COMINT activities im tho area;
eoorainatg thesgo activities with those of AFSA; end, coordinste those active
ities with the COUINT activitlies of any foreign powoer in the srea with whom
COMINT eollaboration is authorized by the Unii;_eé. Statss .qummicai;iona
Intalligense Board {USCIB) or the Joing Ghiéfa of Staff,

8¢ Provide technlgal ;uppert, including specialized training and por-
sonnel, to Service COMINT activiiies im the arese

%5s Conduct field solubtion snd exploitation, within i4s capabiliilos
and as dirscied by the Direstor, AFSH, on material obtained from intercept
in tho srea of its location, whenever\it is detemined by joint agrecmend
that such solution end sxploitation is beyond the capabilities of individugl~
Sorvice uﬁits in tho ares aud that such solutlon axd expleitation can be
most effectively and efficiently accomplished im the AFSA Field Activity.

4. Comduct eryptolc;gie- intorrogation of prisonoers of wayr or ovhsr
forcign personnel, ani sonduct the integrated collection ard amxm‘».na.tion
of captured orypielogic documents and cquiment, im the area.

_ 59\ Support any Unified Casmender in the ares as rvequired by him, end

provide COMINT infomatio_n' which it produces 40 authorized recipienis in
integrated, Unified, and individual Servico commands in the area.

o Appehﬁix 3
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A Global Plan for " | couzir Collaberstion in Wartime

Bagsed on Addii;wns Gonsir erqd %0 be to U.S. Adwantage

1. Collsboration Ingg.‘ermeﬁfggg.pn in the Ficld, In ovder to implement

and ccordinato collaborstion in the Field it is proposed thad

a USCIB Coordimator Fiold Ee_gmesenta‘b;}ve- (UégIB COFREP) be deslguated,
gub joct $o USCIB approval, within the%awea of, or within ths forees
attached 40, oach Unified and major SGFE‘J.GG cwmasnd, noyeally as
followa {s8ee Appendix 4 o TAB E, art 1)s |

g In areas where no ATSA Field Activity 15 oparavi.ng,

COMMAND - QoFEEP
Type 1 and 2 Command GoOo ofithe ASA Uni%; {(Senior)
Type 3 and 4 Command Seaior QIG of the CQMBUPAGTS

Type 5 avd 6 Command Cs0s OF 'i',he USAFSS Umt {Senior)
be In all other areas:
CONMMAND  SOFRER

All Types of Coxmgnda OPficazhme-charge, AFSA B’iela Activitye.

B. Authority end Renponsibility of ¢ tha?vscns GOFRER. Ué‘*cm will dole=
gate authorisy and reapmsibility %o tha COFEEPs as f'elzm

as To cooxrdinate, arrange, and auﬁﬂeﬁze, withia the J. initas vo be

pregoribed in an agroceent between :land USCiB, oush col laberatmn
betwacn the U.S. military COMINT activities supporting the f@rcam of the
Unified or major Servies ccomsnd eoncerned and %he appmprz.a’o:l
COMIRT ac‘bwi:hieso
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Pe To torminete guch Gollabomtion wﬁen mutually desired, bub

only with the concurrence or the heads ol crypwlogie agencies con-

cerned or when direcied by USGIB.

¢. To report to the USCIB ecooxaiméer the initietion of sll col~

iaborstion 20 srvanged aixd auth«:rized, aul %azmina'oion thevaau

ds To cocordinate armngemanta for the antr'y ond visiy 0?

COMRT repmsantativeq inte the area af the ccmmand., subject to ths

approval of tha USOISJ Ccordimt or and the aammnaar- or for the visib

of UaS. COMNT zeprosentetives

Note 1. I% i= recégnizaa that.

% COMINY Unii;s whers appliceable.

collahe:'atwn ba‘?mso& an U.S. Service

COMINT Unit aud & 0O

I undt of a dii'fsx'anf;: Service

(B"ge 2 ﬁaﬁo Nevy =

ﬁill be desirable under certain cive~

evmsta;ieea and will be éuthoriaed when mutually desired.

Note 2. In-ter«i;%hea%er VeSen

¢ovllaboration may bo dasirsbleo, es~

peozally g8 ragarde the exchange of sclechoed raw “braff’mn

'.‘i.’ha USGIB COFREPS of the theaters concermed may coordinaice.

azg’s. arvange such inter~theater colleboration; the COFREP

;hiﬁiating the arrapgencnts veporting to USCIB Cooxldimator.

3, USCIB COFREP Limits of Aetion. The USCIB COFEEP shell be limited

in his ,,éo'bion, exoapt with explicit prior approval by USCIB in sach

instax;&@, 40 srranging and authorizing collaboration betwoon U.S. and

COMINT units as set forth

below:




o TOUPSIFERST

as While it is mot inbtonded thay each inatmnes of assisinnce bo
necossarily reéipx'ac.atad in _kinﬁ, it eha'll be 8 gniding principle that
aome benefit be raasonabiy.okpectéﬂ. $o acerue o the giving najiom.
by Ail exchangss of COUINT pesulis and technicel informabion
shell be consistent with existing intallig@nce dipeenination policies.
and confined to those lovels of snformsticn to which %o COMIND units
concerned are otherwisoe restrictod. Uers oxchanges are o be carried
on betwssn units 1im1ted to different lovels, the oxchengs will Bo
limited %0 the lowor i‘BVéla No exchanges will be initiated without
prier approval of the U-_BQIB Coopdinetor in each instance if they advarsoly
agfect e:ﬁqhange& with getivities ocuiside the area over which the
USGIB GOE‘REP has juriedicti.una 'Subject $0 the abové, axehﬂnga.ia”
authorized as follows: | | |
{1) D/F besrings and fixes
{2} Technical ini’émation
{8) Decrypts, traffic snalysis Teporis snd other COMINT resulis.
caa Ezciianga oﬁ‘ ravw tmfi’ié s not ctherwvisce résbriei;ed, in support of
progessing for interospt contyol or for proéncﬁiﬁn of combat intelligsnce,
 is authorized. , '
d. InSerworking of D/F nete is authorized.
o~ Interchange. of intorcept coverage coﬁtml of facilities avall~

sble in excess of own current requirements is euthorlzed.

)




Ry REO0P6 3~
® %ﬁ

FO0 3.3(h AFSA=12 /211
| 86- 36/50 USC 3605 &3 July 1951

JoPSRonE

f. Shoring of interye ep pmcesuing asgigonents is sathorized.

&e Txshange of plan..in.g mi'om::tinn rolating $o future COMINT

operatione anf uapsbilitiaa,»,»ia emt

he Provigion of co mqa' mauua to 5808 oz equivealesnt of oppesite

mbtimallity, in mmuomzwa with amm.m élssaninngtion policles is

authozized.

4a ;mwiw ’\kamaw&iszmicﬁ agmemeu 15 gonaluded in

CORBONBNSO ﬂth:l A.gzwmnt(az} aiﬂxl gewxm

P E;@.hanua ¢t psxeomel :m;. Laimm 9;.* Fraining will be earrled

on botweon aam Em'sa a8 muﬁ'wlly ﬁeairaﬂc Sueh sxehangs

will be limided 4o ;ssmam*eel uetnally at'isachad 'tu the wnite concernsd,

exs3pb whero USCLB and I:Iagma t0 tha wfsabushm-am: of spenific
lisigon billota. | i y

¥, Collpdarel infoymetion ahall to semhansasc‘ 013 farnished Lo

opposite parties cnly in aﬂoavdﬂnee with the qmmem; Agrounsnd.

Aceaps S0 informstion by ca:s:changed peracnpsi a’ml}. bu “eawie”md assord-

ingly.

. 1. The gecurity pxcviesiunﬁ o:t the cm'raml Agﬁf‘mm% ahell
govern tn 6ll ¢olleboratica aui;hnrize@a ., |

M. Gollsboratien Lotwesan Unsn Baval Ccmmuuiaetﬁoa :mpp‘!.@umﬁary

Detachments oflest and eguivalent |&emchmamm, will o

Limited %0 the sxzchange of parscanol fuw u"aining pxwpuaem

4, Colleborstion Debwsen Service COMINT Units end| | cotw

AT A TR

Jaboration betwoen sny Servise COMINT activity im the field and}l:l

4

TOPSECRET




' : 6
o REE IR ARG %R T

=0 3.3(h)(2)
.86-36/50 USC 3605

DRART
AFSA-12/v11
28 July 1951

th 'xchmf of the cryp*ologa.e egenay of the

wey be amngea

spprogrlate Sarvica 1;1: SGIB chunm;lm

8, Gtmunmmahons for 1@1:1‘ cnllal.orationo Within capebilities of tho

Services eons'mmed, Lml aammtmcatim msy be eata‘nlmhed asg

necossary to rm;ther abomticn in tha~~ fie!.d.., Gryphoaystome fox

combined use will be ?Mad 3 apmropriatmu \\F*:d.sting o spacial eourisr

ut 129(1 whera praeticabm.

and srv:l.ce mtelogis Headouartos
‘:]Gumrﬂfx callaboraﬁion at the ATSA, |

and Service

Agmaneuzo The provisions of the mresent

oolla‘noration &t thia 13?31 are considercd satiafactoxy,

7s Gullabomt’ @ ‘“ Tho prowiaiom for colleborses

$ion sed fw‘bh in thie p].zm. de; not apply to tha emtolagm aotivities of

tho several emept az emossly pmvided for closwhero

by the Agreement., 1t is contempluted ths»: s sepamto gimilar

agraaonant wnz ba conoludad wi:th and thaﬁ eamn involviag the othsy
:}vill b cansmered by TUSULB whan the naed i‘o:r collaboraticn arises,

Not®s Agrmmt, Appandix 7 (1948), refezs me thal |

the;ugmmem;a that exist ’ne,twsen theas

[ Tud tho conmtempletea| ] USCIB astions toward collsborating

with thogxa:Ias well aa restrictions on such collzboration.

5
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Appandiz: W = yamgx xaph aia%exs'
T Jwn ba the bamel thmugh whioh o3l CGUNT items

prodaced by the: ctha:| |agemiaa

{except will ba torﬁarded to the U.S5. Agencies

and through whicn tha aame matezrmla produee& by the U.S.

Agencles wilz. ba tormzﬂed whonsver approprs.am o

obher | zeaiprense (enept o
8. Ocmbined US|: | COMINT Units. Ths combining of UeS. Servies

COMINT Units am:l GORLTVY .Unit-a mafgxi'm dssirable in certein Casss

agd wndesirable in others. If eirmtkmes indicats the desirability

of ccnbined units they will be subject t0 sgroement in each

instance, with appropriate provisions for rission, task assignmmnt,

tochnicnl gupport, end admimisirative raeponsibilily.




