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MEMORANDUM FOR THE CHATRMAN, AFSAC b A 1551

FROM- CHATRMAN, AD HOC COMMITTEE ON GLOBAL COMINT

SUBJECT: Interim Report of Ad Hoc Commlttee on Global COMINT

Attached herewith 1s an interim report of the Ad Hoe
Comittes on Global COMINT, submiited in accordance with
the decision reached at the 29th mseting of AFSAC., This
interim report includes comments and dissenting views of

the AFSA member.

"
J. N. WENGER
Captain, U.S. Navy

Chairmen, Ad Hoc Committee
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INTERIM REPCRT OF AD IOC COMUITTIRE O GLOBAL COMINT

The Gommittes has assenbled and summarmzed the data on the axdsting
Global COMINT structure, and currently authordized expansion thereol (ine
cluding mobilization), as submytted by the Services and AFSA, in the
altached TABS as followss

TAB 1o Material prepared by the Comitlee
Appendix A. = Chart showing Exasting and furvently
Authorized Expansion of COMINT Aclavities
by Areas.
Appendix Be = Chart showlng COIINT Activilles by Areas
at Peak liobilazation.
- Appendix C. « Control and Direction of Cryptologic and
DF Umts = Global COIINT Structure (Typlcal)
Appendix Do « Flow of Raw Traffic = Global COMINT
Structure (Typical)
Appendix Ee = Flow of Technical Information = Global
COITIIT Structure (Typical)
Appendax F» » Flow of COMINIT = Global COMINT Stiucture
(Typical)
Appendix Ge. = larratave Supplement

TAB 2, Materaal submitted by the Services and AFSA.
Appendix A, = Ammed Forces Seourity Agency Global
COMINT Structurs.
Appendix Be = Department of the Army Global GOLINT Structure
Appendix Co = Ue.S. Naval Global COIINT Strusture
Appendix Do = The Air Force Global COIM Structurs

TAB 3. Disgenting Views of AFSA Hamber.
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TAB-1
APPENDIX 4”

JOP-SECREY

OF COMINT ACTIVITIES BY AREAS
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RS comINT ACTETITREGSHWPCAREAS AT PEAK MOBILIZATION

APPENDIX "B
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KEY
_ INDICATES COMMAND OR CONTROL AND
DIRECTION AS EXPLAINED IN TAB 1,
APPENDIX G
INDICATES OPERATIONAL DIRECTION
AS PER JCS 2010 SERIES
NOTES :

1. Operational direction by DIRAFSA
of ASA fixed stations is8, by agreement with
Chief, ASA, excrcised direct in certain
cages .

2. Operational direction of Navy
Exploitation Units is exercised by DIRAFSA
by agrecment with DNC.

3. Limited operational direction of
agreed number of Alr Force facilities is
exercised by DIRAFSA by agreement with
Director of Intelligence, Hq, USAF.

4. Certain ASA fixed stations are

NOTE 1 \NOTE 4
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intercept

directly under command of Chief,
ASA, Theater Exists.
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D DIRECTION OF CRYPTOQLOGIC UNITS - GLOBAL COMINT STRUCTURE (TYPICAL)
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FLOW OF COMINT - GLOBAL COMINT STRUCTURE (TYPICAL)
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TAB 1 - APPEIDIX G
Haxreative Supplement

1. Genersl Niscussion. = Processing is carried on by AFSA and the Services
in accordance with JCS 2010 and JCS 2000/6, The differing interprotstions of
AFSA and the Services with regard thersto are expressed in JCS 2010/23,

JCS 2000/2Li, 3¢S 2010/26, and JCS 2010/27, which are currently before the Joint

Chiefs of Staff for resolution. Therefore, this report does not wumply agree-
ment ox disagreement with any of these differing interpretationse In oxder to
present concisely the US Global COIZLIT Structure, Appendices A end B (Tab 1)
have shown tabulations of activities by Services and general geographie areas,
withoub necessarmly conforming to Theater or Umified Cormand areas, and
Appendices C througn F (Tab 1) have shown the bypical structwre lnsofar as
practacable. Certain important exceptions to and amplifications of the
tiyprcal? gtrusture are deseribed in {he following paragraphs.

2, Remarks Concerning Tab 1, Appendix Ce =

8, AFSA.= AFSA control and direction is as set forth in JCS 2010 series.

bo Avmye= Operating under the direction and control of the Assistand
Chief of Staff, G=2; USA, Chief, Ammy Scourity Agency, comands all Army Secwrily
Agency units. These wnts normally receive admimistrative and logistic support
from other Army commands,

Cs liavyo= lilitary comnand of U.S. Naval coyplologie activatles is
exercased by local commanders an the chain of command at the places vhore
locatede The Director, ljaval Communications, exercises the following control
of Naval cryptologic activitues:

(1) lsnagement control of all camponoents vhich are part of the
Naval shore Establishment.,

{2) Technical comtrol of all components, afloat or ashores

(3) Security control as required by USCIE directives.

de A1r Force.= All Axr Force cryptologic umits are under command of
CG USAFSSe These umitz receive aduamigtrative and normal logistic support
from Major Air Commands in overseas areas.

3o Remarks Concerning Tab 1, Appendix Do~ Agreeconts exist for exchange

of raw traffic. Agreenents with forwign sgencies are either USCIBesponsored
cr coordinated by USCIB at Service requests

-l e
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a. Forelgn Agreenentsg.- '

(1) AFSAe= AFS A ]
axchange o traff:.c :.n accordance “with pro= -

visions of the Agreement. AFSA ani[

L

traffic on a request basia » depend:.ng upon the tasks
being mdm-'baken ‘by each_, in aecord..-.me m.th prev:.sions

uchanga raw

of the Agreenenﬁ. [ . IR
(2) Aruye= ASA Burope exchanges select.ed rs.w 'hra.ff:.c vd:bh

(3) HNavyew DF bear:.ngs 'haken by commum.catmn sxlpplementa.xyk
Actavity, Port Ivautey, on a Mowar-meek parti.cie |
paiang basis in 'bhe ] ‘ .

-

by the Semm.ty m'ancgi, Haval commueat:.ons nlﬁsipno

ALl DF baam,ﬁgs taken by Atlantic énd P%:.ciric DF ne'hs are

Taval commun:.cat:.ons NLYVLS L0, Gex'tsin

stat.mns operat° as pard ox the UeS. llavy DF nats

and furmish the bearz.ngs obta:n.ned :m the course of ne-r.
cperabions d:.rcctly by radio to bhe UsSs IRRVY net controlsp
(4} Air Force.- Forml provision has bean wade for lateral ‘

liobale, Chickéands Praoxy b. Thig provision
18 not yob fully implenented. Formal provision has

been made for laberal exchan.o of selected rew traffic

the 3rd Radio Squadron, Vobile, Elmondorf AFB, Alsska
This provasion 18 not yet fully implemented.

“? -
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(1) AFSA.~- AFSA receives coples of all“}“Semﬁ.ce-mtercepted
raw trafiic, as forwarding facil:.ties pem::bo AFSA
raw traffie) from

receives DF bearangs (equlvalent\
the Services asg avrangeds

(2) Army-lavy.— Selecced rew traffic £ nx CQmmun:.ca-bion

Supplementary Activicy 4 J.S exchanged

with Army Sccurlby Agency, Pac:.fic, Tolqro. DF bearings

are exchanged on request, subjech m ‘Semce pr:.orltics.

(3) Army-Awr Forces- Facld Station 8607 AAU, Eairbanks,

Maska (Ust 7)s provades selected raxr 'braffm to the
3rd Radio Squadron, lobile, Loy ‘

Aruyy Securily Agency, Pacifaic, Tolqyb, and 151; Radio

Squadron, lbbile, Johnson Air Force Base,

exchange selected raw traffic, DF no'b o... 126th Signal
Service Ccmpany and 5lst Signal Serv::.ce Detacknnent, Japan,
gperates in conjunetaion with DF net of lst Rad:t.o Squadron_.,
Tobale. L |

W) Navy~ALr Torceew Selected raw traffic from COrmm:.cat:.on

Supplementary Activity, ‘, s eo.changed
with lst Radio Squadron, ilobile, Johnson .A.FB,I—’

DFF bear.ags are exchanged on request, subjecy

10 Service priorities,

Le Remarks Concerning Tab l, Appendix E.= "Technieal 1nfm~mé‘1;:.on" as

used in thais chart as lusited to enguneerang data, and data rela'biné‘ t0
intercepl, DFy traffic analysls, cryptanalysis and relaved processes:{ ‘he
£lowg showm are not necessarily indicative of responsibrlities for supp],v of
technlcal supporle AFSA 18 required to supply technical support to 'bhe
Servaces in accordance wath lhe JCS 2010 serncs. Intra-Service respona;&;bihues
for technical support are deproted in the appendices to Teb 2. Agreemen‘bs oxist
for exchange of techmical information as followss |

e Foz'e:.J{_,:n Apreencnts .~

(1) AFSA.- APSA and /

exchange technical informataion in accordance with
-3~
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basis, derending upon the taska being um

each, in accordance with provasions of th
Apreenant. \
(2) Armye~ Aray Security Agency Eurcpe exchange chni.cal

anfornotion wath

-

(3) Hayyo= Techmcal infomiation concerning DF’ Gper t:.ons,

equipment, facilitaes, etc., 18 exclmnged by

In additaons | | \‘
(a) UsS. Naval procedures are used by[ _____ |Naval

DF gtavions. | o
{b) Coverage assignuents for the Atlant.:.c and Pac :
DI* nets are furmshed to the D:.rector of | |

(e) Securaty Branch, laval Cowmunicatiuas Ib.ns:.on,

provades technmical agsisuance in DF and :.ntercept

matceers to the \
\mgh ‘

a liaison officers '

(L) Axr Force.=~ TIormal provasion has been made%for exerlange :
of technical anformation by / /

with the 10th Radio Squadron, ifobrle, at

Formal provision has been i:lada Pos

lateral exchange of dally coverage reports béWGen 'bhe
e 3rd

Radic Squadron,
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Exchange bevvesn Hge, AFSS and é.s cayried on

through the USCIB Coordinatora
be Inter«Service Arrangmenﬁs..w

(1) Army-Navy=-Air Forcs.=— Technical :.nfomat:.on CONcorning

intercept, DV, and processing is exchanggd at br-weekly
conferences of representataves of Ay Secum.ﬁv Agency
Paci{ic, Coumunication Supplementary Aetzﬁw, Yokosuka,
and lst Radlo Squadron, liobile, and in add::‘g:.on as
roquaredo

(2) Amy-Havye.= Iraison an technical natters is a;i%thorized.

between Field Station 8602 AAU,
[ end Communication Supplenentary Activ:.#y,
| | and Fiela stats.oh

8605 AAU, Communica’o:.on

Supplenentary Acu:v.va.by,| EO 3.3(h)(2)
(3) Argy-par Forcee- Liaison ln fechnical uat'bars/,ié/ PL 86-36/50 USC 3605
authorized between Field Station 8607 AI\.U,_\
I_mm Squadron,"”irobue, Rlaendors
AFB, Alaska (USA 3L)s and betr;reen Army Security Agency
Furopa, Frankfurt, and 2nd Ra.dlo Soua.dron, Hoblle,

Darnstadt (USA 33)e ‘
(4) Navy-Arr Forceew Lia:.son an technical natters iB

aunthorized bcween Cbrnmm: cation Supplementary Act:i.v::by,

,and 3rd Rsdaio Squadron, ;Iob:.le? Detachnent,

5. Remarks Concesnaing Tab 1, _gypandix Fo= Digsermanation of COIUT and/or

antellipence derdived from 00 [T to non=cryptologic units mth:m the Services

is the vesponsibility of the respectave Service intelligence égencieso COIIT
is exchanged as shown in the chard among AFSA and tone service Cryptologic
Agenciege In all cases USCIB security regulations applye Agreemen’bs exish
for exchange of (O I'IT ag follows:

a¢ Foreign Acreaientgee=

(1) AFSAc= AFSA and Service~produced CO.IIT évaa.lable in

Washingbon ls nade available o i'epresenuatives

-5,
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EO0 3.3(h)(2)
- 86-36/50 USC 3605

COMINT gelecled by these reprasmtat:wes 18 eu:cha.ng
by redice In add:.non, AFSA and :Imntam cop
excnange of GOY.’(II?I‘ by mail, subject to provj.sions 01:

the Agz.‘cemen‘b. Selected COITLIT Llems prcduced
the

‘—_ Yal;e’ Fo

through AFSA to vhe Assastant Chief of utaff, =23 th

Direclor of liaval Inbtelligenco; and the Dﬂ.rgqtor of

Intelligmce, Us Se Air Force. AFSA and|

( ﬁdmge coLmIT on
a request basls ag provaded in the Agreemanto

(2) Army.~ Aruay Security Agency Europe exchang,es selec‘bad%

COIINT with the j
| | The Ary Special Securmty Oi‘f:.cer, London, recez es,
througn the Senior U, S. Iiaison Offz.cer (USGIB), selec
COEIT produced j

—

(3) Havye= A representatave of the commander-in-mief, U.S.

Forces.Easlern Aulantic and "Ied:.'hc—.rranean, pesruses co*mn-
atems published by |

L’ and obtains those ho desirés 'bku'ough the Senior
UeSo Liaison O_ticer (USCIB) at 3

(k) ar Force.~ Formal provision has been nada for exenange of

COITTT by | ‘ .
and| ! mth ’c.he 10th Radro Squadron,
lobile ,I E::nhance beteen

lleadquarters, AFSS and |
[ /is carried on through the USCIB Coordinator.

T Jthrough the Senier
Unrted States Liaison Officor (USCIB) provades Direcior of

Intelligence; UoSe fMar Porces, Burope, with selscted COLIINT,

-6-
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b, Inter-Service Arrvangenents.-

(1) Ary-llavy. = IF £ixes are exchanged on requet bétween Army
-
Seeuwraty Agency Pac:.f!.c s+ Tolgyo, and Gommun:g“.cat:.ona Supple~

mentary Actavily, o

(2) Arvgy-Alr Force. - Selected COMUNT .8 exchanged behfeen Army

Security Agency Pacific, Tokyo, and lst Radro Squadij"on Mobirle,
Johnson AFB (USA 33). Det G, lst Radro Squadron Moﬂ;le,
Taegu, provides selected COIIINT to Assaslant Chaef of.' stalf,
G2, 8th UsS. Arny, Koreas

(3) Navy-Air Forces = Selected COMINT 18 exchanged behreenk‘\i
Corrmnication Supplementary Activity, \,

and lst Radio Squadron Mobile, Jchnson AFB (USA 33).
6s Spocial Arvangemonts. - Cervain special sources of wraffic, technical

information, and COMINT have nobt been reflected 1n thais report.
7» Special Weather Intelligence. «

as In Appendices Dy By and Iy lanes to and from AFSA Faeld Veather
Processing Unit apply only to Specilal Vfeather Intclliigence and activities ro-
laked to the production thereof.

be Alr Force Secum.by Service has an Aar Force requuremeni, to produce
special weather intelligence of theaier or area interest which s supplemental
to that produced by AFSA field veabher processing units where these latter oxisto
In aress zn which no field weather processing umb 13 availsble, the Radio

Squadron :fobile concorned will produce all gpecisl weather intelligence required.
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ARMED FORCES SECURTITY AGENCY GLOPAL COMINT STRUCTURE (2 April 1951)

1, PUBPOSE - To desexribe the existing and plenasd globel cormamicetion
i(.nﬁel:;igeme {(CRMINT) activities required of the Avmed Forces Sccuvity Agency
AFSA ),

2, SCOPE - The global CCMINT strmicture of AFSA irncludes the orgaunigetion
and £acilitios required to discharge the responsibilitiecs of AFSA for produce
tion of COMIET data fron rav intercepts provided by worldvide sources.

3. RESPONSIBILITY - The COMINT reapensibilities of AFSA beve been
aspigned by the Secretary of Defense and the Joiwt Chiefs of Staf? in J.C.8.
2010, BSubject %o the suthority ond dirvection of the Joint Chiefs of Staff,
AFSA is responsible for formileting axwd implementing plans, polleies, apd
doctrine rvelating to COMINT for the Armed Porces, and for perforuing such
other functlons as the Joint Chilefs of Staff may direct, inciuding the
following:

a., Operavional control of all AFSA fecilities, unlts and milibexy
personnel; and opersilonal and administrative comitrol of all AFEA
civilisn persomnel.,

b, Operationsl divection of £ixed intercept inatalletions manned
and administered by the Arry, Navy, and Alr Force.

c. Production of CRAINT in sccordance wiih approved plans and
policics and conduct of sll operaticns necesssry 1o the producticon of
such intelligence except those operations which are t0 be comducted
by the Army, Havy, or Air Force in accordance with deciasions «f the
Joint Chisfs of Staff.,

d. Coczdination within the Departrment of Nefense of individunl
Service eryptologie activities with thooe of ANEA,

e, PFrovision of technical support of the Army, Navy and Alr
Foree in thelr conduet of erypiologle activitiesn.

£. Collzboration witkforelpn COMINT agercies in accordance with
United States Cormmmicatioms Intelligence Bozrd (USCIB) policies,

€. Distribution of yroducts of AVSA COMMYY activities in
aecopdsnce with Armed Porces Security Agency Council (AFSAC) policios.

4., DISCUSSTION - AFSA pow fulfills these recponsibilities by mrlataine
ing the units sbown in the appended may (Appemdix "A"), in accordsnce with
the prim:ip%ez graphicelly presented in the appenfied cherts (Appendices "BY
through "H").

a, Appendix "A” ghows the location of existing and cuvxently
planned AFSA wnits, AFSA operates one mein COMINT processing center
in ike continental United Stetes (ot Washingbton, D.C.). APSA operates
a Fieid Ueather Processing Unit (FWPU) in tke Pacific area (&t Yokosuks,
Japan), and plauns a oilnller uwnilt In the Atlantic srea (ot Chicksands,
Pricry, Englend) for Fiscal Yomr 1851, After the plamned relocstion
of the AFSA Eesdguarteys conbtinenial conter, an additional subsidiery
unit i1l be ce-located with the geat of government.

b. Appendix "B shous the AFSA Orgenizstion end Cormandd Structure
Zor Support of Operating Forces. AFSA provides Departmental level
support for operating forces of all Seyvises, PWFU's provide Special
Wenther support for cpevating forcess ot 2pd below Aves or Theater level,
as ayranged vwith the Servieceon,

-1-—
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c. Appendix 'C" shows gruphiexliy lhe Assigonent of Auvilweily
for Operationsl Direction of COMIWT :ctivitics. .

d. Appondix "D" shove AFSA Resgonsibilitics for the Productlon
of COMINE.

e. Apperdix "BY ghows Responsibilities fop Supply of Pechnacal
Support. AFSA suppplles technical support o all lswels of Sevvice
COMINT activicy. AFSA FUPU's receirve foctrdcal suppors from AVHA
from Al -~ Porce Security Service (AF3S) Heedgwsrsers ond foom cow
loceted Tield valts of the Davy andfor the Az Force, whose comeraders
sye prigsary consusors of Bpeclal Weathos Lulelligencs. FWEY Pesific
receives locel support from both Novy and Aly Foxes Jastellations. I
is enticipated thal FWPU Atlzanilec will receive the bulk of loosl sup-
pors Prom the 10th Redio Seuvadron {Mobile), vizh vhiech £t wvili he
co-located, althoush additicnal supporh will be suppiicd by
aptiviciea.

£. Appendix "PY shows the Flow of COMINY and Technical Informo-
tion la which AFSA perdicipetes., AFSA cwrrently distributon COMILT
date to USCIB wmerbers at the Depurtoental level, and supplles tezsnical
information to 21l echelons of fhe Service crgpiolegic organizavions,
ag arraaged with those orgenazsbiors, AFSA FUPD'e dlsseninate fpeclal
Wezther Intelligence data to Theater Weathes Cewlrals, and recelve
technleal infolsation fron co-Jocaled Sexvice processing anita,

Agreements, respectavely. 7This exchonge 1o casriel oo undsr cuger- |
vislon of USCID and vie jolnt lieison chamnels operated by the USCIB |
Couzdinator,

h. Appendixz "I" shovs the AFSA Relsizouship e Iutelligence
Centers.

1. In smplificstion of the methods by which AFSA fulﬂillxa 37
asgigned rooponsibililics, the folloving addicicasl ysinta cza:'e i
precented:

(L) General tergets st which T/A apd erypt will ‘be ﬁifec.‘i}&.ﬂ
at vorious levels, AFGR Hesdquarters TJA and evypt Wikl "o e
To be directad 2t all foreign terpels, rugerdiess of level or
Service, in accexdance with roquirementc of the USCIE wmewbor |
agepcies, FUPT Efh ond crypt will be dirceted towmsd curgets
wWoueh uoimally corry meieorologieal irvormation, in accordssce
with requiverents of the commrdsre gerved by these unilbs, |

(2) rechenics of distribubtion of CORUNE dexa. AFSA an&
AFSA FWPU'S distribute CIBUNT GBva DY physicel. &sd eleatrim&
meens to suthorized recipients &t appropriate levels, ;

(3) Methods and lovels of evaluaiion and co.vreloti«m.
Evelustion Gnd COFrolniiol 8re Tunchivns of vht Service imbole
lrgence agencies. In the excepliomwl cases of exp'mitatiﬁm
of traffic ennlysis dete spd plain-text inturcepts, AFSA may
perform prelininsry eveluation and coryrolation based u}gon
iechnical considerations. L

(+) Yevhwods of 8igsemination. AFBA now alatribums CRTET
dnca to USCID Teumper Sgencies, owt the further Alssemination of
Pinished inkelligence is & fumction of Service dntelid wg&ncc..
azensles.

EO 3.3(h)(2)

PL 86-36/50 USC 3605
“w 2
. % !""
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(5) Mechods of security comtrol, Personnel performing
COMINT processing operavions and Rendling COMINT dete are
cleared in accordance with USCIB stendexds. Intermel com~
partuentation of activities is applied. Elepctrical trans-
mission of COMINT, COMINT data, end technical information
is effected in sccordance with AFSA commmication securlty
policies, utilizing cryptogrophic cyeters reserved for COMINT
purposes.

J. Personael strengthe of AFSA COMINT unite, authorized and
recommerded, sre es follovs:

Iserange Rew

comperded to Incremse Ree Total

Secyctery of commended to Authorized
andl

Defense APEAC
Authorized  (J08 2010/31) (AFSAC 55/22) Recommended

AFSA Headquarters 4759 1500 901 7260

(CGIINT Operations)

Field Weather Frocessing k1 0 4 L3

Unit {(Atlantis)

Tield Weather Procescing bl 0 0 &3

Unit (Pacific) . T
TOTALS L8l 150G 901 T2k

-3 -
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ARMED FORGCES SEGCURITY AGENCY
ORGANIZATION AND COMMAND STRUCTURE FOR
SUPPORT OF OPERATING FORGES

JOINT CHIEFS
OF
STAFF

MILITARY
DEPARTMENTS

FIELD WEATHER THEATER, AREA,
PROGESSING AND LOWER
UNITS COMMANDERS

LEGEND

— Gommand

---- Comint Support
APPENDIX “B" uep
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ARMED FORGCES SECURITY AGENCY
ASSIGNMENT OF AUTHORITY FOR OPERATIONAL

DIRECTION OF GOMINT ACTIVITIES

JOINT GHIEFS
OF
STAFF

DEPARTMENT DEPARTMENT DEPARTMENT
OF OF OF
THE ARMY THE NAVY THE AIR FORGE

| |

ARMY NAVAL AIR FORCE
SECURITY SECURITY SECURITY
AGENCY SERVICGE

r——-—————-d

I

INTERGEPT INTERGEPT
SQUADRONS
STATIONS STATIONS (MOBILE)

—TFOP—SEGRET
LEGEND

—_ Gommand & Adminis -
trative Gontrol
-- - QOperational Direction of
APPENDIX “C" Positions Allocated 1o
Perform Missions for

AFSA (as now exercised)




ARMED FORCES SECURITY AGENCY
RESPONSIBILITIES FOR THE

PRODUGTION OF COMINT

AFSA
HEADQUARTERS

FIELD WEATHER FIELD WEATHER
PROGCESSING UNIT PROCESSING UNIT
(PAGIFIC) (ATLANTIC)

LEGEND

— Existing

APPENDIX Pianned

—TFOP—SECGRET
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ARMED FORCES SECURITY AGENCY
RESPONSIBILITIES FOR SUPPLY
OF TEGHNICAL SUPPORT
AFSA
L ARMY NAVAL AIR FORGE
SECURITY |— ‘L SEGURITY |~ SEGURITY |
AGENCY GROUP SERVICE
NAVAL FIELD WEATHER
ASA THEATHR ! |»{ EXPLOITATION L'T PROCESS?NG
HEADQUARTERS UNITS > UNITS
ASA NAVAL RADIO
FIELD e Lol INTERCEPT [« SQUADRONS
STATIONS STATIONS (MOBILE)
’
. APPENDIX "E"
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ARMED FORCES SECURITY AGENCY
FLOW OF GOMINT AND
TECHNICAL INFORMATION
AFSA
DEPARTMENT
OF '
>
; 1 STATE
> I :
: * ! CENTRAL |
DEPARTMENT DEPARTMENT DEPARTMENT ! > INTELLIGENGE
OF OF OF THE
THE ARMY THE NAVY AIR FORCE i AGENCY
‘ |
ainintel ninbeteinteteiey Rhsi 1 FEDERAL |
: ' s BUREAU OF
ARMY | NAVAL AlR FORCE ‘___: |NVEST|GAT|ON
L SEGURITY Je+al SEGURITY SEGURITY H
AGENCY : GROUP SERVICE |4 :
1
o H ‘r 1
' i i ' [ ]
h 4 ! v | S 4 : 1 r___l___mi
' } oTE
ASA } | EXPLOITATION sozﬁg:aoous i L#F:z'a%e\?sﬁﬂe — 2;A‘,‘G§FRE£”FESNAT P“élcmoggm
THEATER P2 uNiT (MOB I LE) Ly UNIT TECHN ICAL |NFORMATION
{ DIRECT TO CERTAIN ASA
| . L_‘FI___J FIELD STATIONS
H ! T heme e —e_ e m——— -
v ! 4
: ‘ LEGEND
' THEATER
FIELD le 5 INTERCEPT WEATHER —> Flow of GOMINT
STATION NOTE STATION CENTRAL ---»> Flow of Technical
S l {nformation
[ APPENDIX “F"  FOPGECRET
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ARMED FORCES SECURITY AGENCY
RELATIONSHIP TO
INTELLIGENCE CENTERS

ASSISTANT CHIEF
OF STAFF
G-2,U S ARMY

DIRECTOR OF
NAVAL
AFSA INTELLIGENCE
DIRECTOR OF
INTELLIGENGE
USAF
FIELD WEATHER THEATER LEGEND |
PROGESSING WEATHER
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Exchange
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ARMED FORGCES SECURITY AGENCY
ARRANGEMENTS FOR
FOREIGN COLLABORATION EXCHANGE

EO 3.3(h)(2)
PL 86-36/50 USC 3605

CRGC

USCIB

Y
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6= - - » AFSA --

APPENDIX “"G"

LEGEND

—— Policy

---- Technical




GLOBAL COMINT STRUCTURE

1. PURPOSE - To prescnt the existing and planned wartime gilobal COMINT
structure of the Department of Army.

2, SCOPE « The global COMIRT structure of the Army 1s considered to
inclwde the woridwide organization end facilities reguired to perform inter-
cept mission sssignments, intercept control, intercept operations, COMINT
vrocessing, exchange of technical information, production of intelligence,

dissenination and the determination of policy comnected therewith.

3. RESPONSIBILITY -« The operetional responsibility for the globel

COMINT structure of the Avny is dlvided Detuween the Army Security Agency,
the Intelligence Division and the SSO Branch of the Office of the Asst Chief
of Staff, G-2. The COMINT activities are divided generally as follows:

8, The Army Security Agency is engsged primexily in COMINT
collection to include, Pixed intewcept operations to support AFSA operations;
combat COMINT operations to support Army Commendcrs of major commands and
field Army Cormanders worldwide to include intercept misslion asgignment,
intercept control, intercept operations, unit and back-up processing,
limited production of intelligence and excheapge of technical informpation;
and the determination of COMINT policy connected therewith.

b, The Intelligence Division in the CRIINT field iz enmaged
primayraly in the production of intelligence from COMINT, 1n the assigoneni
of target priorities for AFSA, and In the security aspects of the product,

c. ‘The SSO Pranch is engaged primerily in the activities involving
“he dissemination of the CCMINT product and in the aspects of security
reguired o protect the source,

L, DISCUSSION -~ a. @eneral - The peacetime or exlsting global CCMINT
structure of the Department of Army has been so orgenized thet, iIn gereral,
it cen be expanded to support the wvartime Army without change of structure.
This concept hus been followed in the Depertwment of Army emergency and war

planning.




b. Appendix A depicts the ASA exishing ond planned wariime
CORTOIT structure,

c. Appendix B discusses the existing and planned wartime
structure for the production of intelligence fron CRUNT sources,

d. Apperdlix C porirays the SSO existing ard planned wertine
COMINT structure,




APFINDIX A

ARMY SECURITY AGERCY

EXISTING AND FLANNED WAR GLOBAL

COTINT STRUCTURE

1. PURPOSE - To depict the existing and planned war globel COMINT
structure of the Army Security Agency.

2., DISCUSSION ~ a. The Arny Security Agency has been orgenized
%o permit expansion of its global COMINT structure, rather than reorganiza-
tlon, to support the mobilizing and later the vwar strength Army, The basic
command and support structure of ASA is presented grephically in TAB "19,
This study will treat only with the COMIDT structure and activities excluding
COSEC functiona,

Y. The Army Securlty Agency cocbat COMINT suppori structure is
portrayed dlagremrwtically in TAB "2"., For purposc of simplicity this
structure will be discussed beginning at Division level, the lowest Army
echzlon at vhich ASA operates.

{1) Division Level - The COMINT support provided is that of
liaison. In this capacity ASA serves the division
coommander by advising generally as to those items of
the Division Collection Plun which could be sccomplished
by the Corm Recon Bn, , the ASA interest in typez of
captured meterizl, and other ASA metters as reguired.
Liaison will also be malntained with the Division Signsal
Offlcer on metters pertaining to Elecironic Countermezsure
activities. The Comm Recon Lan Dets will have direct
coummications with the Comm Recon Bn.

{(2) Coxps level - The Corps is the lowest level at vhich
direct COMINT support is provided the Pield commandor
ard complete COMINT operations performed. COMINT
collection missions are normally cobtalined from the Corps
Collection Plan, Corpe Signel Officer (for ECH) and

the ASA Group Commander, The Bn Eq will esercise only

-1l
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(3)

(L]

(%)

geperel intercept control and will poi periorm any
wnalysis activities, Theso ackivities are pesforred Tod
the Bo commender by the Comm Recon (o (Intel) vwhich in
addition will pa~form the intevecept activitles amd, vo a
limited degree, will produce combst intelligence; however,
its major product will be COMINT dste. Dicseminabion, with
e excepbion of Lachnicel luformation, till be through
the Avigy SSO gysicim. Technicel informstion will norually
be passed only beswcen ASA wmits. The structure provides
thut the Bn must keop the Group comtinmvally and curieantly
informed as to specifie misslon acsignesute and successes
attelnsd, Traffic infercepied and successes are pussed
exgadddlicusly 4o Lhe Group vie technical chuampnels,

Aray Level - The Group Hesdgquasters provides the key
intercept control setivity within the Arwy., Although
limited in i%s capability Lo perform extenclve apalysis
actlvities it has sufficient facilities to review the
Bns CGINT predusts, coordinate the intercept mission
seslppnent throughout the Army with those of adgacent
Arpies together wilh thoce from higher ASA commands
(normally Theater ASA). Concerning its direci support
mission, it operates at the Army level in the same

menner as the Bn et Corps. Houvever, in addition to
sccomplishing (through the Bn intercept facilities) the
geveral miszlon of the Army commnicyr and pessing this
COMIIT to the 880 for dissemination, tone Group will also
vake aveilable for dissenination the resulls ef the Corps
and. Division mismiousn. The Group Headquariters cxpedites
the moverent of lutercept traffic sad cuccesses of the
Group resiward to the next higher ASA echelon togellwer
wiih epecific reguesis for technical back-up.

Theater Level - The ASA provides at this level a Theater

ASA baving extencive COMINT facilitles and vested with

-:2&
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EO 3.3(h)(2) ,
PL 86-36/50 USC 3605 f Oi S@%%w

.\\;::?::;:5\ command of all ASA unlés within the Thesier. Whille boib

mobile and Tixed type intercept unite are cormanded by
the Chlef, ASA Theater, the fixed facilities are opcra-
tlonelily divected by DIRAFSA., Howevey, as the gltuntion
permits, that COITNT date collected by vhe fixed facili-
tiecs of immediate interest to the Theater willl be ubilized
bzr the Theater ASA. To fulfill $te responstbilitics the
Theater ASA performs extensive combat invercept control
and cmmx" snalysis and produces intelligence fyrom CUROINT,
These activities are requlred for tvo prisery reasons, 4o
provide uczma" iu the Theater Comvnder and Aruy Fileld
Coumanders, tbreugh the ATmy S5S0 system; and o provide
the tactical ASA uni‘ts w:!.‘bh the necessery iLechoical CRUIYT
back-up required for \\\&fi&ient ficld operatiocns., Currently
thiz is the lowest level at which exchenge of technical

inforpation 1s wede with the Intercept miscions,

although performed primarily for thé*ii?hea-ter Communder will

also be performed on targets of AFSA ané

The Theater ASA expedites the movepment of that treflic
intexcepted Por AFSA, other traffic considered to be of
interest to AFPGA and all Theater successes to Hg, ASA.
The 'Theatey ASA mokes specliic reguestc on Hg, ASA for
technicsl cecistance and backuwp,

{5) Deperbtment of Army Level - The Chief, ASA will establish
2 Corbet COMINT Branch in Hg, ASA to perflorm those pro-
ceasing fusctions requived o suppers the corbat CHUNT
efforts of the ASA field uwnits, This welt will proecess,
only %o the extent required, to contwol, direct, suppors,
inprove and intensify the processing being conducted by
ASA Thoater and tectical (mobile) wnits. This process-
dng vill be perforimed in ecoordination with AFSA, Miszsloa
essiament and traffic control will be limited in scope
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%o that required for glcobal coordination, Treffic

and successes reeceived from ASA Theater will be made
available to AFSA. The priosry COMINT products of this
ualt will be as followss
(2) Intelligence - Keys, code veluss, twraffic snelysis
informotion and other COMINT to support fleld unii
operetions., Direecilon finding analysis and control
information for £icld units and for suppovt of
Sipgnal Corps clectronic warfare activities on
commumiestions operations,
(b) Studles to evaluste ard improve £ield operaiions.
The technical suprort provided the Army by AFSA
will normally be through Hg, ASA,
¢, The units shown in Teb 3 ccompose the existing (FY 51) ASA
global COMINT structure as diccussed above,
éd., In the event of mcbilization it is planned {hat the existing
global structure will be expanded, withoul sny major change, 40 encorpass
those unite indiceted in TAB k. This wartiume structure will be reoched
over a period of 36 months after M-day and 25 noted is directly tled to the

Depastment of Army Mobilization and Way Plans,
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’ SECRET ,

ARMY SECURITY AGENCY

COMMAND aND SUPPORT STRUCTURE

Chief
A Security Agency |
DIRECT DIRELT
SUPPORT OF AFSA SUPPORT OF ARMY
Vo
ASA

Theatex {
Norcally 1 per
Theater

THEATER | LEVEL

T 1
Field Stations l Comm Recn Comm Recn
to. (intel Det. !Sect

1., Operationally directed

1 per Thester 1 per Theater
by AFSA. e e e e i T .
AR#Y | LTVEL
2. Commanded by ASA Wash, -
Comm kecal
or ASA Theater as situation L Group
g & Hg Lo
alictates.
1 per Army
3, DNumber of stations depend @ L L e e e e e e m e -
on AFSA requirements. GORL & !Lh.&’:s._.
4. Field stations provide r . g-—-—-—-—:-t'-ﬁ-—l-
Ij Lomr Reen
Theater aSA with GOMIN( Bn
Hg & Hq Deti
data of interesl io the
1 per Corps

Theater.

e

Comm Recn {"Comm Recn
. | Co (Intel | co (Sect;

DIVISION |LAVER

Sk P il
Pt amartm—bn
J——

“L Comm Reen |
{ Ln Dets

1 per Davision
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ARMY SECURITY AGENCY
COMBAT COMINT SUrPORT STRUCTURE

Chief of Staff
! Us Army
LA/C of S, G=2
DIRAFSA | — — —technical _ ™ Cuvepaga |
Support. Proposed backeup -~
Combat COMINT
processing.
lission assignment 2
& Traffie control.
Chief
‘ ASA Theauter
Theater Combat COMINT
processing and produc-
tion of intelligence | Direst > Theater Comdr
from availeble COMINT. | Support
Higsion assignment and
traffic control, ‘
C. 0. Flield C.0, Comm C. 0, Comm
Stations ‘ Reen Co, Reen Grou
Provides raw Combat COMINT Army Combat CONMINT
COMINT data of] collection, processing and pro-
interest to processing an duetion of intelli~ | Direet | Axmy Comdr
Theater ASA limited T/A &j gence from availsble Suppoxrt
C/A evaluatio COINT, Mlsslon assign-
ment and traffic contro.
*
€. 0, Comm C, 0. Comm
__Reen Co_(intel) Reen Bn
Combat COMINT colleo- ercise technical
ion, processing and irection over COMINI  Direct Corpe Oomdr
roduction of intelli- etivities of Bn. Support
ence from available neral mission assign-
SOMINT, Mission ent,
esignment and traffie
eontrol, - —
OIv Gomm | _ Lisigon _ ‘4111?,, Comdr
Recp Ln Det
1la Combat COMINT
activitias,




ARMY SECURITY AGENCY

Y 51 UniIT

1,263,000 ¥an Army

FORCF'S SUPPORTED

CCNTIXENTAL U.S,

3y, AFF
Firet Lrmy
Secerd Army
Third Army
Fourth Army
Fifth Avmy
Stxth Army

Geneyal. Regorve

¥ Corps

VIT Corps

{(7) Divislons)

((3) RCTs and/or Regza)
((98) Combat Bna)

.. “URE
16 Divisicns

ASA SUPTPORT ELEMERTS

CONTIRRITAL U.S,

Hq, ASA {Tnoludes processing
unii)
Tacsical COMINT Eanlce
711 Com Roccn In Yot
851 Comm Recoa In Det
3852 Corm Recon 1n Det
855 Corm Recor In Dot
85% Comm Recon 1n Dot
855 Core Recon In Dst
356 Comm Recon In De%

Goneral Recerve

Ty & Hg Co Comm Racon Gp
Pg & ilg Dot 30L Com Recon Bt
ho & By Dot 302 Coam Rscon 3n
Hq & Hy Det __ Corm Recon 3n
329 Comms Recon Co {Intel)

333 Curm Recon Co (Tatel)
—_ Cozm Rocon Co {Intsl)

Tleld Srationa %(3)
0L RAU
8602 AAU

Traiml
ASA Becbeol




ARMY SECURITY AGENCY
FY 5T UNIT COMINT STHUCTURE

1,263,000 Man Army 16 Divisions
FORCES SUPFORTED ASA SUPPORT ELEMENTS
FECOM FECOM
CINCFX Hq ASAPAC
Bighth Army Tastical COMINT Unlts
I Corps Hy & Ha Co 501 Gp
IX Corps Bq & Hg Dst 303 Bn
X Corps Hq & Hy D2t 30% Bn

((6) Divisions)
((3) RCTs and/or Regla)
((40) Combat Bns)

LUROFPF

CINCEUR
Seventh Army
((3) Divisions)
((4) RCTs and/or Regts)
((23) Combat Bns)
CIRCUSAF
((1) Rer £)
CINC TROBT
({1) RoT)

326 Comm Recon Co (Intel)
327 Comm Recon Co (Intel)
360 Comm Recon Co (Intel)

Tield Stations * (3)

BE03 AAU Ok:newa

8609 AAU Fhilippine Islends
8610 AAU Eyoto, Japan

8612 AAU Chitose, Japan

EUPOTE

Hq ASAE

Tectical COMINT Units

Hg & Hq Co Gp

331 Comm Recon Co (Intel)
332 Comm Recon Co (Intel)

Tield Stations ¢ (3)
06 AAU

8608 AAU

8611 AAU




1,263,000 Man Army

ATASKA

CINCAL
CGUBARAL
({1) Borf)

PACTIIC
CINCPAC

CARIEBEAN
CGUSARCARTB

WORLDWIDF WISCELLANEQUS

TOP-SECREF

ARMY SECURTTY 4GEYCY
F¥ 51 UNIT COMINT STRUCTURE

16 Divaiazions

ATASER

Hg, ASA Alaska

Tactiea) CONIAT Ualts
omm Regon Go (invel)

amanasampy

Field Stations * (3)
§66T ARG

PACIT IC
Hq, ABA Havaili
Fisld Stations

CARTFEEAR
Hy, ASA Cexribbean

WVORLDWNIDE MISCFLIANEOTS

Aomayg
860% AAY, Field Stavion
Detachrent v
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ARMY SCOURTTE AG¥HCY
Fy 51 TTT COMINT STUIOTURE

1,2€3,000 Men arny 16 Diviezons

Chart inoludss only vhobe units engaged .n COINT actlvicies,
Units showa anolude those evvhorized c.ad requoeated.

I'18ld Statwon "¢ asreriaiol’ nommlly proviie certaiu rav taterials, of dicect
intsrest o the Theater. tc the Troater ASA for ues ac Theater ccibet CRIINT,




FORCES SUPPORTED

Continsnval U.S,

Eg, APT
Fivet Army pPrec
becord Avwy Area
Third Ariy Arvsa
Fourth Arrty Avea
Firth Arrmy Avea
S8ixth Avmy Acree

LRMY SCOCURITY AGENCY

WaR
I 5

11T COMINT

RT QFf APWY PLANS.

YULL MO2

TION

ASA SUZPORTIFG ILEMEATS

Continsntel U,5.

Tg ASA {Zacluding procesging unit)

Tagvical COMINT Unlta

or1 Fecor In Det
851 Comm Peron 1a Dev
352 Comn Recon In Det
853 Corma Recon Tn Dol
85b Comm Recon In Det
855 Comm Recon In Det
856 Cozm Recon 1n Dot

Fiola Btetions
1 AAT
8602 AU

Traln:l%
AS2 School
8622 AAU - ASA TPralning Center




FORCES SUPIORTED

T CINCFE
(1) Army

#EUROPE
CINCEUR
Seventh Army
(3) Davision /

ASA SUPTORTIING ELEMENTS

THCOM

T Hg_ ASPAC
Tactical COMIAT 7Units
{1y 53 ¥ Hg Oo Comnm Becon Gp
{2) Mg 2 Hy Dsy Comm Reoon Dn
{3) Corm Recon Co (Intel)

Fielé Statione
8603 AAU OXinava

3C07 AAU 2a1)ippine Ielands
8610 5AU Xyolo, Japen

8612 AAU Chitose, Japan

STUROPE
Hig Ponsls
mactical COMINT Un.te
& Hq Comm Reoon Zn
(2) Coma Pecon Cos (Intel)

T'isld Stataion.
AAQ

83508 AAU

SG1L AnU




FORCES SUPFORTED

*3 THFATLR “"A"
CINC Theater "A"
{%) Armes
(1%) Corpe
(57) Civisiona

4% THEATCR "B"
CINC Theater '"B"
(2) Armles
(k) Corps
(15) Divisions

ALASKA
CINCAY,
CGUSARAL
(1) Rot /

TOP-SECRET

ARMY SECURITY AGEUCY

WAR UNI'T CO STRUCTURE

IN SUZPORT OF ARMY W,

FULL MO.'LLIZATION

ASA SUPPORTING ELEVEMTS

*3 TECATNR "A™
Hy ASA Theater "A"
Tactical COMINT Tnits
€] Hq & ¥ig Co Comm Recon Gp
{14) Bq & Hy Dets, Comm Recon In
{1k) Comm Recon Co (Intel)

#/% THEATER "R"
Fq ASA Theater "B"
Tactical COMINT Univse
12) B & tq Co Comn Recon Gy
() Hg & Hg Det Comm Recon Pn
{5) Comm Regon Co {Intel)

ALASKA
Hgq ASA Alaglks
Tacticul COMINT Units
{1} Comwm Recon Co (intel)

Fisld Stavions
BbOT ART




AR¥Y SECURITT AGENCY
AR T CLIIMT ST

I RT ARMY V.
Fm-i.-l '[ﬂ‘; ude
PORCES SUI'PORTED ASA OUPT.RTING LLIMERTI3
PACTIC PACITIC
CINCPAC Ig ASA Hawall
Tisld Btations
AQD
CARIDBEAN CARIMERAL
CGUSARCARTS fiq AS2 Caribbeen

WORLIWIDE MISCELLANEQUS YWORLIWIDE MISCELLANTOUS

F TR TLY

- 8604 AAU, Field Station

Totachmout ¥
NS,

1, ¥ Curoauw Arny plan {belag recoceidered) wndicoves 60 dey holding acvion thea unito are
wrltron off ss Zighting univa,

2, #* Theaver "A"- buuld-up after M{12; expands to inolnde forcem of The-ler B on 0. sbout /26,
3. *% Theetor "B"; lmmalave dDuili-np.




Acny Dxisting snd Planned Wardime Globel Structuve
Yor the Proauction of Intelligence CRILIT

1. Purpose

To depict the Army exlsting and planned wartime global strusture for the
moduction of intelligence from COMINWT.
2, Discussion

v, Existiung Structure

Speciel Research Branch, Intelligence Division, G-2, is responsible,
within the Army, for the production of intelligence from COMINT, for dissemi~
nating such intelligence (through the Army SSO system where appropriate), and
for estapliching intelligence priorities for the guidance of COMINT prodveing
ageacies, osuch priovities being based on the requirvements of all Army COUIND
recipients. Special Research Branch has 8 present pessonnel strength of 55.

b. Proposed Wertime Structure

(1) In the event of war it is expected that the Branch will expend
eventually to an estimntad strength 02_250 yersons, to perwlt the processing
of the lacreased quantity of CQMUINT anticipated &5 o result of AFSA and ASA
wartime activities, and to inouwre expeditions handliing of cperztionsl intelli.
gence vital to the £ield. FNo mejor changes in the Branch orpganizeticnal
structure or yrocedures are contemplated,

{2) 580 teame in the £ield would probably be sugmented by rescarch
personnel €0 ussist ths Theater G-2 wo Produce as complete and asccurate
intelligence as possible from CRIINT., FProcurement and walning of such por-
gonnel could be effccted under the existing SSO aystem, using Detachuents "P*
and "M",

(3} The Theater G-2's would probahly decire eventually to esiablish
COMIET processing unitc ander the operational control of the Theater G-2'c
but conforming to security measures prescribed by the SS0. The research ger-
sonnel abtsched to the SS0 teans at the ¢tinme of the formation of the process-
ing unive would them he transferred to the respective units as trainod mweledi,

(%) In the event that a Joint and/cr Combined COMINT processing center
weve leter ecteblished in 8 Theater, the reseerch psroonnel of the uniio des-
eribed in par 2 b (3) chove could rrovide et leest a portion of vhe Army
contribution,
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Pregeni aad Proponed ciel Security O0fficer Systoun for che
Q Diaiattitlos oF O Cicighort T Do oty

1. Purpoce

Toe deplel the Arny exlsting and planaed wartime global struciure ror the
EO 3.3(h)(2)
dfszemination of invelligence from coxmm.pL 86-36/50 USC 3605

2. Discusgion :

The Army concepl, of COMINT &:I.ssem:!.natioég is baced on centralized control,
by ACf8, C-2, over ike channwels and mechanics of disgemination betuween the
produsing sgencles apnd the ultimate recipien'ég of CRMINT. In order to lmple-
ment this coscept the AC/S, G-2, esteblished the Specisl Security Officer
systen vhich provides a detachrent of officer am. enlisted perscancl who ere
attached to the varisus headgquarters author.lzeé: to receive COMINY. These de-
tochments cperate the COINT cormuniccotion chamels and reproscnt the AC/’S ?
G-2, D/A, in mattors concerning the security a.nﬂ. dissemination of COMINT wivhin
the bkeadquerters te which attached. \ \

In accomplishing its missica the S50 syshen r%ceives COMINT? (both evaluated
and wevalunted) from all available sourees for d.isseminat:!.on to ultivate
recipients, The S50 in the reciplent hesdquarters Eassures physical and crypto-
grepbie security of COMINY and maintains physicel cnstod.y of all COMINT material.
The evaluation, correletion, integration of COMINT :ls performed by Coumnnd G-2,
under secwrity supervision of the 830,

The current operatiom of the S50 at HQ, CINCEUR, keiwerg, Germeny, is
typleal of the exioting and conlemplated 8S0 service, The SSO Heldelberg
recelves COMIMT (both evaluated and row traffic) from u\e folloviag sources?

Special Resesrch Branch, ID

Secure fecilities arve provided under sccurliy supervision of the S350 vhere
sleared personcel of the Theateyr G-2 Section pexformu such evaluaticn,; corre~
lation and lategration of CRIINT as is desired by the Thealer., The persomnel
of the 880 office assist in the Theater evaluvation effcrt ln such manrer as
desixed by the Theater G-2. The procesced material is then diescminuted to
authorized veciplents by the 850 office. All COMINT materisl remains in

the custody of the S50 at all times,
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’ The current disposition of the SSO systen (Det "M", OAC/S, G-2) together

with the headguariers served 1s as follows:

SS0 Stetion

Fort Richardson, Alasks
Quarey Helghts, C. Z,
Fort Jay, New York
Fort Shafter, T. E.
Tokyo, Japan

London, Englend
Payris, France
Frankfurt, Germeny
Bonn, Germeny
Heldelberyg, Germany
Salzbwrg, Austria
Vienna, Austria

Trieste, ¥, T. T.

Princlpal Heedquariters Served

Almskan Comuand

Caribbean Command

U, S, Del, UN Mil, Staff Corm,
HQ USARPAC

GEQ, FEC (includes EUSAK)
U.S5. Anbagsador to England
SBATE and U.S. Anbassador
HICOG

HICOG

CINCEUR

USFA and HICCA

USFA and HICQA

TRUST

In addition to the sbove Army stetions, the following U.S. Alr Forces

svations (staffed by USAF personnel) are serviced throungh commmnications

channels of the Army SSO system:
Station
Mitchell AFB, New York
Dayton, Ohio
Omaha, Nebracgka
Wiesbeden, Germany

HQ Served

Alr Defense Command
Air Materiel Command
Strategic Alr Cormend
U.S5. Alr Forces, Europe

In sdditlon o the existing stations, mobilization plans call for the

activation of the following 5SO teams:

2 ea Teoms Type "A"
1% eo Teams Type "B"
T =2 Teanms Type "C"

(Theater Headquarters)
(Army or Army Group BRQ)

(Independent Army Coxrps or
Tized instaliation)

APPENDIX €
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DUAL NATURE OF 4RMY SECURITY AGENCY
COMINT SUPFORT MISSION

AR'Y SECURITY AGFRCY
COINT SUPPORT MISSION

SUPPORT OF ARMED FORCES SUIPORT OF ARMY FIELD

| SECURITY AGRNCY (4FSh) _ UNITS
Intercept Intercept
Man and administer faxed [ ‘Wan, administer, and
intercept installations for , operationally control mobile
benefit of AFSA. i 1+ intercept facilitaes.
(Jcs 2010 34(R).) (Jcs 2010 2a(3).)

lay perform special nissions
for AFS4 with mobile
installations.

(Jce 2010 33(3).)

Processing: Processing-
(None. ) Process, as needed for

intercept control and
combat intelligence.
(Jcs 2010/6 B 5a(2).)

Research & Development. Regearch & Developrent.
(None.) As required for intercept

and processing, &bove,
(Jcs 2010/6 B 5a(3) )

Training: Iraining.
Implicit in requairement to Ag required by intra-
"man and administer." service or joint needs

(3¢5 2010 App 3d(6)) to
maintain readiness in
peace and to provade
direct support to combat
operations in time of war.
(JCs 2010/6 B 58.)

15 February 1951




ARy SCCURTTY AGENCY

Chart bhowing. Flow of (OINT and Teshmical Support, helationship to
Inteiligence Centerg, and Other Pertinent items
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NUMBER AND PERSONNEL OF ASA~OPERATIONALLY-CONTROLLED
UNITS OF COMINT INTEREST, BY GEOGRAPHIC AREAS

Hg (a) School | Trainingl Liaison Theater (Hq & Hq |, Hq & Hg i Comm
ASA Lonter | Detsch- liq {Co { Re~ ' Det. Com Recon Go
ment con Gp | Recon Bn, (Intel)
@ [ @ { & [ Q o 'y
& £ R 4 & 5 5
o = |8 o g -, g 4 & -y i = 18 ~:
= g = 8 = g fou) g o=y ﬂé ) C‘lé? for) = g
s 808 S8 Sl S §i% E|v §|® 3
w w [ n 0 73] @ (]
g ot a & o 1] [ = o = o £ g 13
g & |2 & & 212 212 212 &2 12 2
Z/1
Existing (Auth.) |1 122L|1 7.2 {1 i1 2 1 1033 69 | 2 672
Planned & Auth. 1 122411 742 11 U7 49 1 103! = 6c ; 3 1008
Peak Mobilizetion ;1 3083 1 218 {1 48317 49 0 010 010 0
CLRIBBEAN ki
Existing (Auth.) 1 02
Planned & Auth. N X 34
Peak Mobilization ] 34,
ALASKA
Existing (Auth.) 1 L 10 0 0 0
Ilanned & Auth, 0 o 1 34 1 336
Peak fobliligation o 0 1 34 1 336
HAWATI .
Existing (Auth ) 1 34
Planned & Auth, 1 34
Peak lobilization 1 34
FAR EAST )
Existing (Auth.) i1 3801}{0 cl1 23 | 4 816
Planned & Auth, 1 38011 132 46 | 3 1008
Peak Mobilization 1 209711 10312 L6 1 3 1008
EUROPE (
Existing (Auth.) 1 22010 0}0 0| 2V 514
Planned & Auth. 1 280911 1030 012 672
Feak Mcbilizatlon(d) 8] 010 010 010 0
AFR1CA
Existing (Auth.)
Flenned & Auth
Peak Mobilization
THFATER A
Existing (Auth.) 0 010 olo ofc 0
Planned & Auth. 0 040 010 o}lo ¢
\ zation 1 546 § 4 44751k 322 114 L4704
THEATER B
Fxasting (Auth.) 0 o{cC 0}j0 0o}o 0
Planned & Auth 0 00 010 010 0
Pesk dobilization 1 190 {2 206] 4 92 | 5 1680
TOTAL
Existing (Auth.) |1 1224i1 742 |1 412 6 4L 728 {1 103]| & 92 | 8 2002
Planned & Auth. 1 1224 1 742 |1 17 49 5 T 13 30915 115 | 9 302
Peak Mobilizetion 'l 3083 1 818 11 L8317 49 6 1235 | 7 721120 460 123 7728

NOTE. Fagurss for "Planned and Authorized" are totals, not increrents, and are based on
1,263,000=-man srmy. Figures for Peak lobilizaticn are totals after units arve
redeployed to their designated areas. Both sels of figures sare subject to re-
ad justments based on changes in troop strengths.

(a) 1ncludes Army personnel assigned to AFSA; excludes Arlingion Hall Statlon
personnel not assigned to /FSA or Hg, ASA.

(b) These are the 11lth, 126th and 60th Signal fervice Companies, whach will be
reconstituted as Comm Rec Co (Intel) and the 51lst &ignal Service Detachment,
which will become a Comm Recon to. (Secaravy) but is now engaged in COJINT

(<) Ihese are the L14th and 116th Signal Service Companies which will be reconstituted
as Comm Rec Go (Intel),

(d) For planning purposes, umibs stationed in Eurore oa ii=bay will be dropred from
D/A rosters on M£2 months

15 Febrary 1951,
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ARMY SECURITY AGENCY

Tabulation Showing: 1NTERCEIT AND D/F POSITIONS OF ASA-CONTROLLED
UNITS OF COMNT INTEREST, BY GEOGRAPHIC AkKEaS

NOTE: Figures for "Planned

and Authorized" and "Pemk i

1 Communication Reconnaissence Companies (Intel,)

Mobrlization™ are totels Intercept Positions 5 D/F Positions
a?d not increments. (211 types except D/F) I
/1
Exlsting (Auth,) 60 8
Planned & Authoriged 90 iz
Peak Mobilization 0 Q
CARIBBEAN |
Existing (4uth.)
Planned & Auvthorized
Peek Mobilization
ALASKA
Existing {Autih.) 0 0
Planned & Authorized %0 4
Peak Mobilization 0 FA
HAWAII
Existing {Auth,)
Planned & Authorized
Peak HMobilization
FAR BAST
Exieting (Auth,) 60 18*
Planned & Suthorazed 0 12
Peak Mobilization 90 12
EUROPE
Existing {Auth,) 40 g
Planned & suthorized 60 8
Peak Mobilizetion 0 Q
AFRICA
Existing (Auth.)
Planned & Authorizoed !
Peak Mebailizatlon
THEATER A
Existing (Auth.) 0 0
Plenned & Authorized 0 1 0
Peak Mobilization 420 56
THEATER B N
Existing (&uth,) 0 0
Planned & Authorized O o
Peak Mobilization 150 20
TOTAL
Existing (futh,) 160 3Ux
Planned & Aulhorized 270 36
Peak Jobilizetion 690 92

*30 of these are of a small 4/f typc for vehicular (3/4 ton) mounting.
("Finch Loop Amplifier and Loop Rotator lodel F115-4%), .

15 February 1951




Tabulation Chowinge TOTAlL PERSONNEL AND IPTERCEPT POSITTONS OF aws
UNITS UNDER OPERATIONAL DIRFGTION OF AFSA

PERSONNEL P 08 I T L 0N S
Manuaj Auto ! Saim- , Jultiplex g
/ Worse forse plex(a).2 ch, | Other ; Voice rrp(b) DfF(b)_
573 ' H
8601 aAU
Pre JCS 2010/20 75 k¢ 36 12 0 4 ] b 1
Jos 2010/20 242 ()| 36 12 2 & 1.(e) 1 1
8602 AU
Pre JUS 2010/20| 272 20 15 8 2 6 1 0 0
J6S_2010/20 363 20 15 8 4 b o)l o 1
CARIBBIAN (None)
ALASKA
8607_ALD
Pre JUS 2010/20 a7 o 3 3 U 1 0 .0 0
3C8 2010720 350 1€ 18 9 2 5 0 0 1
HAWA LT .
8605_4AT
Pre JGS 2010/207 i72 17 0 8 3 6 2 0 0
JCs_2010/20 280 17 0 8 3 6 2(¢) ) 1
FAR EAST
8609 A4l
Pre JuS 2010,°20 223 19 12 10 0 3 1 1 i
JCS 2010720 342 19 18 10 2 5 H 1 1
8603 sAU
Pre JCS 2010/20 0 0 0 0 0 0 0 0 0
JCS 2010,'20 661 s7{d) | 18 9 8 7 1 0 1
8610 AAU
Fre JCS 2010/20 0 0 O G 0 0 0 0 0
Jes 2010/20 258 30 0 0 0 0 0 0 0
8612 AAU
Pre JCS5 2010;20 ) 0 0 0 0 0 0 0
JCS 2010/20 275 30 0 9] 0 0 2 0 0
EUROFE
8606 AAU
Pre JCS 2010/20{ 208 19 33 13 2 9 1 1 1
JCS 2010/20 729 30 33 42 12 16 2 b1 z
8608 AAU .
Pre JCS 2010/20 0 0 0 0 0 0 0 0 0
J6s 2010/20 340 g7{e) 0 0 0 0 2 o 0
8611 AAU
Pre JCS 2010,/20 ) 0 0 0 0 0 4] 0 0
JuS_2010/20 283 20 0 0 0 0 4 0 0
AFRICA
8604 _AAU
Pra JC> 2010/20 275 8 28 4 0 1 u 0 1
JCS_2010/20 538 16 56 10 4 6 0 ) 3
SPECIAL
ACTIVITIES
Pre JCS 2010/20 56 17 0 0 0 0 0 0 0
JCS 2010, 20 g0 19 0 0 ‘0 0 0 0 0
GRAND TOTALS
Pre JCS 2010/20| 1668 136 127 58 7 30 7 3 4
JCS 2010/20 4911 351 194 | 108 | %7 57 | 16(c) 3(b)| g(b)
NOTE: Figures for JCS 2010/20 are existing asuthorized. Breskdown of JCS 2010/20
requirements by positions i1s shown in accordance wilh AFSAC 60/12. Proposed
breakdown of requirements of JCS 2010/31 (if approved) wes not available in
(a) Includes "Non RU" simplex. PL 86-36/50 USC 3605

(b) JcS 2010/20 shows no requirements {or RFP or D/F. Requirements in this

column are estimated.

{c) 10 existing manuel morse positions end one voice at 860l A4U, one voice at
8602 AAU, and two vorce positions at 8605 a4lU, are in excess of JLS 2010/20
requirements.,

(d) 1ncludes 20 manual morse positions from USY 36,

(e) Includes :lr»aﬁa Det & and B,
15 Februaery 51
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ARMY SECURITY AGENCE
RECAPITUIATION OF PERSONNEL FIGURES

Total Personnel of Total Personnel of | Total all Other | Grand Totel
ASA- Oporationally- ASA Units Under ASA Personnel ASA Personnel
Centrolled Units of Operational Direc-
COMINT Interest tion of AFSA —
Existing
(Authordzed) 4911 zo11(e) 1529 11, 351
Planned and
Authorized 6187(b) 4o11(a) 1937¢0) 13,035
Agency Peak
Yobilizetion (c) 14,266 (0] 5542¢4) 4358 (0) 24,266

(a) JCS 2010/20 i3 used as tasis for both "xastirg (Authoriced)" and "Planned and
Authoragzed® in this column.

(b) These figures are subject, to readjustuents based on changes in planned troop strengths.

(¢) Peak mobilization for the Agency as a whole will occur ai M/24, A1l ASA umts will not
be at thelr regpective peaks simultaneously however

(1) Best estimete as of 31 Octcber 1950 when Figure was prepared for ASA moblilization plan,
This total is subject to revision.

15 February 1951.




ARMY SECURITY AGENCY
ChART Si1OnING ASA OPERATIOMALLY CONTROLLD D/F NETS IN FULOPE.

LEGEND:

% Hg, ASA Europs.
@ b/F set control end D/F.
& y/rF
NOTkS  Missions for D/F net of 11Lth Signal Servece Co. (L){2)(3) and

D/F net of 118%h Signal Service Go, (L4)(5)(6) are assigned by
ASAE (7)»
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LeGhEND NOTLS
Pqg, ASA Pac=fit D/F det af G0th S S Co (1)72}(3){L) operates independently of ethers-
D/t net cortrol and D/F (ASA Umt) D/F net of 126%h S, S. Co. (6)(7) and 51st S. S. Det (8}, operates an
U/F (ASA Unit) gon,unctior Wwith AFSS met of 1st Rdo Sqdn Mobale (10){21}(12).
® D/F net control and D/F (AFSS Unit) Control of net, may be by either met control of 126th S.&, Co. (6} er
s D/F (AFSS) - net contrel of 1st hde ©qdn Mobale (10) through conference teleiyne
faciirtares.

ASAPAC (5) darects dff of 3}ith Sc S. Co (9), an conjunetron with
gperations of the above nets where desired.

1 Feb 5}
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Serial 000210FS0
. W‘SEERH 1 March 1951
TOP—ORCRETD
MEMORA? DUM

From: Cantair L.3. Howeth (OP=20%2)
Tos Canteln J.VM. Wenger, USF, Chairmsn, A4 Hoc Committee
considering AFSAC 73/3

Subj: U.S. ¥avel Global COMINT Struciure; papers reiating to
Ref: (a) Chalrmar, AQ Hoc Committee Memorardum of 26 Jan 1951

Encl: (1) Chart showirg geographical locations of prircipal
facllities
(?) Tabular presentation of principal fecilities
{3) 1 set of charts (7 cherts) showing relationships
withln ¥zval Globel COMINT structure
(4) Narrative exposition of Naval Global COMINT structure

1. The erclosures vrepared in accordance with reference (a)
are forwarded hevewlth.
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Chart
Chart
Chart
Charti
Chart
Chart
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U. So NAVAL
GLOBAL GCOQITINT STRUCTURE

1 Orizanizational and Command Struocture

2 Assignment of Authority

3 Responsibilitiocs for Production of COMINT

4 Responsivilities for dupply of Technilcal >upporl
5 Flow of COITINT and Technical Information

6 Arrangement for Forei_n Collaboration and nxcnange

7 Relationsalp to Intelligence Centers

ENCLOSURE (3)
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. l. SCOPL fihe Naval plobal vommnication Intelli_cnce (CO IINT)

structure is cons:iusred to inciuue the or_anization, personnel,
and facillities reyuirea to perform on a global scale

8. Inter.ept of all wvypes of wilreles. comwaunicatlons of
enemy or potential enemy agencies or mwlitary for.es

b. obtainin, asna plotting IFDIF bearin_s and fixes

¢. intercept coverc_e control

do COMINT processin, (lncludin;, traffioc analysis, cryptanalysis,
dooryption, translation, and informatiion corielation) required for
combat intellizence and to carry out b. and ¢, above, excecapt as
regquirements are riet by ATSA

@., %cchnical inforart.on exchange

fo COIMINT dissemination and exchange

8o Jdntellizence correlstion end evaluation

he intelli_cnce dlssemination

i. security control

Js development of procodures and tecaniQues for above processes

end the determina‘tion of policles connecctea therewith,

2, FACILITIu> The functional components of the U.o. Naval lobal
COIINT structure are
8, Naval becur ity Group (unde: cosgnizance of Virector, Naval
Communications )
(1) Intercept Stations
(2 HF DF Stat_ons and Nets
(%) Area Exploiiation Unlts
{(4¢) Advenced Exploitation Units
{5) Detachments afloat
{(8) Interpretive Unlts
b. Under co.nizance of Director of Naval Intelligence (Op=32)
(1) Operational Intelligence sect.un, Yivision of Naval
Intellizence
(2) Fleet Intecllisenca Qfficers
(3) Area Nav.l Foreo Intellizence Offlcers

(=) Numbered Fleet Intelligence Officers

(5! Tagk Force, Group, Element and Unit Intelligznce Officers
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3, MIooION To furnish the U.S. Maval oper-ting forces wth

corplete and tinely comhat, current, and strategle lntelligence;

to respond to the special operational nceds of the operating forces
as requested from time to tire; to furnish the Armed Forces Security
ageney (sFSa) with CONINT suprort as directed by the Joint Chiefs

of otaff.

The specific miscion of certain funeti.nal componenss of the
Naval decurity Group (NaVSECGR:) is as follows:

a, area kxploitation Unit: To enguge in communicatlon
intelligence processing inciuding traffle analysis, limited
cryptapalysis, deeryption, translation, information correlation,
and disseminution to meet the combat intelligence requirements
of a rajor naval commander within the area in which his forces
are operating, and which can better be acconplished within the
area because of ti~eliness, quick response to operational needs
or for other reasons; to provide technical support for other
Comrunication Supplementary Activities in the area.

b, =~dvanced Exploitation Unit: To engage in comrunication
intel ligence processing at the point of i.terccpt to provide
timely combat incelligence to the naval forces in the vicinivy
or under thc cormand of a local commander,

k. Detachments .float: To intercept and process such
cormunlic.tions as are within its cupacliy to rrovide communication
intelligence of tacticul importance to the comrander of the fleet,
tasx force, tusk group, or unlt at seu to which assigned,

d, Interpretive Unit To receave corrunicuti.ns intelligocnce
from processing centcrs and exploltatiLn units, and to a&s emble
and interpret if for use by the intelligence officer of the command

to which the unit is assigned,

Lo TEPONSIZILITY. The operational responsibility for the Naval

global COMINT structure is divided between the Naval Security
Group (N VSiCGRP) and the Division of Naval Intelligence. The

CONINT functions of each are generally as follows:

J0p-SEGRET
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a. The N V.3iCGRP is enga~eld prim.rily in COVINT collcction,
including ..F DF operations, to suprort aFo.. and meet N.val combat
intelligence recuirements,

b, The Division of Maval Intelligence engages in the CONINT
field primarily in the correlati.n and evalu«tion of 1ntelligence,
dissrenination of intel.igence, determin.tion and assignment
of target priorities for the NaV3ECGRP and »~FSA, cnd in the security

control of the p-oduct.

5, TaRGETS at vwaich T/« and Cryptundlysis wil. be directed ut

various levels ~ E03.3(h)(2)
.~/ PL86-36/50 USC 3605

wNian wystem Cryptanalysis
Naval air /g/‘Niﬁbr bystem Cryptanalysis

Police ,7/ Ninor System Cryptanalysis

Merchant Shippingﬁ/" ﬁﬁinor System Cryptanalysis

Naval Cryptanalysis
Naval :it /' Cryptanalysis
Police ,ﬁ‘ Cryptanalysis
Merchent Shipping /ﬁ Cryptanalysis

Raval Vinor oystem Cryptanalysis
haval Alr Minor Sysitem Cryptanalysis
Poiice Minor System Cryptanalysls

Merchant Shipping Minor System Cryptanalysis

Other Nations and other types of itraffliec as U.S, Nuval operations

may reculre.

6., CONINT DISTRIBUTINN MECH..NIC3., Chart #5 depicts the general
CONINT distribution flow lines.

a. Raw intercept traffic moves by secure mail or wire and
wireless means from the intercept stati-ns to sF3a, the local
advanced Exploitation Unit, and the appropriate area Exploitation
Unit ﬁith mail back-up to aFSA.
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b, The COI'INT product of advanced Bxploitation Units is ftransmitted
by secuie wire or wirele.s means to the intelligence divisi~on of
the appropriate ~REa NaVui, FORCE COIT alD, to the apiropriate Area
Exploitation Unit, to «FS.. and to the Division of Naval Intelligence.

¢, The COVINT product of uarew E.ploitation Units is transmitted
by hand, secure 1re or wireless means to the inleiligence division
of the ap_ropriute FLL.T COI'T_.ND and 4REs N..Val FORChL CO ~ aND, %o
AFb and to the Division of Navul Invelligence.

d, The CONII'T product of Vetachments Afloat is delivered by
hand or orally to the intelligence officer of t..e COII..ND to whieh
the detuchment 1s assigned.

e, The COI'IMI product of ~F34a 1s transritted by hand or secure
wire to the Division of Naval Intelligence,.

f. The COMINT product of the DF Nets is furnished to Fo. by
the !_.VOECGRF Headquarters, sashington and that portion of the
product relative to antli-submarine warfare er—eaip~s50e—1es8%8- 1is
passed by wire or wireless reans to the arpropriate FLLET, 4REa

i Wal LORCE, or SE. FROITL.R COMT aY¥DS,

g. It is assured that afos will transmit by secure wire or wire-~
less means such COLINT informration to each irea Exploitation and
«dvanced HExploitation Unit as is appropriate to the mutual sug,ort
of cuirient proolems,

h, In general, all despatches embodying CONINT information are
encrypted in special crypto channels expressly prrovided for such
material and aldressed in such a manner as to effect delivery to
all interested parties without reencipherment and with the minimum

nurber of communication relays.

7. BVLLUSTION a0 CORREL. TION I'EThOJS AND LuvELL

a. aArea Exploitation Units, Advanced Exploitation Units and
detachments afloat correlate their COVINT products locally with
such collateral inforration as is avallable and other CONVINT. Each
item of COMINT 1s prepared showing the source as either "Traffic
Intelligence” or "Decryption Intelligence" which autom.tically

establishes the basic degree of credibilivy or evaluation of the
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b. The onerstiondl Irtellligence Sectlon, Divigion of Weval

Intelligerce, anrd intellipence officers at the hezdauarters of
commands correlate the COMINT furnished them rith other intelll=
gerce of all kinds and evaluate indlvidual COMINT items after
due consideration of source, agreement or non-agreement with
colleteral information, and irtsngibles thnat may apnly such as
militery or nolitical nrecedents, national nsychological bias,
esteblished eccentricitics of irdividual nolitical and mlliiary
leaders, and other factors of such nature. Intelligence studles
and situation estimates stem from the correlation of all intelll-
gence (including COMINT) availeble on varticular subjects, and
the evaluation of the irdividucl items used affects the welpht
of such itemg in determining the concluslions.

c. In order to save time and Amorove coordinstion, intelli-
gerce urits may be erployed in the immediate snaces there COMIWT
is nroduced, for example:

(1) Op=329Y1 in AFSA

(2) Urit of Joint Irtelligerce Center or Staeff Intellligerce
Divinion in an Area Explolitat’on Unit.

(3) Intelligence Urit of the commard served in an Advanced

Exploitation Unit.

8, INPELLIGEVCE DISSEMINATION METHODS. Within the U.3. Vaval
COMINT gtructure, COMINT is divided into two categories, (a)
Svecial Intelligerce and (b) Traffic Intelligence. Tach is
degignated by a code word which 1s employed together with the
avoropriate standard security classiflecation.

COMINT ig dleseminated only by the Chief of Yavegl Opergtlons
{(Director of Naval Intelligerce = Op=322Y) and such other commands
as are speclflczlly authorlized by the CNO ss overations may
require. The princivle of dlssemiration is based on "the need
to know"., Each item of COMINT is made known only %o those
individuals who require it in the performarce of tcshelr duties and
who hesve been anpropriately indoctrinctied.

COMIPT recipients are designated svecifically in ecach czge by
the CV'0, Recliplert authorizations are made and withdrsvwn 28

operations may require.

—T0P-SEGRET-
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. COMIYT is transmitted to recinierts by desvateh encrynted

in sneclal cryvtogrsrrhiec charrels exnressly orovided for that
meterial and ir no other, ard by officer messenger mail over
routes snecifically enwroved by the CYO,

To sove time, arrangements may be made ot the discretion of
a major comrander to hrve s processing unit or DF nlotting certer
disseminete certaln tynes of COMINT directly to the ownerating
forces, usually in the name of the commander corcerned: more often
hotrever, the same result 28 well as better correlatior is achieved
by having an irtelligence urit of the command carry on evaluation,
correlation and dissemination all within the same bulldin as is

used for COMIVT procegsing.

9. STCURITY COYTROL METHOD3 The genior irtellirence officer on
the steff of esch command authorized to receive COVIVT 1g desig-
neted by the commerder corcerned sg the "Snecial Security Officer®
(S30). As these deesigrations are :2de ard vhen changes occur, the
CPO (DNI = Op=322Y) is so informed. The duties 2nd reanonsibllities
of the 830 includes:

a. The maintenarce of security of COMINY within the commend
to which he 1s attached.

b. Irdoctrination of recivniernis of COMNIVT .necluding sdminise-
tratlon of the av-rooriate secrecy oath to individuels.

¢. Supervision sud implement.iion of all securlty measures
preseribed for internzl handlin~, transmlission and =xcharge of
COMINT,

d. Maintenance gnd Ceséruction of COMINT files.

e. Administration of receptlcn and ovening of all meil mavked
"To be opened by SSO oriy¥.

f. Reporting of all infraction: of the regulations to nis
Commanding Officer as gsoon as detected.

Within each commard authorized ny the CVO to receive COMIVT,
each individual recirint must execut= the avpropriste secrecy oath.
Further, he must execute the aporonriate secrecy oath upon termir-
atlon of his status as a recivient oi COMIMD

Permanert files of COVIMT are ret ired by the CVO snly. Major

fleet and area commands may retain such COMINT files zs are

TOP-SECRET-
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necescary to the mission and the cortimuing intelligerce needs

-+

. of the individual commend; such files belng held to o minimum
and subjected to regular review with this objJective in mind. All
other recivients will destroy documents desigrsted by the COMIFVT
code 'ords o8 soor ag sction hes beer taken on them and in cl
cases within 30 days from date of receipt. However, extracts of
date or paraphrssed irformaetion from COMINT sourc@#s may be retalned
in the COMIVT files as long as necessary.

A11 versorrel, except officers with more than ten years

continuous gctive commissiored naval service, will be investigeted

by the DNI prior to cleararce by thelr respective comrarders to

handle and receive COMIVT. It 1s expected that commissiored
i

officers only will handle COMIWT for those commazrds which recelve
orly evalusted COMI¥T, Or the staffe of commanders who evaluate,
synthesize ard dlsseminate 1ntellige#ce, it. 1s expected that
certain enlisted and civiliar versonrel will be required. 1In

gll cases these enlisted and civilian persorrel will be kent to
the minimum reocuvired for handlirg the work involved.

Commigsioned offlcerg with ter or more years cortiruous active
commissioned service need rot be subjected to the comnlete formsl
investlgation nrior %o indoctrihatgono However, r6wwrde available
in the Washirgton area must be scr@tinlzed to the extent deter=

minred recessary by the DNI prior to irdoetrinatiorn.
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DEPARIMENT OF THE ATR FORCE
BEADQUARTERS UNITED STATES ATR FORCE
VASHINGTON 25, D.Co

MEMORANDUM FOR CEAIRMAN, AD HOC COMMITIEE
SUBJECT: (Top—Seeret) Ad Hoc Committee Data Relating to the
Global COMINT Structure
1, Forwerded for consideration by the Ad Hoc Committee is the
material requested in commities meeting of 23 Januvary 1951,

2, Paxagraph kb of the Armed Forces Security Agency memcrandum,
subject as above, dated 26 January 1951, has been complied with at
an earlier date,

/8] Emmett P, Yost

1 Inecl EMMETT F. Y0ST
AF Globel Comint Colonel, USAF
Structure w/Appendix Chief, Supplemental Research Branch
A«B=0 Collection Division

Directorate of Intelligence
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THE AIR FORCE GLOBAL COMINT STRUCTURE

1. PURPOSE: To present the existing, currently plenned and approved,
end the planned wertime mobilizetion globel Comiunt structure of the Depart-
ment of the Air Foree,

2, SCOPE: The globel Conint structure of the Alr Force is considered
to include the world-wide orgenization and fecilities reguired to perfornm
intercept nmission assignuwents, intercept control, intercept operations, Comint
processing, exchange of technical lnformation, production of information for
intellipgence purposes, dissemination, end the determination of policy connected
therewith. The axn of the Air Force Comint effort is to produce combet in-
formation affecting enemy air defenses or bostile alr operations which could
have an immedlete jmpaet on our own defensive and retaliatory alr operations.
The mission of AFbS and its RSH's le to profuce such information on an
"imwediate use” basis within the level of RSM cepebilities.

3. ROSPONSIBILTTY: The operatioral responsibiliiy for the Comint ectivity
of the ALY 'orce 15 aspignod o the Alr Porce Security Sexvice (AFSS). The
Directorate of Intelligence, USAT', i1s responsible for sypervision of the Alr
Force Conint effor% for the Chief of Stafl, UBAF,

4. DISCUSSION:

8. Qenersl - The peccetine or existing globel Comint structure of
the Departuent of the Air Force hos been so organized theat, in genersl, it
can be exparded to eupport the wartime Alr Force without chenge of structure,

This conceps has been followed in the Depertment of the Alr Force emergency
apd war planaing.

b. Appendix A depicts in chart form:

(1) - Orgenization acd commend structwre for Comind
support of operating foress.

(2) - Assigoment of authority for operotional direction
of Comint activities.

(3) - Resporsibiiity for production of Comint.
(%) - Responsibality for supply of techmical suppors.
(5) - Levels of Air Force Processing, )
(6) - Arrengerents for Loreign collsboretlion and exchange.
(7) - Relstionship to irtelligence centers.
¢, Apperdiz B depicvs in narrzailve form:

(1) - Genecral targets to which T/A end Crypt will be
directed &t various levels,

{2) - Mechanlcs of distribution of Comint date in the
Alx Porce,

(3) - Methods ard levels of evalustion and correlation
in the Alir Foree,

(4) - Mothods of Alr Force dissecuination,
(5) - Hethods of security control.
d. Appendix ¢ - Definitlons,

-1-
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| TION AND COMMAND STRUCTURE FOR COMINT AND SUPPORT OF OPERATTIONAL FORCES
M

The AFSS COMINT support structure
follows no fixed pattern of relationship
to the various echelons of the Aix Force
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REQUIREMENTS AND RESPONSE LINE — ~ ~
(FOR COMINT)

€3 Command structure, The connscting pointa
between the COMINT support and the Alr
JIG Force Cormand structures ave determined
by the collection requirvemsnts for COMINT
information of air commands, as determined
by their separate missions,
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FLOW CHART INDICATING RESPONSIBILITY FOR PRODUCTION OF COMINT
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SECREF-

PROCESSING LEVEYL
FOR_COMINT

FOR

R8I

DET

1. The AFSS processing unit synthesizes and
correlates the informetion obtained by vhe RSM from:

8. The externals of enciphered or coded
traffic,

b.
traffie,

c. Such low-level cryptanalysis s can be
performed in the field with field equipment.

d, Such lovw-level cryptanalysls as can be
performed in the field with "keys" furnished by
AFSA,
for the purpose of producing timely (minute by
minute) information required by global missions of
mejor alr commands; end to collate the RSM analysis
of the sbove material for 211 alr commends.

The translations of plain text or volce

2. 'The RSM processing unit snalyzes and
collates the information obtalined by intercept umder
ts direct conbtrol from:

a, The externels of enciphered or coded
traft iCo

Da
traffic,

¢, Such low-level cryptenalysis as can be
performed in the field with field equipment,

d. Such low-level cryptenalysis as can be
performed in the field with "keys”" furnished by
AF3A,

Por the purpose of producing timely (minute by
minute) information required by the ares mission
of major sir commands end to trensmit to AFSS
a.nd/or AFSA information required on & perticular,
gpecified,commmications target.

The translations of plein text or volece

3. The detachment collects and identifles
radio commmicetions traffic ss directed and trans-
mits certain select items on & minute by minute
basis to the RSM, In addition, the detachment
may be required o coperaie D/F equipment as well
as other specialized equipmenis not normel to their
reguler assligned misslion.

SECRET-
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AFTENDIX B

1. General targetls at which T/A and crypt will be directed at various
levels, The objective of Alr FOrce proceasing 7or COMINT inTOrTRGIOn 18 10
produce information which will be immedlately exploitable by Alr Force com-
bat commands. The general targets at vhich Aix Force cryptologic agencies
will aim are the air to air, air %o ground, and point to point nets of
(1) - VIR Air Forces which hasve the capebllity of opervating globelly or
inter-continentally; (2) - the foreign sir defenses which have the cepability
of countering our global or inter-continsntel oir opevetions; (3) tactical
and/or strategic foreign Alr Forces which operste in limited areas, A1l Air
Porce commands will be served from one level of Alr Force cryptolegic activ-
ity-thet of the RSM. The products of R3Y's will be collated znd corrcleled
at AFS3 to the extent nocessary to meel Air Force reguirermeants for global
or intew-continentul corbst Comnt. In addlition, certeln limited portions
of the raw treffic effecting the globel nission of the Alr Force cornbeat
conmand. wlll be processed at APSES on a continuing hesis.

2, Mechenics of distribution of Comint dele in wbe Aar Force. %The
lowent echelon within the AFSS Comint seructure i5 the hoN Detachment, This
unit intercepis foreign radio commnications by direction of the RSM %o which
it is afteched. It bas no Comint enalysis funciilon. The Comint dato is
passed to 1he RSH by electrical andfor courier mesns where it is processed
and collated with materisl interceptcd by other detachmente of the RSM. %he
RSM hezs an inherent cepebilley of processcing en estimated 907 of the Comlud
dots intercepicd into usgble Cemwad informetion. The lerger pard of the 109
represents specific select raw traffic desired by AFSA3 ihe rempinder of the
estinated 10% of Conint ézva interceptcd reprecents rew traffic which is beyond
the capsbility of the RSM to properly ¥ie in with the commmicatlions tergets
wnder thelr survelillence. The IS processed treffic normeliy woflects the
collectlion requlrements OR an arez basis bubt my elsc reflect reguirenmcats of
a global nature, All dato is dissemipated to the latelligence consumers Iin
the form of Informedion. This seme information iz passed by slcetricsel weans
to AFSS for further collation and correlation. At the peme time cerbain
gelect traffic from the procossed traffic ls passed directly o AFSS &s re-
guired by 1t. All traffic is pacsed to AFSA as reguesied. AFSS passes the
Comint information to AFSA in the form of summeries., There 13 ro contemplated
chonge to be made in these processes in event of mobillzstion,

3. llethods snd levels of evaluation and correlation im the Air Porce.
Finsl evaluation of Comint data for <2 proaucetion of iavelligence necied
by combat commapders in the funcilon of vhe wntelligence steff seotions of
the corbat commerlers involved, However, llmlied evaiunswion sad correlatlon
will take plece withir RSl 's and et AFSS,2s ind.cated in psragroph 1 ebove.
The methods of svaiustlon and correlation will be traffic spalyecic, spd such
cryptansliysis as 1s within the capsbility of RFH awalystis persennel (using
such "keys" a3 are furnished by AFSA or recovered by RSM's.) As also in-
dicated cbove, the level of evalustion ard correlstion will be that required
to furnish Air Force vworld-wide and area cochat commgnds with such information
beaxring upon thesr respective essential elements of ionformatior as can be
produced by BS¥M's, epd by corrcletion apd cclloticn of BSM products ab AFSS.

k., Methods of Air Force disseminstion, Ia genexal, the Aiy Foree
wmethed of dizsemination of Comint is patiterned after the exlsiting Army
S50 systen, The basic difference betuzen the two organizations is what
the Alr Force S50 is assigoed o vne Hg being servieed as a speclal steaf?
merber norumally under the Director of Intelligence of that Jeedquarters,
He acts in the cepacityof a top secret Comint control officer, Comple-
nentary o the S50 system is the Alr FPorce RSM liaison office vhich scus as
the link between Alr Force heafqueriters In the theater apd the ESY in the
sane genercl area, The lisison office tranomits collecction requiremsnds
to the KSM and recelves and delivers through the 880, Couint !nformation
Prom the BSM ag a result of these regulremenis.

Ol-
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- /EO 3.3(h)(2)
~ PL 86-36/50 USC 3605

5. Methods of security conirol, The Aly Force mathed of securily
control is patierned alter the Army and follows as applicable the besic
security direciives embodied im the[  |end USCTB divectives. In
aeddition, ihe Director of Intelligence, Alr Force, hss providsd for &
world-wide fnspoction unid to insure uwniform and standard spplication of
the Comint security directives. s

-
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APPERDIX €

EO 3.3(h)(2)
PL 86-36/50 USC 3605

DEFTHITIONS:

Definition of GLOBAL, and AREA Missions as it relates to the reguirement
for COMINT suppori of the Major Air Commands. LY

A, GLOBAL
(1) By "global" iz meant:

2. The Afr Force's defersive mission ag&ins‘?, inteu
hemispherical air operations of the USSB. ;

b. The Alr Force's mejor sirategic mission requirmg
inter-contineantal air operations against the USSR

{(2) "Global Air Force Commands" are those ‘Which are concerneﬂ
either with the entlre] ‘ ‘ | ox
with the entire | | ;

3. ARFA

——n—

(1) By "area” is meent a limited geographic ares, ususlly
coinciding with the area of o thester command, to which
sn air command will confine iie efforts, These efforts
mey be strategic or tacticsl or both.,

(2) "aArea Air Porce CQmanﬂ.t;;I_thme_ﬁmmhmmae‘rmd
only with segwents of or
wvith segments of thel effort, or with
seguents of both vhlch Ry be Ope ng in an "arsa,”

C. COGBAT COMRT

By "Coubat Comint” is meant infermetion which can be produced
by an Alr Force cryplologic unit and vhich is Jmmediately explolisbhle
by Alr Foree corbat commanders, or which bears inmediztely on their
miseion.
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™ EEADGUARTERS LA
LSAF SECURITY SERVICE i
1 Brooks Air Force Base, Texas -t "'("
DEPLOYMENT PLAN
~THASE I 21 February 1951
—_— — CRGANIZATION _ IQCATTON QFFICERS  ATRNEN =~ AGGREGATE
Field Processing Unit Brooks AFB, Texas 100 585 685
1st Radio Sauadron, Mobile Johnson AFB, Japsn 33 524 557
Detachment 11 Uisawa
Detachment 12 Ashiya
Detachment 13 Korea
2d Radio Souadron, Mobile Darmstadt, Germany 33 544, 5
Detachment 21 Darmstadt
Detachment 22 Sct 11 ssheim
Detachment 23 Berlin
3d Radio Sruadron, Mobile Elmendorf AFB, Alaska 33 544, 517
Detachment 31 Adak
Detachment 32 Nome
Detachment 33 -
8th Radio Scuadron, Mobile Brooks AFB, Texas 33 512 545
10th Radio Spuadron, Mobils Chicksands Priory 34 545 579
Detachment 101 Chicksands Priory
Detachment 102 Hull
Detachment 103 Eastbourne
Sub-Total 266 3,234 3,500
PHASE II
12th Radio S~uadron, Mobile Oberpfaffenhofen, Germany 33 540 573
Detachment 121 Oberpfaffenhofen
Detachment 122 Horsching
Detachment 123 Vienna
1;th Radio Sruadron, Moblle Ankara, Turkey 34 601 635
15th Radio S~uadron, Mobils Johnson AFB, Japan 33 524 557
Detachment 151 Ashiya
Detachment 152 Qkinaws,
Detachment 153 Okinawa
26th Radio Seuadron, Mobile United States 33 610 643
29th Radio Scuadron, Mobile Glark AFB, Philippines 33 524, 557
34th Radio Sruadron, Mobils Trivoli, Africa 33 524, 557
Detachment 341 Tripoli
Detachment 342 Tobruk
Detachment 343 Tobruk
37th Radio Sruadron, Mobile Edinburgh, United Kingdom 33 512 545
Detachment 371 Edinburgh
Detachment 372 Tick
Detachment 373 South Shields
41st Radio Snuadron, Mobile Bremen Enclave 33 540 573
Detachment 411 -
Detachment 412 -
Detachment 413
Sub-Total 265 4,375 44640
Total Phases I and II 531 7,609 8,140

Note 1 No additional sr~uadrons will be activated in Phase III, however, certain squadrons will be augmented by
additional detachments

Note 2 Redeployment of certain RSM's will be necessary and this redeployment has been indicated on the map for
Phase III Only ereas in general have been indicated for the location of RSM's in Phase III for cbvious
reasons

Note 3 It is believed that the USAF recuirement for interior coverage of the area of interest can best be satisfied
by the deployment of RSM's in depth along the 400, 70°, 90°, and 1200 meridians of longtitude Therefore,
it is plamned in the near future to reauest the authorization for an additional four (4) RSM's
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- HEADQUARTERS
[_ USAF SECURITY SERVICE
Brooks Alr Force Base, Texas

PHASE 111

DEPLOYMERT FLAN

PO e ‘-.;

2] Rebruary 1951

ORGANTZATTON

LOCATION

OFFICERS

ATRMEN

1951
AGGREGATE

Faeld Processing Unit
1st Radio Souadron, Mobile

Detachment 11
Detachment 12
Detachment 13

24 Radio Scuadron, Moblle

Detachment 21
Detachment 22
Detachment 23
Detachment 24
Detachment 25

3d Radio Snuadron, Mobile

Detachment 31
Detachment 32
Detachment 33
Detachment 34

8th Radio Snuadron, Moblle
10th Radio Spuadron, Mobils

Detachment 101
Detachment 102
Detachment 103

12th Radio Sruadron, Mobile

Detachment 121
Detachment 122
Detachment 123
Detachment 124

14th Radio Scguadron, Moblle

Detachment 141
Detachment 142
Detachment 143
Detachment 144
Detachment 145

15th Radio Seuadron, Mobile

Detachment 151
Detachment 152
Detachment 153

26th Radio Sruadron, Mobile
29th Radio Sruadron, Mobile

Detachment 291
Detachment 292
Detachment 293

34th Radio Souadron, Mobile

Detachment 341
Detachkment 342
Detachment 343
Detachment 344

37th Radio Sruadron, Mobile

Detachment 371
Detachment 372
Detachment 373

41st Radio Snuadron, Mobile

Detachment 11
Detachment 412
Detachment 413
Detachment 41}
Detachment 415

Brooks AFB, Texas
Far Bast

Northwest Mediterranean

Alaska

Brooks AFB, Texas
United Kingdom

Middle East

Widdle East

Far East

United States
Far East

Northwest Mediterranean

United Kingdon

Scandinavia Peninsula

108
33

37

35

33
3%

35

33

33
33

35

33

37

Sub-Total 567

Attrition Rate 4 25%

632
524

672

602

512
545

598

524

610
524

582

512

8,234

Monthly

740
557

637

545
579

633

557

557

617

545

705

8,801

354
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COMMENT AND VIEWS OF AFSA MEMRER
3 Aprll 1951

The AFSA repcesentavive has concurred in the »eporv of the ad roc
comnittee, subject ko the following comments:

1, In tho opinicn of tke AFSA movber, the roport 1o an Inberim
composive statement outlining what each cryptologic agency concelves o he
iwe position, relationships, and respomsibilities in a global COMINT siructure,
in accerdance with the recomeailation contmined in APSAC: 73/3, as modified
and spproved by AFSAC, azd with the decision of AFSAC abt its 29th mesting,
As such, the repoxri dees not nccessarily reproseni an agrecd concepti of vwhnk
the U,8, global svrwchwe should be,

2, The oveiall situabion winh respect o Unified Commands is clearly
delinested an J.C.S. 1259/27 ('The Unified Command Plen") and J.C.5. 1835/6
("Meaning of the Term ‘Bxecucive Agenc'V). It is believed that this situe
etion is more accurately depiceed in the avrsngement shown in the Appendix
to this Teb then in the charts contained in {he Avpendices to Tab 1., The
charcs an Appendices C, D, E, and F ¢o Tab 1 do nol reflect any clearecus
rasponsibility for COMINT supporv of Unified Commndess., Whlle it is
gencrally vhe practice for a Chief of Staff to usilize the personnel and
facilities of his Depeartmenc to assist him in the dischearge of his responnie
bilivies es an Execusave Agent, there is no basis Por assuming that such en
arrangenent is always reguired, In vchis comneciion, iv shovid bo unted that
doCeSe 2010/6 lamite COMINT exploirtation by each Service "to materis) of
operagicnal incerest to thet Service," ThevePore, il is gquestionsdble
whether any cne Service can or ghould agsume fvll vesporsibility for COMINT
suppori of a Unafied Commander, especlally where his comwend ineludes large
component forces of more than one Service.

3. In Appendices C, D, E, and F %o Teb 1, 'Processing” notavion at
Heedquarikers, Alr Force Securdcy Service accurabtely deseribos ihe exlsbting
preciice; however, the "llmiitcd processing” notation at Heedquarters, ASA,
doea nob accurately deacribe the exisling prectice. Whether or not these
notations ave valid depends uwon the Joanit Chiefs of Stal? decision on

J.Ce8. 2010/23
L, In addition to ihe foregoing, it is noted thate

8, COMINT suppori or digsemwnaiion srraagements shown in thig
repors meke no provision for SHAPE or other similer comwmnds,

. The Dirvector, AFSA, and AFSAC have cexrtain responsibilities
for coordination of Service crypuwologlc aclavivies and those of AFSA
which are aot shown In the report.

WW
Jde. N. VENGER

Capvain, U.S. Navy
Cheirmen, Ad Hoc Commitice
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U S, GLOBAL COMINT STRUCTURE (IN PRINCIPLE
ZDisaemination not shown

. Operational Direction or Control

- --Coordination

-« - . CCMINT Requirements

~wn-e COMINT Processing Support
~wu. Technical Support

~==~-Yoreign Collaboration

meomm Elements

Notes: 1. In accordance with AFSAC Charter.
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