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BEMCRANDON FORs  Direotor of Intelligence, GSUGA
SUBJECTY Esximum Feplottation of COMINT

1, Herswith ig & proposed mesorandus for the Chairman of USCIM,
Subjleat: Heximm Lxploitation of CORINT,

2. This paper haz sap its objest the establisheent of a single
erganization for the evaluation and dissemination of somaunication
intelligzense. IL proposes to go further in the case of CONINT, at least
in respect to the matter of evalustion, than is proposed for other types
of imtelligence in the paper on the subject: Eetablistment of & Joint
Intelligence Burean.

3. A Joint Intellizense Buresn and a sentral orgesnization for
the avalustion and dissemination of CONINT would eomplement each other
in important respects and both steps would take ue 8 long way forward
in establishing & mich wove efficient intelligence service for the U.3.
Govarmmant.,

4o The finmal step would be, of course, the resl igtegration of
OLRINT processing, by unifying the tperations of the latter processing
azsncies under s single haead, sither along the lines proposed by the
Aray in the Stone Report or along similar znd possidly stricter llnes.

CANTER %, CLARKR
Colonel, Signal Corps
Chief, Army Becurity igency

1 Insl CTEE LY NSy
Fropossd memo
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MEMORANDUM FORs THE CHAIRMAN, USCIB.

SUBJECT: Maximun Exploitation of COMINT,

1, Under the pressnt organization of US COMINT, the government
is not provided with total intelligense derivable from COUIRT source
materisl,

2. A review of the present methods of producing and disseminate-
ing intelligence from this sourss indicates that radical changes in these
rothods muet he made if USCIE 1a to fulfill sll of ite responsibilities.

3. 4 study has been prepared by ID, JSUSA, which examines present
US COMINT sxploitation and dissemination with the purpose of determining
a2 method which will provide full sxploitation of this source and insure
maximun efficiency, security, timelineas, and seonomy, In this study, the
following resommendationa are made:

8. That a central CONINT evalueting unit be set up at one of
the cryptanalytie proceasing sgencias.

B, Yhat this nnit be responsible for the production of all
intelligence based on COMINT and for the publication and dissenination of
all sach intelligence to U, S. government persgonnel authoriszed to receivs
it.

¢. That saoch USCIB menbar contribute personnel to this center,
suoh pergonnal to be administratively subordinate to their respective
departments and operationally subordinate to the Chief of the teshnical
sgency and to have the dual rssponalbility of producing total intelligence
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for the National Security Couneil sand intelligencs of primary Lintersst
to their respective departments.

4, That, uwpon the establishment of the esatral unit, ail
existing COMINT evaluating units of the five USCIB members be dissolved.
The ccmplets taxt of the study im atiached as Inclogure 1.

4 It is requested that the recommencations made in thias study
be placed on the Agenda for discussion at the next regular meeting of

oy

HaC 1B,

1 Incl,

3
+
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SUBJECY: daximum Exploitation of COMINT.

i« Ihs “robigm: To sxamine jresent US CORIHT exploitation and
tdiseemination in order to deternine a netuod which will provide full
sxploitation of this pource with the maximum effioiency, sseurity,
timeliness, and saohony.

2. lagte Bearing on the roblems

a. Tne §.5. annuslly expends spproximetely }35,690,000 for the
technical production of CCMINT raw ralerisl. It has roughﬁg s 248,000,0)

EO 3.3(h)(2)
PL 86-36/50 USC 3605

plant investment in the facilitles of A3k and SZaW.

b, Efach of the mowbars of USCIB seintains a CO¥IST cvnluating and
dlssesinating unit, <or Lthe moat part, t1e work of thase five unitu is not
eoordinated end, to date, thers has not been produced an 1nt-¢rnx‘£\¢d. COnpre=
bensive, CON'INT astimate covering any given sanjegt froa the po;m*}\ of view
of total U.b. intelligence requiremsats. Under the present urm‘ﬁmt,
tnere is no provision for ihe timely application of total GOLINT to tnl
intelligencs requiremcals of the Xational “sourity Council or the poﬁy
plannars of the depariments or agency represented on USCIB,
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3. Disvsasion

. The unique and vwital pature of CORINT and the cost of COMINT
prodnotion diotate thai arrangements bs established which fosure meximon
axpleitation of this ssurde. The present srrangements for the evalusiion
and dipsenination of CONINT preclnde mich sxplaitation. They are not
sffiolent, mot sscure, amd not eovvemical, mnd, wereovar, they fail to
inwure timely disssmination of intelligenas.

{1) Bffisiency: The five CONINT evaiustion units profuce and

digseningte & number of publications covaring fields of prissry interest
to their respective deparinments~-e.g., the NILITARY GIGEST {Army)s the
BOVIRT INMFELLYIGFRCE SOB ARY (Navy); the PIPLORAYIC SUE.ARY {produced largely
by Stste under the suthority of USCIB); ORCER OF PATYLE {irmy, Havy, ilr);
and wpeoial studies {all departmenta}, Thase publiocations contain evaluated
COMINT on warious subjeets. Oceasionally, the suse raw uteriglwmi\muﬂ
from the point of view of the deparizest sr sgetoy imvelved--is unsed as the
basie for rveports frem two oF Rore of the wnits, To date, thers bas not been
produced an integrated COMINT estimats covering any given subjest frokr the
point of view of total U. 8. inteliigence requirements, For sxmegpls, “ thers
is not svailabls to the Estlonal Seaurity Geuncil z scsbined CONIN ei:lss.ut-u
of the military cepabilities and imdustrial potential uf the UBSK, }Iﬁr;
under the present arpaugesents, seuld a eombined sstisats be produsell with
sufficient speed to make such an undmrtsking practicable, and poliyy .hﬂl
recipients of COMINT receive z varisty of GLINT reports, which sey duplicete,
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oy sonfliet with, one anovther, and shich the reader Mimgelf must synthesine,
In addition to $ts ssparetion from otheyr CONINT units, sseh of the five

senluatisng units functlions more o less apart.from the general intellipgsnce
anits within its departesnt or sgency wd, of courss, from the pansral
intelligence unlts of the other depurtzents or sgency. Such arrangements,
although neeopsnry for CUNINY msourity unfer present eonditions, inkibit
rapid, direct applicstion of sollatersl intelligesce to COMINT and militate
sgeinst the timely produciion of totsl iIntslligense on & glven sublect both
within snd among the TICIR members.

{2) Timelineps: OGlearly, the valus of a1l istelligunce depends
to & large extent ém itx timeliswss, This ix partioularly trus in the
onss of COMINT., & wessage {rdlcating impencing attack disseminsted after
the Tnet ia of ssadsric intersst only. Under the prasant arrangezents,
however, the insvitable time-lag resuliing from the meparation of the
£ive eveluating uwnits from emch other, and of esmoh of them from one or
both of the sryptanalytio pressssing apenciss, affectivaly refiuces the eheness
of receiving wuch a wessage befors it 4s too Jate to sct, (It le sseured as
a strong probabllity thet no aingle messsge will sontain positive, pelf-
avident indication of hostile 1ntmt--witfhm avalnation on the bamis of
othar information aveilable at one or all of the intellizence units,) In
sddition, the separation of evaluailing and processing units makes fmpossible
the timely prepsration of basis CONIBT astudies on subiscts 5 joint interest

and the maintenanes of smach studies at a surrent date lavel.
{3) Sesurity: The die=tribution of CUMIN' raw material to
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haxard, The saparation of thass units fyrom the processing sgenoies
raquires the publication of individoal message Lexts, motated so ws to
reveal the cryptogrephic aysten in which they ware ssnt and the radio
oirouits from which they were interespbed--a practice which reveals the

core of US COMINT operstions; specific status of eryptasmiytic sttack,

The posalbility cannot be ignored that the rigid sscurity measures sdopted

are & direct result of the insecurity inherent in the present

COMINT organisation in ths United ftates,

{4) Bgongmy: The sxistence of Tive CORIET evalusting units
results in sxcessive erpenditures for persoanel and equipmett end
sonsiderable tuplication of effort. This duplication of effort resuits
in a dimeipation of the limited, availsble, quelified maspower and ad-
versely affects the quality and quantily of COHIRT produced, In addition,
1% oreates the naed for pudblishing meny coples of the COHINT raw material,
for an extensive courier service, for peveral flies of the same material,
and for the publicstion by the processing agencies of sany items which
oouid have bsen discarded wt the first stegs of processing if sn evaluating
group had been close st hand to guide the work of the technicians,

b, The astablishment of & aingls CORINT evelusting and diseeminat-
ing wnit, to bs located ab one of the oryptanalytic processing agenciea,
would eliminate the digndventages desoribed above, and would permit better,
and posaibly maximus, exploitation of COHINT, The contrast between the
situation resuliing from the present arrangements and that whish would
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result from the establishment of a single unit for evaluation and dimsemina-~
tion is demonstrated by sxamining the ssme elements as were discumsed in
paragraph a above,

(1) Etficiengy:

(o) Sueh xn arrangsment would provids, at the wery least,
the physieal conditions nesessary for collsboration among the COMINT
svalusting personnsl of the USCIB membara.

{b} Basic COMINT evaluation would be improved, for the
following reasons:

(1) The raw material wauld be svaluated st its
sourcs~-an optimum oondition for sccurate intellizence production.

{11) Integration of ether source intelligencs with
COMINT would be fasilitated. The processing agency, for cryptanalytic
purposes, mmat paintain central files of intelligsnce reports from &ll
sources. The single evaluating unit, through the collateral files of the
processing agency, would have direst access to the material from other
intelligence aources now separately held by each of the five USCIB menmbers.

{111) Exploitation of COMIKT in the flelds of primary

intarest to each of the USCIB mexbers would be improved by the proximity
of evainstors to translstors and tyaffie snalysts.

{e) COMINT operaticons as & whole would bs improved. The
gqulek and usimpeded exchange of new ideas, new developments, and new
inteiligence or technical requirements would greatly increass the efficiency
of both technieal and svaluating personnel.

L4
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(&) Finished GLIN? intellfgemse would b8 awvatlable for
dissemlivation to poliey-lisvel repipienty in & fors deeigned to mest their
tivads~~i.e,, they would recelvs total CONINY om & given mubdjest, in one
agyutheaized report,

{2) Tizalineay:

{n} Toe proximity of wvaluating persounsl to teshnioal
personnsl would pereit disosrding of unimportant waterial =t the esrilest
atages of orypiansiysisz and, in sg veducing the mass of waterisl fylly
processed, would expedite the prucesuing of vital material,

{b) Basie fsbellizense studies of joint interest to il
sonpumars ¢oild bs expeditiously inftiated aud gurrently ssintalned,

{e) Elimization sf the publication and dalivery of many
eoples of COBINT raw materisl would substantislly refuce the time lag batwesen
messaze solution and evaluation,

(2) jequritn

{a) The dissemination of GONINT rew saterial cuteide the
provsssing agencies wornld be reduced to a minimum,.

{b) Enovledge of the degres of spscific erypianalytis
success sould more saslly be Limitad to working peraonnsl with tha nesd te
know avd, in the case of wmlvating peracunel, seafined to one Iastallation.

{4) Eapuomy:

{a) Dimeard of malmportant material at sariiest stages
of eryptamalytio processing would redtice the tutal cost of intelligence
prodoced i relstionship to tetsl material procsssed.

{b) Publication costs wonld be materially raduced.

&
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(¢} Dupiieation of i{ntelligsnce files, with ita stteundant

E42
lr"i

uneconomical use of limited space and personnel, and unnecessary duplieation

of effort st the svaluation level would be sliminated.
Senclusiong:
. A central CGHINT unit should be established at one of the

sryptanalytis processing agencies, with ths responaibility for produeing

all intelligence based on COKINT and disseminating all sueh intelligence to

P.5. government personnel avthorised to receive it,
b.

Each of the five USCIB member departmenta or ageney shonld
gontridute personnel to thia senter.

Sush personnel should psyfors the dual
funetlon of producing total intelligence for the Natlonsl Security Souncil and

intelligence of primery intersst to their respactive departvents or sgsney.
¢. Upon the sstablishment of thes central unit, all existing CONINT
svaluating units of the five USCIB membsrs should be dissplved.

Se

tiongs It is recomaended thati
8

A oentral COMINT evalusting unit be set up at uvne of the
eryplanalytic processing sgencies.

b. This unii be responsible for ithe production of all intelligence
baged on COMINT and for the publication ané dissemination of ail sueh

intellizenes to U.85. government personnel aathorized to receive it.
LI

Each of the five USCIB member deparimeats or agency sontribute
porsonnel to this center, such personnel to be administratively suboriinete to

their respestive departments or agency and operationally suborainste to the

THP-SEERE o
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Chief of the procussing ageney sad 4o have the dual responsibility of
producing total intelligsuce for the Kational Sesurity Ceuncil and

intelligence of primary intsrest to their respective departments or agenay,
d. Upon the establishment ¢f the cenmtral mnit, «ll existing
COMINY svaluating units of the five USCIB members be dissolved.

T Q@]
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