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Introduction

Before I treat the main topic of my lecture today, lst me delve
briefly into the history of cryptanalysis, and we will begin with a
cursory background of oryptanalysis in Vorld Var I and the subssquent
post-war years.

When we entored tho war the United States had at the time no formal
eryptolozic orzanization. The British, the Freach, the Austrians and
others had eryptanalytic orgjanizations which had been yfunctioni.ng for
quite gome time. In order to protect the source of intellislence, the
British at first shrewdly attributed their own uncanny success in locating
eneny forces and pred.oting enemy movements to the efficien;:y of their
direction finders. It has since bscome known, however, that cipher ex-
perts of the famous 3ritish Room 40 were to a large extent responasible
for such important military and political events as the Batties of Jutliand
and Falkland Islands, and the detection of Zimmwermann’s attempt to

obtain the support of Mexico, vhich played an important role in ‘'stirring
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up public opinion in the U, S, against Germany. The EZarl of Halifax
evaluated the work of this group as followa:

"To Room 40, the country owes an immense debt of gratitude - a
Gebt which at the tims, at least, could never be paid, Secrecy was of
the very essence of the work, and never was secrecy mors succesafully
obgerved,"

Similar successes were achieved by the French on the Testern Front,
They repeatedly broke the German ciphers and obtained invaluable informae
tion as to Jerman plans and intentions. Likewlas the Jormans and Austrians
had great success with the Russian ciphers in Sorld Var I and undoubtedly
succeeded in brinsins tho war on the Eastern Front to an earlier close
bacause of this fact. As for American comrunication intellizence operations,
the successss achieved in this country prior to Wokld War 11 were not of
sufficient importance to impress more than a handful of officers with the
~roat potential value of the work.

Communication Intelligonce between .arg
As interesting as the revelations of “orld var I proved to be, their

real siznificance lay in the profound effect they hag won devel,
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 Bever possible to piesent properly the nesds of the communication intelligence
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in the field of eryptography. Hations began to grow inoreasingly more
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security conscious. The Japanese in partioular, sho were profoundly
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shocked st the revelations of the irrnponoiblo Yardley, embarked upon

a progran of formidable sophistication of her cryptographic systems, to

the great detriment of our national interests in the years prior to

I
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Borld War II. Yardley had been employed /\by the State Dopnrtlnntﬂin
communication intelligence activities, and he published a melodrasatic
book, "The Black Chamber® ia which he srote of our success with
Japanese codes during the ¥Yashington naval disarmament conference in
1921. The bock created a sensation in Japan and was widely eciroulated.

The Japanege felt that they had been tricked, and were extremely resentful.
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Ustold harw was caused by Yardleyl§ violation of seourity which he himself .. -
ia his previcus officlal position had counssled others nsver to revesl

-anything of the work. A direct and immediate effect of Yardley's unfortunate .

~

action vas to require the exercise of the greatest caution and sscrecy in

c'arryig; on cMintion rint_olngonu work, | The result was that it was.
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wriznization and to obtain for it the support necessary for its success.
The story of what wes sceomplishod under these difficulties prior to
rearl jarbor hag been s> videly publicised that it needs no reiteration.
~et it suffice to sar  hut it took approximately eizhteen -nontha' of
painstaking labor to reconstruct, thr;ugh cryptanalysis, the complex
machine that was used by f.he' Japanese to enoipher their hizhest-level
diplomatic communications,
ion Intel  Yorld ¥

The importance of communication intellizence in “orld dar II is
probably best summarized by the following statement which appears in the
heport of the rosari uarbor investigating comlnittoa of t.he"?%h Congress:

"4l1l witnesses familiar with communication 1ntellige;1ce naterial
throu hout tte war have testified ttat it contributed onornou;ly to the
defeat of the enemy, groatlly ghortengd the war, and saved many thousands
of lives,"

¥hen the United States entered the war, it had made a timid beginning

in the field of communication intelligence due to lack of tunds, personnel
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and sguipment. Ia certain phases of the work, notably the sclution of
the Jopunuee diplo~atic mechine, briliisnt guccesses had bean scorved.

But in corcarison with the situstion st the war's end, exploitation of
the Tield as a whols vasz in the wost elamentary stones, Trtareept
facilities vere oxtremdly limited; arrangemonts for transmitting matorial
from the ccint of intercept to the eryjytanalytic center were hit or miass;
eryptanalysis hud been carried on successfully only in certain =arrow
fioclds, and ~-=- at least in the Arny -- metiods of getting inteilizence
from the trafiie short of reading it were undeveloped; there was a critieal
shortage of translatorss there were neither sufficient persomnael nor
adsquate procedures ior studying and checking the trunslated product to
aqueeze out of it all useful intellizence ohtainabis; the method of
presertiny the usrived 1aste.lizonce to the respoasihio authorities in
Washinzton was ineffective; anc thera was no arrasgement for etting such

intellizonce to comnanders in the fleli promptly and in a mammer which
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would protect the sourco and 4insure security.

0= 7 Decerhor 19/1 +hern wag nc sverall cirsctive assignint »esponai-
bility avon: t;.e varions jovernment denpartmests {n the eorwnaliecation
intolllisence Tinld. " 3thla the arved zerricos, byr tacit o+ axoraas
azresmont, rosronsibility for the interception, annlysis, solition and
tranglation of encrimted communications had been divided as foliows:
rilitary traffiec - .rny; naval traffic - “avy; diplomatic traffic - Army
and Havy; ciandestine traffic - Coast Suard., Cther zovermment agencies were
aiso taking an interest in the field, incinding the FRI, the FGC and the
predecassor of the JUS. 1Ia the :féar:: to come, there was to he titnszged
a fantagtic growth in orzanization of the Army's and Javy's eryptolonic
orzanizations, and thelr comblned efforie iroineed s» amount of hizh-
grade inteliizones that was beyond tho wildost drears of aryows ha
inew the sizs and limitations of tho pre~war orranizations,

The Battles of {'idway and Coral Sea »ere only two of a multitiie of
examples of orysianalytic feats of arms, if' I may be permitted to nix a

metaphor. According to the official narrative of the Combat Intelliyonca

Center, racific Ccean ireas,
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dthe factors that vitally affected the Battle of fidway were many
and corplex, but 1t is undoudstedly trua that without radio inteliizence it
would have bean impogsiple to have achiavod the gonesatration of forces and
the tacticai surprise that made the victory pessible.... Iz the defensive
stayes of the war, raodio intelilyence was not only the most important
source of intollizence in the Central iameific -~ it was practicslly the
only source. <here were very few captured docuxents or prisonsrs of war,
There were no photogzrephs of ensmy~held positioas. Ia the Ueatral :racifie,
exclu.ing the Oolomens and Jew Zritaln, spies and ovast watchers' reporta
never gupplied any important intsliizence."

Cther important exanples of Lthe successes of cryptanslysis may be
cited:

1. ‘The movemeat of four Japsnese divisions into Suwrmsg in the

preparation for the drive into India, uhich began 1n iarch 1944, was
discovered far in advance of the Leginninz of that attack and a musber of

indications that an sttack was pendinzy were obtalned.
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2. The Japanese plan for aa attack on the Torokina perimsier in
Sou-ainviile, iscluéing the exact acheauled D-lay, was learnod i advance,
and U. 3. forces woro so progarec for the atiack that it nas crushed with
saricus logues to the cagancce.

3. %he muvenent of two diricloas iate the llarianas prior to the
Y. C. attack was Giscovered.

4e The cozplete Jepanese ylan for an attack on the iitape
perimeter ia Jow Julnea 4ap discovered wore than a monch in cdvaance and
the attack was cempletely smashed.

5, Refura the U, S. ianding ab Hoilandia, annlysia of traffic
and of fragmencary massages showel that 30 Japenese divisiop hiad bean
noved iato the area and thet 1t wa: dofended only Yy nervice troara.

One uf e rost Crauatic eylscdes ul L war -« the aJyuch ol Adoiral
Tomamoto -~ #as a virtiory of orgpiunelysis. . 3. Hevy experts decrypted
a nessage waifh gave lalorsation concernlay & projected trip by Yamamoto.
The seguel may be sumarized by an officisl Japaaese Navy Depurtment
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communication reading in part as follows:

"ibe Comsander ia Chief of the Combined Fleet, Admiral Isorckun

Yamanoto, died an heroic death in April of this year in air combat with

the eneny while diriéting operatious from a forward position.®

The Japanese never fouad out until the Pearl Harbor Investigation what

it was that actually killed Yamamoto ~- inadequate oryptography.
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