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PREFACE

Complete agreement concerning.the organization of a joint -
or unified armed forces agency for the production of crypto-
graphic materiel and for communications security was not reached
The @1fferences in the view of- the Army and Navy members on
the_one hand, and of the Air Force.members on fhe other, are
basically as follows. The Army and Novy members recommend the
organization ood procedures set‘forth in_Part B. The‘Air Force
members neither suppoft nor relect Part B, but feel that until
a decision as to Part A 1s kQOWn, Part B should not be finally
acted upon. It is thc recommendatioﬁ of the whole committee,
therefore, that Part B should be reviewed subsequenﬁly. With-
holdiﬁé final action on Part B is not intended to prejudice

parallel actions already in progfess for improving coordina-

tion in the overall communications security field.
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STUDY OF A JOINT dRGANIZATION FOR THﬁ SECURITY OF U.'S. ﬁILITARY
COMMUNICATIONS
I INTRODUCTION

A, In a letter dated 19 August 1948 .the Secretary of Defense
directed that a committee comprised of representatives of the
Army, Navy, and Air Force consider the question, “Should there

- be Joint or unified Cryptographlic Security Activities of the Army,
Navy, and Air Force and, if so, What form should they take?!

B. Cryptographlc securlity 1s only one phasge of the field of
communication gecurity. A complete consideratlion of the problem
requlires consideration of all aspects of the field, which in-
cludes, in addition to cryptographic security, transmisslion se-
curlty and physical securlty. The definitlon of these elements
and their relationehip to the fleld of communlcations are covered
in Appendix "A" hereto. _ <

C. Relevant legislation, directives, and basic documents.

1. The National Security Act of 1947 provides for three
military departments, each of which has an assigned mission.
The act states that in enacting this law "It is the intent of
Congress---to provide for their authoritative coordination and
unified direction——-but not to merge them." Relevant extracts
of thisg act, covering the functions of the Joint Chiefs of Staff,
the Munitions Board, and the Research and Development Board are
attached hereto as Appendix "B." '

: 2. The Paper Defining the Functions of the Armed Forces
and the Joint Chiefs of Staff (Key West Agreement) was approved
by ‘the President on 21 April 1948. It sets forth the common
functions. of all -‘three services and of the Joint.Chiefs of Staff.
The functions of the departments include the provision that each
service will determine and provide the.means of communicatlions
through. which command is to be exercised. Relevant extracts of
this paper are attached hereto as Appendix "C." -

3. By Executive Order of July 3, 1945 there was created
the Cryptographic Security Board; to which are-assigned three’
functions: . :

e e
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(a) To study and inspect the cryptographic sysfems
and related procedures of all Federal departments
and agencies (less FBI).

(b) To determine and establish cryptographic security
standards and policies. .

(c) To promulgate the necessary directives to imple-
ment the foregoing.

A copy of this order is attached hereto as Appendix "D."

4, The Joint Chiefs of Staff have established the Joint
Communications-Electronics Committee (formerly JCB) as its agency
for the coordination of all Joint communications matters. Included
within the responsibilities of this committee is that of coordi- ¢
nating Joint communications security matters. The function of '
making recommendations on communications security matters has been,
assigned to the Joint Security and Cryptographic Panel of the
Joint Communication-Electronics Committee. Copies of the charters
of the committee and the panel .are attached hereto as Appendlx’ ..
"E' togetlier with a history of Joint Coordination in the field of -
Communications.

D;‘ Current U. 8. Military Communications Securilty organizations
are set forth in Appendix "F " .

E. Previoue studies have been conducted on the problem of
interdepartmental coordination. (See Apoendix ngv),

F. The results of Joint collaboration in the field of Communi-
cation Security are outlined in Appendix "H, "

ITI BASIC PREMISES

A. The communication security problems of the three services,
while common in many respects, differ according to the operational
mission of each of the services, These problems are outlined in
Appendix "I." N '

B. COMMUNICATION SECURITY is closely related to both communi--

cations and intelligence. ‘' In the Navy, communication security is
considered an integral ,part of communlications. Therefore, the
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communication security organization has been made a part of the
communications organlzation, and close Liaison 1s maintained with
the Office of Naval Intelligence. .In the Army, the overall re-
sponsibility for security has been given to the Director of In-
telligence. It 1s established Army policy to consider communica-
tion security as merely one type of securlity, consequently the
communications security organization has been made a part of the.
Intelligence Division, with llaison with Signal Corps. The Air
Force at present depends upon the Army for commuhication security

- functions. -Their contemplated organization, however, envisages
staff supervision by the Director of Communications, in coordina-
tion with the Director of Intelligence, who exerclses overall con-
trol. All three services.recognize the need for close liaison
between communication intelligence and commurilcation security.
This is accomplished in the Army and Navy by putting communication
intelligence and communication security under one head, the Chief

of Naval Communications in the Navy and the Director of Intelli-- -

- gence in the Army. Ailr Force plans provide for a single operating
organization, directly under the Chief of Staff, to carry out Air
Force responsibilities in the filelds of communication intelligence
and communication security. Although control of this organization
will be exercised by the Director of Intelligence, the Director of
Communications will exerclise staff supervision over all matters.
pertaining to cryptcgraphy and communlcations security in coordi-
nation with the Director of Intelligence.

i

C. All three services recognize the need for control of communi-

cation security functions at general staff level and such control
_presently exists 1n each service.. The three services differ in
the location of this control; in the Navy, control is vested in a
communications organization; in the Army, in an intelligence organ-
ization; and in the Air Force, in an intelligence organization,
working very closely with the communlications organization. The
Army recognizee the importance of communication security's relation
to communications but believes that staff level control is the more
important conslderation. Army communications are not a general
staff function. Therefore the Army is unable to make communication
security subordinate to communications within the Army. However,
all three services agree that any Jjoint or unified communication,
security organization must be an integral part of communications
and yet must have staff level directive powers.

-3 - . SECGRET
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III DISCUSSION OF VARIOUS ARRANGEMENTS

A.. The necessity for jJoint communication security activities :
has been presented in the introduction. There. are several possible
arrangements, including the existing one, through which joint com-
ggnication security activities. probably could be accomplished. -

ese are:

ARRANGEMENT "A."

1. An arrangement whereby each service would be solely re-~
sponsible for its own communication security. Any matters of Jjoint
interest would be settled by means of informal meetings and any
agreements reached would be 1mp1emented individually by. each of
the services

(a) Although this arrangement was used for many years
previous to the activation of the Joint Communica-
tions Board (now the Joint Communications-Elec-

_ tronics Committee) and had certain advantages, it
1s considered to be inadequate to cope with present
day requirements and is thefefore dismissed without
further discussion.

ARRANGEMENT "B, "

2. An arrangement whereby each service would be responsible
for 1ts own cryptographic security, but where there would be for-
mally establislied body through which matters of Joint interest are
coordinated. Meetings would be-held at regular intervals and de-
cisions would be reached unanimously before they would be adopted.
These unanimous decisions would be implemented by directives issued
within each service. Under this arrangement each service would .
maintain physical means of developing, producing, distributing and
accounting for cryptographic aldsg. Each service also would retain
the power to determine communication security doctrine and methods
for that service. .

(a) This is the arrangementlcurrently in effect with
. the Joint Security and Cryptographic Panel of the
Joint Commuynications-Electronics Committee as the
coordlinating agency; except for the fact that the
. Air Force does not presently have the means of '

-4 ' SEGRET
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. producing and handling its own cryptographic ma-
terial nor of determining its own cryptographilc
security methods and doctrine, and that the re-
search and development of cryptographic material
is within the cognizance of the Research Develop-

~ment Board, Its advantages and disadvantages are
discussed below:

(1) Advantages

1 Each service retains full command and ad-
ministration of ite own intra-service com-
munication security organization. It is
therefore not required to submit to any
other service any matters which are not of
Joint interest. It 1s also true that intra
service action can be effected more expe-
ditiously unilaterally than by Jjolnt action

13 ZEach service can undertake independent re-
search and development of cryptographic
materials and equipment required to carry
out its own assigned mission.

1il The facllitles of several services can be
brought to bear separately on the solution
of a single Jjoint problem. Of the several
solutions which might be so obtalned the
best can be chosen.

iv Each service can be equipped and staffed tc
produce certaln jolnt cgyptographic aids
for all services. Their personnel can gair
experience 1n the production of these aids,
and their plants can be properly equipped

-for thelir task.

i<

No additional high salaried top level ad-
ministrative personnel are required:. Pres-
ent staffs of the three services can serve
on the joint body, thus effecting a saving
in personnel and funds.,

- 5 - . s SECRETY
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Each service can inform the other service of
its policies and methods, but can retain
within 1tself information as to specific
crypto systems. Thus, it would not be pos-
slble for one case of defection to result

- in the loss of all the cryptographic sys—
. tems of all services.

Since the production facilities of each
service are geographically separated, the

‘problem of dispersal is-azlready solved.

Since agreements are reached by unanimous
consent, each service is fully prepared to
carry out its part of the agreement. This
might not be true in any arrangement in
which a service could be dlirected to carry’
out a plan to which it had not given prior
agreement,

Bince the joint body is composed of per-
sonnel assigned regular staff duties in
their respective organlzations, the normal
chain of command is followed in reaching and
implementing agreements. i .

It would be possible to standardize Joint
Security policlies at the time of thelr
adoption, and to insure their simultaneous
implementation.

(2) Disadvantages

P}

Under this plan expedltious action on joint
matters is not usually effected since time
is consumed in reaching unanimous agreement.
If joint agreement 1s not reached, Joint ac~
tion may never be - taken,

This plan involves the administration and -
operation of three separate organizations
each requiring its own reserves of equipment

- 6 - SEGREF
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and staff of administrative, operating, and
housekeepling personnel,

1il No service is required to coordinate 1lts
' intra-~service actions with any other serv-
ice. In some instances unilateral action
might be taken when such should have been a
matter of joint cognlzance.

iv There is no requirement to pool abilities
and efforts in the research and development
field.

Implementation of Jolnt agreement is de-
pendent malnly upon Joint cooperation, and
not upon the exercise of authoritative
control. . ' .

- <

ARRANGEMENT "C."

3. An arrangement whereby one service would be assigned the
responsibility and the means of providing cryptographic security
for all services. All other services would contrlbute funds, per-
gonnel and faclilities in appropriate amounts. The entire group of
personnel and faclilitles might be concentrated under one roof or in -’
one area or might be physically separated. In any event the entire
activity would be the responsibility of one service. This arrange-
ment is not desired by any service because it would hot meet serv-
ice needs effectively in practice.

. {(a) This arrangement would require certain budgetary
changee by legislation. Responsibility for crypto-
graphic research and development would be delegated
to this service subject to the provision of the
National Security Act concerning the Research De-
velopment Board. Such an arrangement would preclude -

. ' the necessity for the existence of the Joint 8ecu-
rity and Cryptographic Panel of the Joint Communi-
catlion Electronice Committee. A combined panel
would however still be required. Its membership
would have to be changed as appropriate to the new
organization. The advantages and dlsadvantages of
this arrangement are discussed below:

-

-SEGRET-
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(1) This arrangement has the following advantages:

1 Insures a single crypto plan for all
services.

" 11 Insures positive integration of the communi-
cation security equipment .requirements and
procurement plans for all services.

111 Simplifies the control of all the opera-
tional details involved in communication
security.

iv Centralizes physical facilities in a single
area or at least, fewer areas than at pres-
ent, with the result that costs of house-
keeping overhead and internal security may
be reduced.

, ' (2) This arrangement has the following disad-
. vantages: N

1 Results in a cryptographic plan which might
be inadequate to meet the needs of one or
both of the other services.

i1 Could result in the implementation of com-
munication security plans which are blased
- in favor of the parent service of the secu-
rity organization charged with the overall
responsibility.

" Precludes any exercise of control by the
other two dependent services over the secu-
rity organization of the responsible serv-
ice. The only recourse of the dependent
services would be through their common
head ~ the Secretary of Defense.

(s
(s

l1v Results in centrallzation or confinement -of
physical facilities, consequently increasing
the hazard of complete security compromise

- 8 - SECRET—
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through personnel defection or elimination
of the entire U. S. military securlty effort.

in a concerted attack. ,

ARRANGEMENT "D."

4. An arrangement whereby a separate organization would be
established for the control and direc¢tion of the technical, -produc-
tive, and operating facilitlies -of the three services and for the .
formulation of basic communication security policies. Under- this
arrangement each service would have a communication security group
physically and administratively independent of the other services
but producing materiasl and conducting security activities according
to a coordinated plan developed and supervised by the central di-
rective body. The advantages and disadvantages of this arrangement
are discussed below: ' )

(a) = Advantages
(L) This arrangement has most of the advantages of

separate service operating organizations.
These briefly are:

3 Flexibility of-utilization of facilities

-1ncluding rapid action on intra-service
matters. .

1i Offers a variety of experlence and technlcal

: capabilities on operating and research and
development activities.
111 Dispersed location of facilities.

iv Service administration. and supervislon of
facilities and following of established
policies. = '

v Developﬁent of high degree of efficiency

which 1s more possible in a small organiza-
tion than a large one.

-9 -
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(v)

[

(5)

(2)

(3)

(4)

(6)

(1)

(2)

(3)

REF ID:A65663 _

Rapidity of action after agreement has been
reached is assured since under this structure
it is not necessary to submit findings to
higher authority for approval and promulgation.

Standardization at time of formulation and
simultaneous adoption and implementation. of
basic operating security policies.

Offers economy of procurement by employment of
single contractual action on the bulk of
equipment purchased.

By establishing control éver all basic communi-

- cation securlty operating policles, assures

that no service can institute any method or
communication security policy on an intra-
service basis.

Provides for pooling of research talent and
eliminates possibility for duplication of
Research and Development projects by super-
vision of the research programs of the indi-
vidual operating agencies.

-Disagvantages

This plan involves the administration and
operation of three separate organizations each
requiring its own reserves of equipment and
staff of administrative, operating, and house-
keeping personnel.

Pdfely intra-service policy decisions are ham-
pered to the extent necessary to submit the
action to the joint body for approval.

Requires that-a body compbsed of at least three

- high salarled administrators with appropriate

staff be established to meet continuously.

P

-~ 10 - - - ' BEGRET
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(4) No service-could initiate research on a project
: which had not been assigned to it.

- (5) Compétitive service research, providing dif-
ferent solutions for comparison before accept-
ance, would not be possible.

ARRANGEMENT "E. "

5. An arrangement’ whereby an operating organization directed
by communications and security personnel -would be established which
would be completely responsible for the communication security of
all services and which would necessarily operate on the same level
as the present Research Development Board or Munitions Board. It
would take over the communication security functions and crypto re-
search and development functions of the ASA and CNC. It would have
directive power over the services on communication security matters.

“{a) This arrangement would require the enactment of new
legislation, It would remove any need for the ex-
istence of the Joint Security and Cryptographic
Panel. Its advantages and disadvantages are dls-
cussed below:

(1) Advantages

i A single operational organization, providing
communications security policy and material,
can accomplish 1te mission without dupli-
-cated effort and with a minimum of personnel
and faclilities.

i1 A single organization would eliminate the
necesslty for committee action with 1ts
accompanying delays. The unanimity problem
would no longer be present. Single direc-
tion would provide identical procedures‘
throughout the services

iii The establishment of a completely unified
"organization would permit better concen-
tration of effort on security policlies and

- 11 - - . SECRE®
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procedures, Rather than have three services
making the same securlty studies a single
organization would be able to engage in a
greater number of and more extensive
studies.

Established at a high level, such an organ-
ization would be able to maintain proper
and complete control over all security ac-
tivities throughout the services. Policles
would become dlirectives, rather than agree-
ments. Intra-service policies would be the
same as Joint policies.

In the field of research and development all

the capabllities of the three services could
be utilized toward a common goal. The work

could be accomplished without duplication or
overlap.

Procurement and allocation of cryptographic
material could be handled under a single
1ntegrated plan.

(2) Disadvantages

Such an arrangement would require a major
change in the National Security Act since
it does result in a merger which is not the
"intent of Congress." :

Difficulty might be encountered in channel-
izing security pollcies and directives from
this organization into the 1ndiv1dua1 armed
services.-

The services lose freedom of action in com-

. munlcatlon securlty matters.

A single case of defection of an employee
could result in complete loss of military
security. .

~ 12 ~ SECRET-
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v A procedure or policy satisfactory in the
Jjoint concept might be lnefricient from an
individual service point of view.

IV CONCLUSIONS

A. It is concluded that::

1. Communication security is but one part, of overall mili-
tary security. Communication security is an integral part of mili-
tary communications and of vital interest to intelligence. This 1is
well illustrated in the present day need for ultra-rapld and -secure
communications - the latter requiring cryptographlc devices to be
incorporated directly. into the transmission circuits as far as
possible.

2. Joint control in the highly complex technical fleld of
communication security is necessary.

3. The following characteristics of a joint communication
securlity activity are considered.necessary:

(a) Centralized direction. (and)

(b). Decentralized, but completely coordinated
implementation.

4. A compromise between arrangement "B" and "D" (outlined
in paragraphs III A.2 and III A4 above) appears to offer an ac-
ceptable solution at this time. . :

V RECOMMENDATIONS

A. It i1s recommended that:

1. A controlling body .composed of communicstion security
experts with - a permanent operatling staff be established under the
JCEC; this group to be known as the Joint Communication Security
Panel and to replace the present Joint Security and Cryptographic

Panel.
v fSﬂEGHi‘;[f . SEGRET"
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2. This panel be given directive authority, subject to re-
view by the JCEC, .over joint communlcation security msthtcsrs; it also
‘be' given review authority over intra-service communication security
matters. For the purpose of this study, the review authority of the
panel consists of requlring each service to inform the Joint Communi-
cation Security Panel of 1ts intra-service communication securlty
plans for the purpose of determining whether such plans have Jjoint
aSpects

3. This panel be given directive authority over production
of Joint communicatlon security material and review authority over |
intra-service productive capacity and operations.

4. This panel prepare.a coordinated program of communication
gecurity. research and development for review and approval by the
Research and Development Board.

5. There be created a new Cryptographic Equipment Panel,
under the Committee. on Electronice of the Research and Development.
Board, with equal representation from each service, utilizing the
best qualified personnel of the three services as members.

4

Note —~ The formulation of this panel ls already in
progress.

6. The Joint Communication Security Panel prepare a coordi-
nated program for procurement of communicaticn securlty equipment
(including the industrial mobilization planning necessary to achieve
it) for review and approval by the Munitions Board.

7. The Joint Communication Security Panel insure coordina-
tion with the Joint Intelligence Committee and/or the.United States
Communication Intelligence Board whenever matters within the cogni-
zance of those organizations are considered.

8. All directive authority exercised by the Joint Communica—
tion Security Panel be subject to review by the JCEC.

. 9. The United States Air Force maintain a communication
security organization adequate to meet Air Force needs.

. 10. Appendix "J" hereto be adOpted as the charter of the
Joint Communication Security Panel.

S , - 14 - ‘ SECRET
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NAVY COMMENT

. The Navy 1s convinced that the problem of -Communica~- .
tion Security is so closely concerned with our own military
communications that to completely divofce-the control of
the one from the other would be extremely disadvantageous.
Thg present arrangement, with.policy control exercised by .
the Joint Chlefs of Staff through the-Jo;nt Communications
and ﬁlectronics Cémmittee should be continued but gyeatly
strengthened, With this arrangement, communications and
communicat;on security policies are closely integrated
and the interests of military intelligence in the overall
security fleld are duly considered by means of intelligence
representation on the Communication Security Panel of the

JCEC, and by normal internal coordination within each Service.

- 15 =
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AIR FORCE CORMENT

The Air Force members recognize the _close.relationship of Communica~
tions -Securi'by with both Communications and éommications Intelligence
although the members of this Committee have not agreed on all points,
they are agreed upon a recommendation for the creation of an Armed Forc:as
Communications Intelligence Board (A"CIB), Such a board would be compc;sed
of roughly equal representation from both Commmicetions and In:belligence
agencies. It would appear that this might be a convenient body to which
jurisdiction could be given-for the control of communicetions secﬁrity and
its prope.r coordination with the other two functicns, Theie is-also the
possibility, not yet aedequately discussed by the Committee, of requiring
the Jolnt Gonm::r-lj:cation—Elec:hronic Gomn;ittee and the ‘:Io:l.n'l'. Intellif_-:ence .
Co.mmit'tee :]c;intly to control Communications Security and to coordinate it
with the other two functions. However, since neither fact for the form'
of AFCIB has yet been determined, it appears impracticable properly to
weigh ils advantages and disadvantases as a éor;trolling body for Communica—
1:.ions Security, against those of the Joint Communications and Llectronics
Committee, This reasoning forms ‘.'._he basis for the recommendation by the
Air Force members that final action on Part B be withheld pending resolu-

tion of Part A,

=15
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RES5PR T ECFTD . : j
DEFINITION OF TERMS, AND RELATION

. OF CRYPTOGR~PHIC SECURITY TO THE

PROBLEM OF COMMUNICATIONS 4S A WHOLE

1. Cryptographic Security is only one phase. of the field
of Communication Security. A complete consideration of the -
problem requires consideration of all aspects of the field,
which includes, in addition to Cryptogravhic Security, Trans-
mission Security and Physical Security. These terms are .
defined in Joint publications as follows: :

a. Communication Security: The protection resulting
from all measures designed to deny to unauthorized persons
information of value which might be derived from communications,

b. Cryptographic Security: That component of com-
munication security which results from the provision of techni-
cally sound crypto systems and their proper use.

Ce Trhngmission Security: That component of communi-
cation security which results from all measures designed to
protect transmissions from interceptlon and trafflc analysis
by an enemy.

d. Physical Security: That component of communication
security which results from all measures necessary to safeguard
classified communications equipment and material from access
thereto by unauthorized persons.,

2. Since all communications,;and especially radio com-
munications, are subject to interception by unauthorized per-
sons, all measures necessary to prevent disclosure of classified
information to hostile elements must be employed., 'In addition
to cryptography, some of these measures are:

(1) Specialized -radio .equipment, such as beam

: antennas, Very High Frequen01es and Ultra
High Frequencies,

(2) Protected landlines,

(3) Registration of and accountlnb for documents
and equipment,

(4) Infra-red transmissions,

(5) Deception and countermeasures,

APPENDIX - "A"
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(6) Monitoring of friendly communication
circuits for security supervision.

.

(7) Radio Silence.

3. Communications is the means by which command is exer-
cised, Effective command whether intra-service or Joint re-
quires that communications be reliable, secure and rapid.
Military doctrine requires that the means for communication
must be immediately available to a.commander, and should be

under his direct control,

-Pe- . APPENDIX tlAn'
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EXTRACTS FROM ‘THE NATTONAL SEGURITY ACT -OF 1947
Decluration of Policz '

:Secq 2, In enacting this 1egis1ation, it 1is the intent of . .
Congress to provide a comprehensive. progran for the future
Security of the United States; to provide for the estcblish~ -
ment of. integrated. policies and procedures for the departments,
agencies and functions of the Government. relating to the -
nationnl security; to provide "three military departments for
the operation and administration of the Army, the Navy (in-

" cluding navel aviation and the United States Morins Corps),

and the Air Force, with their assigned combat and service com-:
ponents; to provide for their authoritative coordination and
unified direction under civilian control but not to merge them;
to provide for the efféctive strategic dirsction of the armed
forces and for their operetion under unified control and-for
thelr integration into an efricient team.of .land,’ noval, and
eir forces. : .

Joint Chiefs of scar'r
Sec.211, (a) There is horebj established within- the ‘National

." Military Establishment the Joint Chiefs of Staff, which shall

consist of the*Chief of Staff, United Stetes Army the Chief of
Naval Operations; the Chief or Starf, United States Alr Force;
and the Chief of Staff to the. Commnnder in. Chier ir there be
one,

(b) Subject to the cuthority and direction of the -
President and the Seorotary of Defense, it sholl be the duty .
of the Joint Chiefs of. Sturf - -

' (1) to prepere strategic plnns and to provide
for the strateglc direction: or the militery forces;

(2) * to prepers.-joint logistic plans and to .
~ assign to the military services 1ogistic responsibilities in
accordance with such plans~

‘(3) to establish unified commands in strategic
areas when such uniried commonds ure in the interest or national
security,

- (4) to formilate policies for joint training of .
. the military forces'

(5) to formlate policies for coordinutins the
education of members of the militury forces,
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(6) to review major material and personnel
requirements of the military forces, in accordance with
strategic and logistic plans; and

(7) to provide United States representation on
the Military Staff Committee of the United Nations in accord-
ance with the provisions of the Charter of the United Nations.

(¢) The Joint Chiefs of Staff shall act as the princi-
pal military advisers to the President and the Secretary of
Defense and shall perform such other duties as the President
and the Sccretary of Defense may direct or as may be prescribed
by law, :

Munitions Board

Sec. 213.,(a) There is hereby established in the National
Military Bstablishment a Munitions Board (hereinafter in this
section rcferrcd to as the "Board").

(b) The Board shall be composed of a Chairman, who
shall be the head thereof, and an Under Secrctary or Assistant
Secretary from each of the threec military departments, to be
designated in each case by the Secretaries of their respective
departments, The Ghairman shell be appointed from civilian
life by the President, by and .ith the advice and consent of
the-Senate, and shall rceccive compensction at the rate of
$14,000 a year,

(¢} It shall be the duty of the Board under the di-
rection of the Secretary of Defense and in support of strategic
end logistic plans prepared by the Joint Chiefs of Steff -

(1) to coordinate the appropriate activities
within the Notional Military Esteblishment with regard to in-
dustricl matters, including the procurcment, production, and
distribution plans of the departments and agencics comprising
the Establishment;

(2) +to plan for the military aspects of in-
dustriacl mobilization; -

(3) to recommend assignment of procurcment
responsibilities among the several military services and to
plan for standardizetion of specifications and for the greatest
practicable allocation of purchase authority of technical equip-
ment and common use items on the basis of single procurement;

. (4) to prepare estimates of potential production,
procurement, and personncl for use in evaluction of the logistic
feasibility of strategic operations;
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(5) to determine relctive prioritiecs cf thc vari-
ous scgments of the militcry procureizent progreans;

(6) to supervise such subordincte cgencies as
are or may be crected to consider the subject falling witin
the scope of the Board's responsibilitics;

(7) to nake recormendctions to regroup, combine,
or dissclve existing interservice agencies operating in the
fields of procurenent, production, and distribution in such
nonner as to pronote efficicney end econony;

(8) to maintcin licison with other departments
and agencics for the proper correlation of nilitary requirencnts
with the civilian econony, particulcrly in regard to the pro-
curericnt or disposition of strctegic and criticcl metericl and
the naintenance of adequate reserves of such natericl, and to
nake recommendations as to policies in connection therewith;

(9) to assemble and review motericl and personnel
requirericnts presentecd by the Joint Chiefs of Staff and those
prosented by the production, procurerient, and distribution
cgencies assigned tc ncet military needs, cnd to ncke recormenda~
tions thereon to the Scerctery of Defense; and

(10) to perforr such other duties cs the Secroteory
of Defense nay dircet,

(d) When the Chairmen of the Bozrd first appcinted
hcs tocken office, the Joint Asrmy and Nevy Munitions Boord shall
cease to exist and ©ll its records and personncl shall be trans-
ferred to the Munitions Bocrd.

(¢) The Secretary cf Defense shcll provide the Board
with such personnel and focilities s the Secretary rcy deternming
to be recquired by the Boord for the perforrmance of its functions.,

Resccreh and Developrment Board

Sec, 214,(z) Therec is hercby established in the Natiounal
Military Estcblishment a Resecrch «nd Developuent Board (here-
inafter in this section rcferred to as the "Board®), The Board
shcll be composed of o Chairmen, who shall be the head therecf,
and two representctives from each of the Departrents of the
Arny, Navy, cnd »ir Force, to be designated by the Scecretaries
of their respective Departments. The Choirnan shall be appointed
from civilien life by the President, by ond with the advice and
consent of the Senate, znd shcll rceceive conmpensation at the
rate of $14,000 o year. The purpose of the Board shall be to
cdvise the Secretary of Defense as to the status of scientific
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research releative to the nctional security, and to assist hin
in assuring adequate provision fcr resecrch and development on
scientific problens releting tc the noticnal security.

(b) It shall be the duty of the Board, under the
direction of the Secretory of Defensc -

(1) to preparc a ccmplete and integrated progran
of resecrch cnd development for military purposes;

(2) to advise with reghrd to trends in scientific
resegrch relating to national securlty and the mecsures neces-
sary to assure continued and increasing progress;

(3) to recormend neasures of coordination of
research and developrnent among the military departments, and
allocation enong them of responsibilities for specific prograns
of joint interest;

(4) to formulcte policy for the Notional Military
Establishment in connection with research cnd developnent not-
ters involving ugencles outside the National Militcry Establish-
nent;

(5) to consider the interaction of research and
development and strategy, cnd tc cdvise the Joint Chiefs of
Staff in connection therewith; and

(6) to perfern: such other duties cs the Secretary
of Defense ncy direct,

(¢) When the Chairnon of the Board first appointed
has teken office, the Joint Research and Developrient Board shall
cease to exist and 1l its records and personnel shall be trans-
ferred to the Research aznd Development Board,

(d) The Secretary of Defense shall provide the Board

with such personnel and facilities as the Secretery ncy determine
‘to be required by the Board for the performance of its functioms,
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EXTRACTS FROM THE PAPER DEFINING
THE FUNCTIONS OF THE ARMED FORCES
AND THZ JOINT CHIEFS OF STAFF OF

21 APRIL 1948

Section I, paragraph 1:

"l,. There shcll be the rmexirunm practiccble integration
of the policics ond procedures of the depcrtnents cnd agoencies
of the nctional Mjlitary Establishnent., This does not inply a
nerging of crrmed forces, but doss demand a consonance and cor-
relotion of policies and procedures throughout the National
Militepy Estcblishment, in order to produce cn effective, eco~
nomiccl, hormonious, and businesslike organizction which will
insure the nmilitcry security of the United States."”

Section I, parcgraph 2:

"2. The functicns stcted herein shell be carried out
in such & mcnner =8 to cchleve the following:

(d) Provention of unnecessary duplicction or
overlapping cnong thc services, by utilization of the personncl,
intelligcnce, faecilitics, cquiprient, supplies, cnd services of
any or «ll scerviccs 1n cll ccscs where militery offcetivencss
and econony c¢f resources will thercby be incroccscd.”

Section II, paragraph B5, - (Cormon functions of tho irmed Forces).

"5, To-conduct reseerch, to develop tectics, technique,
and organization, and to develop and procure wecpons, equipment,
cnd supplies essential to the fulfillment of the functions here-
inafter assigned, each service coordincting with the others in
ell matters of joint concern."”

Seetion II, porcgraph Bl2,

"]12., ZEach servicc to deterriine and provide the rnecns
of comrunicetions by which conmend within the service 1s tou bo
exercised.,™

Section III,'paragraph Bl, - (Funct%ons of the Joint Chiefs of
Staff ° )

"l. To prepcrec strotegic plans cnd to provide for the

straotegic directlion of the erred forces, tu include the genercl
direction of e£ll cormbct operations,™
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Section III, paragreph B2,

"2. To prepare joint logistic plans dnd to essign
to the military services logistic responsibilitics in accord-
cnce with such plans,"

Section III, paragraph B,

"he. To prormulgete tc the individuel depcrtrents of
the National Military Estoblishment gcnercl policies and docs
_trines in order to provide guidance in the preparation of their
respective detailed plans,"

Section IV - (Functions of the United States Army),

"The United States Army includes land combat and service
forces and such aviation and water-transport as may be organic
therein, It is organized, trained, and equipped primarily for-
prompt and sustained combat operatlons on land., Of the three

major services, the Army has primary interest in all operations
on land, except in those operations otherwise assigned herein,"

Section IV,.paragraph Al,

"M, To organize, train, and equip Army forces for the
conduct of prompt and sustained combat operations on land.
Specifically

(a) To-defeat enemy land forces.
(b) To seize, occupy, and defend land areas,"
Sec¢tion IV, paragraph A3\

"3, To organize and equip, in coordination with other
services, and to provide Army forces for joint amphibious and
air-borne operations, and to provide for the training of such
forces in accordance with policies and doctrines of the J01nt
Chiefs of Staff."

Section IV, paragraph Ah. : : )
"4« To develop, in coordination with the other services, -

. tactics, technique, and equipment of interest to the Army for

amphibious operations and not provided for in section V, para-

graph AL and paragraph All(e)."

_ Section IV, .paragraph A8.- _

"g8. To develop, in coordinatlon with the thy, the
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Air Force, and the Marine Corps the doctrines, procedures, and

equipment employed by Army and Marine forces in air-borne
operations, The Army shall have primary interest in the de-

velopment of those air-borne déctrines, procedures, and equip-

gent which are of common interest to the Army and the Marine
orps."

Section IV, paragraph A9,

) "9, To formulate doctrines and procedures for the
organization, equipping, training, and employment of forces
operating on land, at division level and above, including divi-
sion corps, army and general reserve troops, except that the-
formulation of doctrines and procedures for the organization,
equipping, training, and employment of Marine Corps units for
emphibious operations shall be a function of the Department

of the N%yy, coordinating as required by paragraph All(c),
section V, )

Section V - (Funct?ons of the United States Havy and Marine
Corps).,. . :

i "Within thc Department of the Navy, assigned forces -
include the entirc operating forces of the United States Navy,
including naval avietion, and the United States Marine Corps.,
These forces are organized, trained, and equipped-primarily
for prompt and sustainéd combaet operations at sea, and for
air and land opcrations incident thereto. Of thc three major
. serviccs, tho-Navy has primary intorest in all operations at
sea, except in those operations otherwise assigned herein.”

Section V, paragrﬁph Al,

"l. To organize, train, and equip Navy and Marine
Forces for the conduct of prompt and sustaincd combat operaions
at sea, including operations of sea-based aircraft and their
land-based navgl air components. Specifically:

(a) To seek out and destroy enemy naval forces .
and tO suppress encmy Sea COmMMEIcCC., : :

(b) To gain'and maintain general sea supremacy.

(¢) To control vital sea areas and to protect
vital sea lines of communication, . : -

(d) . To establish and maintain local.superiority
(including air) in an area of naval operationms,

(e) To seize and defend advanced naval bases
and to conduct such land operations as may be essential to the
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prosecution of a naval .campaign.™

Section V, paragraph A3,

"3, . To organize and equip, in coordination with the
other services, and to provide naval forces, including naval
close alr-support forces, for the conduct of joint amphibious
operations, and to be responsible for the amphibious training
of all forces as assigned for joint amphibious operations in
accgrdunce with the policies and doctrlnes of the Joint Chiefs
of Staff,’ : :

Section V, paragraph Ah._'

",., To develop, in coordination with the other serv-
ices, the doctrines, procedures, and equipment of naval forces ™
for amphibious operations, and the doctrines and procedures
for joint amphibious operations.

Seetion VI - (Functions of the United Statcs air Force)

“The United States air Forcc 1nc1udes air combat and
service foreces, It is organized, trainecd, and cquipped primari-
- 1y for prompt and sustained combat operatlons in the air. Of

. the three major services, the air Force has primary interest in
all operations in the air, oxcopt in those operations otherwise
assigned herein.

Section VI, paragraph Al.-

"y, To. organize, train and equip Air Force forces
for thc conduct of prompt and sustained combat operations in
the air. Specifically:

(a)- To be responsiblc for defense of ‘the United
States against cir attack in accordence with the policies and
procedures of the Joint Chiefs of Staff,

(b) . To gain and meintain general air supremacy.

(c) To defeat encmy cir forces.

(d) To control vital eir areas,

(e) To estcblish local air supcriority except
‘as otherwise assigned horcin."

Section VI, paragraph A2,

"2. To formulate JOint uoetr1nes and procedurcs, ih
coordination with the other services, for the defcnse of the
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United States against air attack, and to provide the Air Force
units, facilities, and equipment required therefor."

Section VI, puragraph A8,

b
"g, To develop, in coordination with the other serv-
ices, doctrines, procedures, and equipment for air defense from
land areas, including the contlnental United States,™

Section V1, paragraph Al11,

"1, ‘To develop, in coordination with the other scrv-
ices, tactics, technique, and equipment of interest to the Air
Force for amphibious operations and not provided for in section
V, pdragraph 4L and paragraph nll(c).“

N

‘4 supplement to this agreement dated 21. August 1948
states as follows:-

"Subject to control by highor uuthority, each
service, in the fields of its primnry missions, must have ex-

o . clusive responsibility for programming and planning, and the
necessary authority. In the execution.of any mission of the
armed services, all. avellcble resources must be used to the
maximum over-all effectiveness. For this reason, the exclusive
responsibility and suthority in a given field do not imply
preclusive participation. In providing for our armed forces,
including thc preparation of the cnnucl budget znd the prepara-

-tion of mobilization plans, it is essenticl to avoid duplication
and the wastage of resources therefrom, For this reason the
service having the primary function must determine the require-
ments, but in determining these requirements must take into
accognt the contributions which may be mode by forces from other
services,
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EXECUTIVE ORDER

CRYPTOGRAPHIC SECUPITYrWiTH RESPECT TO CERTAIN
COMMUNICATIONS OF THE GOVERNMENT ‘

. By virture of the euthority vested in me by the  Con-
stitution and Statutes as Presidsnt of the United States, and
as Commander in Chief of the Army and Navy of the United States,
_in order to promote the inviolaebility of certain Federal com~-
~ munications which affect thc national security and interest and
in order to promote, through the establishment and enforcement’
of high and uniform seccurity standards, the inviolability of
the cryptographic systems and related procedures utilized to
maintaln the privacy of such communications, it is hereby order-
ed as follows:

1. There is hereby crcated a Cryptographie Security
Board (hereinafter referred to as the board); consisting of the
Secretary of State, .as chcirman of the board, and the Secretar-
ies of War and the Navy. The board is ch;rged with the respon-

+..8ibility for the efficient coordination and supervision of all

cryptographic systems and related procedures of the Fedoral

. docpartments aond agencies., The functions of the bhoard shall be,
with the requirements of nctional security and defense as a
primary considerction:’ (a) to study the cryptographic systems
cnd related procedures of thce verious Federal departments and
egencics, and make periodic inspections and surveys thereof;

(b) to determine end establish such cryptographic security
standards and policies ¢s will achicecve the maximum of security
of governmental communications;.and (¢) to promulgate such
directives as mey be ‘nocessery to 1mplement those standards
end policies,

2. The board-shall establish a Cryptographic Sscurity
Coordinating Committee, consisting of thrse mcmbers, one appoint-’
ed by the Secretary of State, onc an officer appointed by the
Secretary of War, and onc an officer cppointed by the Secretary
of the Navy, Such other personnel £s my be required to assist
the board or the committce in the performaonce of their functions,
mey be deteiled from those depertments in accordance with law,
The committee shall perform such of the functions of the board
as the .board shall-direct, ' The board shzll cppoint such other
committces as mey be necesscry to carry out its functionms,
Except cs otherwise instructed by the bocrd, committees appoint-
ed thereby shuli have no power to make finol disp051tion of any
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matter presented to: them by the board for study, but they shall
express by written.report their findings cnd recommcndations

to the board via the Cryptogruphlc Security Coordlnuting Com-
mittee, .

3. The board gnd the committess shall call for con-
sultation such representatives of other government depcrtments
and agencies cs may be decmed advisable in obtaining full knowl-
edge of the cryptographic mctter being studied under the pro-
visions of this order, to thc cnd that the needs of all may be
considered cnd provided for inscdfar cs possible, Other govern-
ment cgencies cre directed to cooperate in providing assistance
required by the board im its cryptographic studies and to comply
with directives promulgated by or on bghalf of the board dealing
with the use and handling of " cryptographic meterial inside the
government establishment.

4y No department or agency shall be rcquircd to make
availoble to the board, or to any committee of the board, for
use by any other depurtment or agency any cryptographic aid or
device, the restricted or exclusive use of which it considers
essential to the proper discherge of its Auties in the natibnal
interest. Nor shcll eny depertment or egency be required to
disclose to thc bocrd or to any ot its committees the contents
of any officizl communication concerning its activities if, in
the opinion of the hend of such department or cgency,. the dis-
closure would b% contrury to the notional interest,

. 5. The provisions of this order shall not cpply to
the chernl Burecu of Investigutlon of the Department of Justice,

6. This order is confidentiel and shall not- be filed
in the Division of the Federal Register of the National Archives, -
or published in the Federal Register, or be given other publicity,

until publication therof hes been expressly authorized by the
chairman of the board, i )

(Signed) HARRY S, TRUMAN
THE WHITE HOUSE,
July 3, 1945,
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HISTORY OF JOINT COORDINALTION ‘
IN THE FIELD OF COMMUNIC:TIONS AND
PERTINENT CHARTERS

-1, Ehrly in 1942 the Washington Communications Com-
mittee of 'the interservices Communications Board was established
for the coordination of Combined (U,S., - British) comnmunications
as well as Joint communications, These committes were later
redesignated respectively as the Joint Communications Board and
the Combined Communications Board, each of which established
committees to deal with cOmmunication security matters. The JCB
is now known as the Joint Communications-Electronics Committee.
Thus, throughout the period since 1942, even prior to the estab-
llshment of the Joint Communlcations-Electronlcs Committee co-
ordination of all communication matters, including communications
Ssecurity has been effected On both a Joint and Combined b&sis,

_ ghe JCEC has established a Joint Security and Cryptographic
anel,

-
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JOINT COMLUNICATIONS-ELECTRONICS COMAITTEE

ORGANIZATION - d

1. The Joint Communications-Electronics Committee
(J,C.E.C,) is the agency of the Joint Chiefs of Staff charged .
with cognizance of communications and electronics insofar as
they pertain to matters for which the Joint Chiefs of Staff
are responsible,

MEMBERSHIP

2. '‘'The Joint Communications—hlectronics Committee
shall consist of:

~a, The Chief Signal Officer of the Armv.
b. The Chief of Naval Communications,

) c. The Director of Communications, U, S, Ajr
Force, .

3. One or more alternates may be appointed by each
member, ‘/henever a member -of the Joint Communications-Elec~
tronics Committee is unable to attend a meeting, an alternate
will attend as Deputy with plenary powers,

FUNCTIONS . '
L. The Joint Communications-Electronics Committee
is responsible to the Joint Chiefs of Staff to:

. a. Establish joint military policies and plans .
| for communications and electronics systems.

b, Establish operational cheracteristics for
communications and electronics systems and equipments which -
may operate interservice. Review and.whenever practicable
recommend consolidation of military characteristics for com~
munications and electronics systems and squipment for the
Armed Services. -

‘ca Make recommendations to appropriate agencies
regarding research and development of communications and
electronics systems and equipments, .

-2~ APPENDIX "E"

RESTITRTETED




.shall:

REF ID:A65663 .

d., Based on the Joint Chiefs of Staff strategic -
concépts, consider major requirements of the several services
and unified commands for communications and electronics equip-
ment, and recommend priority of use of available quantities.

e, Determine and allocate to esch of the Armed
Services, responsibilities in connection with the installation
and operation of joint. communications and ele¢tronics: systems,
equipments and facilities," .

f, Establish joint communicatlons and electronics
methods and procedurcs,

g, Recommend ‘to appropriate agencies the alloca-
tion of existing and planncd civil communications facilities
and systems required by the Armed Services and formulate policy
and type agreements with commercial communication companies,

h, - Plan military telecommunication frequency .
requirements, 4llocate ahd coordinate use of emission fre-’
quencics for all military equlpmpnt Have cognizance in the
matter of preventing clectromagnetic interference to' &ll mili-
tary communications end clcctronics systems and equipments.

5 The members of the Joinﬁ’Communications-Electronies
Committce shall scrve as the United States members of the Com-
bined Communications Board,

PROCEDURE

6. Ths Joint Communications-Elcctronics Committee

a.. Have the Senior member present act as chairman

at committée meotings. If all mcmbers should be absent, the

scnior alternate member present will preside, OtherW1se )
establish its own rules of procedure within the established
policies of the Joint Chiefs .of Staff.

. be: Forward to the appropriate agencles for imple-
mentation without reference to the Joint Chiefs of Staff its
agreed decisions, except those concerning matters of maJor policy
which will reuuire approval of ‘Uhe Joint Ghiefs of Staff.

¢, Form panels from personncl of the Army, the
Navy, and the Air Forece, as requircd to assist in the perform- -
ance of its duties, The members of permanent pancls will also
constitute the U,S, membership on the pancls.of the Combined
Communjcetions Board )
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7. The Joint Communications-Electronics Committee-
is authorized to request all Joint Chiefs of Staff, service,
and governmental agencies and activities.for information and
assistance which may be required in connection with its
functions and reciprocally, will furnish information and assist-
ance as appropriate to such agencics,

8, The Joint Communications-Electronics Committee,
if unable to reach agreement within a reasonable lcngth of
time, will submit to the Dircctor of the Joint Staff .for sub-
mission to the Joint Chiefs of Staff a report indicating where-
in the members disagrec.

" Pab B CHARTER OF SECURITY AND CRYPTOGRAPHIC P.NEL -
(Membership - 8) )
a. Make recommendations regerding the febrication,
employment, distribution and procuremsnt of joint cryptographic
systems and equipment,

b, Formulate cormunication security policles in the
following aspects:

{1) .Physical seccurity of publications, documents,
equipment and messages.

(2) Trensmission security.
(3) Cryptographic security.

(L) The interrelction of operctional wnd communi-
cation sccurity.

' (5) Training cctivities,
cs Make recommcndctions for the improvement or with-

-drawal from use of cryptographic systems cnd equipment as neces-:
sary for the maintenance of security.
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CURREHT U. 5. MILITARY
COMMUNICATIONS SECURITY ORGANIZATION

1. The U. S. Army - The Army Securlity Agency is a fileld
activity of the Intelligence Division, Genersl Staff, U. S.
Army. The mlssion of the agency 1s twofold in that it in-
cludes both communication intelligence and communication se-
curity. In this study.only the Communicatlon Security func-
tion 1s consldered. It is subdivided as follows.

a. Research and Development of cryptographic prin-
ciples ard material. All research and development, both Com-
munication Intelligence and Communication Security 18 carried
on by the Research and Development Division at Headquarters,
Army Security Agency. The Branches within Research snd Devel-
opment Divislon which concern themselves with communications
securlty problems are as follows:

(1) Cryptologic Branch - basilc cryﬁtologic
research.

(2) Electro-Mechanical Branch - Design and
development of securlity equipment for .
telegraph, teletype, authentication and
- 1dentification communications.

(3) Ciphony and Cifax Branch - Design and
- _ development of securlity equipment for

telephone and facsimile communications.

" - Db. All functions involved in the production and us-
age of U, 5. Army and U. S. Air Force crypto material are car-
ried out by Security Division These functions are subdivided
as follows. , . )

. " (1) Compllation, production, storage, account-
) ing and distribution of crypto material
1s performed by Material Branch.

(2) Maintenance of crypto equipment and the.
development and promulgation of mainte-
nance policies and procedures is per-
formed by Maintenance Branch.

(3) Policies for the employment and procedures
for the operation and protection of .crypto-
graphic material are formulated and pro-
mulgated by the Methods Branch. Thie Branch
also performe continuing cryptanalysis and
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critical examination of procedures on U.S.
military cryptographic material for the
purpose of maintaining a proper evaluation
of the securlty of both.

Long range Plenning pertaining to the re-
quirements for and employmernt of crypto-
graphic material is conducted by the Tech-
nical Staff,

In addition to the cryptographic func-
tions outlined above, analysis of monitor-
ed traffic for transmission security vio-
lations 1is conducted by Protective Branch
to determine the degree of field compli-
ance with and the sultability of trans-
mission security procedures.. This branch
also formuletes pollicles and methods for
conducting redio deception asnd counter-
measures programs,

-c, All budget estimates and Jjustifications are pre-
pared by Army Security Agency and includ=d in the budget of
the Slignal Corps. The Research and Development program is
approved by the Research and Development Group, Loglstics .
Division, General Staff, U.S. Army, and after consolidation
with the oversall Research and Development program of -the
Army, by the Research end Development Board,

Army Security Agency procurement is earried on
by the Signel Corps, which in turn coordinates.its overasll
procurement program with the Munitions Board.

2.. The U,S. Navy - U.S. Navy Regulations direct that
211l cocdes and ciphers and signal publications shall be pro-
duced by the Chief of Naval Oper~tions, They also provide ’
for the distribution of all registered publications by the
Registered Fublications Section. In order to meet the. re-
quirements of these Regulations the following communications
security organizatlon has been established under the Chief
of Naval Communicetions,

a. Research 1s performed by the Cryptographic
research section (Op-204D§. This section d~termines crypto-
gravhic principles of U.S. Naval Cryptographic alds and
produces laboratory models of any new machines or devices
resulting from its research,

b. Engineerigg Development 1s cerrled out by the
Naval Code and Signal Laboratory, This lrbopatory completes

D APPENDIX "FH
gﬁE&ﬁEﬁ;r—- :

—EEGRET




REF ID:A65663

engineering on equipment and designs, overhauls and also
manufedtures in its® own shops a considerable portion of the

cryptograchic maghines and ‘devices used in the U.S. Navy,

¢c. Production of cryptogrephic devices and mach-
ines 18 a function of the Bureau of Ships (Code 948). The
Bureau.lets aommercial contracts for such equipment or
assigns project orders for thelr menufacture to the Naval
Code and Signal Laboratory, Requirements for production
are established by the Chief of Navel Communi:zations,

d, The Navy's cryptogrephic reseerch and develop-
ment program, and the allocetion of funds to support the pro-
gram is submitted to, and recelves approval of the Research
and Development Board, The Nfvy cryptographic procurement
progrem and the allocatlion of funds to carry it out are ap-
proved by the Munitions Bomrd,

.e, Production of printed crypto documents 1s per-

formed for the Navy in the Cryptographic Aids Section (Op- N
204Y) under the Chief of Navel Communications in the office Y
of the Chlef of Naval Operations, Fleld cryptgg;aphic re—~ .
production offices, such as the one at Pearl Harbor, reproduce
cryptographic alds for thelr sreas from copy. furnished
by Op-204Y. Funds for operation of 0p-204Y are allocated
from Navy Department contingent funds, Funds for Fleld re-

~ production offices arej,ellocated by the Bureau of Yards and
Docks to the District Commandents.

f. Compllation of Key 1lists and code vocabularies,
the preparation of wiring dlagrams and operating instpyctions
is also a function of Op-204Y, Field reproduction offices '
are not equipped to perform any of these functilons,

€. Distribution and Accounting of Reglstered Pub-
licatlons zwhich includes cryptogrephic alds) for the Navy
1s a ‘function of the Reglstered Publication System, This
system includes the Reglstered Publication Section (Op-204R)
in Washington, and 22 Registered Publication Issuing Offices.
located throughout the world., - _ S

h, Communications Security rules are formulated 1n
The Communicetion Security Section (Op-204K). This section
supervises-the operation of the Navy'!s communication secur-
1ty actlvities in Washington and in the fleld, and also
determines through its cryptanalytic and traffic analysis
subsectlions, when compromise of Navy cryptographic systems
has occurred or is likely to occur. '

3. " The U.8, Air Force - The Department of the Air
Force 1s engaged 1n those routine communication security
activlitlies organically associated with the operertion of 1ts

TTBEERET.
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communicationg, Unllke the Army and the Nnvy, the USAF
‘does not have within its present orgsnizetionsl structure,
any single ageéncy responsible for directing and coordinat-
ing all phasgs of communicatlon security. However the De-
pPartments of the Army and the Air Force are currently ne-
gotlating en agreement concerning the transfer of respon-
sibllities for certesin communications security sctivities
to the USAF, If the agreement 1s concluded in its present
terms,. thé USAF will establish a security agency comparable
to those presently found within the Army and the Nevy.

[]
1
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PREVIOUS AND CURRENT

STUDIES AND PROPOSALS

1. On 23 September 1944 the Jcint Communications Board

. reported to the Joint Chlefs of Staff on the findings of an .
Ad Hoc Committee which had investigated cryptographic security
activities of several departments and agencies of the govern-
ment. The report recommended the establishment within the
Joint Chiefs of Staff of a permanent cryptographlic security
board which would have cognlzance. over the cryptogrephic ac-
tivities of &all government activities.

. 2. An A4 Hoc Committee on the Security of Communications
was established on 20 June 1945 by the Joint Communications

Board for the purpose of studying the .Security of U.-8. Intra-
Service and.Joint Communications. (J.C.B. 174/10/D of 20

June 1945). Thls committee considered the following jolnt

and intra-service aspects of -their problem:

a. Education..
b. Terminology and Nomenclature.
'c._ Physlcal Secﬁrity;
d. Transmission Secdurity.
e. Cryptcgraphic Proﬁedures.
3. Gorfespdndence on Research and Deve10pment.'

_ On 5 February 1947 Admiral Nimitz (then Chief of Naval
Operatiens) proposed in a Memorandum to General Eisenhower
(then Chlef of Staff, U. 8. Army) that an existing informal
Joint Committee to exchange technical information in regard to’
the Research and Development of crypto-equipment be formalized
through- thelr Joint approval. - :On 23 July 1948, the Army pro-
posed that the research and development of crypto-equipment be
placed under the cognizance of the Research and Development
Board.. On 13 August 1948, the. Navy indicated.that it did not
concur in Research and Development Board ccgnizance over crypto-
equlipment and prcposed that the charter of thé Joint Securlty
and Cryptographic Panel (JCEC) bé broadened.to include the mak-
ing of recommendations regarding the research and development -
‘of crypto-equipments. The Army has recently reaffirmed 1ts
position regarding Research and Development Board cognizance
over this subject, but decided not tc¢ press thé matter over
Navy objections. However the Navy later concurred with the
Army view in the establishment of a Cryptographic Equiprment
Panel under the Electronics Committee of the Research and De-
Xflogment Board. Thls matter has been coordinated with the -

r Force. .
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BESTRICIED - =
"RESULTS OF JOINT COLLABORATION IN

THE FIELD OF COMMUNICATION SECURITY

1. As a result of collaboration in the eommunications
fisld, basic doctrine and procedures for Joint @ommunica-
tions have been adopted and published as a series of -Joint

_Communications Instructions. This series has been adopted
for intra-service as well as Joint ‘use. (See TAB A hereto).
Communication Security has been covered in detail in one of
the publications of this serles — JANAP 122 ”Communication
Security."

2. The services hawe collaborated closely on-the con-
tracting and procurement of major items of joint cryptographic
equipment, Contracts for crypto-equipment origlhally intend-
ed for one service's use have been expanded tc provide for
the needs of another service when it became e¥ident that the )
equipment had Joint application, However, .Joint procurement
has not been mandatory, -

3., Each Joint cryptographic document is now produced
elther by the Army Security Agency or the Navy for all
three sgervices,

4. In addition to collaboration in production and pro-
curement of cryptographic materials for the National Military-.
Established, both the Army and Navy have frequently collabor-
ated in the supply of such materials to other U.S. Govern-

geng Departments and Agencles and to Allles of the United
tates, )
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“ 'Légg Title

Joint Communication Inétructlohs -~ Forward

Joint gommunication Instructions
Part I -~ General

Joint Communication Instrdct}ons
Part II - Security -

Joint Communication Instructions
Part III - General Procedure

Joint Communic¢stion Instructions
Part IV - Radlo Telégraph Procedure

Joint Commuﬁipation Instructions
Part V - Redlo Televhone Procedure

Joint Communication Instructions
Part VI - Teletypewriter Procedure

Joint Communicatipﬁ'Iﬁstructiona
Part VII -~ Tape Relay Procedure

Joint Communication Instructions
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Joint Communication Inatructions
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Joint Gommunication_Iﬁstructions
Appendikx II -~ Abbreviations
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Appendix-III - Definitions and Terminology
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Instructions - Géneral
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seense
COMMUNICATION SECURITY PROBLEMé
OF THE THREE SERVICES
1. The Naval Communication Sérvice.

a. Four principal types of communications are re-
quired by the Navy: _ ,.

(1) Between and among the Navy Department, Naval
District Commandants, all Naval Stations and
the Commanders of Naval operating forces
ashore and afloat.

(2) Between and among ships and aircraft at sea.

(3) Between ships and alrcraft at sea and Coastal
. 8tations.

(4) .Communications for Merchant ships.

b. In meeting these requirements certain ‘basic char-
acterlstics of Naval Forces must be taken into consideration.
Some of these characteristics are:

(1) The Navy is a mobile force, most units of

which operate for extended periods. out of

. . physical contact with the shore establish-
ment and over large distances.

(2) Because of this fact it is not generally pos-
slble to interconnect Naval units by means
-of landlines. Most Naval communications are
dependent upon radio.

(3) Secure communications must be maintgined not

. only among. higher echelons of command, but
also down to smaller units, including patrol
craft and harbor craft. Such ecraft are not
equipped or staffed to install and maintain
complex radio equipment, and must therefore
depend principally upon volce equipment for
-local communications and manually operated
gi W. equipment for longer range communica-

ons.

(4) Thé Naval Cryptographié‘plan must be designed
to meet the security reduirements of all ech-
elons and must also sult the limitations of
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smaller units. It must, 1n.brief, seek to

. © . accomplish the followlng purposes:

(a) Minimize the effects of capture or. com-
promise, Loss of the entire allowance
of a smaller unit should not prevent
secure. communications among higher ech-
elons. This is the principle of 1so-
lation of damage.

(b) Meet requirements of special situations
with special purpose systems (for ex-
-ample: call sign ciphers, authentica-
tors and signal books).

(¢)  Provide for privacy within the higher
echelons of command.

c. Naval cryptosystems, in order to meet the fore-
going redquirements and characteristics of Naval communications
are organized, distributed and used in accordance with the
following plan:

(1) Cryptochannels — The basic unit for crypto- .
graphic communications'ls known as a crypto-
channel. Any flag, ship or station in a
glven channel can communicate with any other
command in that channel.

(2) Divieion into Classes — In order to provide
. the feature of 1solation of damage, crypto-
. channels are organized by echelons of com-
| mand and types of vessele or statlions into
| - seven classes, afloat and ashore.  The high-
. est echelon, class 7, 1is limlited to com-
| manders in chief. The lowest, class 1, con-
' ) slsts of motor torpedo boats, minor shore
activitles and smaller craft .of- the local
Naval defense forces. Higher classes hold
-the publications of all lower classes

(3) Segregation by waters - Cryptochannels are
° segregated on a geographical basis into
three areas:. Atlantic, Pacific and World-
wide. '

| d. For Merchant ships a series of strip cipheérs and -
| running key ciphers have been produced. These are separate
from normal Naval Cryptochannels

BECRET- ) APPENDIX "I
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2. The U. S. Army has a two-fold mission involving stra-
tegic and tactical defenslve and offensive land operations.
The communlcation means (and consequently the communication
security .means) required tc¢ direct combat operations, effect
supply, and achleve coordinated strategic planning are dif-
ferent for each. : :

a. " The direction of tactical combat operatlions re-
quires medium-range, semi-fixed, point-to-point circuits (ra-.
dio and landline teletype and C. W. circuits) and short range,
highly mobile point-to-point, point-to-vehicle, vehlcle-to— :
vehicle, and some air to ground circults (landline teletype .
and C. W. and voice radio circuits). The semi~fixed circuits
carry traffic of high classificatlion and require cryptographic
equipment and procedures which provide long term security and
permit rapld, direct, and flexible intra-command communications,
The mobile cilrculite carry traffic usually of medlum classifica-
tion and require cryptographic equipment and procedures which
provide relatively short-term security and are practicable for
use in vehlcles, light planes, or one-man carry. Upon occasion, .
both types.of circuits must communicete with Air Force and
Navy operational units. -

b.. The administration and supplying of land combat
and service elements requires long-range flxed and semi-fixed
point—to-point circuite (usually teletype and C. W. radio and
landline teletype circuits). . These circults carry -traffic of
high classification and requlire cryptographic security equip-
ment and procedures which provide long term security and pérmit
conimunication with departmental and tactical organizations.

' ©. The achievement of coordinated strategic planning
requires long-range, fixed, point-to-point circults (usually
_radio teletype circuits), These eircults carry traffic of -the
highest classification and require cryptographic equipment and
procedures which provide exceptionally long-term securlty and
permit intercommunicability with major commands of all three
services. '

d. In addition to the communication security problems
lmposed by the divergent types of communications listed ‘above,
there are such speclal probleéems as the provision of security
equipment for milf'tary attaches, communication intelligence
units, U, 8. Army transports, various non-military agenciles of
thiigovernment, and military services. of certain foreign
nations. :

v

e, Finally, the development of militarily practicable
- facslmlle television and pulse-code modulated eguipment requires
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the development of epecial securlity equipment in order that

these new communications means may be used for handling
classified information. _ .

3. Air Force. -

a. The primary mlssion of opposing the enemy with
‘bur air potential has been assigned to the USAF. This mission
has been divided into several major phases with responsibili—
ties charged as follows: - :

(1) ‘Bombardment of strategic targets 18 the re- -
sponsibility of the Strategic Air Command.

(2) The support and protection of ground elements
1s the responsibillity of the Tactical Alr
Command.

(3) The air defense of the continental United
States is the responsibility of the Alr
Defense Command.

(4) The transport mission is the responsibility -
of the Milltary Alr Transport Service.

b. In order to execute the phase of the USAF mission
for vhich 1t i1s responsible, each of these commands is depend~
ent upon numerous and variled tyves of cbmmunications.

(1) The Strategic Air Command requires long range
radio teletype, OW and voice, communications
in order to control the deployment.-of large
masses of alrcraft engaged in trans~hemlspheric
operations.

(2) 1In order to move masses of tr00ps and ground
equipment, well coordinated ailr coverage must
be furnished if ground forces are to be pro-
tected from enemy air forces to which they
may be exposed. -In order to effect this
coordination of air-ground cooperation the
Tactical Air Command must place extensive
reliance on short range, rapid voice communi—
cations

(3) In effecting air surveillance over targets in
the United States, the Air Defense Command
employs a complex system of early radio warn-
ing nets linked by voice and teletype-com~
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munications required for the plotting of
timely intercept of attacking enemy alr
units and gulded missiles. The keynote of
these communicatlionis must be utmost speed
and rellability.

(4) The Military Alr Transport -Service, in dis-
charging 1ts responsiblilities for supporting
all of the services with air 1ift to bases
throughout the world is dependent upon a
vast net of linking communications for the
rapid flow of logistical data, flight in-
formetion, and the collection and dissemi-
nation of weather forecasts necessary for '
1ts operatlons as well ‘as those of other

" alr force units.

c. The intelligence avallable to this service as re-
gards the efforts which the Axis Nations exerted during the
last war on all types of Alr Force communications poignantly
1llustrates the vulnerability. of air communications to hostile
intrusion. The Japanese es well #8 the Germans enjoyed sin-
gular success in exploiting Air Force communications which
were especlally productive of intelligénce besguse of the Alr
Force requirement for transmitting much interrelated informa-
tion over both point- to-polnt communication and air-ground
communicaxion channels. . :

d. While the U. 8. Air Force is intensely aware of
the shortcomings in its communications which make them inter-
esting targets for hostile intercept organizations, 1t has not
been possible in the short time since the end of World War II
to produce radically improved equipmente to replace those upon
which it relied for security of our communications during the
war. Presently existing crypto machines, although possessing:
conslderable inherent security, are not geared to the speed of
operation which must be provided. High-echelon manual orypto-
devices do .not meet the requirement for cryptographed communi-
cations .over USAF radio teletype circuits, The transmission
of weather meps by faésimile cannot be protected as yet with

- efficlent secure crypto elements. Adequate methods of meeting
the volce security requirements of the USAF have not been a-~

chieved, Dangerous amounts of alr order of battle information -

would be available 1n the event of war by the traffic analysis
of channels carrying flight movement messeges, even without
regard to the security of any present -type cryptosystems which
might be employed.
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PROPOSED CHARTER
FOR THE JOINT COMMUNICATIONS SECURITY PANEL
‘ (Membership 9, phrée from each service)
1, - Formulafe Joint, and review intra-service, communica-
tion gsecurity policies in the fdllowing aspects:
"a, Physical security,
b. Transmisslon ségurlty. -
¢c. Cryptographic securit&..
d. The interrelation of opefationai and communica-
tion Becurity, _
€. The interrelation of communlcation sec@rity and
communication intelligence. )
f. Communication gover plans,
.é. ,Training activities,
2, Subject to the review of the JCEC, direct the fab-
- rication, distribufion and employment of joint communication
security documents, sjsteﬁé and equlpments., ' Review and make
recommendations regarding the same aspects of intra-service
caommunication securlty documeﬂts; sysfems, and eq&ipment,
For the purpose of this .charter, review.by the panel means
that each service is required to inform the panel of its intra-
service communicatlons'securiyy plons for therpurpoaé of det~

ermining whether such plans have Jolnf ‘aspects, .
\ . .ot

1
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-RESTRIGTED - |

- ‘RESTRICTED ’ -
3. Make recommendations for the improvement or, subject

to the apbroval of the JCEC, direct the withdrawal from'usé-of
gryptographic systems and equipment aé may be dictated by
security requirements. -

4, Prepare for review and-abproval by the Reseéfch
and Development Board, a coordinated program for research-and
development of U, S. Military’communication security equip-
ment, and when approved take actlon to 1mplemént this program.
- 5. Prepare for review and approval by thé Munitions
Board, a coordilnated program, including industrial mobiliza-
tion planning, fqr.the.précurement of U. S. Milipary communi-
cation security equipment, and when approved take action to-
implément this pfogram.

6. Insure coordination with the Joint Intelligénce Com—
mittee whenever policy considerations are involved affecting
¢éperational security,

7. Insure -coordinstion with the United States Com-
munication intélligence Boerd whenever policy considerations
are lnvolved affecting communication intelligence.

8. Vhen no.change 1n Joint Communications or Joint
Intelligence policy 1is 1nvolveé, the .Chairman will p?éscribe
éppropria@e action to implement unanlimous Panel decislions con2

cerning Joint communication aecurity and/or cryptogrephic
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matters under cognizance of this Panel, in accordance with
this chgﬁter, and will promptly furnish each of tlie Heads ef
the Communicatlons and Intelligenqe branches of the three -
Se?vices with a copy of all directiv-=s thus issued - for im-
plementatioh by each Service, -

9., The Chalrmanship of éhis Panel\shall be rotated once

annually among the three.Services in the order of Service

. senlority, with the Head of the Communications or Intelllgéncé

brancﬁ, as appropriate in each service, nominating the person

to be Chalrmen from among its members on the Panel.
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