
y < 

RESTRISTEB 

MILITARY CRYPTANALYSIS 

PART IT 

SIMPLER VARIETIES CF POLYALPHABETIC SUBSTITUTION SYSTEMS 

by 

WILLIAM F. FRIEDMAN 

Principal Cryptana~st 

Prepared under the direction of the Chief Signal Officer. 

r 

1 9 3 7 
Declassified and approved for release 
pyNSAon01-31-2014 pursuantto rJONFBDEN-~...,~AL 
E.O. 13526 

.. 



Section 

I. 

II. 

III. 

IV. 

v. 

VI. 

VII. 

VIII. 

IX. 

x. 

MILITARY CRYPTANALYSIS. PART II 

Simpler Varieties of Polyalphabetic Substitution B,rstems 

Paragraphs 

Introductor.y Remarks ••••••.•.••.•••.••••••••••••• 1 - 4 

Cipher Alpha~ets for polyalphabetic substitution. 5 - 7 

Theory of solution of repeating-ke,y systems •••••• 8 - 12 

Repeating-ke,y systems with standard cipher 
alphabets . .................................••.•.. 13 - 15 

Repeating-key systems with mixed cipher 
alphabets, I ...•................................• 16 - 26 

Repeating-key s,ystems with mixed cipher 
alphabets, II ••..•...•...•..••.•.•..............• 27 - 30 

Theory of indirect symmet~J of position in 
secondary alphabets •••••••••••••••••••••••••••••• 31 

Application of principles of indirect s,ymmetry 
of position •••.•••••••••••••••••••••••••••••••••• :32 - 36 

Repeatinb-ke,y s,ystems with mixed cipher 
alphabets, III .................................... 37 - 40 

Repeating-key systems with mixed cipher 
alphabe:ts, IV •••••••••••••••••••••••••••••••••••• 41- 46 

30 April 1959 

This document it re-graded "eEl&'~" UP 
of DOD Directive 5200.1 dated 8 July 1957, 
and by authority of the Director, Natioaal 
Security Agency. 

~Y.~ 
Paul S. Willard 
Colme1, AOO 
Adjutant General 

Page 

1 

5 

7 

16 

24 

55 

58 

66 

87 

-94 



REF ID:A64561 

SECTIOtf I 

INTRO!lJCTORY :n::liARKS 

Paragraph 

The essential difference between monoalppabatic and 
pOlyalphabetiC SUbStitution. 1o • • o .11 o o r 11 • o o o r • 1 1 

~ Primary classification of polyalpnabettc systa~ •• • • • • • 2 

' 

Primary classification or periodic· systsma. • • 11 • • • • • ~ 3 
Sequence or study of polyalphabatic systems • • • • • • , • • ~ 

1, The essential difference between monoalphab~tic and polyalpha
betic substitution. - •· In the s~bstitution methods t~us far discussed 
it has been pointed out that this~ basic re~ture is that at monoalpha
beticity. lrom the cryptanalytic standpoint, neither the nature or the 
cipher symbols, nor their method or production is an essential feature, 
althdugh these may be differentiating ekaracteris~ics fro~ the erYP,to
graphic standpoint. It is true that in those c~es designated as, mono
alphabetic substitution vith variants or multiple equivalents, there is 
a departure, more or less considerable, r~om str~ct.monoalJhabeticity. 
In soma or those cases, indeed, thore may be available two or more wholly 
indepondont sots of oquivalonta, which, morenvor, may oven bo •rrangod 
in tho £orm or completely soparato alphabots. Thus, Whilo a loose ter
minology might pormit one to designate such systoms as polyalphabotic, 
it is bettor to roserva this nomonclaturo for thoso casas whoroin-poly
alphaboticity is tho ossonco or tho mothod, specifically introdu~od with 
tho purposo of imparting a positional variation in tho substitutivo 
oquivalonts tor plain-toxt lottors, in accordancg with soma rulo diroctly 
or indirectly connoctod with tho absoluto positions tho plain-to~ lottors 
occupy in tho mossago. This point calls for ~mplification. 

R• In monoalp~botic substitution with variants tho objoct or having 
difforont or multiple oquival~nts is to suppress, so tar as possiblo qy 
simplo methods, tho characteristic froquoncios or tho lottors occurring 
in plain toxt. As has boon notod, it is by m~ans of thoso characteristic 
froquoncios that tho ciphor oquivalants can usually bo idontitiod. In 
thoso systams tho varying oquivalonts for pl~in-toxt lottors aro subjoct 
to tho froo choice and c~prico or tho onciphoring clork; it ho is careful 
and consciontious in tho work, ho will roally mnko uso or ~11 tho diffor
ont oquival~nts affordod by tho systom; but if ho is slip-shod ~nd hurriod 
in his work, ho will uso tho samo oquivnlQnts ropo~todly ~thor than t~ko 
pains and timo to rotor to tho charts, tables, or diagrnms to find tho 
variants. Uoroovor, and this is a crucial point, avon if tho individu~l 
onciphoring clarks ~ro oxtromoly cnroful, whon ~~ny or thom omploy tho 
snmo systam it is ontiroly impossible to insure n comploto diversity in 
tho onciphorm~nts produced by two or moro clarks working ~t difforont 
mossago cantors. Tho rosult is inovitably to produco plenty or ropoti
tions in tho texts omnnnting from sovor~l stntions, nnd m1on toxts such 
ns thoso nro nll ~vnil~blo for study thoy nro opon to solution, by n com
pnrison or thoir simil·1.ritios '1Jld difforoncos. 
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.5&.• In true polyalpl&betic systems, on the other hand, there is 
established a rather definite prodedure which automatically deter
minas the shifts or changes in equivalents or in the manner in which 
that are introduced, so that these changes are beyond the comentary 
whi.n or choice of the enciphering clark. ilher1 .the method of shift
ing or changing the equivalents is scientifically sound and suffi• 
eiaatly complex the research n9cessary to establish the values of 
the cipher characters is much more prolonged and difficult than is 
the case evan in complicated .:~onoalphabatic substitution with variants, 
as flill later be sean. These are the objects of true ~olyalphabatic 
substitution systeos. The number of such systems is quite large, and 
it will be possible to describe in detail the cryptanalysis of only 
a few of the more common or typical examples o? methods encountered 
in practical military cryptanalysis • 

• 
;. 
4• The three methods, (1) mono-equivalent monoalphabetic substi

tution, (2) monoalphabetic substitution with variants, and (3) true 
pol,.:Yalphabatic substitution show the follo•'ling relationshi})B as regards 
the pquivalency between plain-text and cipher-text units' 

A. In method (1), there is a set of 26 symbols; a plain
text letter is always repTesented by one and only one of these 
symbols; conversely, a symbol always represents the same plain
text letter. The equivalence between the plain-text and the 

,·cipher letters is constant in both ancipherment and decipherment. 

B. In method (2), there is a sat of 26+D symbols, ~hare n 
mar be any numbera a plain-text latter may be represented by 1, 
2, 3, ••• different sy~bols; conversely, a symbol always repre
sents the same plain-text latter, the S&.lilB as is the case in 
~athod (1). The equivalence batveen the plain-text and the cipher ... 

I 

.. 

• 
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letters ill variable in. enciphannent but constJ,nt in 4,u1pher-
111811t •1•• . . . 

c. In method (3), there is, as in the first metho~ a set 
or 26 symbols.; a plain-ta.x.t latter may be represant•d by 1, .a, 
3, · •••• 2& different symbols; convarealy, a symbo-l· may• re,pres.ant 
1, 2, 31 ; •• _26:di~terent platn text letters, depending upoA 
the system and the specific kay. Ths equivalence between the 
plain-text and the ·cipher llt,.~ers iq Tariable in. both e1u~ipherr 
mant and "Clet:ipnerml!tzrt. •. · 

2. Primary classification of polyalphabatic systems.- A• ~~ri
mary classification or p.olyalphabatic systems into two rather distinct 
types may be made: (1) periodic •yatems'and (2) aperiodic systems. 
\~an the enciphering process involves a cryptographic treatment which 
is repetitive in character, and wht~h results in the production or 
£LClic phenomena in the cryptographic text, the system is termed Reriodic. 
Jharr the ancipherillg proc.ass is not of the type described in the fora
going general ta~, the systac is termed aperiodic. The substitution 
in both cases involves the use of two or mora cipher alphabets • 

. ' 
a• The cyclic phenomena inherent in a periodic system may be 

exhibited externally, in which case they are said to be R!t~1 or they 
may nut be exhibited externally, and must be uncovered ~ a preliminary 
step in the analysis, in Which case they are said to be latent. The 

1 Thera is a monoalphabetic method in which the inveraa result 
obtains, the correspondence being constant in encipherment but variable 
in deciphennent; this ;Ls a method not found in the usual books on. cryp
tography but in an assay on that subject by Jdgar Allan FOe, entitled, 
in some editions of' his works, "A f'ew words on secret writing" and, 
in other editions, "Cryptography". The method is to draw up u encipher
ing alphabet such as the following (using Poe's example); 

Plain -ABC.J.&lli'GHIJKLIJHOI-~:l.STUVWXYZ 
Cipher - S U A V I T l R I N ~ 0 D 0 F 0 R T I T l R I N R E 

In such an alphabet, because or repetitions in the cipher c091ponent, 
the plain-text equivalents are subject to a considerable degree or 
variability, as •ill be seen in the deciphering alphabet; . 

Cipher - A B C DE F G H I J K L lL N 0 P Q R S T U V W X Y ~ ~ 
,Plain - C r4 G 0 E K J L :i A F :a D 

U I XN Q R 
Z 5 P V T 

w y 

This type or variability gives rise to amb:l:guities iri decipherment. A 
cipher group such aa TI~c would yield such plain-text sequences as REG, 
FIG, TEU, ~lU, ate., ~hich could be read only b¥ context. No syatam or 
such a character would be practical for serious usage. 
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periodicity may be quite definite in natura, and therefore datar
qinabla ~ith mathematical exactitude allowing r~r no variability, 
in W-hich case the periodicity is said to be fixed. In other in-
1 • 

stances the par1odicity is mora or lass flexible in character and 
evan though it may be datanninabla mathematically, allowance must 
be made for a ~~grae of variatiili~y subject to limits controlled 
by·the specific system under investigation. The periodicity is in 
this case said to be tl~xibl~, OP ¥ariable ~thin limits. 

3. .Primary 'classification a.f periodic systems. - !:• .t·ariodic 
polyalphabatic substitution systems may p~imarily be classified into 
two kinds. 

(1) Thos~ in vhich only a few of a ~ole set of cipher 
~alphabets. are used in anci,haring individual massages, these 
alphabets being employed repeatedly in a fixed sequence through
out each massage. Because it is usual to employ a•secret word, 
phrase, or number as a~ay to determine the numQar1 idqntity, 
and sequence with ~hich th~ cipher alphabets are ~~~loyed, and 
this key is used over and over again in ancipherment, this 
method is often called the repeating-alphabet systa~. It is 
also SOID&timas referred to as the JRUltiple-alJ?habat !IP.i.B 
because if the keying of the entire massage be considered as 
·• wbol• ii is composed at multiples of a short kay us•d repe
titively.. In this text the designation "repeating-kay systsm'' 
will be used. 

(2) Those in Which all the cipher alphabets comprising 
the complete' s'et for th-e system are employed one after the other 
progressively in the ancipharment of a message, and \/hen the 
last alphabet of the series has bean used, the encipherer be
gins over again with the' first alphabet • This is cODI;:J.only ra
farrsd to aa a progressiye-al-.Jhabet system because t:tre cipher 
alphabets are used. in prog:nsB"fan • . 
4. Sequence of study of polyalphabetic systems. - A• In the 

studies to be foll~wed in connection with polyal~iabetic sy&tema, 
the order 'in whiclt the Pork ·1111 pro-ceed conforms very closely to 
the classifications made in paragraphs 2 and 3. tariodic polyalp~ 
be~ic substitution ·ciphers will 'co1ne first, beeauae the~· are, as a 
rule, the siaplar add because a th~~ough understanding of the prin
ciples of their analy&ia is prerequi~ite to a comprahansi~n of how 
apariod~c systems are a~lvad. But in the final analysis the solution 
of examples of both typss rests upon the conversion or reduction of 
polyalphabeticity into monoalphabeticity. If this is pG~sible, solu
tion can always be achieved, granted there are sufficient data in - . 

--------------------------------------------------------------------
1 French teminology calls this tha "dou~la-key method", but there 

is no logic'in such noaenclatura. 

' . . . . 

.. 

• 

" 
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the final monoal~habetic distributions to permit of solution by re
course to the ordinary ~rinciples or frequency. 

ll• Firat if!. the ord.lt~ of study of pqri.Pdic 
1 
,yatema will come 

the analysis ot ~e~aating-key ayat~~··i ~o~ ot the.~ore ai~ple 
varieties rtill be dlacuselld in detail, with examples. Subsequently, 
ciphers of the progressive type will be discussed. There ~ill then 
fQllaw a more 9r ~ssa ~~tai~ed treat~en~_ pf aP,eripdic ~J~~ems., 

-. 
• I 

S::i:CT·IOH II 
, ~. 

CIHI:!R .nLrliABll'S FO;t POLY.:lLl'3l\B3TIC SUBSTITU'l'IO!~ . . 
. . 

Claaaification of cipher alphabets upon the basis' ·bf 
their derivation. • • • • • • • • • • • • • • • • • • 

~rimary. component~ aWd sicondary alpnabets •••••••• 
Ciplter disks and c,ipher squares • • • • • • • • • • • • • 

!" "' I :"- ' 

r 

Paragraph 

5 
6 
7 

5. 9lassificAtiop of ciJber nlphabets upon the basis of their 
derivation. - &• Th~aubstitution processes in polyalp;&betic methods 
involve the use of ~ plurality of cipher alphabets. The latter may 
be derived by various sc~emes, the exact nature o~ which dete~ines 
the principal charac~eristics of the ci~er alphabets and plays a 
very important role in the preparation and solution of polyal~habetic 
cryptograms. For these reasons it is advi~able 1 before proceeding 
to a discussion of tbe principtes and methods or analysis, to point 
out these various types of cipner alphabets, sho~ how they are pro
duced, and how the method of their productioh or derivation may be 
made to yield important clues and short-cuts in analysis. 

• ' A 

I 
ll• A primary classification of ciphar'al~habats for polyalpha-

betic substitution may be made into the two·tolloWing types: 

(1) Independent'·or unrelated cipller alphabets. 

(2) Derived or interrelated cipher alphaoets. 

A·· Independent cipher alphabets may~· disposed of in a very 
few words. They are merely separate and 4istinct alphabets showing 
no relationship to one another in any Way. They may be compiled br 
the varioua method~ discussed in ~rs. 44 - 48; i~clusive, Section IX 
of Special Text No. 165, Elementary ~litary Cryptography. The solu
tion of cryptozrams written bY. means o~ such alphabets is rendered 
~ore difficult by reason of the absence of any relationship between 
the equivalents of one ciptuir alphabet and thbae of any of the other 
alphabets of the same cryptogram. On the other hand, fro1:1 the point 
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ot view of practicability in their production and thai~ hendling 
in cryptographing and decryptographing, they. present some'diffi
culties •1hich make them less favored by cryptographers tbari Cipher 
alphabets of the second type. 

a• Derived or interrelated alphabets, as their name indicates; 
are most1 corJClonly produced by the .t!!j;eractioq of t'l:lo p"'i m.ry com
ponents, Which when juxtaposed at the vasious ~oints of coincidence 
S.IY!. be made to yield secondary alphabets. 

6. l-'rimary components and secol'ldary alphabets. - Two basic, 
slidable sequences or components of n characters each ~ill yield n 
secondary alphabets. The cocponents may ~ classified according 
to various schemes. For cryptanalytic purposes the tollo~ng classi
fication will be found useful• 

CAS~ iL. The priCJary co.nponents are both normal sequences. 
' 

(1) The sequenc1s proceed in the same di.~·ection. (The 
secondary alphabets are direct standard alphabets.) 

(2) The sequences proceed,in opposite directions. (The 
secondary al1,habets are reversed standard alphabets 
and are reciprocal.) 

C~~ a. The primary components are not both norcal sequences. 

(1) r.~e plain component is normal, the cipher component 
is a mixed sequence. (The secondary al~habets 
are mixed al~habets.) 

(2) The plain cw~ponent is a mixed se~uence, the cipher 
cOCJ.ponent is normal. (Ths secondary al~ha.bets a~e 
mixed alphabets • ) 

(3) Both components ~re ~ixed se~uences. 

(a) Components are identical 1:aixed sequences. 

I. &equences proceed in the same direqtion. 
(f~e secondary alphabets are mixea alpha
bets.) (rar. 28) 

--------------------------·-------------------------------------------
/ 1 See .r'a.r. 37, Special ·rext t:o. 165. ___ ........._ ____________________ _ 

2 
See l:'ars. 49 and 59, Special T3xt l~o. 165. 

.. 

• 
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II, Sequences )roceed in opposite directions. 
(The seco~d~~/ alpnabets are rec1~rocal 
·:11xed alr!'labhs.) (1-E.r. 33) 

(b) Components are dif'fe:ztent mixed se~uenc~s. (rhe 
secondary al_lhabets are n1xed al,1'1<tbets •I 
(tar. 39) 

7. Cipher disks and cipher squares. - !.• Reference J.S no\1 
,ade to rars. 60 - 62, Seetion XII, Spe~1al Text No. 165, wherein 

was sho'l"rn the equival.mcy that subs1sts bet\7een the results }Jroduced 
by slid 1.ng pri'llary components and cJ.o"tE!r disks and square tables of 
the V1genere type. In all cases the results produced by the succes
sive juxtaposit1on.s of tvto slidin~ C011ponents may be duphcated by 
us1ng a cipher square; the converse relat1ons1'1ip J.s true only ..-.rheri 
the columns or rO\IS of the ciphe• square shO\' symmatryj tl-J.at is, 
the seyuences in the columns or ro•1s a~·e ident:i,.cal but r.terely dis
~laced 1, 2, 3, ••• 1ntervals successively. 

~· In cryptanalyt1c studies it J.S usually more convan1ent and 
11seful, ,y.rherever possible, to cons1der the problem fro·t the point 
of view Of _sliping CO!lponents rather than cipher SGUares • 

SECTION III 

THE0,1.Y OF SOLU'riON OF R.!:l-'EATING-K3Y SYSTiiJ{S 

Paragraph 

The three steps J.n the analysJ.s of repeating-key systems. • 8 
First step; find1ng the length of the period. • • • • • 1 • 9 
General remarks on factoring • • • • • , • • • • • • • • • • 10 
Second step: distributing the cipher text 1nto the 

component monoalphabets ••• 1 • • • • •••••••• 11 
Third step; solving the tnonoalphabetic dJ.stnbutions ••• • 12 

8, The three steps in the analys1s of repeating-key systems. -
a. The method of encipher1ng accord1ng to the principle of the re
peatJ.ng-key, or repeating alphabets is adequately.explQJ.nad in :ears. 
57 and 58 of Spacial Text No. 165, Elementary ~J.l~tary Cr;ptography, 
and no further reference need be made at th1s time. The analys1s of 
a ~ryptogram of thJ.s type, regardless of the kind of cipher alphabets 
employed, or their mothod of production, resolves J.tsolf into thrae 
distinct and succass1ve steps. 

(1) Determination of tho length of tho ropeating key) 
which is tho samo as tho detormJ.nation of the oxact numbor of 
alphabots involved in th~ cryptogram~ 
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(2) Allocation or distribution ot the lette~s of the 
cipher text into the respective cipher al~habets to whiCh 
they belong, Vhich reduces the poly~lphabetic tezt to mono
alphabetic terms; 

(3) Analysis of the individual monoal~habetic distribu
tions to dete~ne plain-text values of the ci~her letters 
in each distribution or al~habet. 

R• The foregoin3 steps uill be tre~ted in the order ir. which 
mentioned. The first step may be described bristly as that of 
datermininP, the period. The second sta) may be described briefly 
as that of IS~uction ~ monoalphabetic !L~· T~e third step •gay 
be designated as !dJUltific~t~ 9lt cipher-te~ values. 

9. First steps finding the length of the rerfod. - !• The 
determination of the ,eriod, that is, Ghe len3th of the key or the 
number of ciJlhar alphabets involved in a crypto,;ra:r.a enci,phered by 
the repeating-key method is, as a rule, a relatively si • .'lple matter. 
The cryptogram itself usually manifests externally certain phenocana 
,mich are tha direct result 'of the usa of· a repeating 'l:::a:,r. The . 
principles involved are, 1-lO\YBver, so fund.atnantal in cryptanalysis 
that th-..ir elucidation warrants a somawhat detailed treat1:1ent. 
This will be done in connect1on ~ith a short exa~ple of enciphe~~ent, 
sho'7n belorr i11 Fig. 1. 

~· Regardless of what system is used, idanticnl plain-text let
ters enciphered by the same cipher alphabst1 ~at yield identical 
cipher letters. Referring to Fig. 1 1 such a condition is brought 
about every time that identical plain-text letters happen to be en
ciphered with the same key-letter, or every ti~ identical plain-text 
letters ta.ll into the same column. in the anciphenaent.2 Uo .. 7 since 
the number of columns or positions vith respect to the xey is vary 
limited (except in the case of very long kay ~lords), and since the 
repetition of letters is an inevitable condition in plain text, it 
follows that thai's "tlill be in a message of fair length I!IB.ny cases 
Where id~ntical plain-text letters mY!1 tall into the s~e column. 
They will thus be enciphered by the same &ipher alphabet, resulting, 
therefore, in the production of many identical letters in the cipher 
text. ~jben identical plain-text poly3ra~hs tall into.identical 

1 It is to be understood, ot course, that cipher alpnabets with 
single equivalents are meant in this case. 

2 The frequency with Fhich this condition may be expectld to occur 
can be definitely calculated. A discussion or this point falls beyond 
the scope or the present text. 

, 

, 

\ 

.. 
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•rffii: it.ftTILLJ:RY B.aTTALIOU w,.:aCHIJ~:J. In TIL: .UA..1. OF THJ.i: AJVAUCE GUARD KEil:PS 
ITS COMBnT TRn.lN WII':a IT. (::ey. y BLU"..ll, using direct standard alphabets.) 

' 
C Il"H:::t .t~k'1IADr:TS • 

Plain _, !,_!3_ C J -ll:.L.1JL!.ll~ N.. N 0 P Q, R .L_T U V W X Y Z 
( 1) - B C ,J E F G H I J ~: !,. k N 0 f Q R S T t1 v' ~- X Y Z A 

Cipher (.2) - L M, l~ 0 l- Q R S ·r U V w X 'J: Z A ~ C D F.: F G H I J K 
( 3) - U V W X Y Z i, ,B C iJ ,E F G U I J ,K t ~·- II 0 l' Q R S T 
(4)- E F G d I J K L h N 0 P Q R 5 T U V W~ Y Z A J CD 

BLUE'. BLUE 
TH:ii:A ·THEA I ' 

U 5 Y·E 
a TIL a T ·I L 

5· E C P 

L E R Y LERY 
M P L C 

BATT B A'T t 
C L N X 

A 'L ! 0 ALI 0 
awes 

U ll .lt R N J.ri A R 
0 X U 'tJ 

I I 

C H I'N' CHIN 
D 5 C R 

' 
G I U T GlNT 

II. ... •' H T H X 
'• 
REH.E H.EnE 

I P L I 

A R 0-F A R O,F 
B C I J 

1' H E A l'H~A 
U 5 Y E 

D VAN DVAN 
EGUR 

C E G U C E G U ) ( I 1 

.J p A y ' I ' 

A;tDK .\RJJK 
B C X 0 

E iil P S ::l: E P 5 
F P J VI 

I T 5 C I T S C 
JEtlG 

OMBA OMBA 
P XV E 

T 'f R A T T R A 
U :5: L .J: 

I ll W I I N W I 
J y ~ 14 

TH-IT T HIT 
U 5 C X 

~ l! CRY?'rOG::utlll 

'• 

US YES ~PMP 
AYBCX OFPJW 

LCCLN 
JEMGP 

XBWCS 
XVEUE 

OXUVJ SC.tU1T HXIPL IBCIJ USYEE GURDP 
LEJYQ MU5CX 

F1g. l. 
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columns the result is the formation Qf identical cipher-text ~lJ
graphs, that is 1 repetitions of groups of 21 3, 4, ••• letters are 
exhibited in the cryptogram. Repetitions of this type will hereafter 
be called causal repetitions, because they are produced by a definite, 
traceable causa; the encipharment of identical letters by the same 

· cipher alphabets. 

a• It will also happen, however, that different plain-text 
letters falling in different columns will by mere accident produce 
identical cipher letters. Nota, for example, in.Fig. 1 that in 
Column 1, Rp becomes Sc and that in Column 2, Hp also becomes 60 • 

The production of an identical cipher latter in th~se two cas~s 
(that is, a repetition where the plain-text letters are different 
and enciphered by different alphabets) is merely fori·uitous. ·It is, 
in every day language, 11 11L mere coincidence", or ''an accident". For 
thia reason repetitions of this type ·.dll hereafter be callsd'!.e£!
dental repetitions. Such repetitions uill, of course, happen fairly 
frequently with individual letters, but lass frequ•ntly ~dtb ~i
graphs, because in this case the same kind of an· "accident" must take 
place twice in succession. Intuitively one feels ~hAt the chances 
that such a purely fortuitous coincidence vill happen twa timSs"in 
succession must be much less than that it will ~~pen every once in 
a While in the case of single letters. Similarly,· intuition makes 
one feel that the chances of such accidents ~appan~ in the case ,of 
three or more cansecutive letters are still less.t~~ in tha cave of 
digraphs, decreasing very rapidly as the rapetit,ion ~ncreases i!l 
length. This phenot.umon may, however, be dealt ~7i~h statistically, 
taking the matter outside the realm of intuition. · 

4• Suppose that I!! 26 letters of the alphabet are placed in 
a hat and shaken up. i.Jhat is the probability of d'r&Wiflg any speci
fied single letter in a single drawing? Obviou&ly ~· Suppose 
that all 676 pairs of letters, each pair being vrittsn on a separate 
slip of paper are similarly placed in a hat, what is the probability 
of drawi~ any specified digraph in a single dr~~ns?l Obviously 
..l.... or ~ • Sitnilarly, fer trigra.phs the probabtlity is 1 or 
676 26 17576 

~ s for tetragra.phs, 1 or 14 ; and in ge~ral, for any 
26 456,976 26 . 
polygraph the probability is • .1:.. Thlere 11 is th& Iemgth of the poly-2sn · · 
graph. However, tl'IB student here is concerned n.ot ·:ith the theoret
ical results of a single drawing of a letter or'a polygraph but Yith 
the theoretical results of tl-IO 2.£. more successive ctrawings. netum
ing to the case of the 26 letters in a hat, suppoee a letter is drawn, 

----------------------------------------------------------~~~---~----~---------1 Or, if single letters are used, What is the prbbability of drawing 
any specified pair of letters in two successive diawings, the first 
latter drawn being replaced before drawin~ the second? 

' 
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recorded, and replued Sa the hat." 'A secoDd. drawins ia :now made. 
~Jbat ia the probability that the latter draa the seco:nd time is 
the same as the one drawn the first ti•? Again the proll&'&lli\y' 
is ..1... , becaJI'ae tha latter t.o be drawn on the f'irst trial was :nbt 

88 - ~ ---
spacitiacl. The pha:nomeDon of interest here is not the idelltity of 
the letters that turned up in the two auccess.ive drawings but merely 
uhather or not the letters that turned up ia the two successive 
drawings are ido:ntical; they maJ be 2 A's, 2 B's, 2 c•a,, and~•o on. 
Coming nov to the aase of digraphs, the reasoning is the •~•· SuP-. 
~osa a slip containing a digraph is drkwn 1 recorded, and replaced. 
A second drawing is then made. ~tn.at is the. ~robabiUty tbat the 
digraph drawn the second time is the same u that drawn the first 
time 'I .Again the pro-bability is ..!.. 1 since tha disraph to be drawn 

. ' 676 
on the f'irst trial ns not spopif'iecl and merely oc'currence or non-
occurrence of repetition is of interest. Thus, the reasonins may 
be carried on as before to cover repeti~ious polygraphs of n letters, 
and it may be sat down that the ~robability for the occurrence of a 
.capatition of 11 le-tters is 

2
h!: · -· . 

A• Suppose that in a cryptosram co:ntainins exactly 80 letters 
there occurs a repetition of a tetragraph. ibat is the proba~lity 
that thi' is a purely accida:nta~ pnanome:no:n? Let the matter ba 
reasoned put as follows. In 80 letters there are 77 successive 
tat~grapha (assuming that the massage as a whole cannot be cons\derad 
as cyclic, so that the 78~h, 79th,'80th and 1st letters do not torm 
another tetragraph). Or thea a 77 tetri.graphs, only 7!i ·are available 
for stu.dy after a given tetragrapb l'la" been specified ir1itially as 
the b~ia fDT a repetition. For a~pie, suppose the f1rst tetra
graph USY.i is specified5 a repetition of USJ~ is sought. Since, as 
explained above, in perfectly homogeneous random text the probability 
of occurrence of a repetition or • tetragraph is 1 , and since 

. . 456,976 . 
there are in this case •ts tot~graphs whic-h may bG examined. to sao 
whether or not any or them coincides with the initially specified 
tetragraph USY!, the probability that a second USYi will o~cur in 
this moasago puroly by accidont is 73 , approximately 

62
1
60 

or 
456,976 

roughly sioo . In other warda, such an accideptal repetition may 
be expected to occur on the average only about once in 6300 eases. 
The odds asat:nst its being an accidental repetition are therefore 
sufficiantly sreat to lead to the conclusion that it is nq~-~ccidental, 
but causal; and the cause is in this case quite easy to ~ea. A poly
~raph rapaated in the plain taxt was actually enciphered by identical 
alphabets. ln order for this to occur 1 it was necessary that the 
polygraph fall both times in exactly the same relative position with 
respect to the key. Note, for example, that USY.E in Fig. 1 represents 
in both cases the plain-text polygraph THEA. The first time it occur-• . ' red it fell in pos1tiona 1-2-3-4 with respect to the key; the second 
time it occurred it happened to fall ~n the vary same relative posi
t ions 1 although it might just as wall have happened to tall in any or 
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the other three possible relative pos1tions with respect to the key, 
viz, 2-3-4-1, 3-4-1-2, or 4-1-2-3. In fact, the worrl 11happened 11 

' 

correctly expresses the case, for the 1nsert1on or deletion of a 
single plain-text letter betVIeen the tli'o occurrences would have 
throvm the second occurrence one letter forward or backward, respec
tively, and thus caused the poly~raph to be enc1phered by a seque11ce 
of alphabets such as can no longer produce the cipher JOlygraph USYE 
from the plai~-text polygraph THEA.l 

!· If a count 1s made of the nu1nber of letters from and in
cludin3 the f1rst USY~ to, but not 1ncluding, the second occurrence 
of USYG, a total of 40 letters is found to 1ntervene between the two 
occurrences. This number~ 40, must, of course, be an exact multiple 
of the length of ~he key. Having the plain-text before one, 1t is 
easily seen that it is the lOth mult1ple; that is, the 4-letter key 
has repeated itself 10 times between the f1rst and the second occur
rence of USYE:. It follows, therefore, that if the length of the key 
uere not knonn, the number 40 could safely be taken to be an exact 
nultiple of the length of the key; in other -.~·ords, one of the factors 
of the number 40 would be equal to the length of the key. The \¥Ord 
11 safely 11 1s used in the preced1ng sentence to mean that t.he 1nterval 
40 &)plies to a repetition of 4 letters anJ the chances that this 
repetit1on 1s acc1dental are extrecely small (roughly 1 in 6300). 
The factors of 40 are 2, 4, 5, a, 10, and 20. So far as this single 
re~et1tion U5YE is concerned, 1f the length of the key were not known, 
all that could be said about the latter would be that it is equal to 
one of these factors. The repetition by itself gives no further in
dications. How can the exact factor be selected from among a list 
of several oossible factors? 

4, 

&• ~t all the repetitions in th3 cryptograht be listed. They 
are a~ fB'llows (note undex·sconng 1n the cryptogram)~ 

U 5 Y E 5 ECPM~CCLN XBWCS 0 XU V D 

5 C R H T d X ! !!..1 I ~ I J U S Y E E G U R D P 

A Y ~ X 0 F P J ~ J E Y. G P X V E U E L E J Y q -

1 On the other hand, the insertion or deletion of this one letter 
might br1ng the letters of some other polygraph into sh~lar columns 
so that another repetit1on would be exh1bited 1n case the USY~ re
petition had thus been suppressed. 
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lst Y§!l to 2d Y.m 40 letters. Factors 2, 4, 5,. s, 10, 20. 

2d !l§. to 3d Ye. 36 letters. F.actora 2, a, 4, 6, 9,. 18, 

' 
let~ to 2d §.Q 52 letters. Factors 2, 4, 13, 26. .. 

'· 
lst ll! to 2d ~ 24 letters" Facto:rs 2, 3t ~ .. s, 12.· 

'· ' 
lat. !Q. to 2d .eQ. . 16 letters. Factor-a 2, 4, s. 

, I 

1st g to 2d g. 25 lett are. Factors 5,. 

h• Are all theee repetitions causal ~epetitionat It has been 
seen that the odds against the USYE repetition beiqg aQcidental are 
about 6300 to 1; the odds against tne 2-letter repetitions Qeing 
accidental are only.about 9 to 1~ Experience indipates that cuch 
mbre weight is to be attached to a single 4-lette~ :repetition ~han 
to a half' dozen or aq 2-letter repetitions1 nevertheless, it wi~l 
be noted that eYecy- one ·of' the 2-letter repetition 1.ntervala except 
the last· contains the factors 2 aDd 41 aa does the intePval 40 ~~r 
the 4-letter repetition. This means that if' the cipher iS' v;ritten 
out in either 2 columna or 4 columns, all these repetitions (except 
the last) \Yould fall into :the same columns. From this it f'ollo.ws 
that the length of' tha key is either. 2 or 4, the latteG ~n.p~ctical 
grounds, ·be:i.ng more probable than thff f'"Omer. Doubts co.ncerning the 
matter of' choosing.bet~een a 2•latter and a 4-letter kay will be 
dissolved .,·•han the cipher te-xt is ..distributed into it,s c;omt'onent 
monoliteral t.reque-ncy .distributions •.. . . 

!.. -The repeated .digraph CX in the for.egoing 111easage ie an acci
dental repetition, as will·hs ~pparent by referring to Fig•, 1. Bad 
the message been longsr tbere would bav~ bean more such.~c~d•ntal 
repetitions, but, on tha ather hand, there would be a propQrtionately 
greater number of' causal repetition&. This is because t~e phenomenon 
of' repeti~ion in plain text is so all-pePvading. 

'. 
J.• &ometim.ea it happens that the cryptanalyst qqicltly notes a 

repetition of' a polygra~ af fouT or mora letters, tha inte~l be
tween the first and second occurrences of' ~hich has only two factors, 
of' Which one is a relatively small n~ber, the ot~ar a re~tively 
high incommens:ura:bla. number. · He Ul&Y therefore assume at onc.e that 
the length ot the kay is equal to the smaller factor \Yithou.t search
ing f'or additional.recurrencss upon ~hich to corrobo~te his assump
tion. SuppoQa, tor example• that in a r~latively short cTyptogram 
the interval between the first and second occurrences of' a polygraph 
of' five letters happens to be a number such as 2Q3 1 the factors ot 

I 

which are 7 and 29. ;vidantly the number of' alphabets may at once 
be assumed to ba 7, unless one ia dealing ~ith massages in which the 
correspondents-ar& tnawn to use long keys. In tne latter case one 
could aasuae the number of' alphabets to be 29~ 



' -
REF ID:A64561 

• 
- 14-

£• The foregoing method of determining the period in ~ poly
alphabetic cipher is caamonly refe~red to in the literature as 
11factoring''• Because it is an apt term and is brief, it l"'ill ~ 
employed hereafter in this text to designate the process. 

10. General remarks on factoring. - &• The statement made in 
~r. 2 ;dth respect to 1;he cyoli~ phenomena said to be exhibited 
in cryptogr&ms of the periodic type now becomes clear. The use of 
a short repeating key produ~es a periodicity of recurrences or rep. 
etitions collectively tanned 11 cyclic phenomena 1

11 an analysis of 
which leads to a determination of the length of the period or cycle, 
and this gives the len3th of the key. Only in the case of relatively 
short cryptograms enciphered by a relatively long key does factoring 
tail to lead to the correct determination of the number of cipher 
alphabets in a repeating~key cipher; and of course~ the tact that 
a cryptogram contains repetitions ~hose factors sho~ constancy is 
in itself an indicatio.n and test o:f its periodic n.atu ... ·e. It also 
follows thHt if the cryptograu is not a rep~ating-~ey c~her, then 
factoring ••ill ahow no definite results, and conversely the fact 
that it does not yield definite results at once indicates that the 
crypto3ram is not a periodic, repeating-key cipher. 

R• There are two cases in which factoring leads to no definite 
result9. Ona is in tba case of monoalphabetic substitution ciphers. 
Here re~urrences are ver~ plentiful as a rule, ~nd t~e intervals 
separating these ~,currances may be factored, but the tactors ~ 
sho~ n2. constancn there will be several factors coiJIUlQn to liiBnY or 
most of the recurrences. This in itself is an indication of a mono
alphabetic substitution cipher, if the very tact of the presence ot 
~any r,currences tails to impress itself upon the inexperienced crypt
analyst. Th~ other caae in which the process of factoring is non
significant involv~s certain types of nonperiodic, polyalphabetic 
ciph,rs. In certain ot these ciphers recurrences of ~~gr.aphs, tri
lrapne, and even polygraphs may be plentiful in a long message, but 
the intervals between such recurrences bear no definite multi~le 
relation to the length of the key, such as in the case of thetrue 
peripdic, repeating-key ci~er, 1n which the al)habets change w~th 
successive letters and repeat themselves over and over aa~in. 

~· Factor~ng is not the only method of determining th~ length 
ot the period of a ~eriodie, polyalphabetic substitution ci~er, 
although it is by tar the most coaeon and ~asily ap_plied. ~~.t this 
poin1; it '1.1~11 IQerely be noted that '!;then the message under study is 
relatively short in ~omparison with the lengtn of the key, so that 
there a~e only a tev ay~l~s ot cipher,te~t and no long repetitions. 
affording a basis tor tacto~ing, there are qeveral other methods 
available. Hov&Yer, it being deemed inadvisable to interject the 
data con-cernin.:J t~os-e other methods at this point, th~y r~ill Je ex
Jlainsd subsequently. It is desi~ble at this juncture merely to 
indicate that methods other than factoring do exist and are used in 
practical work. 

.. 
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11. Second a\ap: distributing the cipher text into the com
ponent ll10noa1il3bats. ·- !:.• After the number of cipher alphq.bata 
involved in the c.typtogra.c has befk"'l ascertained, the next step is 
to rewrite the message i~ troupe cOrresponding to the length a! 
the key, or in columnar fashion• whichgVer is mora convenient, and 
this automaticall;t'aividea up th&·text so that the letters beJ.otJ.g. 
ing to the sa~ cipher alphabet oceupy-aimilar positions in the 
groups, or, if the columnar method is used, fall in the same column. 
The letters are thus allocated or distributed into the respective 
cipher alphabets to •~ich they belong. This reduces the palyalpha
batic text to monaalpnabatic te~s. . . 

ll• Than separate monalitaral frequency distributions for the 
thus isolated indivtd~~ alphabets are compiled. For BX&Qpla, in 
the case of the cipher on page 9, having determinad.that four 
alphabets are involved, and having rewritten the message in four 
columns, a frequency distribution is made of the letters in Column 
1, another is uade of the' li!lttel's: in Cblumri 2, ami so. an far t-he 
rest ~r tha columns·.- Each !it th!p ·reau.lting sU.s~tions 1:1 there
!2:~.!:. gepo~lphabetic freguency~istributi~. If tnese distributions 
do not give the irregular crest and trough appaa.rance of si."..gle 
frequency distributions, than the analysis which led to the hypothesis 
as re~ds the number or alpha~ets ~nvolv~d is fallaciouu. In fact, 
the appearance of thee individual distributions may be considered 
to be an index of the correctness of the factoring process; far theo
retically, and practically, the,individual distributions constructed 
upon the ~tr,~i hypothesis will ~end to conform mora closely to the 
irregular crest and trough appearance of a single alphabet frequency 
distribution than vill the graphic tables constructed upon an in
correct hypoth~sis~ 

12. Third. step= solving the ,monaalphabatic; dist:fi,butions. 
The difficulty experienced in analyzing the individual or isolated 
freque~cy distributions,depends most~y upon the type of ci~er alpha
bets that iB used. It is apparent that mixed alphabets aay D8 used 
just as. aasily as standard alphabets, and, o£ course, the cipPer 
letters themselves give no indication as te ~h!ch is ths ca&•· Hov
ever, just as it was found that ~n the case of monoalphabetic, sub
stitution ciphers a monoliteral-fraquency distribution ~ilr give 
clear indications ~ethe~ the cipher alphabet is a standard or a 
QiXed alphabet, by the relative positions and extensions 0~ the 
crests ~;e.l'ld troughs in the tabla, ,so it is found that in thq case of 
repeating-kay ciphers, monolitaral frequency distributions·for the 
isolated or individual alphabets will also give clear indi9B~ior.s 
as to 'lfhether t"-ass alphabets are tl'tandard alphabets oP mixed li'lpha
bats. Only one or two such irequeqcy distributions are necessary 
for this determination; if they appear to be standard alphabets, 
similar distributions ean be made for. tha reet of the alphabets: 
but if they a~pear to be ~xed alphabets, tben it is best to compile 
triliteral frequeney d~st.ributions for all the a~phabets. The 
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analysis or tha values or the cipher letters in each table pro
ceeds along the same linea as in the case of monoalphabetic ciphers, 
The analysis ia more difficult only because or the reduced size or · 
the tables, but if the message be very long, then each frequency 
distribution will contain a sufficient number or elements to en
able a speedy solution to be achieved. 

S..OOTI(l~ IV 

ltilrii:ATiilG-KCY SYSTEMS WITrt ST.~JJAR.D CI~::t AL:P:i.r.BJi:l'S 

.tara graph 

Solution by applying principles or frequency •••••• 
Solution by completing the plain-component sequence • • 
Solution by the "probable-word method11

• • • • • • • • • 

• • 
• • 
• • 

13 
14 
15 

13. Solution by applying principles of frequency. - ~· In 
the light or the foregoing principles, let the following cryptogram 
be studied: 

J!ESSAGl 

1 2 3 4 5 

A '1UKHY i..AKf.I Z.I.J!WK JMIGX Nl..,!LX 

B lilTIU:I ZHBHR A.!.!Zil ILVM!. JKUTG 

C DPL,lit QY,.AJiQ LHVJ\:U: L!ZNG GZX.,,!I 

.D ... tf .. J, U F II P Z J ll V C H U U H K ~ I P L W P 

~ AJZXI__QUMTV .DPTU ECMYS Q!'BAV 

F A~liY POJ:XW PVllYE EYXEE UDPXR 

G BVZVI ZIIVO SPTIG i<:UBBR QUXP 

H WFQGIC PTIKW DJZXI GOIOI 

J ZLAMV KLHWF NPLZI OVVFM ZKTXG -
f. UMDF A&EXI JLUFM PZJNV_£AIGI 

L D A W P R ll V I W ii:E _.Jir-=K Z il ZLAFli riS 
~-

... 



- - -------------------------------------------------------------------· 

... 

REF ID:A64561 

- 17 -

A search for repetitions discloses the following short"list of most of the 
longer repetitiona,'with tne intervals'and £actors below 11 listed (fQr 
previous exp~rience may lead to the'concl~sion that it~is unlike~ that 
the cryptogr~ in,lolves· more than 10 alph&bets; 'snowing the ·n'Wnber of 
recurrences 1Jhiah 'it 'does} t J • ' • I· ··' · ···: ·· ' · 

1 r~ • 11 I J 

Repetttion 

LUFMP~NVC 

JZXIG 

EJK 

PTF; 
I 

QGK · 

UKH 

ZLA 

AS 

EJ 

FM 

FM 

FM 

FM 

FM 

JA 

LA 

LA 

LL 

NL 

NL 

VI 

YM 

. · 

' ' '· 

_J,ocation 

Dl, K3 

El,H4 

Al, C2 

Jl, L4 

D3, 1;.3 

194; 12 

AS, Dl 

AS, J'2 

J:2., J4 

J4, K3 

K.3,L4 

A2, 04 

Fl, Jl 

Jl, ~ 

Dl, H2 

H2, Kl 

c1, c; 

A3, B3 

' . ' 

Inte.rval 

160' 

90 
' ., 

.315" 

50 

85 

55' 

65 , . 

175 

115 

57 
1

185 . ' 

12 

20 

30 \ . 

60 

'75 

65 

10 

1.0~ 

1,.5 

20 

25 

' . ' 

2, 4, .,, 8, 10 

2, 3, 5, 6, 9, 10 

1• s,_ ..,, 9 

2, 5, 10 

5 

. :5 

5 

, . 

3, 5, 7 

~ 
L I 

3 

5 

2, /..., ) , J.O 

2, 3, 5, 6, 1(1 

3, 5 

5 

., , . 

... , J 

3, 5, ? 

3, 5, 

2, ,!,. ,, '· 

5 
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~· The factor 5 appears in all but two cases, each of which 
involves only a digraph. It seems almost certain that the number 
of alphabets 1s five. Since the text already appears in groups of 
five letters, it is unnecessary to rewrite the message. The next 
step is to make a monoliteral frequency distribution for Alphabet 1 
to see if it can be determined whether or not standard alphabets 
are involved. It is as follows: 

Alphabet 1. · -
'I ~ 

( . 
~ ·- = = •' = - - ~ - ~' :;1 : c - - - - - - - - - - - - c -
A B C DE F G H I J K L U~N p P Q R S T U,V 7 X Y Z 

£• Although the indications are not·_very~lear cut, yet if one 
takes into consideration the small amount of data the assumption of 
a direct standard alphabet with ,\fc !: AP' :i,s wo-r.th further tes.t. 
Accord1ngly a similar distr1bution is made for Alphabet 2. 

' 
Alphabet 2. 

-
'J - - \., I 

t:. - =-==~- =i = = ------- - ---
A B C D E F G H I J !{ L M N ,Q P ~ RSTUViXYZ 

~· There is every indication of a direct stand~rd alphabet, 
with He = Ap• Let similar distribution be mado for tho last threo 
alphabets. Thoy aro as follo~J. 

Alphabot 3. 

= --= = = i==~~- -= =~i-- ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Alphabet 4. 

Alphabet s. 

= 
~=§ f-= i -=-~= l:=ABCDEFGHIJKLMNOPQRSTUVWXYZ 
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2• After but little experiment it is found that the distribu
tions can best be made to fl.t the no.rmal when the follo,,J.ng values 
are assumed: 

. , 

Alphabet 1,-- Ap • We 

Alphabet 2 -- ~ : He 

~pha~e"!; 3 -- ~P. '7. ~c 
I 

Alphabet 4 -- 1Lp ~ T~ 

Alphabet 5 ~- Ap = Ec 

'• 

l• Note the key nord given by ·the successive equJ.valents of 
h.p; WHITE. The .real proof of the correctness of tha analysis is, 
of course, to test the values of the solved alphabets on the crypto
gram, The five comp,l:_ete .c.ipher alphabets are as follows -a 

. 
~~a~n ---A B C DE F G.H I J K L M N 0 P Q R S T tr V W X Y Z 
_ ~ - W X X Z A B c•n i ~ G H I'J K L M

1

U 0 ~ Q R 5 T U V 
2 - II I J, I: L. M U 0 f Q R S T U V W X Y z· :L .B C Q E F" G 

Ciph~r 3 - I J lC L M N 0 P 'Q R S T U V W X Y Z A B C D E F 'G H 
. t-TUVWXtZA»QDE1GHIJKLMNOPQRS 

5-EFGHlJKLMNOPQRSTUVWXYZABCD 
... . ' ... 

Fig. '2 

' I 

&~ A~plying these va~ues,to the ~irst few groups of our mes-
sage, the following is fou.nd: . , 

1 2 3 4 5 
Cipher - A U K a Y 

.Plain - ..;: n c 0 u 

1 2 3 4 5 
JAM~CI 

U r'E R E 

1 2 3 4 5 
ZYMWM 
D' R E j) I 

1 2 3 4 5 
J 1ft: I G X 
U FAN T 

1 2 3 4 5 
NFMLX. 
RY~ST. 

h• Intellisible text at once results, and tbe solution can now 
be completed very ~uickly. The cobplete message is as foll?Ws: 

EllCOUNTERED Rli:D INFAN'rRt ESTIMATED AT ONE P..EGIM.JmlT 1\llD MACHINE 
GUN COMPANY IN TRUCKS ~EAR EMMITSBURC. .~ HOLDING MIDDLE GREEK 
NEAR HILL 543 SOUTHWEST 0].1, F..U:R?LAX'. WHEN FORCED BA.GK WILL 
CONTINUE DELAYING Rl!:DS AT MARSH CREEK. HAVE DESTROYED BRIDGES 
ON lttiDDLE CREEK BEI'WEEN EMMrrsBUR.G--TANEYTOWN ROAD lJ~D .RHODES 
t4ILL. 

~· It l.S obv1ous that reversed standard alphabets may be used. 

• • 
• • 

The solution is accomplished in the same manner. In fact, the now 
obsolete cipher disk used by the United States Army for a number of 
years yields exactly this type of cipher and may just as readily be 
solved. In fittJ.ng the isolated frequency distributions to the normal 
direction of 11 reading11 the -crests and troughs is merely reversed. 
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14. Solution by completing the plain-component sequence. ~ !• 
There ie another method of solving this type of cipher, which is 
worthwhile explaining, because the underlying principles will be 
found useful in 1nany cases. It is a modification of the metho4 
of solution by completing the plain-component sequence, already 
explained in ~r. 20 of Part I. 

ll• Arter all, the individual alphabets of a cipher such as . 
the one just solved are merely standard direct alphabets. It ~· 
been seen that monoalphabetic ciphers in Which standard cipher 'lpha
bets are employed may be solved almost mechanically by completing' 
the plain-component sequence. The plain text reappears on only one 
gene~atrix and tl\is genal'Jltrix is the same for the whole messa.g't~· 
It ~~ easy to pick this generatrix out of all the other generatrices 
because it is the only one which yields intelligible text. Is it 
not apparent that if the same process is applied to the cipher lettera 
of the indiyidual alphabets of the cipher just solved that the plain
text eQuivalents of these letters must all reappear on one and the 
same generatrix? But how will the generatr~x Which actually contains 
the plain-text letters be distinguishable from the other generatrices, 
since these plain-text letters are not consecutive letters in the 
'plain text but only letters separated from one another by a constant 
interval? The answer is simple. The plain-text generatrix should 

. be· distinguishable from the others because !i !ill !!'!9!: !2£.! !!.!!!. !. 
better assortment 21 high-frequency letters, ~ a!n ~ ~!!: 
lected'kt tae III ttaa the whole !11 2! generatrices. If this is 
done with all the alphabets in the cryptogram, it will merely be 
necessary to assemble the letters of the thus selected generatrices 
in proper order, and the result should be consecutive letters form
ing intelligible text. 

~· An example will serve to make the process clear. L~t the 
same message be used as before. Factoring showed that it involves 
five alphabets. Let the first tan cipher letters in each alphabet 
be sat dawn in a horizontal line and let the normal alphabet sequences 
be completed. Thus: 

' 
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Alphabet 1 Alphabet 2 Alphabet a Alphabet 4 Alphabet 5 

1 .AJZJNlZAIJ UAYloliFTHY""LK Ki~: Il..IB •• ~VU HK·7GU.,.HZtiT Yill.XXIRW:G 
2 BK.U..OF A.BJI\ VBZfJGUIZJ.iL LNU.tJJClf TV · ILXHfiNllNU ZJNYYJSNFH 
3 CLBLrGBCXL WG.AOH.VJ.ANM lliOOKOKDOXY\1' ~JUYIUOJBOV AKOZZKTOGI 
4 DUCL:QHC DJJ.~ XDBl-'l!fi<BON NPPLPLi:PYX · Kl~ZJOZ.KCJ?i1 BLPtU\LUPHJ 
5 ~J DIHti :::>lilil~ YEC..,zJXLGPO · OQQ:!1MF1'ZI LOAK~L!J~X CU:QBlliV'liK 
6 FO~OSJ~FNO I ZFDRI:ntDQ p ffiRNRNG.'.AZ. :.tl'BL'JRh-UnY .Jl.TRCClf.i:tJL 
7 GPFPI'KFGOP AG~S LZI4'JrR'~ • ~5SOSOHSBA l~flCI:UtSNFSZ EOS OOOXSI<l4 
8 HQG-:~ULGH!'Q BHFT1AAOFSR RTTl-'rl·rrCB ORmSTOGTA FPl'DPYTLN 
9 IRHRVl··iHI~R CIGUUBPG'l'S SWQUQJUDC . m:u:aruPrmi3 I • cn.uFF"JZUUO 

10 JS IS' llUJ JS DJHVOCQHUT TVVRV".lKVED QTFRJV'1IVC HRVGGRzWNP 
11 Y.TJTXOJKST :.!1KI'" /PD:liVU tUIS; IS'L' ~'F:iil RUGQV\r1RU"1D IS""IHHS IUOQ 
12 LUKUYPKLTU Fl.J.XQ.J)J" :V VXXT~XGF SVH:tmCSKX3 JTXIITCX·PR 
13 1.:. VLVZQU.aJV Cla.ITCYRF'I'lC{\f WYYUYUN'YHGt> 'F\USXYTLYF KUYJ.nJDY1S 
14 · N\Ji,~li.AL":UJ.N'J",f Hlll,.ZSGULYX xzzvzvozm- UXJTYZUMZG LVZKI:V:2:ZRT 
15 GlXUXBSNO./X IOMATHWZY YAA.".v'A~'PAJI VYKUZAVNAH " lJIIALL~IFASU 
16 l'YOYCTO.I:"XY J .r'NBUriliUZ Z:ijmcBX~BhJ "JZLVABV/OBI llXBl ili:EXGBl'V 
17 QZPZDU.r'QYZ K~OC.VJXOBA ACCYCYR.CLK JW.:JBCXPCJ OYClUUHCUW' 
18 RAQL"'V ~RZA LRJ:'.D',iK YPCB BJDZDZSlllL YBNXCDY..!DK PZDOOZIDVX 
19 5 B..lBY.I~lSAB ~~.QZXLZ d00 C.:WA:".i:A fi':NI.i ZCOYO.:CZ:UL qA..l:Pl'AJE .1Y 
2-0 TCSCGXSTBC NTRFYrJA..~D DFFB!i'BUFON ADPZ~ASF'vi RBF'}QBKFXZ 
21 UJJriHYTUCi> OUSGZllBSF.l 4i:GGGGCVG1'0 B.'}AFGBTGN Sc.G:lRCLGYA 
22 V:lU:S:IZUVDE PVTHAOCTGF FHR:fHU.'JHQP Cli'nBGHCUHO TDHSSUJHZB . 
23 \7FVF JAV lJ:F Q\nJIB?DUHG GIIEIEXIRQ DGSCHIJVIP U~ITTEIUAC 

24 XGAI'GKB IXFG RXVJCQ2VIH HJJFJFYJSR :aHTDIJE,lJQ VFJUUFOJBD 
25 YHXHLCXF.M S Y~IIC~U" MI IKKGKGZKTS FIUJ:Jl\FXKJl, WGKVVG.t'KCE 
26 ZIY~DYZHI TZ.fi,t35GXKJ JWILiiALUT GJVFKLGYIS XH!i.1~1LDF 

( I 1 Fig. 3 
•' ' 

. 
.!l• It now high-frequ~ncy generatrices underlined· in Fig. 3 

are selected and their letters are juxtaposed in coluons, the con~ 
secutive letters of intelligible plain text immediately present 
themselves. Thus: 

' . ' 
For Alphabet 1, gen-eratrix 5_ ... ~ •. N D N R I D ] .1t. N 

Selected For Alphabet. 2, ,generatrix ~0 - U T R F Y M ..\ ~ .J: D 
Genera- For Alphapet 3, g,neratri.x. 19 -._C :C .il A ~ A T 2 N !( 
trices For Alphabet 4, generatr~~ 8 - 0 R D N 5 T 0 G T A 

For Alphabet S, generatri~ 23 - U E I T T £ N I A C 

Columnar 
juxtapos,it ian 

of
letters from 
selected 
generatrices 

~ N'c o u 
tl T ~ R .li: 
D IL& D I 
N FAN T 
R Y ] 5 T 
IL.n.Tli: 
DATON 
ER.]GI 
MENTA 
r~ D 1J A U 

Fig. 4 
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.L~in text : ~lCOUNTE:U:D HEJ ..IlU'Alrl'RY ETDIATED AT ONE 
RllGDIEln' AriD M.:.O' • • • • 

~· Solution by this method can thus be achieved without the 
compilation of any frequency tables whatever and is vary quickly 
attained. The inexperienced cryptanalyst may have difficulty at 
first in selecting the genaratricas which contain the moat and the 
bast assortment of high-frequency letters, but with increased practice, 
a high degree of proficiency i~ attained. Alter all it is only a 
matter of experiment, trial, and error to saltct and assemble the 
proper genaratrices so as to produce intelligible text. 

l• If the letters on the a liding strips ware accompanied by 
numbers representing their relative frequencies in plain text, and 
theav numbers ware added acress each ganaratrix then that genaratrix 
uith the highest total frequency would theoretically al•ys be the 
plain-text ganeratrix. Practically it vill be among the genaratricas 
which show the first three or four greatest totals. Thus, an entirely 
mathematical solution for this type of cipher may be applied. 

&• It the cipher alphabets are reversed standard alphabets, it 
is only necessary to convert the cipher letters of each isolated alPha~ 
bat into their normal plain component equivalents and than proceed as 
in the case of direct standard alphabets. 

h• It has bean seen how the key word may be discovered in this 
type of cryptogram. Usually the key is made up of those letters in 
the su-ccaa~iv-e alphabets whose equivalents are Ap• Bomatim.aa a kay 
number is used, such as 8-4-7-1-12, which means merely that An is 
represented by the eight latter from A (in the no~l alphabai) in 
the first cipher alphabet, by the fourth letter from A in the second 
cipher alphabet~ and so on. However, the method of solution as illus
trated above, -betns in4apendent of the n&tura of the kay, is the same 
as before. 

lS.. Bolut;i.on by the "probable word msthod". - !• The cammon 
usa of key words in-cryptograms such as the foregoing mates possible 
a method of solution that is simple and can be used where the more 
detailed method of analysis using frequency distributions or by cam
plating the plain-coaponant sequence is of no avail, so that in the 
case of a vary short massage Which may show no recurrences a~d give 
no indications as to the number of alphabets involved, this modified 
method will be found useful. · • 

R• Briefly, the method consists in assuming the presence of a 
probable word in the message, and referring to the alphabets to find 
the key letters applicable tthan this hypothetical v.ord is assumed to 
be present in various positions in the cipher text. If the assumed 
word happens to be correct, and is placed in the correct location in 
the message, the key letters produced by referring to the alphabets 
will yield the key vorci. In "the following example it is assumed that 
reversed standard alphabets are known to be used by the enemy. 

• 
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MIS SAG I 

.. 

MDSTJ LQCXC KZA5A NYYKO LP 

£• Extraneous circumstances lead to the a•sumption of the pres
ence of the word AYMUNITIOI~. One may assume that this vord begins 
the massage. Using sliding normal alphabets, one reversed, the 
other direct, one proceeds to find the kay letters by noting what 
the successive equivalents ot Ap are. Thus& 

If Ll D S "T J L Q C X C equals 
A M M U N I T I 0 N, than the kay letters (= Ap) are 
M P E H W T J K L P. 

The "key" does not spell any intelligible word. One therefore shifts 
the assumed word one latter forward and another trial is made. 

If D 5 T J L Q C X C K equals 
A M M U I~ I T I o N, than the kay letters (= Ap) are 
D E F D Y Y V F Q X. 

This a lr3 a yields n~ intelligible key word. One continues to 
shitt the assumed VIOrd f'onra.rd one space at a time until the follow-
ing point is reached; .. 

If' L Q C X C K Z A S A equals 
A M M U N I T I 0 N, than the kay letters (= Ap) are 
L C 0 R P 5 5 I G N. 

The kay stands out: It is a cyclic permutation of' the name SIGUAL 
COR}IS. 1 

d.• It the a.asumption of' reversed standard alphabets yields no 
good results, then direct standard alphabets are assumed and the 
test aade exactly in the same mannar. Solution by this method is 
inevitable When the correct word has bean assumed and its corra~t 
position ascertained. Here again is an example ~f the efficacy of' 
the "probable word 11 method. Furthermore, as will be shown subse
quently, it can also be used as a last resort when mixed alphabets 
are employed • 

1 
It should be clear that since the kay word or key phrase repeats 

itself during the encipherment of' such a message, the plain-text word 
upon whose assumed presence in the massage this test is baing basad 
may begin to be enciphered at any point in the kay, and continue over 
into its next repetition if' it is longer than the kay. "dhan this is 
the case it is merely necessary to shirt the latter part of the se
quence of' determined kay letters to the first part, as in the case 
noted; LCOlU'SSIGN ia transposed into SIGt~ ••• LOORPS 1 and thus SIGNAL 
CORJ:lS. 
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A• lt will be sean in the foregoing method ot solution that 
the length of the kay is of no particular interest or consequence 
in the steps taken in atfecti~ the solution. The determination 
of the length and elements of the key cow.es attar the solution 
rather than before it.. In this case the length of the period is 
seen ta be eleven (SIGNAL CORlJS). 

• ' L 

t• The foregoing metbad is one of the'ather methods of deter
mining the length of the key <besides factoring), raferred to in 
Par. 10 .£• 

S~CTIOi~ V 

REPSATllfG-KEY SYSTEIS WITH MID.D CIPH:i:R ALliiABETS, I. 

.... , Paragraph 

Reason tor the use of mixed alphabets; • • • • • • • • • • • 16 
Interrelated mixed alphabets •••••.•••.••••• " • • .17 
~inc~ple~ of direct symmetry or position. • • • • • • • • • 18 
Initial steps in the solution of a typical examp~a • • • • • . 19 
Application of principles ol direct symmetTy of position • • 20 
Subsequent steps in solution • • • • • • • • • • • • • • • ,• 21 
Completing tae solution. • • • • • • : • • • & • • • • • • • 22 
Solution ot subsequent messages enciphered by same 

cipher component. • • • • • • • • • • • • • • • • • • • 23 
S~tion of re~ative frequencies as an aid to the 

selection of the correct generatrices • • • • • • • • • 24 
58~i\\U8n blh~8pfif~Blo&pgBEBt!Df~hif!Ad; the t!i:Phlr;narmal. •• 2!6 

16. Reason for the use of ~ixed al,habets. - !• It has been 
sean in the examp~u c ons:ld ered thus tar that the use of sev~pral 
alphabets in the same message does not greatly canplicate the analysis 
of such a cryptogram. There are three reasons why.this is so; 
Firs~l!, Dnly relatively few alphabets were employed; secondly, these 
alphabets were employed in a peri9dic or repeating manner, g~ving 
rise to cyclic phenomena in the cryptogram, by means of which the 
number ol alphaoets~could be detanbinedl and, thirdly, the ciph~r~ 
alphabets were known alphabets, by which is meant merely that ~he 
aaq11ences'·-of 1stters in both cCXDponents -o-t the cipher alpha"tlets war-. 
knnrn sequences-.. ·· 

' a• In the ~ase of monoal~abetic aipners it was found ~ha~ the 
use of a mixed alphabet delayed the solution to a considerable degre•, 
and it will now be.seen. that the use of cixed alphabets in polyalpha
betic ciphers renders the analysis ~uch more diffic~lt than the use 
of standard alphabets, but the solution is still fairly easy to,acpieve. 

' 
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l'l. Interrelated mixed alphabets ... !.• It was stated in l'a.r. 2 
that the method of producing the ~ixad al~habats in a polyalphabat~c 
cipher often affords clues Vhich are of great assistance in the anal
ysis of the cipher alphabets. This is so, of course, only when the 
cipha~ alphabets are interrelated •ecoDaary alphabets produced by 
sliding components.. Ref'erenoe is now. made to the cls.ssification set 
forth in Par. 61 in connection with t'he types of alphabets which may 
be employed in 'polya!phabatia substitution •.. It will be seen that thus 
tar only Oases A(l) and (2)' have bean treated. Case B(l) will now be 
discussed. 

k• Here one or the components, the plain component 1 is the normal 
sequence, while the cipher component is a ~d sequences t~e sliding 
of the two components yielding mixed·alphabets. Th~ mixed ~ompanent 
may be a syetemiltically-mi.xed. tJr a. ranclom-ra.ixed saquence. I£ the 
successive alphabets produce~ D1~he &lid;ng of ~wo s~ch components 
are set down as in the 4ase of the.Vigene~e Squara, a eymmetrical square 
such as that aha~ tn Fig. 5 results tharefrom. 

• 
:~:"lain & A B C D i F G H I. J K L ~ r N 0 P Q R S. T U V }f X Y Z 

L :;l: .A V 11"1 0 R T li .a CD F G I J K 1.! 1-' Q S U X Y Z 
· · ..t A V lf 7 0 'il T H B .0 iJ F G I J K l! P ~ S U X. Y Z L 
AYN~OaTHBCJFGIJK~~qSUXYZL~ 
VN~ORTHBCD1GLJKUP~SUXYZLKA 
NdORTHBCDFGIJKMt1SUXYZLEAV 
~ORTHBCDF&IJK~~~SUXYZL~AVN 
ORTHBCDFGIJK~~~SUXYZLlAVN~ 
R 'l H B C D F G I J K 1.1 .t ~ S U X Y Z L i A V 1~ ::.1 0 
T H B C :il F G I J K i4 P '} S U X Y Z L :&: A 'l H ~1 "0 R 
HaCDFGIJKYPqSUXYZL3AVNUORT 
B C D F G I J K. W ~ Q 5 U X Y Z L :l A V N "I 0 R T H. 
C D F G I J K Li P 'l S U X Y Z L E :A V H . i 0 !l_T H B 

Ciphert .J F G I J K ~ P Q. S U X Y Z L S A V H ~/ 0 a T li B C 
F G I J K i:: i Q .S U X Y Z L :1 a V ·Y ,J 0 R T H B C D 
G I J K h P Q S U X Y Z. L l A V N •J Q R T H B C D F 
IJKUPQSUXYZLE4VN70~THBCDFG 
J K U P l S U X Y .z L J A V N ·r 0 R T H B C D F G I 

_K_ 1-i ;r Q 8 U 1.. J Z L E A V ll U 0 3. 'r H B C D F G I J 
~PQSUXYZLjA~U r6a~H~CDFGIJK 
P~SUXYZL3AVN~ORTHBCDFGIJK~ 
Q S U X Y Z L J AV lf "i 0 R T Ii :a C .i) F G I J K :U: P 
SUXYZL3AVS~O~THBCJFGIJKUP~ 
U X Y Z L i: ..\ V N ·r 0 R T H B C D F G I J K l;l r Q 8 
X Y Z L ~ A V N "I 0 R T H B C .D F G I J K :i }' Q .S U 
Y ·Z L ~ A V 11 "I 0 a T H B C D F G I J K U P 1 S U X 
ZLl4VNJORTHBC~FGIJKMPQSUXY 

J'ig. 5 
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£• Such a table may be used in exactly the sa~e .nanner as 
the V1genere Table. Uith the key nord BLU~ the following secondary 
alphabets would be used; 

, Plain -- A B C D .il F a H I J_ K L ....! N OJ.: Q R S j'_U V •i X Y;! 

[:
1 -- a c D r G I J K 1.. P 'J s u x Y a L :i: A v ~~ f o :-t T H . 
2 -- L ::i A. V J~ "1 0 il T H B C ~ F G I J I{ H P ~ S U X Y Z 

C~~ 3-UXYZLEAVNdOnTHBCDFGIJKUP~S 
~ 4 -- 3 a. V U "I 0 ~ T H 3 C J 1 G I J K l: l:' Q S U X "! Z L 

Fig. 6 

18. ~riBciples of direct symmetry of position. - !• It was 
stated directly above that Fig. 5 is a s~~atrical cipher square, by 
which is meant th&t the letters in its successive horizontal lines 
show a dirac! ~~JL\r~ 2L position with respect to Gna another~ 
They constitute, ~eally, one and only one ssquence or saris~ of 
letters, the sequences being merely dis~laced succe~sively 1, 2, 3, 
••• intervals. The symmetry exhibited is obvious and is said to be 
patent, oF "direct.". This fact can be used to good advanta~e. 

' 
~· Consider, for exa~pls, the pair of letters G aDd V in the 

B, or lat, cipher alphabet directly above; the letter v·is the 15th 
letter to.tne riJht of G. In the L, or 2d, cipher alp~bet, V is 
also the 15th letter to the ribht of G, as is the case in ev~ry one 
of these secoDdarJ alphabets, since the Dt~JJ_vJl positi~~s they 
occupy ar& the same in each horizontal line, that is, in each cipher 
alphabet. If, therefore, the relative positions occupied by a given 
pair of lettaro in one of these cipher alphabets is known, and one 
of the members of this same pair has been locat ad in another of 
these cipher alphabets, one may at once place the other m~bar of 
t'1is pair in ita proper position. in the seco::ui of the cip'tar alphabets. 
Suppose, tor e~ple, that as the result of an analysis based upon 
considerations of fre~usncy, the folloqing values 1n a given crypto
gram have bean tentatively dat~rmined= 

Fig. 7 
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The letter G is common to Juphabats 1 and 2. In Alphabet 2 it is 
noted that ~ occupies· the lOth positioA to the left of G1 and the 
letter r occupies the 5th position to the right of G. One lilB.Y there
fore place these lett-ers 1 ll and 1-', in their proper positions in 
.\lphabet -!, .• the-letter N being placed 10 letters before G, and the 
letter ~,,5 letters after G, Thus: 

flain -- A B G D E F G H I J K L II I~ 0 P Q R S T U V W X Y Z 
1 -- G P Y V N -

Thus, the values of two new letters in Al.pnal5et 1, viz, Pc = Jp1 and 
N0 = Up have bean automatically detarminedl these val uea were ob
tained without any analysis based upon the lfesuency of P0 and H0 • 

Likewise, in Alphab.,t 2, .the lettera "! B.nd V may be inserted in these 
positions; - -

!-lain -- A B C D E F G H I J K L M U 0 P Q R S T U 'I W X Y Z 
2 -- V- ~~- G P Y 

This gives the new :va:J..uaa !c • Dp· -~d: Yc : Yp in alphabet 2. _Alpha
bets 3 and 4 have a cocmon letter I, which psnDits of the ~lacament 
of ·~ and .I in Alphabet 3, and of B and L in alpha~et .4. 

2.• The nn valuea thus found are ot course i"Cmediately inserted 
throughout the cryptograml thus leading to the assumption or further 
values in the cipher text. This process, the reconstruction ot the 
primary components by the application ot the principles or direct 
symmetry or position, thus raciiitatss an~ hastens solution. 

4·· It must be clearly understood that ~afore the principles of 
direct symmetry of position can be applied in cases such as the fora
going, it is necessary that the plain co~ponent be a knowq sequence. 
~1hathar it is the normal sequence or not is immaterial, so long as 
the sequence is known. Obviously, it the sequence is unkno,1n, symmetry 
even it present 1 cannot be detected by the cryptanalyst because he 
has no base upon which to try out his assumptions for symmetry. In 
other vords, direct symmetry ot position ia manifested in the illus
trative example because the plairi cor.aponent •ras a :.no~rn sequence, avl 
not because it was the normal alphabet. ~e significance ot this 
point vill become Ef,j:.·parant later on in c ormsction \tith the problem 
discussed in Far. 26~. 

19. Initial steps in the solution of a typica.l u:anple. - 1.• In 
the light or the foregoing principles let a typical message no~ be 
studied. 



A 

B 

c 

D 

F 

G 

ii 

1 

QHBRI -,· 

v ·r Y I J 

IDliRU 

VCGXG 

~ L F C 0 

V P "I M R 

l.YJJY 
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2 

V ·.1 Y C A 

I C J C I 

B IN B Q 

V ·~ Z Y G 

B K Z Z G 

- 28 -

KESSAG:U: 

3 

IS P J L 

lrTZ:i:I 

~ C G Q H 

'-IGVN 

IV XC U 

UTYZT CCBY~ 
;;;;;;;;;;;~-

4 5 

RBZ;I:Y ~"'IYEU 

liiBKN 'J"/j3R.I 

I \f J __ r. ..,A.__.-.G :C G .X N 

CTGYO Bl:-'DBL 

NT Z .it. 0 B 7F.i~ 

OPDI:A GDGIG 
~~-

Q I I J W I C G X G B L G ~ ~ .:..._..:...:-..;::....::.-=--..::;. VBGRS 

RWNFL GXIIFVI i...CJI:X 

J IJDRU OPJQ~ Zi\HCI~ V"I/DYl__!UGDG 

1~ 13 X :l B ll P X F P U Y !..Ji.l: G lt P J ~ ! S A N C D 

L S~ZZG IBlill'U KDHCA ... BJJF KILCJ 

!:.1 MF.LlZ'l' CTJR.iJ ii.IYZQ aCJRR SBGZN 

1~ ~Yd.H~ V~DC~ LXNCL LVVCS Ll...§.II 

P IVJRll WUBRI V?JJi:L TAGDU !!iG~lP 

Q ATY,E;; CB.!..!.l EVGClU V.tlYHL LRZllQ 

R .X I lJ B A I K ;{ J 1 R D Z Y F K •7 F Z L G ·," F J Q 

S ~ ~~ J Y 'l I B ~~ R X 

ll• The principal repet1tions of three or 1nore letters have been 
underli•ed in the message and the factors (up to 20 only) at the 
intervals between them are as fallova: 

q·.mnrvn -- 45 :: a, 
CGXGB - 60 • 2, 

PJ.J:L -- 95 • 5, 
ZZGI -- 14-5 • 5 
Bh.IY -- t.a5 • 3, 

BRI -- 45 • 3, 
ICA.G -- 75 11 3, 
2RD -- 165 = 3, 
Q1UI -- 45 • 3, 
QVB- 275 • 5, 
YIC -- 130 • 2, 
XNF -- 45 = 3 1 
yzr -- 22s = 3, 
ZTC -- 145 • 31 

5, 9, 15 
3, 4, s, 6, 10. 12, 15, 20 
19 

5, 15, 1~ 
5, 9, 15 
5, 15 
5, 15 
~l 9, 15 

5, 10, 13 
~: t~ 15 
5 

• 
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The fact.or 5 .is co .. on<to ~~ll of thea~ repehtions, 'and there 'seems 
to be eve~ 1rldication tba~ fi~ alphebets are'1nvoived. Sinoe ~he~ 
message.atteedy a~Q@prs in gro~ps of five letters, iv is unneces~ar~ 
in this 'case ~o re~ite it in groups correspond1ng to the length of 
the key •.. The mono:y.teral frequeJlCY distribution for .A.lphs.bet 1 is 
a a follow a.: ·.. ,,. · 

I 

i! - ! ~ 
' - = ~ -=~ ~=- i 
it~niFGBIJitxioPQisiuvix!z 

Fig. 8. 

S• Attempts to fit this distribution to the normal on the basis 
of a d1rect or reversed standard alpbe.bet da not give positive results, 
and it.is assumed thet mi~ed el~babets are involved. Individual tri
graph1c",fr1eq~ncy distr1butions: are than compiled end are shown -in Fig. 
9~ These '1:ables are similar to those made fer single m1xed sl~habet 
q.i-phers, ~d are me de in the same way except thst 1nsterd of taking 
the letters one after the other, we now must assemble 1n separate tables 
the letters which belong to the sepetete alphabets. For example, in 
:b.phebet 1, the trigre.ph Q,A.C mee.ns that .1. occurs· in Alphabet'!; Q,, ··its 
prefix, occurs in Alphabet 5, and C, its suffix, occurs in AlPhabet 2. 
l"e ma.y e.vo1d &11 confua1on by plE!cing numbers indicahng the Plph.Pbeta 
in wh1ch they belong above the letters, thus: alS . 

.iluhabet 1. 

B c D E 
Q.C GW' NT TV 

F G B I 
.I.E AS 

J X L M N 0 P Q. R S T 
UD U1'l IT UT Q,P NX -W LB LA LA 
Fl Q,X II UP YW Yl' DE 

u' v w x Y z 
IW NN Q,I UX ~ 
II' PT OP TC 

GK TT 
ow iB 
GL . 
GX ~ . 

.AD we 
LX HW 
LW :tiD 

GV 
we 
XD 
GB 
IV 
KR 
.Al 
~ 

l!'l LV OIJ.'I ~.. ~ •• · NW Q)> RB 
LR sY" -. . ·~ Q,C Q,D 

.-

, WO Gl 
• GP QL 

.AB Rl 
JF YV 
Dl NY sw 

Q,W 

UE 
LC 
G:P 
QB 
Nii';. 
Q!l 
I:P 
UP 
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.Alphabet 2. 

.A. B c D E l!' G B I J K L I( N 0 p Q. R s T u 
SN RZ IJ IM GG MD NB IW Q;F IB :BD ZB IP MZ 
'l'G VG Q,G GG VZ . Q.G :BZ BG OD IG OG 

IE VG ID SZ Q,I ri LZ NZ 
MJ CB RG VD KL OJ MY 
SG IG XB MY MJ CJ 
CY MJ RZ XN VJ .A.Y 
IW .A.J VY 

J..lp!l"'e'l3. 

.A. B 
YH WR 

IK 
WR 
OY 
WI 
NR 

C D E F G H I J K 
PB BY WE CQ RO IE CC 

L M N 
IC WG WB 

OPQ,RSTU 
SJ 

PK LC .IX DC WK 
DR VW IV YJ 
IY XP TY OK 
n wz ex PQ 
FZ WJ DI PE 
EC CX BJ 

LQ TR 
BR CR 
DD VR 
BZ PE 
AD WY 
RQ 
VQ, 

DRWF 
XF 
XF 
AC 
XC 
IB 

.A. B 0 D E F G H I J X L M N 0 
ZO NQ Y.A. GG ZY NL Mii ~ YG PL :BN WR ZQ, 

DL JI GN YU Nif 
DN XU ZI NG 
N.A. FO FQ 

.HN If 
Nil JL 
RA. JL 
LJ Yii 
DQ 
NL 
VS 

YL GG JY J~ 
BI JF DA 

l7Q JX 
FQ 

P Q R S T U 
FU GH :BI 

GQ, BI 
JQ MU 
GP GS 
GU DU 

JD 
JR 
JN 
:BI 
wx 

F1g. 9 (contlnued) 

V W X Y z 
IX QB GN MJ 
QJ' VY :BD Q,l 
LV Q,Y PF 
IJ Lll YN 
EG QB LN 

VY 
BN 
IJ 
Bl!' 
RN 
VD 
Q;B 
KF 
GF 
Q,J 

V W X Y Z 
VC PM VC WC BE 

KJ WE TE 
BR WI EY 

TZ KZ 
IZ T.A. 
TE EZ 
BZ RN 
PH DY 

V lf I Y Z 
GN FY GN ZG ZG 

GG GO YT 
GG :BQ. ZG 

DQ.DT 
EU YQ 
ZF GN 
JQ YT 

FL 
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Alphabet 5. 
, 

EFG.HL..l -..... .. .... 
K L 

,JR 
BV 

I FG 
.1!.5 

~ ~ CJ:;; 

M N 0 P Q K S T U 
K~ YB QA BQ MQ R.\I "ZC EL 
i.! AB BQ RS C~ ZC Rv 

'I I 

JK lB QI )}"' CM 
YK :IG GM 

x.a • JjA j_ 

ZI RV 
IV II 
XB RV 

• ,~:Q I ' f ','{ 
T ... -i?Mt t, 

ZI 

~ • .: 1 

., - I' - • r 

t I 'J "I 

IIT 
tA ,HL. 
'" ZG. 

' ' r 

,, -. 
. 

r ., 

vq CM ' 1.0 Zl CN 
cv I ••• QV ftO 
BP .QZ PI 
Z~ YR YK 
RW ,,Z~._~ 1 , Q.V 

'I ,DI ... .. ;HY, L ... , 

CL 
NX, , 

,.\ I .... ,JY, .I r ... ·1 I "'1 J r 'J 

• I 

Condensed tabl~ of repet~t1an~. 
v I I I I ) 

J... - r ~ -

5-l-~ ~ .. 
IV \{-2 !!" 

Q R D-2 
~! I. c-~ 

I 

r ,, ' 

1-2 
Q W-5-
V P-3 
V W-3 

' 
2-.} 

I , c_ <t-.3 
c J-3 

, .. t .! 7 1-:t . .:::J ~ ' - '. ' ~·p J-3 

' "' 

_;! "l • 

' I 

., 

•' 

Q \~ 5--.3-
v \t X..Tf!. 

- :a ., t I 

2-3-4 

- .. ,. .... 1 

,3-4-5 
B R I-3 I • 

G X G.-2'- I 

J E..Ir~ 
Y Z T-2 
Z Z G-2 

1 

4-S-1 · 
,!{ A G-2 
X G B-2 
Z G I-2 
z T c-~ 
R I V-3 

~~ B-3 
tl .lf-3 
\{ Y'-3 
X N-J 

' . 3-4 
B R-3 

' • G Q-4 
G X-3 
J R-3 
1~ F-3 
Y Z-3 

4-5 
a I-3 
y Q-3 
z 'r-3 

5 1 
G B-4 
I V-3 

,Q Q-3 

Fig. 9 (cont1nued) 

I~ 

V \'i'f X Y Z 

,J 

·at i"I EQ 
'EI R--JQ 
FPJl - ,,'R 
E.C 

.. 

' • 

I ~ 

- ~ 
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g. One now proceeds to anal:yze each alphabet distribution, iJt an 
endeavor to establiSh identificetiona of cipher equivalents. lira,, of 
course, attempts should be made to separate the Yowela from tha con• · · 
aonanta in each alphabet, using the same teat as in the case ot a simple 
mixed alpha.bet cipher. There seems to be

4
no doubt about tlbe equiva}e~t 

of Ep in each alphabet: l!l = ic i c ~c Cc ~ • · · 

.!• The letters of greatest frequency in .Alphabet 1 are I. II, Q,. 
V, B, G. L, B., S, and C. Ic has alreaq been assumed to be. Ep. I:e·· 
2 5 I 

1'0 and Qc = lip, then one ahould be able to diatingu.iah the vowels f11JJI!" 
the consonants amo~the letters II, Q,, V, B,

5
G, L, ll, S, and C by ex~i-n-

ing the prefixes of 1F0 , and the suffixes of Qc. The prefixes and sut(ixea 
of these letters, aa shown by the trigraphic frequency tables, are ~·~e: 

... 
Prefb:aa of t0 (. ~) Suffixes of aa (: ~) ~. 
~GIC~RBIL I~irXL"f.A.ZO 

1 
f. Consider nar the latter u_; it does not occur either as a pre-
- 2 5 ~ 

fix of 'fc. or aa a suffix of Qc. Hance it is moat probably a vowel, 
and on acccnmt of ita high frequency 1 t may be assumed to be Op. On the 

other hand, note that ~ occurs fiYe timaal as a pref1x of ic and three 

times as a suffix of a . It is tber~{ora a consonant, moat probably B, 
for 1 t would gi va the digraph ER (= ®.c) as occurring three time a and 

.BE (• ic> as occurring fiw times. 

,g. The letter ~c occurs three times as a prefix of ic and twice 

as a suffix of ~. It 1a therefore a consonant- .. and ~n account of ita 
1 

frequency, let it be assumed to be !l'p· !l'ha letter B0 occurs twice as 

a prefix of tc but not aa a suffix of ~. Ita frequancJ' is onlJ' mediUJD, 
12 

am it is probablJ' a consonant. In fact, the twice repeated digraph BWc 

ia once a part of the trigraph aH I and ac I the letter of second highest 

frequency in .Alphabet 5, looks excellent for !l'p• Might not the trigraph 
a)l be !l'BE7 It will be well to keep this posaibilit7 in mind. 

1 . i _e. The letter Gc occurs on}J' once as a prefix of c and does not 

occur as a autfix of ~. It IIJ8T 'be a Yowel, but one can not be sure. 

1. !he letter Q haa four tallies under it, plus one occurrence indicated 
~ the presence of the letter itself among the prefixes, equals five 
occurrences. The same applies to the other letters. 

.,.. 
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!he letter lc occur a once as a prefix of ic and. once as a :sutf'i:l: of aa. 
i.t J1J1J7 be considered. to be a consonant. lc occurs once e.a a prefix of 

~c• anc1 twicd as a au:f'f'ix of aa. and is certainlJ' e cons~na:a.t. Neither 
l l 2 

tbe letter Sa nor the letter Cc occurs as a prefix of 1'0 or as a suffix: 

of ac; both 110ul.c1 seem to be vowels, but a stuq of the prefixes and 
1 

autf'ixea of these letters lends more weight to the aa~tion that Cc 

is a vowel then that ic is a vowel. J'or all tha prefixes of C, Tiz, 

'i, ~, anc1 i, are in sUbsequent 8.11817s1s of .Alphabet 5 classified as con

sonants, as are likewise ita au:f'fixes, viz, T, C, and B in .Alphabet 2. 

On the other handl ~7 one pref' ix, ~ I and one suf'f'iz:, ic 1 of tc are 

later classified. as consonants. Since vowels are more often associated 
1 

with conaolW1ts than with other TOWel a, it would aeem that 00 ia mora 
1 . 1 

likal7 to be a TOWel 1hBD S.,· .A.t aDJ' rate C0 is assumed to be a TOwel, 
1 

tar tbe present, leaTiDC Sc unclassified. 

1· Going throqh the same steps with the remaining alphabets, the 

following results ars obtained: 

.Alphabet Consonants Vowel .. 

1 Q. vI :a, L, :a, G7 I, II.J c 
• • I 

2 B, Q, D, T ,:·w, P, I 

3 J, B, Dl y • ., G, z 
4 Y, z. J, q, C, 17 t .R7 1 B? 

5 G, •• .1, I, '1, L, T Q, u 
20. .Application of principles of direct apmetr,. of position. - A· 

The nu:~; · step is to tr,. to determine a few ftluea in each alphabet. In 
.Uphabet 1, from the BDalJ"sis aboft, the f' olla-1ng data are on hand: 

:PJ.ain -- .A. B C D I l G B I J I L II lJ 0 P Q R S T U V 1' X Y Z 
Cipher -- 07 I 07 II Q V 
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,t.et t,tle values of ~ alraedT assumed in the rema1n1ng alphabets, ,be tset 
~own, as follows: 

Pla1n A i- clnfi FTG!H,IiJK-_£TM i!oTPfQ.;Ris:~IU!V t'x YZ 
.c• !-llil i m! L _I 'Ill' ; ;'l! !vi : I I • 1f--i --t- 1 • I 1 I I I tW 1 

I I I ,, I I +4 I I I I ~ I ! I I 
I ~ .J.i I, '-4- ' I I --,- -r: · ru· .. IG' I I I I I : ' I 

~+ j__l I H-t +---i-+ '+ H-+ : I ~ t i ·rcrr- •I 'KJI·II: I t~- -+-8.:;._+- -I I ·I I ~I ~ ~ I ' 

I I I q,l l I I I ! I ' I I ' I I 
I 
I 

L.. __, __ .....J._~__,J_+--'> • -f-,._:"_i_. I 

11 

)

12 --

Clpher 3 --

14 --
~ --

b. It lB seen that by good fortune the letter Q. 1s common to 
Alphabets 1 end 5, and the letter C~is common to Alphabets 1 and'4. 

' 

If 1t is ass~d that one is deal1ng w1th a case 1n which a mixed com
ponent is sl1d1ng against the normal component, one can apply the prin- • 
c1ples Qf direct s~try of posit1on to these altihabets, as outl1ned 
in Par. l G. For example, one 11181' insert the following valueB :lr( Alpha
bet 5: 

Pla1n --I!~~:~~~~~IJ+!~L~\~~Rl~~~.;!~T :_,z 
(1 --r·c!l ; : 1I: , I !C~ : : : I :M: , ,Q.. :v, 1 , l 

C1pher "'\ - 1----t- t -r --:- -~-1 +-n-r--fj --1--n · 
\ 5 -- IM ! I Q.l : VI I I I IC1j I ' I I I I I IC'r! I I ' I 

I ' I I I ' I ' _ _........ .... _ .. _- _ .. ---
Fig. 11 

S· The process at once g1ves three def1nit~ values· ~c = Bp. 

fc = Gp• ~c = Rp Let these deduced values be substant1ated by referring 

to the frequency d1str1bution. S1nce B and G are normally low or medium 

frequency letters 1n pla1n text, one should find that Me and Vc• theu 

hypothetlcal equ1valents 1n Alphabet 5, should have Jow frequenc1es. As 

a 'ID.atter of fact, they do not appear 1n th1s alphbbet, !lhlch thus far 

corrobor~tes th~ assumption. On the other hand, since ~c = Rp. 1f the 

values de.ri..ye.cl from symmetry of poSJ. t1 on are correct. ~c should be of 
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htgh frequency, and 1t 1s. The position of C 1s doubtful, 1t belongs 

e1tb.er under Np .or Vp• If the fermer is eorrec't, then the frequency 

of ~c should be h1gh, for it ~ould eoual Np; if the latter 1s correct~ 
then 1 te frequency mould be low, for 1t would equal V c. As a ma:tter 

of feet ~c doe~ not oocur, and 1t must be concl ud.ed that 1t belongs 

under vp Th1s 1n turn settles the value 
1 

must now be of C0 , for 1t 

placed def1n1tely under IP and removec fro~ beneath Ap· 
~· The def1n1te placement of 0 now perm1ts the 1nsertion of new 

values 1n Alphabet 4, and one now hes the follow1ng• 

Plain --~AlB": c ~ E I Fl,-G[H;ifJI x;Lf M I ~a' 0 Pj Q T R I Si TTuTvTWixl YTZ: 
~+= 1--_:j ~ J--+- b.d--ft -- ~-r+--·- -1--:-f=t--=H ~ 

11--
1

.: !-jrr i-1,cl; 1 ,--j 1 MI~-1Q!-;vl-ll 1 1-l 
- ,' 2 --! ~ ~--!~ i WJ_ r -J:-t I t! 1 ~--r-,1-rl- .,-r,L-+ lJ I j 

L 4-lJ- +-- !~} -J ._...:_ .I-III---+--'- I --t_j -1 
' 3 1 I 

1 1 11 G
1 ~J I 1 I I 1 

1 I 1 I 1 1 C1.phe1 ' -- 1 

1 
1 1 1 1 1 1 • 1 1 ' '\ ~-t-r -I.. -•- -~~- -j---~1-l-~~ t 

4 I I I I ' I ' I I I 

l 
-- I I I c I ' I : M I I I Q I vI I l I I 

; +--'" 1-t-L "--+--1--- I- -+f+ _!__~-f-:-- ~-- -1--j-ll 
5 --I ! M: I I Q I ! vI I I I : : ' l I I I ! I c I I I 

---- --t...-- -- ~ !-.....:. -- ... - ~- .. _- ___ ....., __ ----..,. _ _.._ --'---..J 

F1g. 12 

21. Subsequent steps 1n solution - ~· It 1s h1gh t1me that 

the thus far deduced values be lnserted ln the c1uher text, for by 

thls t1me 1t must seem that one has cert~1nly gon~ too far w1th work 

based upon unproved hypotheses The followlng results· 
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MESSAGE 

Q.WBRI VWYGA ISPJL R13ZEY Q.VIYEU LWMGW ICJCI MTZEI ~!IBKN Q,WBRI 
RE _R_ !E E E .RE E E ER 0 R 0 RE I!_ 

VWYtG BW:t.!""BQ. Q.CGQJI IWJKA GlllCXN IDMRU VEZYG Q.IGVN' CTGYO BPDBL 
_!E A E E R EN EE E E T R EP I E 

VCG~G BKZZG IV.X:CU NTZAO B·lFEQ. Q,LFCO MTYZT CCBYQ. OPDKA GDGIG 
TE E E E ERE 0 1 E EA 

VP'iiMR Q.IIEVi ICGXG BLGQ.Q. v:stRS MYJJY Q.VF"vVY Ri1NFL GXNFW MCJKX 
T K R EE El'IE TE 0 R E 0 

IDDRU OPJQ.Q. ZRHCN ViDYQ RDGDG B..<DBl~ PXFPU YXNFG MPJEL SANCD 
E NE E TE E E 0 E 

SEZZG IBEYU KDHCA. MBJJF KILCJ MFDZ'I CTJRD MIYZQ, ACJRR SBGZN 
E B 0 E 0 I 0 S E 

Q.YAHQ. VBDC"
R E T EZ 

LXNCL LVVCS Q.riBII IVJRN 11NBRI VPJEL 
E R:i!: AR .tU R 'I 

IAGDN IRGQ;P 
E E EN 

ATYEJ CBYZT DVGQU VPYEL LRZNQ. XINBA IKAJQ RDZYF KUFZL GWFJQ. 
I EN T E E E E E E 

b. Th~ co~b~nat~ons g~ven are excellent througnout and no ~ncon

s~stt::l~c~es apoeer. Note the tr~graph ~~, v·h~ch ~s repeated ~n the 
follo~~ng polygraphs (underl~ned ~n the farego~ng text) 

1 2 3 4 5 1 
Q 11 B R I V 
R E R T 

5 1 2 3 4 5 1 
SQ.i1BIII 

R E A P E 

£ The letter ~c ~s commo"l to both polygraphs, tnd a 1~ ttle ~tr~agl.nf'
tl.on w~l1 lead to the assumpt~on of the v~lue ~c = Pp, yield~ng the 

follow1ng 

d 

1 2 3 4 5 1 
Q. a B R I V 
R E P 0 R T 

5 1 
s Q. 
p R 

Note P1so the follo"l!l6 po1ygre.ph• 

2 3 4 5 1 
',1 B I I I 
.E P .A R E 

4 5 1 2 ) 4 
I G V P rj 11/., wh1ch 
A T K 

looks llke the 'IVord ATTACK The frequenc~~ dlStrlbu.tlons ere consul ted 
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to see whether the freouenc~es g~YSn for de ~nd ~c pre h~gh enough for 

~p ~nd ~· respectively, rnd else ~hether the frequency of ~c ~~ good 

enough for 

graph a~C' 
Op; ~ t ~s noted th~t they ere excellent. }«ore over, the d~-

1. 
wh~ch occurs four t~mes, looks l~ke TH, thus m~k~ng B0 = Ep· 

Does the ~nsertion of these four new vrlues 1n our dlPgrAm of elnh~bets 
2 

br1ng forth ony i~cons1stenc1es? The 1nsert1on of the value P0 = Ap 
1 

end B0 = HP g1ves no 1ndicat1ons e1ther ~ay, s1nce ne1ther l~tter has 

yet b~en loceted 1n a~ of the other ~lph~b~ts. The 1nsert1on of the 

value ac = Tp tlVes 

~c = Ep was assumed 

a value common to Alphabets 3 and 5, for the value 

' lon~ ago. Unfortunately an ~ncon~1stency 1s found 

here. The~etter 1 has been plac~d two letters to the left of G 1n 

the mlXed component, and has g1ven good results 1n Alphpbets 1 and 5, 

1f the value 1c = CP, as obta1ned above from the assumpt1on of the word 

ATTACK, 1s correct, then W, end not l 1 ~auld be the second letter to 

the left of G. ~n1ch shall be reta1ned? There hes been so far noth1ng 

to establ~~~ the value of d0 ~ Ep• t~1s value was assumed from frequency 

cons1derations solely. Perhaps 1t 1s wrong. It certalnly behaves l1ke 

a vowel, Pn~ one may see whet happens ~hen one chang~s 1ts value to Op' 

The follow1ng ple~ements result from the analys1s when only two or three 
1 

new values have been added as a result of the clues ~fforded by the de

duchone: 
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~ Many ne~ values are produced, ane these are ~nserted throughout 
the message, y~eld~ng the fol1ow~ng 

QWBRI VWYCA ISPJL RBZEY QWYEU LWMGW ICJCI MTZEI MlBKN QWBRI 
REPOR TE E Ela SR RE EWCH ES ER 0 R OOP REPCR 

VWYIG BVIN.BQ QCGQB IWJKA GEGXlT IDMRU VEZYG QIGVN CTGYO BPDBL 
TE AT EE DE RSON EE G 0 E WO T T ROOP I 0 HA D 

VCGXG BKZZG IVXCU NTZAO B\1FEQ~ QLFCO MTYZT CCBYQ OPDKA GDGIG 
TSO T H T ED E HE E R E 0 ISP E A G OAT 

VPWMR QI IEW I CG..<:G BLGQQ VBGRS MY J JY QVFWY R';J.q]'L GX1lffl MCJKX 
TACKF ROM H ESO T H ONE l'ROOP 0 RD Q SE. G H OS 

IDDRU OPJQ,Q ZRHCN VWDlQ, RD&DG BXDBN P JCFPU YXNFG MPJEL SAN CD 
E 0 A NE C E TE E S 0 T H D Q M T OA C E 

SEZZG IBEYU KDHCA MBJJF KILCJ AWDZT CTJRD MIYZQ ACJRR SBGZN 
C T ER E OR 0 E 0 I 0 00 E S OF ORO 

QYAHQ VEDCQ LXNCL LVVCS QWBII IVJR~~ WNBRI VPJEL TAGDK IRGQ,P 
R E T EE E DBEP REPAR ED 0 U POR TA 0 ECOND 

ATYEW CBYZT EVGQU VPYHL LRZNQ XINBA IKWJQ RDZYF KWFZL GWFJ~ 
- H IR DON TA C E 0 D E E S E GE E 

Q'NJYQ IBriRX 
RE E ERO 

22 Complet~ng the solut~on. - ~ Complet~o~ of solut~on ~s now 
a very easy matter. The m~xed component ~s f~nally found to be the 
follow~ng sequence, based upon the word EXrlAUSTING 

E. .\ H H u s T I !11 G 9 c .IJ F' J K L ,., 0 .? Q rl v I y z 
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Plal:t1 

C1pter 

F~g. 13 b. 

£. Note that the success~ve equ~velents cf ~ spell the word 
APRIL, wh1ch ~s the key for the message The plaln-text message ls as 
follows: 

REPORTED ENEMY HAS RETIRED TO NE.VCHESTER 'ONE TROOP IS .l:lEPORTED 
A'l! HENDERSON MEETll.G HOUSE· 7iVO OTHER TROO?S IN ORCHARD Al SOUTH-
WES'l. EDGE OF NE.iCHES':ER 2D SQ. IS PREPARI1~G TO A'l'TACh. FRuM IHE 
SOUTH O~E TROOP OF 3D SQ. IS ..:;!·GAGING HOSTILE TROOP A'I. NE .. CHESTE...~ 
REST OF 3D S~ IS MOVItG TO A'l'IACK :NENCHESTER FRO~ ~HE RURTH MOVE 
YOUR S"Q. INTO 71GODS EAST OF CROS&ROJ.D 539 J..ND BE PREPARED 'I\) SUPPORT 
ATTACK OF 2D AND 3D SQ. DO NO! ADVJ..:'l"CE BEYOl-'1]) 1\J:,VCHESTER MESSAGES 

TruBR, 
COL 

c The nreced~ng case 1s a good exacole of the value of the prln
Clples of d~rect symmetry of pos1t~on when apnl1ed pronerly to a cryp
togram enc~p~ered by the sl1d1~g of a m1xed componer-t aga1nst the normal. 
The cryptanalyst starts off w~tn only a very l~m1ted number of assump
t~ons and bu+lds up mar~ new values as a result of the placement of the 
few or~g~nal values ~n the d1agram of the alphabets. 

23. Sol~tlon of subsequent ~essages enc1phered by the same Clpher 
component - ~ Frell~lngrz remarks Let 1t be sunnosed thPt the cor
responder.ts are us1ng the same bas1c or ur~mary coMnonent but w1th 
d1fferent L{ey "'ords for other messages. Can the knowledge of the se
quence of letters ln the reconstructed prlmary connonent be used to 
solve the subsequent messages? It has beer. shown that 1n the case of 
a monoalphabet::.c clpher 1n "'hlch a m1xed alphabet was '~sed, the process 
of complet1ng the plaln component could be applled to solve subsequent 
messages 1n whlch the same c lpher component was used even 1h ough the 
c1pher component was set at a dlfferent key letter. A mod1f~cat1o~ of 
the procedure used 1n that case can be used 1n thls case, \'!'here a plu
rallty of clpher alphabets based upon a sl1d~ng prlmary component 1s 
used. 
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}?_. The message Let 1t be suoposed th~t the follow1ng ~essage 
pass1ng between tne same t~o corresPondents as 1n the prec~d1r~ mes-
sage has been 1nterceptad• 

MESSAGE 

SFDZR YRRXX MIWLL AQfU.U RQ;FRT IJQP' X"u"VV'BS MDJZK 

MICQC UDPTV TYRNH TRORV BQLTI Q;BNPR RTUHD PTIVE 

RMGQ.N LRATQ, PLUKR KGRZF JCMGP IHSMR GQPFX :BCABA 

OEMTL PCXJM RGQSZ VB 

£ ractorlng and converslon l~to plaln component equlvalents. 
The presence of a repet~t1on of a four-letter polygrEph whose 1nterval 
1s 21 letters suggests a key word of seven letters There ere very 
few other repet1t1ons, and th1s 1s to be e~uected 1n a short message 
w1th a key of such length. 

1 2 3 4 5 6 7 
SFDZRYR 
RKX.t.!IWL 
LAQRLUR 
Q,FRTIJQ, 
KFXU.7BS 
MDJZKr.fi 
CQCUDPT 
VTYRNHT 
RORVBQL 
T I Q B N P R 
RTUHDP~ 

IVERMGQ 
NLRATQ.P 
LUKRKGR 
ZFJCMGP 
I H S M R G Q 
RFXBCAB 
AOEMTLP 
C.\JMRGQ, 
s z v .B 

F1g. 14 

~ Transcr1pt1on 1nto pe
rlods Let the message be wrlt
ten 1n groups of seven letters, 
1n columnar fash1on, as sho~n 1n 
F1g. 14. The letters 1n each 
column belong to a s1ngle alpha
bet. Let the letters 1n eacn 
column be converted 1nto the1r 
plaln componPnt equ1valents by 
sett1ng the reconstructed c1pher 
component aga1nst the normal 
alphabet at any arb~trar1ly se
lected po1nt, for example, that 
shown below 

1234567 
FNMZVYV 
VPBRHXQ 
QDUVQ.EV 
UNVGHOU 
PNBEXKF 
RMOZPRB 
LULEMTG 
WGYVICG 
VSVWKUQ 
G.HUKITV 
VGECMTG 
HWAVRJU 
IQVDGUT 
QEPVPJV 
Z N 0 L R J T 
HCFRVJU 
VNBKLDK 
DSARGQT 
LB03.VJU 
F Z fl K 

Plain -- A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
C1pher -- E X H A U S T I l~ G B C D F J K L lv1 0 P G. R V W Y Z 

The ~olumns of equ1valents are now as shown 1n F1g. 15. 
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~· !xam1nahon end E_electlo!l of generetnces It has been shown 
tpat 1n the case of a monoaluhabetlc e1pher 1t was merely necessary to 
oomplete the normal alphabet seauenc€ beReath the plaln-component equlV
alents and the pla1n text all reappeared on one generatr1x. It was 
slso found that ~n the case of a multlple-a1uh~bet c1uner 1nvo1v1ng 
standPtd a1nhabets, the p1aln-te~t equ1va1e~ts of each aluhabet reap
peared on th~ same generatr1x, end 1t wa~ neceE~ary only to comblRe the 
proper generatr1ces 1n order to Produc& the pla1n t~xt of the message. 
In the case at hand both proces-&es are comb1ned: the nor'llal alphabet 
sequence 1s co~t~r.ued beneath the letters of eeeh colu~ and then the 
generatr1ces are cQmblned to produce the pla1n text The complet1on 
d1agrams for the first two column~ are as follows {Flg 16), 

Co1wnn 1 

FV~~WVGVHIQZHVDLF 
Gw.Rv~SMXWE1IJRAIW1~1G 
EXSWRT~~XIAJKSBJXFNH 
IYTXSUOZYJYKLlCKYGOI 
JZUYTVPAZKZLMUDLZEPJ 
KA VZUWQ.BALlw1WVElv~..\I Q.K 
LBWAVXRCBY~NOWF1~JRL 

MCXB~YSDC~COPAGQCKSM 
NDYClZTEDODPQ.YHPDLTN 
OEZDYAUFEPEC(;RZIQ;EhUO 
PFAEZBVGFQr.RSAJRFLvrP 
Q.GBFA8WHGRGSTBKSGOWQ. 
RHCGBDXIHSHTUCLTBPXR 
SIDHOEYJITlu~DMUIQ.YS 
TJEIDFZKJUJVWE~VJRZT 

UKFJEGALKV~RXFOWKSAU 
VLGKFHBMLWLXYGPXLTBV 
WMHLGICNNUOAYZHQ.Yl~UCW 
XNIMIIJDOJ:.i'YlTZAIRZNVDX 
YOJ1TI KEPOZOABJSA0'1TEY 
ZPKOJLFQPAPBCKTBPAFZ 
A~PKMGRQaQ.CDLUCQ.YGA 
BRMQLNBSRCRDEMVDRZHB 
CSNRMOITSDSEFNUESAIC 
DTOS~~JUTETFGOXFTBJD 
Ery,pTOQKVUFtTGRPYGUCKE 

1 
2 

~ 
5 
6 
7 
6 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 

Q.o1umn 2 

NP:giDl"'1~GSHG~~'ilC!~.J3Z 
OQ;EOO:~VHTIHG.FODOTCA 
PBFPPOiliUJIYSGPEPUDB 
Q.SGQQ?XJVKJZTHQFQ.VEC 
RTHFU\c.tYK'NLK..4.UIRGR'NFD 
SUISS3ZLXMLBVJSHSXGE 
TVJTT~~~CWKTITYBF 
UWKutirBNZONDXL UJUZ I G 
VXLVVUCOAPOEYMVKVAJH 
WYM.'I'r.IVDPBQ,PFZ1"VILVlBKI 
XZNXXWEQCRQ.GAO~~CLJ 
YAOYYXFRDSRHBPYNYDMK 
ZBPZZYGSETSICQ.ZOZENL 
ACQ.AAZHTFUTJDRAP AFOM 
BDRBBAIUGVUKESBQBGPN 
CESCCBJVHWVLFTCRCHQO 
DFTDDCKWIXWMGUDSDIRP 
EGUEEDLXJYXNHVETEJSQ 
FHVFFEVYKZYOIWFUFKTR 
GIWGGFNZLAZ?JXGVGLUS 
HJXHHGOAMBAQKYH\VHMVT 
IKYIIHP.BNCBRLZIXINWU 
JLZJJIQ.CODCSVAJYJOXV 
KMAXKJRDPEDTNBKZKPYW 
LlffiLLKSEQFEUOCLALQ.ZX 
MOCM~TFRGFVPDMBMRAY 

f. Comb~n1ng the selected generatr1ces After so~e exper1ment1ng 
w1th these generatr1ces the 23d generatr1x of Column 1 and the lst of 
Column 2, wh1ch y1e1ds the dlgraphs shown 1n F1g 17, are comb1ned The 
generatr1ces of the subsequent columns are exam1nei to select those wh1ch 
may be ad~ed to these already selected 1n order to build up the plaln 



l 2 
c 0 
s Q, 
NE 
R 0 
MO 
0 N 
I V 
T H 
S T 
D I 
S B 
EX 
FR 
NF 
w o-
ED 
s 0 
AT 
1 c 
C A 

F1g. 17 
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text. The results are shown 1n F1g 18 
Th1s process 1s a very valuabl~ a1d 1n 
the solut1on of messages after the prl
mary compoae~t has b~en recovered as a 
result of the longer and more deta1led 
analys1s of the frequency tables of the 
f1rst message 1ntercepted. Very often 
a short message can be solved 1n no other 
way than the one shown, 'IVhen the pr1mary 
alphabet 1s completely known. 

g. Recovery of the key It may 
be of 1nterest to f1nd the key word for 
the message. All that 1s necessary 1s 
to aet the m1xed component of tne c1pher 
alphabet underneath the pla1n component 

- so as to produce the c1pher letter J.n
dl•ated as the equ1valent of any g1ven 
pla1n-text letter 1n each of the alpha
bets For example, 1n the f1rst alpha
bet 1t lS noted that Cp = Sc• Sett1ng 
the two co~onents under each other so 
ns to br1ng S of the c1pher component 
b~neath C of the ple1n component, thus 

1234567 
OOFIRST 
SQ,UA.D~O 
NENEMTT 
R Q 0 P D ~ S 
MOUNTED 
ONHILLF 
I V E N I N Ef 
THREE WE'' 
STOFGOO 
D I N T E N T 
S H X L I N E 
E X T E N D S 
FROM COR 
N F I E L D T 
WO:i:IUNDR 
EDYARDS 
SOUTHXI 
ATTACKR 
I C H A R D S 
C A P T 

Pla1.n~ 

CJ.pher• 
ABCDEl'GHIJKLHNOPQ;RSTUWIXYZ.ABCDEFGHIJY..LMNOPQ;RSTUViiXYZ 

EXHAUSTIKGBCDFJKLMO?QRVWYZ 

It 1s noted that Ap ~ Ac· Hence, the f1rst letter of the key word to 
the message 1s A The 2d, 3d, 4th, ••• 7th key letters are found 1n 
exactly the same manner, and the follow1ng 1s obta1ned• 

' 
When C 0 F I R S T 

S:Ji1DZRYR 
AZIMUTH 

equals 
then~ success1vely equals 

24. SummatJ.O~ of relat1ve frequenc1es as an a1d to the select1on 
of the correct generatr1ces. - ~ In the forego1ng example, under sub
paragraph f, theT_e occurs th1s phrase • "After sO'IIc- exper1ment1ng 'll'l th 
these generatr1ces 11 By th1s was meant, of course, that the select1on 
of the correct 1n~t1al pa1r of generatr1ces of ~la1n-text equ1valents 
1s 1n th1s process a matter of tr1al end error. The test of 11 correct
ness11 1s 'IVhether, when JUXtaposed, the two generatr1ces so selected 
y1eld 11 good11 d1gra.phs, that 1s, hlgh-freouency d1graphs such as occur 
1n normal pla1n text. In h1s early efforts the student may have some 
d1ff1culty 1n select1ng, merely w1th h1s eyas, the most llkely genera
trJ.ces to try Thers m~ be 1n each dlagrAm several gen~ratr1ces wn1ch 
conta1n good assortments of hlgh-frequency letters, and the number of 
tr1als of co~b1nat1orts of generatr1ces may be qu1te large Perhaps a 
s1mple mathemat1cal method may be of ass1stance 1n the process. 
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b. Suupose, ln Flg 16, that e~oh letter were accompanled by a 
number whlch corresponds to 1ts relatlve frequency. Then, by addlng 
the numbers along each hor:zontal llne, the totals thus found w~ll 
g1ve ~ numerlcal measure of the frequen~y value of each generatrlx. 
Theoretlcelly, the generatrlx vith the greatest value Wlll be the cor-
rect generatr1x because 1ts total w1ll represent the sum of the 1nd1v1d-
ual values of the actual plaln-text letters. In actual practlce, of 
course, the generatrlX w1th the grea.tes.t value may not, be the c,orrect 
one, but the correct ~ne Wlll certainly be amqn~ the three or four 
generatrlces w1th the largest values. Thus, the number of tr1als may 
be greatly reduced, 1n the ~t~e~t to put together the correct ~enera-
tr1ces 

.£• Us1ng the prec~d~~ mes~age as an example, note iihe respect 1 ve 
generatrlx values 1n Flg. 19 

... 
I< 

l>a r-1 
F-4 C) .... Column 1 s:l - I 

"' Q) 
F-4 &~ Q) 
s;::: Q)...-1 
Q) F-4 as 
(!) - f.Zt .l> 

I 

0 F v Q, u p R L w v G v H I Q, z H v D L F 

3 2 0 3 3 8 4 2 2 2 2 3 7 0 0 3 2 4 4 3 57 

1 G w R v Q s M X w H w I J R-A I w E w G 
2 2 8 2 0 6 2 0 2 3 2 7 0 g 7 7 2 13 2 2 77 

2 H X s w R T N y X I X J K s B J X F N H 

3 0 6 2 8 9 8 2 0 7 0 0 0 6 1 0 0 3 8 3 66 

3 I y T X s u 0 z· Y- J y K 1: T c K y G 0 I 
7 2 9 0 6 3 8 0 2 0 2 0 4 9 3 0 2 2 g 7 74 

4 J z u y 'I' v p A z K z L M u D L z H p J 
0 0 3 2 9 2 3 7 0 0 0 4 2 3 4 4 0 3 3 0 49 

5 K A v z u w Q, B A L A M N v E M A I Q, K 
0 7 2 0 3 2 0 1 7 4 7 2 g 2 13 2 7 7 0 0 74 

6 L B w A v X R c B M B N 0 w F N :s J R L 
ll 1 2 7 2 0 8 3 1 2- 1 g g 2 3 g 1 0 8 4 73 

' 7 M c X B w y s D c N c 0 p X G 0 c K s M 
2 3 0 1 2 2 h 4 3 8 3 8 3 0 2 8 3 0 6 2 66 

g N D y c X z T E D 0 D p Q y H p D L T N 
6 4 2 3 0 0 9 13 4 8 4 3 0 2 3 3 4 4 Q 8 91 -' 

F1g 19 (t.ontlnued) 



----------------

:10 

11 

12 

13 

14 

15 

16 

17 

18 

19 
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~ig. 19 (oontiDUaa) 

Oo~umn 1 (continuea) 

.. . 
0 ~ Z D Y ~ U J I P » ~ R l I ~ J I U 0 
Bl) 0 4 2 ·7 3 313 313 C'i 8 0 ·7 ~13' 2 3 8 

I 

P'J ~ B Z B f G J'q J R S • J R J B V P 
3 3 7 13 0 1 2 2 3 0 3 8 & 7 0 8 3 8 2 3 

~ G ! r ~ 0 W B G R G S T B ~ S G 0 W ~ 
o 2 1 3 7 3 2 3 2 8 2 6 9 1 o·6 2 8 2 o 

R B C G B D X I B S B f 0 C L ~ B P X R 
8 3 3 2 1 4 0 7 3 6 3 9 3 3 4 9 3 3 0 8 

S I D H 0 I Y J I T I 0 V D M U I ~ Y S 
6 7 4 3 3 13 2 0 7 9 7 3 2 4 2 3 7 0 2 6 

' J • I D J Z 1 J U J V W I B V J R Z ' 
9 0 1.3 1" 4 3 0 0 0 3 0 2 2 13 8 2 0 8 0 9 

•' 

U ~ J J E G A L K V K Y X ~ 0 I K S ~ U 
3 0 3 0 13 2 1 ~- 0 2 0 2 0 3 8 2 0 6 7 3 

V L G X F B B M L I L X Y G P X L T B V 
2 4 2 0 3 3 1 2 4 2 4 0 2 ~ 3 0 4 9 1 2 

I M H L G I 0 B K X K Y Z H ~ Y K ~ C I 
2 2 J 4 2 1 3 8 2 ~ 2 2 0 3 0 2 2 3 3 2 

X B I K B J D 0 B Y B Z A I R Z N V D X 
0 8 7 2 3 0 ~ 8 8 2 8 0 7 7 ~ 0 8 2 ~ 0 

Y 0 J B I K ~ P 0 Z 0 A B J S A 0 I I Y 
2 8 o 8 1 a13 3 8 o 8 7· 1 ~ ~ 7 ~ 213 2 

20 Z P X Q .J.: L F Q P .A P :B C. K T :B P X ~ Z_ 
0 3 0 8 0 4· 3 0 3 7 3 1 3 0 9 1 ' 0 3' 0 

21 .A ~ L P X K G R Q B ~ C D L 0 C q Y G A 
1 o 4 3 o 2 a 8 o 1 o 3 4 4 ' 3 o 2 2 1 

.. 
, 

--~ liT .. , 
... , 

! 

67 

82 

go 

83 

52 

86 

103 

51 

55 

22 B R K Q L B B S R C R D E K V D ~ Z R B 
1 s ~ o 4 8 3 6 8 3 ~ 4 13 2 2 ~ s a 3 1 88 

I 
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F-:~.g 19 (contlllUed) 

H 
.-1 
f.t 1>.. 

"tiS ' C.Olumn,f (eontJ.nued) 
0 
5:1 

f.t 

~~ CD 
s:1 s fal 

IZI~ 

23 c s N R M 0 1 T s D s E 'F N 11 E s A _I -C 
3 6 8 8 2 8 7 9 6 4 6 13 3 s 2 13 6 7 !1 3 129 

24 D T 0 s N p J u 'T E T F G 0 X F T (B J D 
4 9 8 6 8 3 0 3 9 13 9 3 2 s 0 3 9 1 0 -4 102 

25 E u p T 0 Q, K v U F .IJ G H p y G u 0 K E 
13 3 3 9 g 0 0 2 3 3 3 2 3 3 2 2 3 3 0 13 78 

;:: -
H ,.. Column 2 >.. ,.. C) 
~ s:1 
as ~ 

~-8 t 
5:1 :!al CD 

0 IZI> 

0 N -p D N N M u G s H G w Q, E N 0 N s B z 
8 3 4 8 s 2 3 2 6 3 2 2 0 13 g 3 g 6 1 0 90 

1 0 Q E 0 0 N v H T I H X R F 0 D 0 T c A 
g 0 13 8 g s 2 3 9 7 3 0 8 3 8 4 s 9 3 1 119 

2 p R F p p 0 w I u J I y s G p E p u D B 

3 s 3 3 3 8 2 7 3 0 1 2 6 2 3 13 3 3 4 1 s4 
-' 

3 Q, s G Q, Q, p X J v X: J z T H Q, F Q v E c 
0 6 2 0 0 3 0 0 2 0 0 0 9 3 0 3 0 2 13 3 46 

4 R T H R R Q y K if L K A u I R G R w F D 
s 9 3 s s 0 2 0 2 4 0 7 3 7 8 2 8 2 3 4 88 

"" -
5 5 u I s s R z L X M L B v J s H 5 X G E 

6 3 1 6 6 s 0 4 0 2 4 1 2 0 6 3 6 0 2 13 79 

6 T v J ·T T 5 .A. M y N M 0 w K T I T y H F 

9 2 0 9 9 6 7 2 2 s 2 3 2 0 9 1 9 2 3 3 94 

7 u f K.U u T B N z 0 N D X L u J u z I G -

3 2 0 3 3 9 1 8 0 s g 4 0 4 3 0 3 0 7 2 68 



8 

9 

10 

11 
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Fig. 19 (contlnued) 

Column 2 (contlnued) . - ' 

V X L V V U C 0 A P 0 E Y M V K V A J H 
2 o 4 2 2· 3 3 s 7 3 8 13- 2 ~ 2 a 2 7 · o ) 

r 

W Y M W W V D ? B Q P F Z N W L W B K I 
2 2 2 2 ~ ~ ~ j l 0 3 3 0 8 2 ~ 2 l Q 7 

' 
X Z N X X W E ~ C R Q G A 0 X M X C L J 
0 0 8 0 0 2 l) 0 3 8 0 2 7 8 0 2 0 3 4 0 

Y A 0 Y Y X F R D S R H B P Y N Y D M K 
2 7 8 2 2 0 3 8 4 6 8 3 l 3 2 8 2 4 2 0 

12 Z B P Z Z Y G S E T S I C Q Z 0 Z E N L 

73 

50 

60 

75 

0 l 3 0 0 2 2 6 13 9 6 7 3 0 0 8 0 13 8 4 85 

~ A C Q A A Z H T F U T J'D RAP A F 0 M 
7 3 0 7 7 0 3 9 3 3 9 0 4 8 7 3 7 3 8 2 93 

14 B D R B B A I U G V U K E S B ~ B G P N 
l 4 s l 1 7 7 3 2 2 3 0 13 6 l 0 l 2 3 8 73 .. 

15 0 E S e C B J V H W V L F T C R C H Q 0 
3 13 6 3 3 1 0 2 3 2 2 4 3 9 3 8 3 3 0 8 

I 

16 D F T D D 0 K W I X W M G U D S D I R P 
4 3 9 4 4 3 0 2 7 0 2 2 2 3 4 6 4 7 8 3 

17 E G U E E D L X J Y X N H V E T E J S Q 
13 2 3 13 13 4 4 0 0 2 0 8 3 2 1~ 9 13 0 6 0 

18 F H V F F E M Y X Z Y 0 I W F U F K T R 
3 3 2 3 3 13 2 2 0 0 2 8 7 2 3 3 3 0 9 8 

19 G I W G G F N Z L A Z P J X G V G L U S 
2 7 2 2 2 3 8 0 4 7 0 3 0 0 2 2 2 4 3 6 . ' 

20 H J X H H G 0 A M B A Q K Y H W H M V ~ 
3 0 0 3 3 2 8 7 2 l 7 0 0 2 3 2 3 2 2 9 

21 I K Y I I H P B N 0 B R L Z I X I N W U 
7 0 2 7 7 3 3 1 8 3 1 8 4 0 7 0 7 8 2 3 

79 

77 

108 

76 

59 

59 

~· 
81 
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F1g 19 (contlnued) 

Column 2 (contlnued) fs' 
~ 

~ Q) 
Q"~ 
Q)r-1 

::~ 
J L z J J 1 Q c 0 D c s M A J y J 0 X v 
0 4 0 0 0 7 0 3 8 4 3 6 2 7 0 2 0 8 0 2 56 

23 K M A K K J R D p E D T N 13 K z K I' y w 
0 2 7 0 0 0 8 4 3 13 4 9 8 1 0 0 0 3 2 ~ 66 

85 
L N 13 L L K s E Q F E u 0 c L A 1. Q z X 
4 8 1 4 4 0 6 13 0 3 13 3 8 3 4 7 4 0 0 0 

24 

25 M 0 c M M L T F R G F v p D M 13 M R A.Y ) 

2 8 3 2 2 4 9 3 g 2 3 2 3 4 2 1 2 8 7 ? }7.·' 
•," 

- 'I~ 

~ It w1ll be noted that the frequency value of the 23d ~ner&tr~ 
for the f1rst column of cipher letter~ 1s the greatest value, that of 
the f1rst generatr1x for the second column 1s the €reatest. In both 
cases these are the correct generatr1ces. Thus the select1on of the 
correct generatr1ces 1n such cases has been reduced to a purely mathe
matlcal bas1s wh1ch 1s at t1mes o~ much ass1star.ce 1~ effect1ng a qu1ck 
solut1on. Moreover, an ~derstand1ng of the pr1nc1ples 1nvolved w1ll 
be of cons1derable value 1n subsequent work. 

25. Solut1on by the probable-word metaod - ~ Occas1onally one 
may encounter a cryptogram which 1s so E.olv.>l•t that 1t contarns no recur
rences of even d1graph~, and thus g1ves no 1nd1cat1ons of the number 
of alphabets 1nvolved If the shd1ng m1Xed component 1s kno,.ll'n one may 
apply the method 1llustrated 1n Par. 15, assum1ng the presence of a prob
able word, and check1ng it aga1nst the tdxt end th~ sl1d1ng components 
to establ1sh a key, 1f the correspondents are us1ng key ~ords 

.£ For example, suppose that the presance of the word ENEMY 1s 
assumed 1n the messege J.tl Par. ~.£ '~,.,.._.One proceeds to check 1 t aga1nst 
an unknown key word, us1ng th~ already reconstructed m1xed component 
sl1d1ng aga1nst the normal and start1ng w1th tne f1rst letter of the 
cryptogram ln thls manner· 

If SFDZR equals ENEMY, then the successive equ1valents of Ap 
equal XENFVI. 

The sequence XENFW spells no 1ntellig1ble word. Therefore one shkfts 
the locat1on of the assumed word ElmMY one letter forward 1n the c1pher 
text, and the test 1s made aga1n, JUst as was expla~ned on page 23. 
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When the group AQRLU 1s tr1ed one obtP1ns as the key letters ?.IMUT, 
wh1ch, taken as a part of a word, suggests the word AZI~IDTH. The 
method must y1eld solut1on when a correct word 1s assumed end correctly 
placed. 

£ The danger to cryptographlc secur1ty result1ng from the 1nclu
s1on of cryutogra9hed addresses en~ s~gnatures 1n cryptographlc mes
sages 1s d1rectly connected w1th the pr1nciples of scrlut1on by the 
probable-word method. To lllustrate, reference 1s made to the message 
employed 1n Pars 1~-22 It w1ll be noted 1n Par 22 ~ that the mes
sage carr1ed a s1gnature (~rear. Col ) and that the latter wa~ enc1phered 
Suppose that th1s were an author1zed pract1ce, ana that every mes~ege 
could be assumed to conclude ~1th a cryptographed s1gnature The slg
nature "TR~ COL" 'V"ould at once afford r:l vrf:.ry good basJ.s for the ou1ck 
solut1on of subsequent messages e~a~ating from the some headquarters 
as d1d the flrst message, because presumably th1s same s1gnature would 
aopear 1n other mes~ages. It 1s for th1s r~asdn that addr~sses And 
s1gnatures ~ust not be cr,yptographed, 1f they must be 1ncluded they 
should be cryptographed 1n a totally d1f:erent system or by a wholly 
d1fferent method, perhaps by means of a spac1al address ~nd signature 
code. It would be best, however, to om1t all addresses &nd signatures, 
end to let the call sJ.gns of the headquarters concerned tlso convey 
these pa~ts Of the message, lecVing the QlstrlbUtlon or ae11very to 
the offlGes concerned a mPtter fot locel ect1on 

¢6. Sol,utJ.on vhert th~ plain component is a. m1xed sequence, the 
c1pher component, the normal. - ~ Th1s fplls under Case B (2) out
llned 1n Par 6 It J.s not the ususl method of employ1ng a s1ngle 
m1xed,co~ponent, but may be encountered occas1onally l.ij c1pher dev1ces • . 

2 The prel~m1nary steps, as regeras factor1ng to determ1ne the 
length of tne perJ.od, Ere the svme es usUPl. Tne messege 1s then tra.n
scrlbed 1nto 1ts per1ods. Frequency d1str1but1ons e~e tnen ~~de, es 
usual, end these are ettt>cked by the urJ.nclnles of frequency andre
currence. An ptte~pt 1s ~~de to eoply the pr1nc1ples of d1rect symmetry 
of poSltlon, but tlus a.tte:rlpt w1ll be futll~, for the reeson thet the 
pla1n co~ponent 1s 1n th~s ccse an unknou~ Mlxed sequence (See Par. 
15 §; ) Any a.ttelllPt to f1nd sy:mmetr:r J.n the secondary• alphebets based. 
upon the nor'tl~'.l sequence ct n therefore d1sclose no syrnnetry because the 
symnetry wh1ch ex1sts 1s based upon e wholly d1fferent sequence 

g However, 1f the prlncl.ples of d1rcct sy~etry of posJ.tJ.on ere 
of no ava1l 1n th1s case, there ere certr1n other pr1nc1ples of sy~~etry 
WhlCh nay oe employed to gre~t Pdvrntcge. To explP~n them pn PctuPl 
exeMole ~lll be usdd. Let 1t be Ps~um~d that 1t lS known to the crypt
analyst thEt the ene~ lS usJ.ng the gener~l system under d1scuss1on, 
VJ.Z, a ~lxed sequence var1able froM dey to dey 1s used rs plaln co~po
nent, the noroel sequence 1s used ~s cipher co~ponent, Pnd c repeating 
key, ver1able fro~ nessage to Messege, J.~ used J.n the ordJ.nPry ~a.nner 
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!be foll•wiug massage has been intercepted: ~ • I' 

I . ,. 

QlCOVlt LRMLZ J V G T G JrDLVlt ·11;v w T Y E :a M lJ l!l 

VB.ZMO YA.A.MP DJ:EI.J "& J •II Y 0 YBMMJI GQ..A.M;B 

UQ.AXB. BUJBU XQYJI'O' BILYT ltQ.ILE XZBU'Z . 
U'LI:Blt JrD.A.XB XUDGL L.A.DVlt POAYO DXI:'fl: 

L.A.DBY BVJlJV Ulllll J'J'Mi'JI GVIBY TVDZL 

SPBBB XVJ.ZC UDYU'I LXKJI.A. IUD D X JlCJSB 

BS.A.B! TJIGUJ B Q X P P· DltOUI XtJQVB JVWBX 
. 

BX.A.LB i'CDLII IV.A.AA JSZIL OV'IVP lJ.GZL . . . 
SBJIMI GQDBO YEI:IVP i'CB.B.Jl XI:DQZ GI:JrCG 

'IQGtJY JI'IY! T M A B·l XB.LBL O.A.DLG liQGU! 

JUUGB JBRVX EB.JLI GIGUO XJIDTP DI:II Z 

VX'IIJ. J.A..A.BJ: III:GBB SSBLO I:JCBZ TGGLO 

PXMBX BGIB.Y TlllfLZ JlQCYY i'JIIIP DI:.ATI 

JLliUJ BDTVX JRZTL OPABC DJZYY DEYCL 

GPGTY TICXB BQliiBR XVIIIU BI:IGJ IQDLP 

JI:.A.TE GU'i:all BUQill VRQBW YRJBJ ltM1fiiB 
. 

TJIULZ L.A..&. BY JGDVX: LKRRE XI::I.A.O I'DSBX . 
XCGZ.A. BDGTL VXIIBW IS.A.UE J'D:I'IP BLZIJ 

' . 
• SRQZL .A.V:IBL GVW'VIC J'IGBP GJlCZU I:Q.A.P 
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~· A at~ of the recurrences aDd factorlng their interval' diacloaea 
that fiw alphabe\a are involved. Kanoliteral bar f'req"Wmq diatributiana 
are lllaCla and are aa follows:,, 

: 

.. 
I 

• I I 

.Alpbabet l. . 

----= :- i 
l;l~i:iii_~==-

ABCDIFGBIJXLMJO~Q~S~OVUXYZ 

.Alphabe\ ~-

Alphabet 3 • 

t 

.Alphabet 4. 

~ i 
:!:,.. -=!~ 
ABCDIJGBIJKLM.OPQRST~VWXYZ 

.Aip:babet 5. 



• 
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!• Since the cipher component in this case is the no~al alphabet, j! 
fqllows that the five frequency diatribution~are based upon a sequence which 
is'tnown. Therefore the five frequency distributions should manifest I direct 
'ymmetrx of distribution of c~ests and tro~ghs. By shifting the five ~istri
butions relative to one anot~er, all five can be matched as regards the posi
tlons of the crests and troughs, thus reducing the five distributions to a 
single equivalent monoalphabetic diatribUtion. Note how this has been done 
i~ the case of the five illustrative distributional 

--• - --- : - • • - - = -
-- i.iii:~li.~--- •iii ii 

Alp~ 'bet 1 - A B C "b JC ]' 0 !i I J ,1<. L U: N 0· P. Q R S T U V W X Y Z 

-- -~ - ... -
- = - ! !! l - -

= _i !!!::!:.!:~ .:ll! ~·-
Alphabet 2 - XYZABCDE)GHt~KLMNOPQRSTUVW --

~.. = = 
~. l ~· l =z - -

- ~ =~~~=22=2 = :22_ == - - - - ~ ~ e - - ~ ~ - ~ - - - ~ ~ - - - -Alphabet 3 - T U V W X Y Z A B,C DE F G H I J K L M N 0 'p Q R S --
5tt t -

l~ 

Alphabet 4 -
=-=-lll::ll:!: .. :tt ~l-

oPqasTuvwxYzAscnEFGHIJKLu:N 

--
:~ -= - -- -

= --i-=~~~i-~: .. g_:_ itt: t~ 
Alphabet 5 - RSTUVWXYZABCDKFGHIJKLMNOPQ 

Fig. 21. 

I .. 
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f. Tho superi~position of tho respoctivo distribut1ons enablos one tQ 
COnVBfl ~he cipher lottors of the fivo alph&bots into ODO alphabot. aupp~se 
it i~.decided to convert alphabets 2, 31 41 and 5 intp alphabot 1 •. It ~~ 
merolx ~qcossary to substitute for tho rospoctivo letters tn tho four a~p~-
bots those which stand above thom in Alphabot 1. For oxaraple-, in Fig. 2If lt

0 
in,A~ph,bot 2 is diroctly undor A0 in Alphabet lJ honco, if the suporimpo~i-
tiori: :La corroct thon 2:1. Theroforo, in tho cryptogram it is meroly aeces-

~I XC Ac ~ 
sary 'Ep roplace ovory X0 in the soc:ond position by Ac• Again T

0 
in Alphabet 

3 • A in Alphabet 1; thorofare, iD tho cryptogram one roplacos ovary T
0 

in 
tho tgird position by A0 • The entire process gives the following convortod 
message• 

QHVHT LUTXI JYNFP !lGSHT EYUFH EUl'GN VUGYX 

YDHYY DMLUS SITX.X YKTYN GTHYK UTHJA HXMND 

KTJ'YD NHSHO KTPXN K C I G N U 0 P NT NGHJK XXKSU ., 
LDKHT PRHKX DNRKT LDKTH BYURE UHI.YI~ FITFN -• GYDHH TYKLU SSITK XYHLl, UGFGN LNTYJ EXKPT 

NFJlEQ HVHTH T P N G 5 HTEBY DNVGN XXXHK FYDNG 

NAHXK TFF.:XV I Y H M J NVGUU OYDHY YDNLU SKTYN 

GTKTX YICPHY NJ'YDN XNKCI GNUOP NTNGH JLDKH 

TPHTF XUSNU ODKXP NTNGH JXBSK JKYHG EUIIXN 

GZNGX XHXFY 1>NLUI VAUIJ FDHZN MNNTK svuxx . 
KMJNI TJNXX PNTNG HJLDH T P D X I NTJKH TPDUY 

DNHFN J'OUGS NGAHG JUG F U 0 8 H '1' L DIG X H DHFOU 

GSNFH THJJK HTLNA KYD'(D N L 0 S S ITKXY JNHFN 
I of 

GXl)HA HXXIV VUXN.F YUYNO KPDYK TPBXI ~DHTJI 

JJKH'l' LHYDH XlfUIIX NGZJfG XFNLJ HGNFU VNTHF .. 
IVHGN J'GUIY N 0 GUS SUlLU AYUTU GYDHT FLNTY 

G H J L D K T H B 

-• 
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J I 

The monoalphabetic frequency for th1s follows. Note that the freq~ency 
or eacb l"et.ter 1:& t'le .Sum or tlie f1ve frequencl.'eS in the corrresponding I 

columns of Fig. 21 • . ... . 
rr I .. -

I l 

i 
J Ll -- f -

i J ---, , , 
g - E g - e .. 

t i I i t ~ ~ i 
I ' 

! g ! g ! ! 1 1 . 
~ i 

f J. f ! ! = g ! g g ! . 

' 'I 'j i = i i i i = i 'i 'i i 
! ! ! ! ! ! ! a a :1 ! ! F = l l 
1 1 1 1 l 1 1 1 = 1 = 1 1 l 1 1 1 ~ - - -- - -

~ ! ~ ~ ~ ~ ~ ~ ! t ~ ~ ~ t t - ! ! ! ! ! E -- = -
A a "C .!) iS F G H I J K L M I{ 0 J:' Q R s T u v 'f X y z ., 5 3 11 '7 30 35 54 18 21 38 22 d fi9: 9 14 2 3 19 48 38 12 - 35 31) q 

F1g. 2la. 

g. The problem hav1ng been reauced to Jnonoalphabet'l.c terms, a tr1-
graph1c frequency d1str1bution car now be made ar4 solut1on read1ly atta1ned 
by simple p~1nc1ples. It y1elds the f~llow1ng1 

I. 
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JAPAl~ CONSULT5::0 G~ :!fANY TODAY ON nEPORrS THAT THE CC11k1JNIST INTi:R-

NATIO!UL WAS BEHIND THE AkAZii~G SEIZURE OF GENElULISSDJ.O CHIANG KAI bHEK IN 

CHINA. TOKYO AC'!ED UNDER THE Al."fl'ICOIOruNIST ACCORD RECEllrLY SIGNED BY JAPAN 

AND GEHIIA.'tf!. ~dE P:IESS SAID TH'i:RE 1fAS IN'JISRJTABL.i: PROOF THAT THE COHINTERN 

INSTIGATED T:l"": SE~ "',•,TtJ!l OF GEif.d:RAL CHIANG AND SOliE OT' HJS CENERAJ.C3 MILITARY 

OBSERVE!-.S SJ.."!:.J Tlii JOUP \lOULD HAVE BEEN DIPOSSIBLE UNLH.r:. .. GENE~ t..rAl~G 

HSUEN LlANG Ha!'HEL:.m FORMER WAR LORD OF LIANCHURIA H.A!) F J~D AN ALLIANCE 

\ilTH TriE CO..'tTNIGT .J:.ADi:RS HE W.\S SUPPOSED TO BJil FIGHT!"l~·. SUCH Ati ..u.LIANCI 

THESE O:aSERVERS DEC!..&~o.qjj;D OPENED UP ~~L RED ROUTE FIUJ~ Y:r'SO')';l TO NORTH .~ 

CliiNTRAL CHIIM. 

A• The raconstruct1on of t~& plain com)nn&nt 1s no~ e very simple 
matter. It i~ found to be as f,~lows• 

HYD~dULI~B~FGJKYNOPQSTVWXZ 

-
Nota also, 1n "F1g. ~1, th~ koyw.rd ~for the ' -.ssag&, (.JJ. ~.-'•), the letters 
being 1n the columns head~d Qy' ·'l,e letter H 

!· The solution of subsequent messages W1th different keys can now be 
reached directly, by a s~pla mod1fication ~t the princ1ples explained in 
Paragraph 18. Th1s modif~cation consists in us1ng for the completion tho 
m1xed pla1n ccmponent (no~ known) 1nstead of tho no~l alphabet, after the 
cipher letters have boon converted into the1r pla1n component equ1valents. 
Let the student conf1rm tn1a by an oxpurl.DlBn"' • 

I 

1· The probable-word aethod Dr solut1on d1scuasQd under Paragraph 20 is 
also appl1cablo hero, in case of vory short cryptograms. Th1s method pre
supposes of courso, possos&ion or the mixed component, tho procodure 1s os
sontially the same as that in Paragraph 20. In the oxamplo ducussod in the 
present paragraph, ~ho lottor A on the pla1n camponont was successfully set 
against tho key lotters HEAVYI but th~s is not tho only pnssiblo proceduro. 

~· Tho studont should 
into monoalphabetic torms 11 

thoroughly understands it. 
pr1nc1plo is or very groat 
probloms. 

go ovor carefully tho pr1nciplo or 11convors1on 
oxpiainod in subparagraph t abcvo until ho 

Lator on ho will encounter casas 1n which this 
assistance in tho cryptanalys1s cr mora complex 

r 
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SECTION VI. 

REPEATING-KEY SYSTEW:S WI'rH MIXED CIPHER .\LPHABE'l.'S, II. . . 
Par. 

Further cases to b~ considered. • ... • • • • • • • • • • 27 

Identical primary, mixed c;DJQ.poneJ'lts proceeding in 
the same direction •• · •••••••••••••••••• 28 

Cryptographing and dacryptographing by means of 
identical, primary mixed components, •••••••••• 29 

Principles of solution. • • • • • • • • • • • • • • • • • 30 

27. FUrther cases to be considered. - a. Thus far Cases B (1) and 
(2), mentioned in Paragraph 3 have been treated. There remains Case B (3) 
to be studied. This cq.se has bsen further subdi-vided as .follows 1 

Case B (3). 

(a) 

(b) 

Both components are mixed sequences. 

Components are identical mixed sequences. 
(1) Sequences proceed in the sams d~rection. 

(The secondary alphabets are mixed alphabets). 
(2) Ssquences proce~d in oppos~te directions. 

(Th~·sec~Ddary alphabets are reciprocal mixed 
alphabets). 

Components are different mixed sequences. (The 
s~condarJ alphabets are mixed alphabets). 

2• The first ,of the .foregoing subcases will now be examined. 

28. Identical~ pr~ary mixed cooponents proceeding in the same 
directio~. - &• It is often the case that the mixed components are derived 
from an easily remembered word or phr~se, so that they can be taproduced 
at any time .from memory. Thus; tor example, givon the koy word 
QUESTION • .BLY, the following mixed sequence is del."ived 1 

QUBSTIONAJLYCDFGHJKKPRVWXZ 

h· By using this sequen~e as both plain and cipher component, 
that is, sliding this sequence against itself, a series of 26 sec~ndary 
mixed alphabets may be prQduced,. J'~r example, by setting the two sliding 
strips against each other in the two positions shown below, the cipher 
alphabets labeled (1) al'ld. (2) given by the two settings are seen to be 
different. 
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Key letter - lt (J.. c., 1p :.ri). 

i'la1.n componortt.. 

"' qUESTICN.\rlLYCJFGl!J~~PRVVXZQJESTIONABLYCDFGHJKMPR~iXZ 

QUESriONABLYCDFGHJKijPRVVlXZ 

C1.phur co~onont. 
Secondary alphaoet: 

rla,J.n - ,J3CDEFG:UJKililNOP~RSTUV'dX¥Z 
( 1) CJ. ph a r - HJ PRL V'liJOZQKUG FE .AS YCBTIOLtN 
. 

Key letter: B (J.. e., Qp =Be). 

Plal.~ c~~p~nent. 

Q.U'i:STION.illLYCtFGHJKkPRVWXZQUESTIONABLYCDFGHJKJ'PRV'./XZ 
1UESTIONABLYGDFilliJIDlPR~.IXZ 

'1' C1.phijr cnmponent. 

Second~y-alphabet: 

fla1.n - .~BCDE'FGtliJK:Ut.NOP'l'9.S'rUV'\XYZ 
l:il \ CJ.phor - JKfiVY'.JXZFQtrr.iEH~SBTGD!.ICNPA , 
. 

£• In encJ.pherJ.ng a message by such slJ.dJ.ng strips, a key word l.S used 
to des1.gnate the partJ.cular posJ.tJ.ons J.n whJ.ch the strJ.ps are tr be sot, 
the sa~p as was t~e case 1.~ prev1.o~s examples ~f the usc 0f slJ.dJ.ng components. 
The method of desJ.gnatJ.ng the posJ.tJ.ons J.s, however, slJ.6htly dJ.ffcrent, the 
roasons far whJ.ch NJ.ll appear 1n tho succoed1.ng paragrap~. In tha methods 
heretofore gJ.ven, tho kay la-tter, as loeatod on the C"l.phor compcmont, was sot 
oppos~to A, as lo~ated on tho plaJ.n ~omp~nent; 1.n other words, J.f n was the 
key letter, than the two slJ.JJ.ng strJ.ps were set so that AP : Ac. In thJ.s case, 
however, where J.dontJ.cal m1.xed slJ.dJ.ng cempo~onts are used, thu key lettor J.S 
sot opposJ.to the f~r21 letter of t~e soquonco upon whJ.~h tho pr1.mary com
ponents aro based; that J.s, J.f A 1.~ tho key letter, then tho slJ.dJ.ng str1.ps 
are set so t~~t Q = A J.n the caso ~f tho m1.xod compnrents shown above. 
Hence, J.n tho f1r~t ofcthe two examples ~bove, the koy latter for tho fJ.rst 
example beJ.ng A, then Ac 1s set opp~s1to Qpr J.n the sccnnd of these examples, 
the kay letter beJ.ng B, than Be J.S sat rpposJ.tc Qp• 
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~· Very frequently a quadr1cular or square table 1s employed by the 
correqpondents, 1nstead ~r sl1d1ng str1ps, b~t the results are•the s~a, 
The square table based ~pen the word QUESTIONABLY 1s shown 1n Table 6, It 
W111 be noted that the table does noth1ng more than sat forth t~e succ~ss1vo 
pos1t1ons of the two pr1mary sl1d1ng components, and the t~p l1ne of the 
tabla 1s the pla1n component, the success1ve hor1zontal l1nes bol~w 1t, the 
c1pher component 1n its 'vanous JUxtapos1t1ons. The usual method of em
ploying su~h a table 1s to taka as the c1pher equ1valont of a pla1n-text 
letter that letter 11il-.1,.h l1es at tho 1ntersect1on of the vert1c-al column 
headod by the pl~n·text letter and tho bor1z,ntal rrw bogun by tho key 
latter. For exalliplo, the e1pher oquivalent of Ep w1th key lettor T is tho 
latter Oc or E {Ti) : 0 • Tho meth'i g1von in paragraph ~~ for doto~1n
ing the e1pherpequ1valents by means rf tho two sl~d1ng str1ps y1elds the 
same results as doas the square table. 

TABLE 6. 

QUESTIONABLYCDFGHJKMPRVWXZ 
U E 5 T I 0 N A B L Y C D F G H J K M P R V W X Z Q 
ESTIONABLYC~FGHJKMPRVWXZQU 
STIONABLYCDFGHJKMPRVWXZQUE 
TIONABLYCD1GqJKYPRVWXZ~UES 
IONABLYCDFGHJKMPRVWXZQUEST 
ONABLYCDFGHJKMPRVWXZQUESTI 
N A B L Y C D F G H J K M ~ F V W X Z q ~ E S T I 0 
A B L Y C D F G H J K M P R V W X Z Q U B S T I 0 N 
B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A 
LYGDFGHJK~PRVWXZQUESTIONAB 
Y C D F G H J K M P R V W X Z Q U E 5 T I 0 N A B L 
CDFGHJKkPRVWXZQUESTIONABLY 
D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y C 
F G H J K M P R V ~ X Z Q ll 3 S T I 0 N A B L Y G D 
GHJKMP~VWXZQrE~TIO~ABLYCDF 
11 J K M P R V W X Z Q F E S T I 0 N A B L Y C D F G 
J K M P R V W X Z 1 U E S T I 0 N A B L Y C D F G H 
K .J P ~ V ~ X Z 1 U E S T I ('I N A eB L Y 0 D F G H J · 
M P R V W X Z Q ~ E S T I 0 N A B L Y C D F G H J K 
P R V W X Z Q U E S T I 0 N A B L i C D F G H J K ~ 
avWXZQDESTIONABLYCDFGHJKMP 
V~XZQUESTI0NABLYCDFGHJKMPR 
WXZ~UESTIONABLYCD?GHJKMPRV 
XZQUECTIONABLYCDFGHJKMPRVW 
Z Q ~ E 5 T ~ 0 N A B L Y C D F G H J K M P R V W X 
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29. Cryptographing and decryptographing by identic•l, primary mixed 
compo~nts. - There is nothing of special interest to be noted in connection 
with the use either of identical mixed components of an equivalent quadricular 
table such as that shown in Table 61 in enciPhering or decippering a message. 
The basic principlos are the same as in'tbe case of the sliding of one mixed 
COmponent against tha normal changeable keywords of varying lengths. The 
components may bo changed at will and so on. All" this has been demonstrated 
adequately enough in Speciol Text No. 165, Elomentca,ry Military Cryptography. 

30. Pri~~iplcP. ~r solution. ~ A• Basically tha principles of &elution 
in the case of a cryptogram oncj,pherod bJ two identical mixed sli.C.J.ng compon
ents are the same as in tho prec~ding, cas,. Primary reco~rso is had to the 
principles or freque~cy and ropotition q~single lot\ors, digraphs, trigraphs, 
and polygraphs. Once an entering Wodge has been forced into tho problem, tho 
subsequent steps may consist merely in continuing al~ng tho samo lines as be
foro, building up tho solution bit bJ bit. 

. 
R• Doutloss tho question has" already nrison in the student's mind 

as to Whether nny principles of symmetry. of position can bo used to assist 
in tho solution nnd in the rocDnstruotion of the ciphor alphnbots in cases 
ot' thia kind under consid.era.tion. This phaao of'. tho subject will be takon up 
in the next soction and will bo troAtod in a somowhat det~ilod mBnner, bocauso 
the thoory and principlas involvod aro ot' very wide applicl'.tion in crypt
analytic&. 

5:J:CTION V'II, 

THEORY OF INDIRECT Snilb"efRY DF. POSITION IN SECONDARY ALFHABETS. . . 

Pa.r. 
Roconstruction of pr~mary rt-mpon~nts fr~ socond.nr:• nlphabots 31 

31. Reconstruction o~· prima.ry comporlont, ... tram s0condnry alpha.bets. 

&• Noto tho two eocondc.ry alphabets (1) a.nd (2) givon in parngra.ph 
27g. Extornally thoy show no ro"sam.blq.nco or symmotry dospito tho fact that 
they ware producod from tbt~ same primary compononts. :No,..:-.rtholoss, whon tho 
mnttor is studied with cnro, n symmetry ot' positicn is discovor~blo. Becausa 
it is n hidden or lntent phonDIIl&non, it m"ny bo tormod lntont sxmmotrx of' 
p~sition. Howuvor, in previous toxta tna phonomonon has buon dosignntod as 
~n ipdiroct symmotry ot pcsition QDd this to~inology has grown into us~go 
so thnt a chango ia porhaps now inadvisnblo. Indiroct·symmotry of position 
is n vary~ntorosting and oxco~ingly useful pnonomenon in cryptnnnlJtics. 

... 



REF ID:A64561 

- 59 -. 
R• Consider the following secondary alphabet (the one labeled (2) 

in paragraph 27~), · 

}'lain - A B C .J E F G H I J K L 14 N 0 P Q R S T U V W X Y Z 
Ctp~er - J K ~ V Y 7 X Z F Q U U ~ H G S B T C D L I 0 N P A 

' 

£• 4ssuming H to be known that this is a secorda.ry alphabet produced 
by two P~'~m&rJ idou~ical mixed components, it is dosi,red to recons.truct the 
latter. Construct a chain of alternate ~P - &c - & values, beginning at 
any point,and continuing u~til the chein na~ beon c8mpleted. 1hus, for 
example, ~eginning with Ap : J

0
, Jp : Qc• Q : B

0
, and dropping out the 

letters cqmmon to successive ~irs, there rfsulta the sequence A J Q B • • • 
By comple~ing the chain tne following sequence of letters is ea~abliaheda 

' 

A J Q B K t1 L U: E Y P S C R T D V.: I F W 0 G-X N ij Z 
' 

~· This sequence consists pf 26 l~tters, and when slid against ita~lf 
will produce exactly tho same secondary alphabets as do the pri~ry com
ponents baaed upon the word QUESTIONA13LY.. To deJIK)ns.trat<r that 'this is the 
case, compare the seconiary alphabets given by the two aattinga•bf the ex
ternally different components shown below: 

Plain component. 
- . . -~ 

,UESTlONABLYCDFGHJKUPR~NXZQUESTIONABLYCDFGHJKMPR~XZ 
qUESTIONABLYCDFGHJKYPRVWXZ. 

Cipner~component. 
Secondarx alphabet• 

Plain • ABCJ.EFGHIJKUiNOPQRSTUVWXYZ 

(1) Cipher - JICRYY:YXZFQUMEHGSBTCDLIONPA 

Plain~compo~ent. 

AJQBKULMEYPSC~DVIJWOGXNKZAJ~BKULHIYP5CRTDVIPWOGXNHZ 
AJQBKUIJIEYP5CRl'DVIFWOGXNHZ 

~ 
Cipher component. 

Secondary alphabets 

Plain - ABCDEFGHIJK~NO~RSTUVWXYZ 
(2) Cipher - JKRVYWXZFQUUEHGSBTCDLIONPA 
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!• S~nce tl-J.e sequence A J '1 B K ••• g~"es exactly the same equ~valents 
~n the secondary alphabets as the sequence Q U E S T ••• g~ves, ~t ~s 
termed an egu~valent ~r~ma~ component. If the real or or~g~nal pr~mary 
component ~s a key-word m~xed seQuence, ~t J.S h~dden or latent w1th~n the 
equivalent pr1mary sequence; ~t can be made patent by dec~mat~on of the 
equ1~alent pr~Marj compone~t. F~nd three letters ~n tl-J.e equ~valent pr~mary 
component sue~ as are l~kely to have formed an unbroken sequence ~n the 
or~g~nal pr~mary co~ponent, and see ~f t~e ~nterval between the f~rst and 
second ~s the sa~e as that between the second and th~nt. Such a case 1s 
presented by the le~ters J, X, and Z ~n the equ~valent pr1mary component 
above' the dJ.stanco or 1ntarval bet,veen tl-J.em ~s two lett Jrs. Cont1nu1ng the 
cha~n by addJ.ng !otters t~o ~ntarvals removea)the latent or1g1nal pr1mary 
component J.S mado patent. 

''VXZQUESTIONABLYCDFGHJK}LPRV 

i· It ~s poss~ble to perform the steps g1ven 1n ~ and ~ 1n a comb~ned 
s1ngle oparat~on when J.t 1s suspected that the or1e;~nal pr~mary component ~s 
a key-worj m~xed seq~ence. S~art~ng w~t~ any pa~r of lutters (J.n the c~phar 
component of the secondary alphabet) l1kely to be sequent 1n tho key-word 
m~xod sequ~nca, suc'1 as JKc ~n the secondary alphabot labolr1d (2), the fol
lowJ.ng chaJ.n of d~graphs may be set up. Thus, J, K,~n the pla~n component 
stand over Q, U, respectJ.voly, 1n the c1pher component; Q, U, ~n the pla1n 
component stand over B, L, rospoctJ.voly, 1n tho c1pher componantJ and so on. 
Connoct1ng tho pa~rs 1n a sor1es, tho folloN.Lng results are obta1nod: 

JK - QU - B1 - KM - UE - LY - MP - ES - YC - PR - ST - CD - RV -

TI - DF - VV - IO - FG - WX - ON - GH - XZ - NA - HJ - ZQ - AB -

These may now be un1ted by means of the1z co~~on letters: 

JK - KM - MP - PR - rlV - etc. : JKMP.RV3XZqUESTIONABLYCDFGH 

The or~g~nal prJ.Mary component ~s thus completely reconstructed. 

g. Not all of the 26 secondary alphabets of the scr1es y1elded by two 
sl~d~ng pr1mary components may be usea to develop a complete equ1valent 
pr~mary component. If exam1nat1on be made, 1t WJ.ll be found that only 13 of 
these secondary alphabets WJ.ll yLeld complete equ1valent pr1mary components 
when the method of reconatruct~on sho\vn ~n subparagraph ~ above 1s followed. 
For example, the folloWJ.ng secondary alphabet, 1o1h~ch J.S also der1ved from the 
pr1mary components based upon t~e word ~UESTIONABLY w1ll not y1eld a complete 
cha1n of 26 pla~n text-e~pher-pla1n text equ1valents1 

Plun - A.t3CDEFGriiJKLMNOPQRSTUV'•lXYZ 
Cipher - coqJQKMP.BRV?VYLXTZNAIQUEGS 

EquJ. valent pr~mary cot'lponent 1 

A G H P X E 0 L F K V Q TAGH •• (The A C H sequence beg1ns aga1n). 
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b.· It 1s seen that only 13 letters of t'1e chun have been e~:~tabbshed 
before the sequen~e beg1ns to repeat 1tself. It 1s ev1dent that e~ac~1y one
half of the cha1n has been establ1shed. The other half may be established 
by beg1nn1ng nth a lettez:o not in the f1rst half. Thusa :~ 

B D J R Z 5 NY~ M W U I B D J ••• (!he B D J sequence beg~ns aga1n). 

~·It 1s not nscessary~o dJ.strlbute the letters or each halt~sequence 
w1thin 26 spaces~ to correspond wath the1r plaeements 1n a complete alphabet. 
Th1s can only be done by alleW1ng between the letters of one or the half• , 
sequences a constant ~ number of spaces. D1str1but1ons are therefore made 
upon the bas1s of 3, 5, ~, 9, ••• sp~ees. Selsct that distr1but1on w~ich 
most nearly co1nc1des with the d1str1but1on to be expected 1n a key-word 
component. Thus, for example, W1th the f1rst half-sequence the d1str1but1on 
selected 1s the 0ne made by leav1ns thtee spaces between'the letters; 1t 1s 
as follows• ' 

I I 

1 2 3 4 56 7 8 9 10 11,12 13 14 15 1~ 17 18 19 20 21 22 23 24 25 26 
A-1-C-F-H- K- P ... V ... X- Q- E- T 0-

l~ Now 1nterpolatef by the same constant 1rtterval (three-J.n t~is case), 
the letters of the other half-sequence. llot1ng that the grotip F "" H appears 
1n the forego1ng d1str1but1on, it is apparent that G of the S~cQnd half
sequence shduld be 1nserted between F and H. The letter wh1ch 1mmed1ately 
follows G 1n the second half~sequence, v1z, M, is next 1nsert~ 1n the posit1on 
three spaces to the r1ght of G, and so on, unt1l the 1nterpolat1on has been 
completed. Th1s y1~lds the orag1nal p~imary somponent, wh1ch 1s as f~llows1 

h 

ABLYCDFGHJKMPRVWXZQUESTIDN 

!• Another method of handl1ng cases such as the foregoing 1s 1nd1cated 
~n subparagraph l• By extendiR~ the pr1ne1ples set forth 1n that subparagrap~ 
one may reconstruct the follow1ng cha1n of 13 pa1rs from the secondary 
alphabet g1ven 1n subparagraph g1 

CD- HJ- PR- XZ- ES- ON·~ LY- FG- XM- ~y- QU- TI- AB- CD 

Now f1nd, 1n the forego1ng cha1n~ two pa1rs l1kely to be sequent, for example 
HJ and KM and count the interval between them 1n the cha1n. It 1s 7 (count1ng 
by paJ.rs). If th1s dec1mat10ft 1nterval is now appl1ed to the cna1n of pa1rs, 
the folloWJ.ng 1s establ1shed:• 

H J K k P R V W X Z Q U E 5 T I 0 N A B L Y A B C D F G 
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!· The reason why a complete cha1n or 26 letters ~annot be constructed 
from the secondary alphabet g1ven und6r subparagraph g 1s that 1t represents 
a case 1n Wh1ch two pr1mary components or 26 letters were sl1d an ~ num
ber of intervals apart. There are 1n all 12 such cases, none or wh1eh nll 
admit of the construction or a complete cha1n of 26 letters. In add1t1on, 
there 1s one case whe~e1n, d1spite the fact that the pr1mary components are 
an odd number or 1ntervals apart, the secondary alphabet cannot be made to 
y1eld a complete cha1n of 26 letters for an equivalent pr~mary component. 
Th1s 1s the case in wh1ch the displacement is 13 intervals. Note the £ol
lonng secondary alphabet based upon the prJJDary components shown 1n sub
paragraph !!.• 

Pla1n .. 
C1pher -

QUESTIONABLYABCDFGHJKMPRVWXZ 
CDFGHJKMPRVWXZQUESTIONABLYAB 

ABCDEFGHIJKLKNOPQRSTUVWXYZ 
RVZQGUESKTIWOPMNDAHJFBLYXC 

m• If an attempt 1s made to construct a cha1n or letters from th1s 
secondary alphabet alone, no prQgress can be mad~ because the alphabet 
is completely rec1procal. Howev~r~ tQe cryptanalyst need not at all be 
baffled by th1s case. The attac~ WJ.ll follow along the l~nes shown below 
1n subparagraphs n and ~-

n• If the or1g1nal pr1mary component 1s a key-word m1xed sequ~nce, 
the cryptanalyst may reconstruct 1t by attempt1ng to 11doveta1l11 the 13 
r&c1procal pa1rs (AR, BV, CZ, DQ 1 EG, FU 1 HS, IK~ JT, LW, UO, NP, and XY) 
1nto one sequence. The members or these pa1rs are all 13 intervals apart. 
Thus• 

1 2 3 4 5 6 7 8 9 10 11 12 13 
A • • • • • • _ o • o • • R 
B • • • • o • • • • • • • V 
c • a I e e • e • e • e • z 
D • • • • • • • • • • • • Q 
E • • • • • • • • • • • • G 
F • • • • • o ~ • • • • • U 
H • • • • • • • • • • • • 5 
I • • • • • • • • I • • • K 
J • • • • • • • • o • • • T 
L • • • • • • o • • o • • W 
M • • • • • • • • • • • • 0 
N • • • • • • • • • • • • p 
X • • • • • • • • • • • • y 
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Wr1te out the ser1es of numbers from 1 to 26 and 1nsert as many pa1rs 
1nto pos1t1on as po9s1ble~ be~ng gu1ded by cons1derat1ons of probable 
sequence in the key-word mixed sequence. ThusJ 

1 2 3 4 5 s 7 a 9 10 11 1~ 13 1~ 15 16 
ABCD ••••••••• RVZQ 

' I 

It beg1ns to l~ok as though the key-word commences W1th the letter Q, 
1n wh1.ch case 1t sh.>u1d be folloed by u. Th1s means th..IJ.t ;the ne.xt pu.r 
to be 1nserted 1s FU. T!UJ..s• 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 
ABCDF •• • •••• • R V Z Q U.• 

The sequence A B C D r means that E 1s 1n the kpy. Perhap~ th~ se
quence is A B C D F G H. Upon trial, usi'ng "the :pa:Lrs • EG and HS, the fol-- .... . 
low1n~ placements a~e otta1ned1 

.J 

' 1 2 3 4 56 7 8 9.~0 ll 12 13 l4·15 16 17 18 19 
ABCDFGH ••••• • R V Z QUE S 

\ ' Thl.S suggests the wo;rd_ qu:E?T ar QUESTION.. The pur JT 1s ~dad 1 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18·19 2Q- -
ABCDFGHJ ••••.• RVZ QUEST 

The sequence G H J suggests G H J K, wh1ch places an I after T. 
Enough af the process has been shown-to make the steps clear.· 

• 
~· Another method of c1rcumvent1ng the u_ff1cult1es 1ntroduced by the 

14th secondary alphabet (d1splacement 1nterval. 13) is to use 1t 1n con
JUnctl.on w1th another secondary alphabet wh1ch l.S produced qy an even-
1nterva1 d1splacement. For example, suppose the follow1ng two secondary 
alphabets are available. 

0-ABCDEFGHIJKLMNOPQRSTUVWXY~ 
~-RVZQGUESKTIWOPUNDAHJFBLYXC 
2-XZESKTICRNAQBWVLHY~PJCDFUG 



REF ID:A64561 

- 64 -

The first of these sepondar~es 1s the 13 1nterval secondary; the 
s~cond ~s one of the even-1nterval secondar1es, from wh1ch only half-cha1n 
~equences can be constructed. But 1f the construct1on be based upon the 
two sequences, 1 and 2 1n the forego1ng d1agram, the follo~ng 1s obta1ned1 

... I • • 

RXUTNLDHMVZEIAYFJPWQSOBCGK 

} 

Th1s 1s a complete equ1valent primary component. The or~g1nal key
word m1xed component can be recovered from 1t by pec1m1n~t1on based upon 
the 9th 1nterval1 

R V W X Z QUE 5 T I 0 N A.B L Y C D.F G H J K M P 

~· (1) When the pr~ary components are 1dent1cal m1xed sequences 
proceeding 1n oppos1te d1raet1~ns, ail the secondary alphabets W1ll be 
rec1procal alphabets. Reconstruct1on of the pr1mary component can be ac
complished by the procedure 1nd1cated under subparagraph 2 above. Note the 
follow1ng three rec1procal secondary alph~betsa 

0-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l-PMHGQFDCWYLKBRVAENZXUOITJ5 
2 - \f V 14 K 5 J H G Q F D R C X Z Y I L E U T B ·A N P 0 
3-T55ZLXWVNRP~MIOKCJBAYHGFUD 

F1g. 24. 

(2) Us1ng l1nes 1 and 2 the follow1ng cha1n can be constructed 
(equ1valent pr1mary componen~)a 

P \f Q 5 0 B C G K R )( U, T N L D H M V Z E I A T F J 

Or, us1ng l1nes 2 and 31 

WTYKZODPUAGVSLJXICMQNFREBH 

The or~s1nal key-word m1xed pr1mary componont {based on the word 
QUESTIONABLY) can be recovered from e1ther of the two forego1ng equivalent 
primary comporients. But 1f 11nes 1 and 3 are used, only half-cha1nS can be 
constructed 1 

PTFXAKECVOHQL andMSDWNJUYRIGZB 
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Th1a is because 1 and 3 are both odd-1nterval secondary alphabets, 
whereas 2 1s an even-1nterval secondary. It may be added that odd-1nt~rval 
aecondar1ss are chatacter1zed by haV1ng two cases in wh1ch ep : ec• 
(Note that 1.n secondary number 1 above, F p : F c. and UP = Ucl 3-D secondary 
number 3 above, MP :Me and ep: ec); Th1s character1stic w1ll enable the 
cryptanalyst to select at once the proper two secondaries to wort W1th in 
case several are available; one should show two cases where ep : 9cf the 
other should show none. 

g. (l) When t~e pr1mary components are d1ffe1e~t m~xed secuences, 
their reconstruct1on from secondary p~her a~phabets folloym alcng the 
same l1nes as set forth under h to 1 1nclus1ve, above, With the exception 
that the select1on Qf letter~ for bu1ld1ng up the chain of equivalents for 
the pr1mary c1pher component 1s restr1cted to those below the zero line. 
Having reconstructed th~ pr1mary c1pher com~onent, the pla1n component can 
be read1ly reconstructed. Th1s w1ll become clear 1f the student w1ll study 
the follow1ng example. 

I 

0-ABC~EFGHIJKLkNOPQRSTUV~XYZ 
1 - 1' V A B U L I Q X Y c'w 5 N D P F E Z G R H J K M 0 
2-ZJSTVIQRMON~XEAGBWPLHYCDFU 

(2) Us1ng only l1nes 1 and 2, the folloW1ng chain iS constructed• 

TZPGLIQRHYOUVJCNEWKDASXYFB 

This 1s an equivalent pr1mary c1pher component. By f1nding the values 
of the successive letters of th1s cha1n in terms of the pla1n component of 
the f1rst secondary alphabet (the zero line), the folloW1ng 1s obtainedl 

TZPGLI~RHYOUVJCNEWKDASXMFB 
ASPTFG~UVJZEBWKNRLXCCIMYQD 

The sequence A S P T ••• iS an equivalent primary pla1n component. 
The origutal key-word m1xed components may be recovered fro•n each of the 
equivalent primary component\- That for the pr~ary pla1n component iS based 
upon the key- RJBLISHERS MAGAZINE; that for the primary c1pher component iS 
based upon the key QUESTIONABLY. 

(3) Another method of accompl1Shing the process 1ndicated above can 
be 1llustrated graphically by the following two cha1ns, based upon the two 
secondary alphabets set forth in subparagraph g (1)1 
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
j - A B_C D E F G H I J K L M_lL_O P g R S T U V W X Y Z 

1-TVABULIQXY C W S N D P FEZ G R H J K U 0 
2 - Z J S T V I Q R ll 0 N K X E A G B W P L H T C D F U 

Col, 1, Col, 2. 

A(pl-1) ~ T(1-l)J T(2-4) --+ D(pl-4) J 

D(p$-4) -+ B(1-4) 1 B(2-17) ~ Q(pl-17)1 

Q(¢-17) ~ F(l-1'7) J F(2-25) ~ Y{¢-25)1 

Y(~-25) ~ 14(1-25)J :u: ( 2-9) ~ I(fii-9)J 

I(fll-9) .....;.. X(l-9)a X(2-l3} _.,... hi{pJ-13) 1 

U(fl-13) -:. S(l-13); 5(2-3) ~ C(fl-3) I 

etc, etc. 

F1g. 26, 

(4) By jo1n1ng the letters in Column 1, the folloW1ng chain 1s 
obta1ned1 AD Q Y I M, etc, If th1s be exam1ned, 1t w1ll be found to be an 
equ1valent pr1mary of the sequence based upon P U B L I S H E R S 
M A G A Z I N E, By jo1n1ng the letters 1n Column 2, the folloW1ng cha1n 
1s obta1neda T B F M X S, Th1s 1s an equ1valent pr1mary of the sequence 
based upon Q U E S T I 0 N A B L Y. 

SECTION VIII, 

APPLICATION OF PRIUCIPLES 01'' INDIRECT SYMMET~Y OF POSITION, 

Par. 

Apply1ng the pr1nc1ples to a spec1f1c example, • • ! • • •• ! • 32 

The cryptogram employed in the expos1t1on. , , • , •• , • • •• 33 

Fundamental theory. • • • , • • • • • • • • • • • • • • • • • • 34 

Appl1cat1on of pr1nciples • • • • • ! • • • • • • • • • • • • • 35 

General remarks. • • •••• • • • • • • • • • • • • • • • • • 36 
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32. Apply1ng the pr1nc1ples to a spec1f1c example. - !• The preced1ng 
sect~on, W1th the many deta1ls covered, now forms a suff1c1ent base for 
proceed1ng W1th an expos1t1on of hOW the pr1nc1ples Of 1nd1rect symm~try 
or pos1t1on can be appl1ed very early 1n the solut1on of a polyalphabet1c 
subst1tut1on c1~her 1~ wh1ch sl1d1ng pr1mary components were employed to 
produce the secondary c1pher alphabets for the enc1pher1ng of the crypt-ogram. 

S• lho cas~ GSicrLbed below w1ll serve n:~ onll ~o a~p a1n the 
pr1nc1plos of tho methcd cf ~pply1ng these pr~nc1pleB b~t ~all a, tha same 
t1me show how the solut1or• .Jf a S1nglo, rather d1£1'1cult, polyalphabetl.c sub
st1tut1on cipher can oe ~~eatly fac1litated by apply1ng these pr~nc1plos. It 
1s realizod, of courso, that tho cryptogram could bo sol vod by t.1a 'lf:1ual 
methods of froquancy and long, pat1ent experimentat1on. Hovrovor, th~ mothod 
to be descr1bod was actually appl1od and very mater1ally reduced the amount 
of t1me and labor that would otherW1se have been requ1red for solut1on. 

33. The cryptogram employed 1n the expos1t1on. - !• The problem that 
w1ll be used 1n th1s expos1t1on involves an actual cryptogram subm1tted for 
solut1on 1n connect1on w1th a c1pher dev1ce hav1ng two concentr1c d1sks upon 
wh1ch the same random mixed alphabet appears, both alphabets progress1ng in 
the same direct1on. This was obta1ned from a study or the descr1pt1ve c1r
cular accompany1ng the cryptogram. By the usual process of factor1ng, 1t was 
determ1ned that the cryptogram involved 10 alphabets. The message as arranged 
accord1ng to 1ts per1od 1s shown 1n F1gure 27, 1n wh1ch all repet1t1ons of 
two or more letters are 1nd1cated. 

h• The tr1graphic frequence d1str1but1ons are g1ven in F1gure 28. 
It w1ll be seen that on account of the brev1ty or the message, cons1der1ng 
the number or alphabets 1nvolved, the frequency d1str1but1ons do not yield 
many clues. By a very careful study of the repet1t1ons, tentat1ve 1ndiv1dual 
determ1nat1ons of values of e1pher letters, as 1llustratod 1n F1gures 29, 
30, 31, and 32, were made. Th&se are g1ven ~n sequence and 1n deta1l 1n 
order to show that there 1s noth1ng art1f1c1al or arb1trary in the prel1m1nary 
stages of analys1s here set forth. 
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THE CRYP!'OGRAM 

(Repet1t1ons underl1ned) 
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FIGURE 28. 

Tr1graph1c ~requency D1str1but1ons. 

I. 

!_A~.~D~E~F~~G~H~I~~J~K~L~=M~N~~O~P~QL-~R~S~T~~U~V~W~~X~Y~Z 
nrr ~~~~wn~ ~~oo~~ ~ d ~~ 
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FIGURS 28 (Cont). 

IV. 

L K ! 0 p g R s T 
VA XL VP UC QQ XN FZ 

WK PP DC BC 
WO BC ZD 
XP \lE 
ZVI 

v. 

L M N 0 p Q R s T 
CQ N'tl SZ HL DF RF EO DC \VL 
NX OT EQ EO 

IQ 
ON 
HJ 
ON 
OP 

VI. 

K L M N 0 L Q R 5 T 
WZ ZQ PB RZ DO PZ DZ 
00 WL &I RQ Dla PF CJr 
TF DX WQ PY KO 

19'Z sz EE 
IT AQ 
wx 

u v w X y z 
QE UD BE 
Br DF 
KD 
BW 

u v w X y ...A 
DL TM 
EM 
HM 
we 
ow 
EV 

u v w X y z 
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DB DQ KJ 
WM DP 

" 
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FIGURE 28 (Cent). 

VII. 

A B c D E F G H I J K L :u N 0 p g R s T u v w X y z 
FO QD YT ZA JK MN JK FCVIEMIII MG i1i VC \YO QO 
NL QJ .rr AD LD XT TN MW PO LI 
VL LD ND QI OP JL OJ 

PV JT OR MC llT 
VD PI' QV FE TV 

WR OR 

VIII. 

A B c D E F G H, I J K L M N 0 p g R 5 T u v w X y z 
HS OJ OV XN TQ ZC m MG BC QA IA BU QS QG FR ZH XC 

XH MC FU OK ZS JJ XL VL TV YU zs QX ML 
XG EG BS ZK QV zu QA 

FU YX ox 
ML OH 
M:Y JR 

IX. 

A B c D E F G H I J K L M N 0 p g R s T u v rl X y z 
MV IW KH JD CY OZ MH EF GJ TW AE 00 DM TZ DJ 
NE LVI DX CQ KY IF LL TN JE OX NQ TE 
vv DH RN TX DM PE DZ RM oz 

w CQ VQ vw LE TZ 
RN EH 

x. 

A B c D E F G H I J K L M N 0 p g R 5 T u v w X y z 
HQ SB KC LS QL LG VG RY UG HZ AK RG UI JG KP 

AG NC GR YR CR GH HZ AJ CG GF JY XJ 
SG CB LG SY VB CL HB uo 
SG UY w GJ LB UK 
XH XH. 
SG 
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345 456 901 
UGD i THE; PCJ = TliE; and SEG : TriE, from study of repet1t1ons. 
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ADDITIONAL VALUES FROM ASSrr~FTIONS {I) 
2 

Refer to l1ne DD in F1gure 29J Sc assumed te be Np• 
9 

Refer to l1ne M 1n f1gu~ 29J Ac assumed to be Wp• 
9 10 1 2 3 4 5 

Then in l1nes O-D 1 A V K Z U G D is assumed to be drrH THE • 
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ADDITIOIUL VALUES FROM ASSUMPI'IONS (II) 
1 2 3 4 5 6 7 8 910 

Refer to F1gure 30, l1ne A; W F U P C F 0 C J Y; assume to be BUT THOUGH. 
- - T T H - - - - -

3456 
Refer to F1gure 30, l1nes N and X, where repet1t1on XERO occurs1 assume EACH 
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ADDITIONAL VALUES FROM ASSUMPTIONS (III}. 

456 
OPN - assume ING from repet1t1on and frequency. 

901 
HQZ - assume ING frnm repet1t1nn and frequency. 

A 

B 

c 

0 

E 

F 

G 

H 

J 

K 

L 

1\J 

0 

p 

R 

s 
T 

u 

v 

w 

1?.34567890 
WUJUFOCJY 
BUTTHOUGH 
GHZDPFBO!LQ 
E N0 
GRFTZMQMAV 
E WI 
KZUGDYFTR~ 
THTHE 

_§JXNLWYUUX -E E 
IKWEPIJZOKZ 
EAN-

PHXDWLZICW E --:..... 
G K I.J H 0 L 0 D V 14 
E E u -
GOXSNZHASE 

E E T H 
AtiJIPbiFJHD 

N I 
(.JCBZEXQTXZ 

JCI-1RQFVMLH 
0 

SHOEWI\4LNA E 
A-~ \{H 

GSXEROZJSE 
ENEACH Trl 
GVOWEd1,4KGH 
E E 
HC\/OPNRLCIAI 
~- --
I N G 

LQlAAAII4DCH 

BZZCKI:JOIKL 
H U 

CFBSCV UH(.J 
U H GIN 

Z T Z S D M X W C ~4 
G E 

RKUHElJEDGX 
E T 

F K'V H P J J K ~ 
E N E H 

YOOPCJXLLL 
THE 

X 

y 

l 

A A 

BB 

c c 
DO 

EE 

F F 

GG 

HH 

I I 

J J 

KK 

L L 

MM 

N N 

00 

PP 

R R 

q s 

FJ.g. 32. 
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~· From the 1n1t1al and subsequent t~nt~t1ve 1dent1f1cat1ons shown 1n 
F1gures 29, 30, 31, and 32, the values obta1~ed were arranged 1n the form 
of the secondary alphabets shown 1n F1gure 33. 

9J ABCDEFGHIJ K L 114 N 0 P Q 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

R S T U V W X Y Z 
1 W G Z K 

_2 K Z S F 
3 X u 
4 E G 0 
5 R D c 
6 J N 0 F 
7 0 
8 c 
9 JH 5 A 

10 E V 

F1g. 33. 

34. Fundamental theory. - !• In paragraph 31 methods of reconstruct
J.ng pr~ary components from secondary alphabets were given 1n deta1l. It 
1s necessary that those methods be fully understood before the follow1ng 
steps be stud1ed. It was there shown that the pr1mary component can be 
one ~r a ser1es of 26 equ1valent pr1mary sequences, all of wh1ch w1ll g1ve 
exactly s1milar results so far as the secondary alphabets and the crypto
graph1c text are concerned. It 1s not necessary that the 1dent1cal or 
or1g1nal pr1mary component employed 1n the cryptograph1ng be reconstructed; 
any equ1valent pr1mary sequence w1ll serve. The whole quest1on 1s one or 
establ1shing a sequence of letters the 1nterval between wh1ch 1s e1ther 
1dent1cal W1th that 1n the or1g1nal pr1mary component or else is an exact 
cnnstant mult1ple of the 1nterval separat1ng the letters 1n the or1g1nal 
pr1mary component. For example, suppose K P X N Q fonaa & sequence 1n the ' 
or1g1nal primary c~mponent. Here the J.nterval between K and P, P and X, 
X and N, N and Q 1s nne; 1n an equ1valent pr1mary component, say the 
sequence I •• P •• X •• N •• Q, the 1nterval between K and P 1s three, 
that between P and X also three, and so nn; and the two sequences W1ll 
y1eld the same secondary alphabets. So long as the 1nterval between K 
and P, P and X, X and N, N and Q 1s a constant one, the seque~ce w1ll 
y1eld the same secondary alphabets as do those of the or1g1nal pr1mary 
sequence. However, it 1s necessary that thJ.s 1nterval be an odd number 
nther than 13, as these are the only cases wh1ch w1ll y1eld one unbroken 
sequence of 26 letters. Suppose a secondary alphabet to be as follows• 

fla~-ABCDEFGHIJKLMNOPQRSTUVWXYZ 
C1pher - X K N P 
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It can be sa1d that the pr1mary cnmponent c~nta1ns the follow1ng sequences: 

KP NQ PX 

These, whan un1ted by means of the1r common letters, y1eld K P X N Q. 

Suppose also the follow1ng secondary alphabet 1s at hand• 

Pla1n - A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
C1pher - P X K N 

Here the sequences P.N, XQ, KX, and NZ can be ~bta1ned, wh1ch when un1ted 
y1eld the two sequences KXQ and PNZ. 

Bf a compar1srn of the sequences K P X N Q, K X Q, and P N z, rne can 
establ1sh the f~llnW1nga 

KPXNQ 

K • X • Q 

P • N • Z 

It foll~ws that one can now add the letter Z to the sequence, making 
1t K P X N Q z. 

R• The reconstruct1on of a pr1mary alphabet from one of the second
ar1es by the pr~cess g1ven 1n paragraph 31 requ1res a complete or nearly 
complete secondary alphabet. Th1s 1s at hand only after a cryptogram has 
been completely solved. But 1f one could employ several very scant or 
skeleton1zed secondary alphabets s1multaneously w1th the analys1s of the 
cryptrgram, one could then poss1bly bu1ld up a pr1mary component from 
fewer data and thus solve the cryptogram much more rap1dly than would 
otherw1se te the case. 

£• Suppose ~nly the c1pher components of the two secondary alpha
bets g1ven above be placed 1nto Juxtapos1t1on. Thusl 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
• • • • • • • • • • • • X • K N • • • • • • P • • 
• • • • • • • • • • • • • P • • X • • • • • • K • N 

The sequences PX, jN, and KP result, wh1ch, un1ted, y1eld KPXN as part 
of the pr1mary sequence. It follows, therefore, that nne can employ the 
cipher components of s&condary alphabets as sources nf 1ndependent data 
to ass1st 1n bu1ld1ng up the pr1mary sequences. The usefulness ~f th1s 
po1nt W1ll become clearer subsequently. 
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35. Applicat1on or principles. - ~· Refer now to F1gure 33. Here
attar, in order to avo1d all amb1gu1ty and for ease 1n reference, the 
posit1on of a letter in F1gure 33 will be indicated by coordinates 1n 
p~rentheses. Thus, R (6 - 7) refers to the letter N in l1ne 6 and 1n 
column 7 of Figure 33. 

h• (1) Now, conslder the following pairs of letters• 

.E (¢- 5) J (6 - 5) 

G (¢ - 7) N (6 - 7) 

( H (¢- 8) c (6 - 8) ) 
( ) HO, CF : HOF 
( 0 F (6 - 15) ) (¢ -15) 

(One 1s able t~ use the l1ne marked zero 1n Figure 33 s1nce th1s 1s a 
mixed sequence slid1ng ~~ainst itself.) 

(2) The 1mmRd1ate results of this set ~f values ~11 now be 
g1ven. HaV1ng HOF as a sequence, with .EJ as belonging to the same 1nterval 
set, suppose HOF and EJ are placed 1nto juxapos1t1on as port1ons o£ sl1d-
1ng alphabets. Thusl 

Pla1n -
c.~.~her -

• • 
• • 

When HP : Ec, then Op : Jc• 

• H 0 F • • • 
• E J • • • • 

(3) Refer now to alphabet 10, F1gure 33, where 1t is seen 
that Hp : Ec• The ~~~~.::_~:..1e, C\p : Jc,_ ~"=--~:mnod1a.tely be 1nserted 1n 
the same alphabei a .. .::. :J1~)\-t, .... u,;ad 1n the cry~ ~gram • 

.£• (1) A.ga:::.n) Cl. hiongs to the same set of 1nterval values as 
do EJ and HOF. Hence, by sw-;;:enmpos1ti.,n1 

Pla1n - • • • H 0 F • 
C1p~er - •• • G N •• 

• • 
• • 

(2) WhA~ H~ • G , then 0 : Nc• Therefore, the value 
Op : Nc can be 1nsert9d !'1d afso substftuted 1n the cryptogram. 

(3) Furthermore, note t~e corroborat1on we f1nd fr~m th1s 
part1cular super1mpos1t1on. 

H (¢ - 8) 
0 (6 - 8) 

G (~ - 7) 
N (6 - 7) 

• 
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Th1s checks up the value 1n alphabet 6, Gp : Nc• 

g_. (1) Aga1n super1mp~se HOF and GNI 

H 0 F 
G N 

(2) Note th1s crrrC'borat11"1nl 

0 (6 - 8) G (4 - 8) 
F (6 -15) N (4 -15) 

wh1ch has JUSt been 1nserted 1n F1gure 7, as stated above. 

!• (1) Aga1n us1ng HOF and EJ, but 1n a d1fferent super1mpos1-
t1on, we havea 

• • • H 0 F • • 
• • E J • • • • 

(2) Refer now t~ H (9 - 9) J (9 - 8). D1rectly under these 
letters 1s found V (10 - 9) E (10 - 8). Therefore, the V can be added 
1mmed1ately before H 0 F, mak1ng the sequence V H 0 F. 

!:· (l) Now take VHCFand JUxapose 1t W1th E J, thuSI 

VHOF 
E J 

(2} ~efer now to lt"1gure 33, and f1nd the following a 

v (10 - 9) E (10 - 8) 
H ( 9 - 9) J ( 9 - 8) 
c ( 4 - 9) G ( 4 - 8) 
I ( ¢ - 9) H ( ~- 8) 

(3) Fr~m the value 0 G 1t follows that G can be set next to 
J 1n E J. Thusa 

V H 0 F 
E J G 

(4) But G N 1s already a member of the same 1nterval as E J. 
Theref~re, 1t 1s now poss1ble tn comb1ne E J, J G, and G N 1nto cne sequence, 
E J G N, y1eld1ng1 

V H 0 F 
EJGN 
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g. (1) Refer now to F1gure 33. 

v ($4 - 22) E ($4 - 5) 
~ (1 - 22) G (1 - 5) 
? (2 - 22) K (2 - 5) 
? {3 - 22) X (3 - 5) 
'l (5 - 22) D (s - s) 
? (6 - 22) J (6 - 5) 

(2) The only values wh1ch can be 1nserted are 1 

0 (1 - 22) G (1 - 5) 
H (6 - 66) J (6 - 5) 

(3) Th1s means that VP : 0~ 1n alphabet l and that Vp : He 1n 
alphabet 6. There 1s cne Cc in the freq~ency d1str1but1on for alphabet 
1, and no He 1n that for alphabet 6. The frequency d1str1but1on 1s, there
fore, eorroborat1ve 1nsofar as these values are concerneda 

h. (1) Further, tak1ng E J G N and V H 0 F, super1mpose them thusa 

E J G N 

V H 0 F 

(2) Refer now to F1gure 33. 

E ([6 - 5) 
G (1 - 5) 

H (¢ - 8) 
'l (l - 8) 

(3) From the d1agram of super~prs1t1nn the value G (1 - 5) 
F (1 - 8) can be ~nserted, wh1ch g1ves Hp: Fe 1n alphabet 1. 

!• (1) Aga1n, V H 0 F and E J G N are Juxtaposed 1 

VHOF 

E J G I~ 

(2) Refer to F1gure 33 and f1nd the follow1ng1 

H (¢_ - 8) 
A (IJ - 1) 

G (4 - 8) 
E (4 - 1) 

Th1s means that 1t 1s poss1ble to add A, thusa 

AVHOF 
E J G N 

.. 
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(3) In the set there are a1sol 

E (~ - 5) 
G (~ - 7) 

G (1 - 5) 
z (1 - 7) 

Then 1n the super1mpos1t1on 

E J G N 

E J G N 

It 1s poss1ble to add Z under G, mak1ng the sequence E J G N z. 
( 4) Then tak1ng 

and referring to F1gure 331 

A V H 0 F 
E J G N Z 

H (~ - 8) N (¢ - 14) 
0 (6 - 8) 1 (6 - 14) 

It will be seen that 0 : Z from super1mpos1t1on, and hence ~n alphabet 6 
Np : Zc 1 an 1mportant new value, but occurr1ng only once 1n the cryptogram. 
Has an error been made! The work so far seems toe corroborat1ve 1n 1nter
lock1ng deta1ls to th1nk so. 

~· (1) The poss1b1l1t1es of the super1mpos1t1on and sl1d1ng of 
the AVHOF and the EJGNZ sequences have by no means been exhausted as yet, 
but a l1ttle different tra1l th1s t1me may be adv1sab1e. 

(2) Thena 

E (¢ - 5) 
G (1 - S) 
K ( 3 - 5) 

E J G N X 
T • K 

T (f6 - 20) 
K (1 - 20) 
u (3 - 20) 

(3) Now refer to the follow1nga 

E (¢ - 5) 
N (!I -14) 

K (2 - S) 
5 (2 -14) 
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whereupon the value 5 can be 1nserted: 

E J G N Z 
T • K • • 6 

k· (1) Cons1der all the values based upon the 1nterval correspond-
1ng to JG: 

J 
N 

(6 5) 
(6 - 7) 

G ( 1 - 5) ~I J ( 9 - 8) 
z (1 - 7) IH (9 - 9) 

5 {9 -20) 

G (4 - 8) 
0 (4 - 9) 
p (4 -20)~ 'C) (2 -14) 

z {2 - 8) 
I K (2 - 5) 

p (5 - 14) 
c (5 - 8) 
D ( 5 - 5) 

{2) S1nce J and G are weqJent 1n t~e EJGNZ sequence, 1t can be 
sa1d that all the letters of the rorego1ng pa1rs are also sequent. Hence 
Z C, S P, and K D are ava1lable as new data. These g1ve E J G N Z C and 
T • K D • 5 P. 

T (¢_ - 20) 
A (¢ - 1) 
H (~ - 8) 
I (¢ - 9) 

p (4 - 20) 
E (4 - l) 
G (4 - 8) 
0 (4 - 9) 

{3) Now 1n the T • K D • S P sequence the 1nterval between T and 
p 1S 1 2 3 4 5 6 

T • • • • • P. Hence the 1nterval between A and E 1s 6 also. It 
follows therefore that the sequences A V H 0 F and E J G N Z C sho~l~ be 
un1ted thus: 

1 2 3 4 5 6 
AVHCF.EJGNZC 

(4) Corroborat1on 1s found 1n the 1nterval between H and G, 
wh1ch 1s s1x. The letter I can be placed 1nto pos1t1on, from the relat1on 
I (¢- 9) 0 (4- 9), thusl 

1 2 3 4 5 6 
I • • A V H 0 F • E J G N Z C 

J,.(l) From F1gurEt 331 

H (¢ - 8) z (2 - 8) 
E (¢ - 5) K (2 - 5) 
N (¢ -14) 5 (2 -14) 
u (If -21) F (2 -21) 

(2) From the I .. • A V H C F • E J G N Z C sequence one can wr1tea 
1 2 3 4 5 6 7 8 

H • • e I • • • z 
E • ••• • • • K 
N • • • • • • • 5 
u •• • • • • • F 



.. 

.. 
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(3) Hence one can make the sequence 

1 2 3 4 5 6 7 8 
I • • A V H 0 F • ! J G N Z C • • ~ 

Then I • • A V H 0 F • E J G N Z C T • K D • 5 P 

and g I • • A V H 0 [ • E J G H Z C T • K D • ~ P 
1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 

m• (l) Subsequent der1vat1ons can be 1ndicated very br1efly as 
follows& 

E (Jd - 5) 
D ( 5 - 5) 

c (¢ - 3) 
R (5 - 3) 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
From U I • • A V H 0 F • E J G N 3 C T • K D • S P , • • 
one can wr1te E • • • • C 

l 2 3 4 5 
and D • • • R 

1 2 3 4 5 
mak1ng the sequence 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I • • A V H 0 F • E J G N Z C T • K D • S P • R • 

(2) Another der1vat1on1 
u (3 - 20) 
X { 3 - 5) 

T {¢_ -20) 
E {~ - 5) 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 2$ 
From U I •• A V H 0 F • E J G N Z C T • K D • 5 P • R .) 'Q. 
one can wr1. t e 

U I •••••• • • • • • • • • T 
and • • • • • • • • • • E • • • • • • • • • X • • • • • 
mak1.ng the sequence 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I •• AVH 0 F. E J G N Z C T • K D X 5 P • R • 

{3) Another der1vat1.ona 
E (~ - 5) G 
B (flJ - 2) W 

From E J G 
one can wr1te E • G 
and then B • W 

(1 - 5) 
(1 - 2) 

There is only one place where B • W can f1t, v1.z, at the enda 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
U I •• A V H 0 F • A: J G N Z C T • K D X S P ~ R '! 
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G• Only four letters rema1n to be placed 1nto the sequence: L, M, 
Q, and Y. They were eas11y found by appl1cat1on of the pr1mary component 
to the message. Hav1ng the pr1mary component almost fully constructed, de
C1pherment of the cryptogram can be completed W1th speed and prec1s1on. 
The text 1s as followsa 

?/FUPCFOCJY RCVOPNBLCW BKDZFMTGQJ 
BUTTHOUGHW POSINGTHES SELF\'IILLGO 

GBZDPFBOUO LQZAAAUDCH LFUYDTZVHQ 
ECANNOTASY OLARSYSTEM CUTBECOMIN 

GRFTZMQMAV B Z Z C K Q 0 I K F ZGVVNKXJTRN 
ETREVIEWWI SHALLTTJR~rA G-J'COLDANDL 

' . 
KZUGDYFT:J;tW CFBSCVXCHQ YTXCDPMVLW 
THTHEliiNDS N U N C H A ~ G 1 n I F 3 L E S S M A 8 

GJXNL\iYOUX zrzSDMX~ti'Clll BGBW'WOQRGN 
:!i:YEOURPAST GFACEINPER S A N D T H E S 0 L 

ITWE•PQZOKZ 'lK'CHEQEDGX' HHVLAQQVAV 
WECANTOANE PETUITY'rOT ARSYSTE'M'VI 

PRXC\'ILZICW tKVHPJJKJY JQWOOTTNVQ 
XTENTFORES HESUNEACHYI LLCIRCLEUN 

GKQHOLODVM YQDPCJXLLL BKXDSOZRSN 
EEOURFUTUR ... LLTHENHAV SEE N G H 0 5 r·L 

GOXSNZHASE CJ.IXERCQPSE YUXOPPYOXZ 
EWECANWITH EREACHEDTH :tKEINSPACE . 
B B J I P q F J H D GKBWTLF!}UZ HOZOrlUXCGQ 
SCIENTIFIC E E N D 0 F I T S E AW'AITINGON 

Q C B Z E X q r X Z OCDH'VMZTUZ JJUGJWQRVM 
CONFIDENCE VOLUTIONSE LYTHERESUR 

JCQRQFVMLH KLBPCJOTXE UK\VPEFXENF 
LOOKFOR\VAR TINTHEIJNCH RECTIONOFA 

SR'lEWMLNAE HSPOPNMDLM CCUGDW'PEUH 
DTOATIMEVIH ANGINGSTAR NOTHERCOSM 

GSXEROZJS.E GCKWDVBLSE YB\VEWVMDYJ 
ENEACHOFTH EOFDEATHTH ICCATASTRO 

GVQ\VEJ:MKGH G 5 U G D P 0 T H X R Z X 
EBODIESCOl;[ E !l T H E S U N I T PHE 

F1g. 34. 

.. 

... 
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36. General remarks. - !• It 1s to be stated that the sequence of 
steps descr1bed 1n the preced1ng paragraphs corresponds qu1te closely W1th 
that actually followed 1n solv1ng the problem. It 1s also to be po1nted 
out that th1s method can be used as a control 1n the early stages of analys1s 
because 1t w1ll allow the cryptanalyst to check assumpt1ons for values. 
For example, the very f1rst value der1ved 1n apply1ng the pr1nc1ples of 1n
d1rect symmetry to the problem here1~ descr1bed was He : Ap 1n alphabet 1. 
As a matter of fact the wr1ter had been 1ncl1ned toward th1s value, from a 
study of the frequency and combinat1ons wh1ch He showed; when the 1nd1rect
symmetry method actually substant1ated h1s tentat1ve hypothesis he 1mmed1ate
ly proceeded to subst1tute the value g1ven. If he had ass1gned a different 
value to He, or 1f he had assumed a letter other than He for Ap 1n that 
alphabet, the conclus1on would 1mmod1ately follow that e1ther the assumed 
value for He was erroneous, or that one of the values wh1ch lot to the de-
nvat1on of He : Ap by 1nd1rect symmetry was Rrong. Thus, these pr1nciples 
a1d not only 1n the systemat1c and nearly automat1c der1vat1on of now values 

(w1th only occas1onal, or 1ncidental references to the actual frequenc1es 
of letters), but they also ass1st very mater1ally 1n serv1ng as corrobora
t1ve checks upon the val1d1ty of the assumptions already made. 

~· Furthermore, wh1le the wr1ter has set forth, 1n F1gure 33, 
a set of 30 values apparently obta1ned before he began to reconstruct the 
pr1mary componont, th1s was done for purposes of clar1ty and brev1ty 1n 
expos1t1on of the pr1nc1ples hore1n descr1bad. As a matter of fact, what 
he d1d was to watch very carefully, when 1nsert1ng values 1n :li'1gure 33, to 
f1nd the very f1rst chance to employ the pr1nc1ples of 1nd1rect symmetry; 
and just as soon as a value could be der1?ed, he subst1tuted the value 1n 
the cryptograph1c text. Th1s 1s good procedure for two reasons. Not only 
w1ll 1t d1sclose 1mposs1ble comb1nat1ons but also 1t g1ves opportun1ty for 
mak1ng further assumpt1ons for values by the add1t1on ~f the der1ved values 
to those prev1ously assumed. Thus, the processes of reconstruct1ng the 
pr1mary component and f1nd1ng add1t1onal data for the reconstruct1on pro
ceed s1multaneously 1n an ever-W1den1ng c1rcle. 

~· It 1s worth not1ng that the careful analys1s of only a sum 
total of 30 values 1n F1gure 33 results 1n the der1vat1on of the ent1re 
table of secondary alphabets, 676 values 1n all. And wh1le the eluc1da
t1on of the method seems long and ted1ous, 1n 1ts actual appl1cat1on the 
results are speedy, accurate, and grat1fy1ng 1n the1r corroborat1ve effect 
upon the mental act1v1ty of the cryptanalyst. 

~· (l) The problem here used as an 1llustrat1ve case 1s by no 
means one that most favorably presents the appl1cat1on anj t~e '~lue of 
the method, for 1t has been appl1ed 1n other cases w1th much speed1er 
sucoeas. For example, suppose that 1n a cryptogram of 6 alphabets the 
equ1valents of only THE 1n all 6 alphabets are fa1rly certa1n. As 1n the 
prev1ous case, 1t 1s supposed that the secondary alphabets are obta1ned by 
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sl1d1ng a m1xed alphabet against 1tself. Suppose the secondary alphabets 
to be as follows: 

j A B CD E F G H I J K L M N 0 P Q R S T U V W X..ll.. 
1 B E 
2 C L X 
3 I V C 
4 N P B 
5 X 0 P 
6 T Z V 

F1g. 35. 

(2) Cons1der th~ follow1ng ehain of der1vat1ves arranged 
diagrammat1eally: 

H {~ - 8) 
T r~ -2o> 
E (pl - 5) 

-:,P (5 -20) 
o (5 - a) 
X (5 - 5) 

0 
p 
X 

v 
z 
T 

(5 - 8) 
(5 -20) 
(5 - 5)-~E (1 - 20) 

Q (l - ra) 
B (1 - 5) 

(6 -20) 
(6 - 8) 
(6 - 5) ~x (2 -20) 

L (2 - 8) 
c (2 - 5) 

F1g. 36. 

X (2 -20) 
L (2 - 8) 
c (2- 5)->B (4 -20) c (3 -20) 

N (4 - 5) I (3 - 5) 
p (4 - 8) v (3- 8~ 

T (~ -20) 
H (pl - 8) 
E (pl- 5)~c (3 -20) E (1 -20) 

v (3 - 8) Q (l - e) 
I (3 - 5) B (1 - 5) 

(3) These pa1rs are man1festly a11 of the same 1nterval, and 
therefore un1ons can be made 1mmed1ately. The complete l1st 1s as follows: 

EX QL NI LH 

HO BC oz CE 

TP PV VQ 

IB 
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(4) Jo1n1ng pa1rs by the1r common letters, the follow1ng s~quence 
1s obta1ned 1 

N I 5 C E X T 0 V Q L H 0 Z 

~ ~· W1th th1s as a nucleus the cryptogram can be solved speed1ly 
and accurately. When it 1s real1zed that the cryptanalyst can assume THE's 
~ather read1ly 1n some cases, the value of th1s pr1nc1ple becomes apparent. 
When 1t 1s further real1zed that 1f a cryptogram has suff1c1ent text to 
enable the THE's to be found eas1ly, 1t 1s usually also not at ail dif£1cult 
to make ~orrect assumptions for values for two or three other h1gh-frequency 
letters, 1t 1s clear that the pr1nc1ples of 1nd1rect symmetry of pos1t1on 
may often be used w1th grat1fy1ngly qu1ck success to reconstruct the com
plete pr1mary component. 

SECT IOl~ IX. 

Rli:P"~ATING-KEY SYSTEL15 ,VITH MIXED CIPHER ALHIABETS, III. 
Par. 

Solut1on of messages enc1phered by known pr1mary components ••• 37 

Solut1on of repeat1ng-key c1phers 1n wh1ch the 1dent1cal 
m1xed components proceed 1n oppos1te d1rect1ons •••••• • .38 

Solut1on of repeat1ng-key c1phers 1n wh1ch the pr1mary 
components are d1fferent m1xed seq~ences. • • • • • • • • • .39 

Solut1on of subsequent messages after the pr1mary components 
have been recovered •••••••••••••••••••••• 4~ 

37. Solut1on of subsequent messages enc1phered by the same pr1mary 
components. - A• In the d1scuss1on of the methods of solv1ng repeat1ng-key 
c1phers us1ng secondary alphabets der1ved from t~e sl1d1ng of a m1xed com
ponent aga1nst the normal component, (Sect1on V), 1t was shown how subse
quent messages enc1pherea by the same pa1r of pr1Mary components but w1th 
d1fferent keys could be solved by appl1cat1on of pr1nc1ples 1nvolv1ng the 
complet1on of the pla1n-component sequence (paragraphs 23, 24). The 
present paragraph deals w1th the appl1cat1on of these same pr1nc1ples to 
the case where the pr1mary components are 1dent1cal m1xed sequences. 

~· Suppose that the follow1ng pr1mary component has been recon
structed from the analys1s of a lengthy cryptogram• 

QUESTIONABLYCDFGHJKMPRVWXZ 
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A new message exchanged between the same correspondents 1s 1ntercepted 
and 1s suspected nf hav1ng been enc1phered by the same pr1mazy components 
but w1th a d1fferent key. The message 1s as follows• 

NFWWP NOMKI !,_EIDS CAAET QVZSE 

YOJSC AAAFG R~liD WD~ ~GNFP 

FOEMT HXLJW PNOMK IQDBJ ILLHL 

T F N C 5 B G C R P 

£• Factor1ng d1scloses that the per1od u 7 letters. The text 1s 
transcr1bed accord1ngly, and 1s as follows& 

NFWWPNO 
MKIWPID 
SCAAETQ 
V Z S E Y 0 J 
SCAAAFG 
RVNHDWD 
SCAEGNF 
PFOEMTH 
XLJWPNO 
MKIQDBJ 
IVNHLTF 
NCSBGCR 
p 

a• The letters belong1ng to the same alphabet are then employed 
as the 1n1tial letters of complet1on sequences, 1n the manner shown 1n 
paragraph 23!, us1ng t~e already reconstructed pr1mary component. Tne 
complet1on d1agrams for t~e f1rst f1ve letters of the f1rst three alphabets 
are as followsa 
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Alphabet 1. Alphabet 2. Alphabet 3. 

tlJLS V S F K c Z C WI AS A 
AP'fWT GlvlDQD X 0 B T B 
B R I X I HPFUF Z N L I L 
L V 0 Z 0 J ~ G E G Q A Y 0 Y 
Y W N Q N K V H S H U B C N C 
C X A U A M Y J T J ELDAD 
D Z B E B PXKIK 5 Y F B F 
F Q L 5 L R Z M 0 M T C G L G 
GUY T Y V Q P N P IDHYH 

* H E C I C \7URAR 0 F J C J 
J S D 0 D XEVBV NGKDK 
K T F N F ZS\VL',( AHMFM 
MIG A G QTXYX B J P G P 
P 0 H B H U I Z C Z LKRHR 
R N J L J E 0 Q D Q YMVSlv• 
VAKYK 5 N U F U CPWKW 
\VBMCM TAEGE DRXMX 
XL PDP I B S H 5 F V Z P Z 
Z Y R F R 0 L T J T GWQRQ 
Q C V G V NY I K I HXUVU 
UD"SW *A C 0 Iii 0 JZEWE 
E F X J X BDNPN K Q S X X 
S G Z K Z LFARA k U T Z T 
T H Q M Q Y G B V B P E I Q I 
I J U P U ChLWL ~ s 0 u 0 
OKERE D J Y X Y *VTNEN 

l!'J.g. 38. 

~· Exam1n1ng the success1ve generat1ves to select the ones show
J.ng the best assortment of h1gh-frequency letters, those marked 1n F1gure 
38 by aster1sks ar& chosen. These are then aase~bled 1n columnar fash1on 
and y1eld the follow1ng pla1n texts 

!_2 3 4 5 ..2...1 
riAV 
E C T 
C 0 N 
It4E 
C 0 N 
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f• T•1e corresporuil.ne; key-letters are sought and are found to be 
JOU, wluch suggests the keyword JOURNEY. Test1.ng the key-letters RNEY 
for alphabets 4, 5, 6, and 7, the follo~ng results are obta1ned1 

1 2 3 4 5 6 7 
J 0 t!JLN E Y 

NFWWPNO 
HAVEDIR 

SCAAETQ 
ECTEDSE 

The message may now be completea w1th ease. 

JOURNEY 

HAVEDIR 
UFWWPNO 

ECTEDSE 
MKIWPID 

CON DREG 
SCAAETQ 

IMENTTO 
VZSEYOJ 

CONDUCT 
SCAAAFG 

TRORORE 
RVNHDWD 

CONNAIS 
SCAEGNF 

F1.g. 41. 

It 1s as follows• 

JOURNEY 

SAINCEI 
PFOEMTH 

NTHEDIR 
XLJIWPNO 

ECTIONO 
MKIQDBJ 

!~"'HORSES 
IVNHLTF 

HOE FALL 
N C S B G C R 

5 
p 

38. Solut1on of repeat1ng-key c1phers 1.n wh1.ch the 1dent1.cal m1xed 
components proceed 1n oppos1te d1rect1ons. - The secondary alphabets 1n 
th1s case (paragraph 3, Case B (3) (a) (II) are rec1procal. The steps 
1n solut1.on are essent1.ally the same as 1n tho preced1ng case (paragraph 28). 
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the pr1nc1p1es of 1nd1rect s~ametry of pos1t1on can also be appl1ed w1th 
the necessary mod1f'1cat1ons 1ntroduce1 by v1rtue of the rec1proc1ty ex-
1st1ng W1th1n the,respect1ve secondary alphabets (paragrap~ 31 ~). 

39. Solutl.on or'repeatl.ng-key C1phers in Wh1Ch the prLmary components 
are d1fferent m1xed sequences. - Th1s 1s Case B (3) (b) of paragraph 3. 
The steps in solut1on are essent1ally the same as 1n ~ragraphs 28 and 31, 
except that 1n apply1ng t~e pf1nc1plas of 1nd1ract s~etrJ of pos1t1on 1t 
1s necessary to take cognizance of tho fact that the pr~ary components are 
different m1xod sequences (paragraPh 31 g). 

40. Solut1on of subsequont massages after the pr1mary components have 
been recovered. - I• In tho caso 1n wh1ch tho primary components are idon
tl.cal m1xed sequences proceed1n~ in oppos1te d1rect1ons 1 as well as 1n that 
in wh1ch the pr1mary components are d1ffaront m1xed sequoncos, tho solut1on 
of subsequent messages1 is a relat1vely easy matter. In both cases, however, 
the 
--P-· ----------------------1rhat 1s, messages 1ntercepted after the prl.mary components have been re-
constructed, and enc1phered by keys d1fferent from those used 1n the mes
sages upon wh1ch the recnnstruct1on of the pr1mary components was accompl1sh
ed. 

student must remember that before the method 1llustrated 1n ~ragraph 37 can 
be appl~ed 1t 1s necessary to convert the c1pher letters into the1r plal.n
component equ1valents before completing the pla1n-camponent sequence. From 
there on, the ~ocass of select1ng and assembl1ng the proper generatr1ces 
is the s~mo as usual. 

R• Perhaps an example may b~ adv1sablo. Suppose the enemy has 
been f~Und to be USl.ng pr1mary components basod upon tho keyword 
QUESTIONABLY, tbe pla1n component runn1ng from left to r1ght 1 the c1phar 
component 1n tho revorso d1roct1on. Th3 folloW1ng new mossago has arrived 
from the intorcopt stat1on1 

MiXO.X JL~IYZ NLWZH 0 X IE 0 0 0 E P Z 

FX§...RX E J B S H BONA!!. R 1\ U I N R AU-

X 0 X A I JYXWF KNDOW J E R C U RALVIL_ 

_J,AQUW JWXYI DGRKD Q B DR M Q E C Y V 

Q ,, 
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£• Factor1ng d1scloses that t~e per1od 1s 6 and the message 1s 

123456 
MVXO.ltB 
Z I Y Z N L 
WZHOXI 
EOOOEP 
ZFXSRX 
EJBSHB 
O.N Au R. A 
PZINRA 
:U:VXOXA 
IJYXWF 
KNDOWJ 
ERCUR.A. 
L V B Z A Q 
UVIJWXY 
IDGRKD 
QBDRMQ 
ECYVQW 

accord1ngly transcr1bed 1nto 6 columns. F~g. 42. 
The letters ot these columns are then can- 1 2 3 4 5 6 
verted 1nto the1r pla1n component equ1valents 0 S U M U H 
by JuxtaposJ.ng the two pr1mary components at Q P F Q K G 
any po1nt of co1nc~dence, for example E Q B M U P 
Clp : Zc• The converted letters are shown 1n W M M .,, W I 

QYUVTU FJ.g.43. The letters of the ~nd1V1d~al w A H v B H 
columns are then used as the 1n1t1al let- M K J X T J 
ters of complet1on sequences, us1ng the I Q p K T J 
QUESTIONABLY pr1mary sequence. The f1nal 0 5 u M u J 
step 1s the select1on and assemblJ.ng of p !\. F u E y 
the selected generatr1ces. The results for N K C M E A 
the f1rst ten letters of the f1rst three W T ~ X T J 
col~mns are shown belowa G 5 H Q J z 

F1g.42 

Column 1. 

0QW\7QWMIOP 
N U S X U X P 0 N R 
AETZEZRNAV 
B S I ~ S Q V A B W 
LTOUTUWBLX 
YINEIEXLYZ 
C 0 A S 0 5 Z Y C Q 
D N B T N T Q C D U 

*FALIAIUDFE 
G B Y 0 B 0 E F G S 
HLCNLNSGHT 
JYD.&YATHJI 
K C F B C B I J K 0 
MDGLDLOKMN 
PFHYFYNMPA 
R G J C G C A P R B 
VHKDHDBRVL 
1fJMFJFLV\IY 
XKPGKGYWXC 
ZKRHMHCXZD 
Q P V J P J D Z Q F 
URWKRKFQLG 
EVXUVMGUEH 
5 1fZPWPHESJ 
TXQRSRJSTK 
I Z U V Z V K T I M 

Column 2. 

SPI}J.tlYAKQSA 
TRUPCBMUTB 

*I V E R D L P E I L 
0 ~ S V F Y R 6 0 Y 
NXT\VGCVTNC 
AZIXHD 1VIAD 
B Q 0 Z J F X 0 B F 
L U N Q K G Z N L G 
YEAUMHQAYH 
C S B E P J U B C J 
DTLSRKELDK 
FIYTVMSYFl4 
GOCIWPTCGP 
H N D 0 X R I D ~ R 
JAFNZVOF .. V 
KBGft.Qro[~GK\f 

MLiiBUX.n.HMX 
PYJLEZBJPZ 
R C K Y S Q L K R Q 
VDII~CTUYMVU 

VIFPDIECPWE 
.XGPFOrDRXS 

Z ~ V G N T F V Z T 
QJ\YHla.IGWQI 
UKXJBOHXUO 
EMZKLNJZEN 

F1g. 44. 

XE.~EUF 
PCLTNC 
Z H C T 0 Z 
WDFSZE 

F~g.43. 

Column 3. 

U 'r B M U H J P U F 
EGLPEJKREG 
S H Y R 5 K M V 5 H 
TJCVTMPWTJ 
IKDWIPRXIK 
OMFXORVZOM 
NPGZNVWQNP 
ARHQAWXUAR 
BVJUBXZEBV 
LWKELZQSLW 
YXU5YQUTYX 
CZPTCUEICZ 
D Q R I D E S 0 D Q 
F U V 0 F S T N F U 
GEWNGTiaGE 
HSX~~HIOBHS 

J T Z B J 0 N L J T 
KIQLKNAYKI 
MOUYM.ti.BCMO 
PNECPBLDPN 

*R ~ S D R L Y F R A 
V B T F V Y C G V B 
\fLIGWCDHVIL 
XYOHXDFJXY 
Z C N J Z F G K Z C 
Q D k K Q G H N Q D 
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Columnar assambll.llg of selected g8Reratrices gives what is sho\m in 
F1g. 4.5. 

. 

12345'6 
F I R • • • 
A V A •• • 
L E S • • • 
"'C R D • • • 
11. DR • • • 
l L L • • • 
UPY • • • 
DE F • • • 
F I R • • • 
ELA • • • 

FJ.g.45 • 

si• The key letters are sought, and found to be NUM, wi'll.ch suggests 
NUMBER. The ant J.re message may now be read with ease. It is as follows 1 

NUMBER NUMBER 
FIRSTC E LAYIN 
MVXOXB IJYXWF 

.1.VALRY GPOSIT 
ZIYZNL KI~DO\'IJ 

LESSTH ION AND 
WZHOXI ERCURA 

IRDSQU WILLPR 
EOOOEP LVBZAQ 

ADO:.ONW OTECTL 
ZFX3Rl UWJ\VXY 

I L L 0 C C EFTFLA 
EJBSHB IDGRKD 

UPYAND NKOFBR 
ON AURA QBDRJlQ 

DEFEND IGADEX 
PZINRA &CYV'QW 

FIRSTD 
MVXOXA 

Fig. 46. 
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!• If the pr1mary components are aifferent m1xed sequences, the 
procedure 1s 1dent1cal \nth that jus1; 1nchcated. 'l'he 1mportant po1nt to 
note l.S that one must not fa1l to convert the letters 1nto the1r plal.n
component equ1valents before the complet1on-sequence method is applied. 

SECTION X. 

REPEATING-KEY SYSTEMS WIT~-1 MIXED CIFHER ALPHABETS, IV • 

General remarks. • • • . . . . . . . . ' . . . . . . ,. . . . . . . 
Der1V1ng the secondary alphabets, the pr1mary components, and the 

Par. 
• 41 

key, g1ven a cryptogram Wl.th 1ts pla1n text ••••••••• • • 42 

Derl.Vl.ng the secondary alphabets, the pr~ary components, and 
the keywords for messages, g1ven two or more cryptograms 1n 
d1fferent keys and suspected to conta1n 1dent1aal pla1n text.. • 43 

The case of repeat1ng-key systems ••••••• • • • • • • • • • • 44 

The case of 1dent1cal messages enc1phered ~ keywords of d1fferent 
lengths ••••••••••••••••• •• . . . . ., . . . . . 45 

Conclud1ng remarks. • • • • • • • • • •••• • • • • • • • • • • 46 

41. General remarks. - The preced1ng three sect1ons have been 
devoted to an eluc1dat1on of the general pnnc1ples and procedure 1n the 
solut1on of typ1cal cases of repeat1ng-key c1phers. Th1s sect1on Wl.l1 be 
devoted to a cons1derat1on of the var1at1ons 1n cryptanalyt1c procedure 
ar1s1ng from spec1al c1rcumstances. It may be well to add that by the des1g
nat1on spec1al c1rcumstances 1t 1s not meant to 1mply that the latter are 
necessar1ly unusual c1rcumstances. The student should always be on th! 
alert to se1ze upon any opportunit1es that ~-Y appear 1n wh1ch he may apply 
the methods to be descr1bed. In pract1cal w~rk such opportun1t1es are by 
no means rare and are seldom overlooked by competent cryptanalysts. 

42. ~er1v1ng the secondary alphabets, the primary coMp~nants, and 
the key, g1ven a cryptogram W1th 1ts p1al.n toxt.-- ~· It may happen that 
a cryptogram and 1ts equ1v.alent pla1n text may be at ham, as the result 
of capture, p1lferage, camprom1se, etc. Th1s as a ~neral rule affords a 
very easy attack upon the whole system. 

~· Tak1ng f1rst the case whare the pla1n component 1s tho nor.mal 
alphabat, tho c1pher component a m1xed sequence, the f1rst th1ng to do 1s 
to wr1te out the c1pher text w1th 1ts letter-for-lettor dec1phorment. 
From this, ~ a sl1ght mod1f1cat1on of the pr1n.c1ples of 11 fact0r1ng 11

., one 

... 



• 

REF ID:A64561 

- 95 ... 

discovers the length of the key. It 1s ohvious that when a word or three. 
or four letters is eneiphered by the same c1pher text. the interval be
tween the two occurrences is almost certainly a multiple of the length 
or the key. By not1ng a few recurrences of pla1n text and c1pner letters, 
one can quickly dete:n~~ine the length a f the key (assuming or course that 
the message 1a lorag e:riough te afford sufficient data) • Having dete:nDined 
the length of the key 1 the mesn.ge 1s rewritten accol"ding to ita periods, 
with the pla1n text likense 1n periods under the cipher letters. From 
this arrangement ene can now re~~nstruct complete ~r parbial secondary 
alphabets. If 'the seeondary al;l'-.:~.Det& are complete., they nll show dir
ect symmetry of pnsit1on1 it the: are but fragmentary in several alphabets. 
then the primary component can be reconstructed by the appl1cat1on or the 
pr1nciples of direct symmetry of pos1t1on~ 

£• Ir the plain component is a m1xed sequence, the c1pher component 
the normal (direct or reversed sequence)• the secondary alPhabets W1ll show 
no d1rect symmetry unless they are converted 1nto their rec1procals (de
ciphering alphabets). The studer&t should D& nn the look~nt for such rases. 

a,. (1) It the plaiD and cipher primary components are 1dentical 
m1xed sequences proceeding 1n the same direct1on1 the secondary alphabets 
will show ir.hrect symmetry o£ poait1on, ard they can be used for the 
speedy recoDBtruct1on of the primary components (Paragraph 31 a.to i•>• 

( 2) If tha plain and the cipher primary components are 
identical mixed seq~eno's proceeding in oppos1te direct1ona 1 the secondary 
alphabets will be col"Dletely reciprocal secondary alphabets and the prima.ry 
camponant may be rac~~structed by applying the princi~lea outl1ned 1n 
paragraph 31 2• 

( 3) lf the plain and the c1pher primary components are differ
ant mixed sequences~ 'tii.e secondary alphabets will show indirect symmetry of 
posit1on and the pr1~~1y components may be reconstructed b,y applying the 
princ1ples out lined :; , J:.&ragraph 31 51.• 

1.• In all tte foregoing casas 11 attar the primary components have 
been reconstructed, the keys can be readily recovered. 

43. Dariv111g the secorldary tllphabtts, the primary components, am 
the kayworttlf tor messages, given two or more cryptograms in different keys 
ard suspected to canta1n identical plain text. - !.• The simplest case of 
this kind i1r that 1nvolving two monoalphabetic substitution c.J.phers nth 
mixed alphabets derived tram tbe SBID8' pair at sliding components • An 
undarstaabng or this case is necassart to that of the case iDvolv1ng 
r&peating-key c1phers. 

a· (l) A message is transmitted tram station A to Btat10D B. B. 
sends A soma operating s1gnals which indicate that B cannot decipher the 
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message, and soon t~ereafter A sends a second message, 1dent1cal 1n 
length W1t~ t~e f1rst. Th1s leads to the suspic1on that the pla1n text of 
both messages 1s the same. The 1nteraepted messages are superimposed. 
Thus I 

1. 
2. 

1. 
2. 

lolXGRV MJ:UOF ZQVCP VWERX 
EMLHJ FGV:UB PRJNG .OC.IHM 

TBDSP VNXJK RFZWH 
ZT AXG J Jl.iCD HBPKY 

ZUWLU 
PVKIV 

QDZVX ,VXZQE 
RAPJM KMPRW 

IYVZQ FXOAR 
QOJPR li41JSH 

(2) In 1n1t1at1ng a cba1n of c1pher-text equ1valents from mes
sage 1 to message 2, the follow1ng complete sequence 1s obta1ned1 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
NEWKDASXM F B T Z P G L I Q R H Y 0 U V J C 

(3) Exper~entat1on along already-1nd1eated l1nes soon d1scloses 
the fact that the forego1ng component 1s an equ1valent pr1mary component of 
the nr1g1naL pr1mary based upon the keyword QUESTIONABLY, dec~ated on the 
21st 1nterval. Let the student dec1pher the aryptogram. 

(4) The foregQ1ng example 1s somewhat art1f1c1al 1n that the 
p1a1n text was consc1ously selected w1th a v1ew to mak1ng 1t conta1n every 
letter of the alphaoet. The purpose 1n do1ng th1s was tn perm1t the con
struct1on of a complete cha1n of equ1valents from only two short messages, 
1n order to g1ve a s~ple 11lustrat1on of the pr1nc1ples 1nvotved. If not 
every letter cf the alphabet 1s present 1n the plain-text message, then only 
part1al cha1na of equ1valents can be const~J~ted. These may be un1ted, 1£ 
c1rcumstar1ces w1ll penut, by recourse to tne var1ous pr1nc1ples eluc1dated 
1n paragraph 31. 

(5) The student should carefu+11 study the forego1ng example 1n 
order to obta1n a thorough comprehens1on of the reason why 1t was poss1ble 
to reconstruct the pr~ary component from the two c1pher messages W1thout 
hav1ng any pta1n-text to beg1n w1th at all. S1nce the pla1n text of both 
messages 1s the same, the relat1ve d1splacement of the pr~ary components 
in the case of message 1 d1ffers from the relat1ve d1splacement of the same 
pr1mary components 1n the case of message 2 by a ~ 1nterval. Therefore, 
the d1stance on the pr1mary component, between'N and E (the f1rst latters 
of the two messages), regardless of what pla1n-text letter these two c1pber 
letters represent, 1s the same as the d1stance between. E and 1'1 (the 18th 
letters), Wand K (the 17th letters), and so on. Thus th1s f1xed 1nterval 
pe~1ts of establ1shing a complete cha1n of lett&~s separated by cDnstant 
1ntervals and th1s cha1n becomes an equ1valent pr~ry component. 



~------------------------------------
REF ID:A64561 

- 97 -

44. The case of repeat1ng-key systems. - ~· W1th the fnrego1ng bas1c 
pr1nc1ples 1n m1nd the student 1s ready to note the procedure 1n the case 
of two repeat1ng-ke·r c1phers hanng ident1ca\ pla1n texts.. ....,~rst, the case 
in ~1C~ both messaG'S have keyRords Of ident1cal length but d1fferent com
pOS1t1ons W1ll be s~ud1ed~ 

~· G1ven tle follow1ng two cryptograms suspected to conta1n the 
• same pla1n text 1 

• 

YHYEX 

PCQTU 

T R 0 q 5 

C G S L Z 

MTAIQ 

V S N Z R 

UBUKA 

UGKFA 

UHAFK 

Q U B M N 

Z1fMl}Q 

B J N 0 q 

Message 1 

PVLLT 

Z E F I Z 

Message 2. 

C T Y B V 

NSD'NN 

.ABUVV DYSAB 

BDJEZ ALVID 

HLQFT FLRHL 

LCBLQ NETOC 

The f1rst step 1s to try to detenn1ne the length of the per1od. The usual 
method of factor1ng cantlQt be employed because there are no long repet1-
t1ons and not enoug repet1t1ons even of d1graphs to g1ve any conv1nc1ng 
1nd1cat1ons. Howev~r, a subterfuge W11l be employed, based upon the theory 
of factor1ng. 

£• Let the two messages be super1mposed. 

1 2 3 4 5 ~ 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
t. Y H Y E X U B U K A P V L L T A B U V V 

2. C G S L Z '2 U B M N C T Y B V H L Q F T 

- 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 
1. J Y 5 A B P C q T U N G K F A Z E F I Z 
2. D L R H L M T A I Q Z W M D Q N 5 D VI N 

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 
1. B D J E Z A L V I D T R 0 Q 5 U H A F K 
2. L G B L Q N E T 0 C V S N Z R :S J N 0 Q 

Now let a search be made of cases of 1dent1ca1 super1mpos1t1on. For ex-
ample, 4 44 6 18 30 

E and E are separated by 40 letters, U, U, and U are 
L L Q Q Q 
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separated by 12 letters. Let these 1ntervals between 1dent1cal super1mpos1-
t1ons be factored, JUst as though they were ord1nary repet1t1ons. That 
factor wh1ch 1s the most frequent should correspond with the length of the 
per1od for the follow1ng reason. If the por1od i.s the same and the pla1n 
text is the same 1n both messages, then the cond1t1on of 1deflt1ty of sup&r- , 
1mpos1t1on can only be the result of 1dent1ty of enc1phe~ents by 1dent1cal 
c1pher alphabets. Th1s 1s only another way of say1ng that the same relat1ve 
pos1t1on 1n the key1ng cycle has been reached 1n both cases of ident1ty. 
Therefore, the d1stance between 1dent1cal super~pos1t1ons must be e1ther 
equal to or else a mult1ple of the length of the per1od. Honea, factor1ng 
the 1ntorvals must y1eld the length of tho por1nd. The complete 11Bt of 
1ntervals and factors applicable to cases of 1dont1cal super1mposed pa1rs 
1s as follows (factors above 12 are om1ttod)' 

1st EL to 2d EL - 40 : 2, 4, s, a, 10 lst TV to 2d TV - 36 :2, 3, 4, 

1st UQ to 2d UQ - 12 : 2, 3, 4, 6, 12 1st AH to 2d AH- 8 =2, 4, 8 

2d UQ to 3d UQ - 12 : 2, 3, 4, 6, 12 1st BL to 2d BL - 8 =2, 4, 8 

1st UB to 2d UB - 48 =2, 3, 4, 6, 8,12 2d BL to 3d BL - 16 -2, 4, 8 

1st KM to 2.d KM - 24 -=2, 3, 4, 6, 8,12 1st SR to 2d SR - 32 =2, 4, 8 

lst AN to 2d AN - 36 =2, 3, 4, 6, 9,12 1st FD to 2d FD - 4 =2, 4 

2d AN to 3d AN - 12 •2, 3, 4, 6, 12 1st ZN to 2dU- 4 =2, 4 

lst VT to 2d VT - 8 =2, 4, 8 lst DC to 2d DC - 8 =2, 4, 8 

2d VT to 3d VT- 28 •2, 4, 7 

The fa~~c~ 4 1s the only one common to evezf one of these 1ntervals and 
1t may oe taken as beyond quest1on that the length of the per1od 1s 4. 

6, 9,12 

~· Let the messages now be super~posed accord1ng to the1r per1ods; 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
1. YHYE XU B U KAPV L L T A B U V V D Y SA B PC Q 
2. C G S L Z Q U B M N C T YBVH L Q F T FLRH LMTA 

1. TUNG KFAZ E F I Z BDJE ZALV IDTR 0 Q 5 u 
2. IQZW MD Q N 5 D W N L C B L Q NET 0 c v 5 N Z R B 

l. HAFK 
2. JNOQ 

,. 



.. 

e 

REF ID:A64561 

- 99 -

!!.• Now dJ.strJ.bute the super1mposed 1Qtterl;i J.nto 11 secol'ldary alphabets". 

Thus• 

O. A B C D E F G H I J K L h N 0 P Q R 5 T U V W X Y Z 

1. L F 5 JO M-Y N I z c Q 

2. _N ____ c~~~D~-G~----~B~--~M~z _____ ~Q~--~L~ 

3. Q U T 0 W B E Z C R 'V F _L 

4. H_ ____ ~L--~W~----~Q--------~A~S----~B~T ____ _;N 

by the usual methods, construct the pr~ry or an equ1valent pr~ary com
ponent. Tak1ng l1nes 0 and 1, the folloW1ng sequences are notedl 

BL, DP, ES, HJ, IO, KU, LY, ON, TI, XZ, YC, ZQ, 

wh1ch, when un1ted by means of common letters and study of other sequences, 
y1eld the complete orig1nal pr1mary component based upon the keyword 

QUESTIONABLY: a 

QUESTIONABLYCDFGHJKMPRVfXZ 

The fact that the pa1r of lines wJ.th wh1ch the process was commenced y1eld 
the or1ginal pr1mary sequence 1s purely accl.dental; it m1ght have JUSt as 
well y1elded an equ1valent prJ.mary sequence. 

!• Hav1ng the pr1mary component, the solut1on of the messages 
1s now a relat1vely s1mple matter. An applJ.catJ.on of the method elucJ.dated 
l.n paragraph 3~ l.B made, J.nvolvJ.ng the completion Of the plaJ.n-component 
sequence for each alphabet and select1ng those generatr1ces wh1ch conta1n 
the best assortments of hJ.gh-frequency letters. Thus, us1ng Message la 
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1st alpha bet 2d alphabet 3d alphabet 4t"t alphabet 
YXKLB tL..!L A L U YBPTV EUVAV 

C Z MY L J:i!:BYE C L R I W SE\VBW 
D Q PC Y K S L C S D Y V 0 X T S XL X 
FURDC ' MTYDT FCW'NZ IT Z Y Z 
G E V F D P I C F I G D X A Q 0 I Q C Q 
HS~iGF R 0 D G 0 H F Z B U N 0 U D U 
JTXHG VNFHN JGQLE . *ANEFE 
KIZJH, '1AGJA K H U Y 5 B A 5 G 5 
M 0 Q K J XBHKB MJECT LBTHT 
PNUMK ZLJML P K S D I Y L I J I 
RAE PM QYKPY RMTFO 'CYOKO 
VB 5 R P UC:MRC VPIGN DCNM:N 
WLTVR EDPVD WROHA FDAPA 
X Y I W V 5FR~iF XVNJB G F B R B 
Z C 0 X W TGVXG Z~fAKL HGLVL 
Q D N Z X IHWZH QXBL4Y JHY~fY 
Uli'AQZ 0 J X Q J UZLPC K J C X C 
EGBUQ N K Z UK EQYRD M K D Z D 
SHLEU AMqEM 5 U C V F PMF1F 
T J Y S E B P U 5 P TEDWG RPGUG 
I K C T S *LRETR ISFXH VRHEH 
0 MD IT Y V S IV 0 T G Z J VIVJSJ 
N P F 0 I C\TTOlf NIHQK XWKTK 

*A R G N 0 D X IN X AOJUM ZXMIU 
BVHAN FZOAZ B N K E P Q z p 0 p 
LWJBA G Q N B Q *LAMSR U Q R N R 

F1g. 48. 

The selected generatrl.c&s (those marked by aster1sks 1n F1g. 48) are assembl
ed 1n colwnnar manna r a. 

ALLA 
R RAN 
GEME 
N T S F 
ORRE 

l!'ig. 49. 

The key letters are sought and gl.ve the keyword SOUP. The p1al.n text 
for the second message l.S now known, and by reference to the c1pher text 
and the pr1mary components, the keyword for th1s message l.S found to be 
TEME. The complete textx are as follows& 

i 
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s 0 up TIME 

ALLA ALLA 
YHYE C G S L 

RRAN RRAN 
I XUBU Z Q U B 

GEME GE14E 
KA.PV M N C T 

NT SF NT 5 F 
LLTA Y B V H 

0 R R E ORRE 
B U V V LQFT 

LIEF LIEF 
DYSA FLRH 

0 F Y 0 0 F Y 0 
B PC Q LMTA 

U R 0 R U R 0 R 
TUNG IQZW 

GANI GANI 
KFAZ MD Q N 

Z AT I Z '" T I 
E F I Z SDWN 

ONHA 0 N H A 
BDJE L C B L 

VEBE VEBE 
Za.LV QNET 

ENS U ENSU 
IDTR 0 c v s 

SPEN SPEN 
0 Q 5 u N Z R B 

DEDX DEDX 
HAFK J N 0 Q 

Fig. so. 
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45. The case of 1dent1cal messages enc1phered by keywords of d1fferent 
lengths ... !• In the foregn1ng case the ~eyw~rds for the two messages, al .. 
though d1fferent, were 1dent1cal 1n length. When th1s 1s not true and the 
keywords are of d1fferent lengths, the procedure need be only sl1ghtly 
mod1f1ed. 

~· G1ven the follow1ng two cryptograms suspected of conta1n1ng 
the same pla1n-text enc1phered by the same pr~ary components bu~ W1th 
d1fferent keywords of d1fferent lengths. 

Message 1. 

I Y L F F PH X G C EXTZL &MBKI BY L Z E 
L FE I L B H N Z F UWNXS Z 0 R V K B G S L J 
P S L P F IHKFH Y Y XU T ZFH\YL Y X AD K 
0 D L G L IZS.JS I LX N Z LWLKF HGOUW 
LA 

Message 2. 

.\. M T U K kFGFH UNNNT R\7.AHV A G B N S 
K A G B B N N 0 5 D BQGKH S I MD J D F Y D Z 
FHFMC VGVDX FMKFn. XC NV F L 0 Y R C 

lo.1. J B D U T S E I 0 DTYYX A.FBVD XKF"RL 
FN 

£• The messages are long enough to show a few short repet1t1ons 
wh1ch perm1t factor1ng. The latter d1scloses that Message 1 has a per1od 
of 4, Message 2 a period of 6 letters. The messages ar& super1mposed, 
w1th'numbers mark1ng the pos1t1on of each letter 1n the correspond1ng 
per1od, as shown belowa 

; 
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I 1234l:2341234123412341234123412 
No.l-l Y L F F P H X G C ~ Z T Z L A ~ B ~ I B Y L Z E L F E I L 
No.2-A ~ T U K ~ F G F q U N N N T R ~A H V A G B N S K A G B B 

1 2 3 4 56 1 2 3 4 ~ 6,1 2 3 4 56 1 2 3 4 56 1 2 3 4 5 6 

' 3 4 l 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 1 2 3 4 
No .1-B H N Z !! .. U W U X S Z 0 R V K B G S L J P 5 L P F I H K F H 
No. 2-N N ,O S D B Q G K H S I r.t D J D F Y D Z. F Ii F M C V G V D X 

1 2 3 4 5 6 1 2 3 "4 5 6 1 2 3 4 5 6 l 2 3 4 5 6 1 2 3 4 5 6 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 ~ l 2 3 4 1 2 3 4 1 2 
No.l-Y Y X U T Z F H W L Y X A D K 0 D L G L I Z S W S I L X N Z 
No.2-F M K F A X C N V F L 0 Y R C U J B D u r 5 E I 0 D T Y Y X \ 

1 2 3 4 5 6 1 2 3 4 5 6 1 2 l 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 

3 4 l 2 3 4 1 2 3 4 1 2 
No.l-L ~ L K F H G 0 U W L A 
l.To. 2-A F B V D X K F R L F N 

1 2 3 4 5 6 1 2 3 4 5 6 

g_. A table of "secondary alphabets" 1s now constructed by d1str1but-
1ng the letters 1n respect~ve l1nes correspond1ng to the 12 d1fferent 
super1mposed pa1rs of numbers. For example, all pa1rs correspond1ng to 
the super~pos1t1on of pos1t1on l of ~essage 1 w~th pos1tion 1 of Message 
2 all d1str1buted 1n l1nes 0 and 1 of the Table. Thus, the very f1rst 

1 
super~posed pa1r 1s I; the letter A 1s 1nserued in l1ne 1 under the \etter 

A 
1 1 T 

I. The next 1pa1r 1s the 13th super1mpos1t1on, w1th N; the letter N 1s 
1nserted in l1ne 1 under the letter T, and so onD The compteted d1agram 
1s as follows: 

0 A...JLCDEFGHIJKLLlNOPQRSTUV\fXY~ 
1::1_....!._ S K A D ON Q F 
2-2 R D Z K G F ~ N 

~ 3-3 A C T F R K 
~ 4-4 R G U M H F L Y 

~1-5 ~~~J--~K~--~B--~F~~-y~~----~·~A~------~8~ 
"g 2-6 N A B I M X 

- ~ 3-1 N C .U F H A 
G 4-2 I N v u 
t 1-3 A F G T J B 0 
CD 2 ... 4 D H v F M 3-5 u D F B 

4-6 X 

F1g. 51. 

E 
y B 

D F G 
v 

G S 
L 

I 0 N 

... 
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~· Tnere are more than suff1c1ent data here to perm1t of a complete 
reconstruct1on of the pr~arJ cQmponent, wh1ch 1s found to be that based 
upon the keyword QUESTIONABLY. 

f• The pla1n text and the keywords for both messages may now be 
found very eas1ly. They_are shown belows 

5 TAR 

I Y L F 
ENEM 

F PH X 
YHAS 

G C E Z 
CAPT 

T Z LA 
UR::!:D 

M B K I 
HILL 

BY L Z 
0 NET 

ELFE 
W 0 0 N 

I L B H 
E 0 U R 

N Z F U 
T R 0 0 

WNXS 
PSHA 

Z 0 R V 
VEDU 

K B G S 
GIN A 

LJPS 
N DC A 

L P F I 
Ill H 0 L 

nKFH 
D F 0 R 

Y Y XU 
AN H 0 

T Z F rl 
U R 0 R 

~V L Y X 
p 0 s s 

2._'tA_B 

ADKO 
I B L Y 

DLGL 
L 0 N G 

I Z 5 W 
ERRE 

S ILK 
QUE S 

NZLW 
TREE 

LKFH 
N F 0 R 

GOUW 
CEJlE 

LA 
NT 

OCEANS 

AMTUKM 
ENEMYH 

FGFHUN 
AS CAPT 

tJ NT R W A 
UREDHI 

HVAGBN 
LLONET 

5 K A G B B 
lflOOJ~EO 

NNOSDB 
URTROO 

QGKHSI 
PSHAVE 

MDSDFY 
DUG INA 

DZ:F'HFAI 
NDCANH 

OCEANS 

CVGVDX 
OLDFO·R 

FID.KFAX 
AN HOUR 

CNVFLO 
ORPOSS 

YRCMJB 
IBLYLO 

DUTSEI 
NGERRE 

ODTYYX 
QUESTR 

AFBVDX 
EENFOR 

KFRLFN 
CEMENT 

46. Conclud1ng remarks. - The observant student W111 have noted that 
a large part of th1s text 1s devoted to the eluc1dat1on and appl1cat1on of 
a very few bas1c pr1nc1ples. These pr1nc1ples are, however, extremely ~
portant and the1r proper usage in the hands of a sk1lled cryptanalyst makes 
them pract1cally 1nd1spensable tools of h1s art. The student should there
fore drill h1mself 1n the appl1cat1an of these tools by hav1ng someone make 
up problem after problem for h1m to pract1ce upon, unt1l he acqu1res fac11-
ity in the1r use and feels competent to apply them 1n pract1ce whenever the 
least opportun1ty presents 1tself. Th1s w1ll save h1m much t1me and effort. 
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