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SectioN I

[
INTRODUCTORY REMARKS

Paragraph
The essential difference between monoalphabetic and polyalphabetic substitution ' 1
Primary classification of polyalphabetic systems. 2
Primary classification of periodie systems 3
Sequence of study of polyalphabetic systems 4

1, The essential difference between monoalphabetic and polyalphabetic substitution.—a.
In the substitution methods thus far discussed it has been pointed out that their basic feature
is that of monoalphabeticity. From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production is an essential feature, although these may be
differentiating characteristics from the cryptograpbic standpoint. 1t is true that in those cases
designated as monoalphabetic substitution with variants or multiple equivalents, there is a
departure, more or less considerable, from strict monoalphabeticity. In some of those cases,
indeed, there may be available two or more wholly independent sets of equivalents, which,
moreover, may even be arranged in the form of completely separate alphabets. Thus, while a
loose terminology. might permit one to designate such systems as polyalphabetic, it is better to
reserve this nomenclature for those cases wherein polyalphabeticity is the essence of the method,

specifically introduced with the purpose of imparting a positional variation in the substitutive

equivalents for plain-text letters, in accordance with some rule directly or indirectly connected
with the absolute positions the plain-text letters occupy in the message. This point calls for
amplification.

b. In monoalphabetic substitution with variants the object of having different or multiple
equivalents is to suppress, so far as possible by simple methods, the characteristic frequencies
of the letters occurring in plain text. As has been noted, it is by means of these characteristic
frequencies that the cipher equivalents can usually be identified. In these systems the varying
equivalents for plain-text letters are subject to the free choice and caprice of the enciphering
clerk; if he is careful and conscientious in the work, he will really make use of all the different
equivalents afforded by the system; but if he is slip-shod and hurried in his work, he will use the
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or
diagrams to find the variants. Moreover, and this is a crucial point, even if the individual
enciphering clerks are extremely careful, when many of them employ the same system it is entirely
impossible to insure a complete diversity in the encipherments produced by two or more clerks
working at different message centers. The result is inevitably to produce plenty of repetitions
in the texts emanating from several stations, and when texts such as these are all available for
study they are open to solution, by a comparison of their similarities and differences.

¢. In true polyalphabetic systems, on the other hand, there is established a rather definite
procedure which automatically determines the shifts or changes in equivalents or in the manner
in which they are introduced, so that these changes are beyond the momentary whim or choice of
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically
sound and sufficiently complex, the research necessary to establish the values of the cipher
characters is much more prolonged and difficult than is the case even in complicated monoalpha-
betic substitution with variants, as will later be seen. These are the objects of true polyalpha-
betic substitution systems. The number of such systems is quite large, and it will be possible to
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desoribe in detail the cryptanalysis of only a few of the more common or typical examples of
methods encountered in practical military communications.

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha-
betic substitution with variants, and (3) true polyalphabetic substitution, show the following
relationships as regards the equivalency between plain-text and cipher-text units:

A. In method (1), there is a set of 26 symbols; a plain-text letter is always represented by
one and only one of these symbols; conversely, a symbol always represents the same plain-text
letter. The equivalence between the plain-text and the cipher letters is constant in both enci-
pherment and decipherment.

B. In method (2), there is a set of n symbols, where » may be any number greater than 26
and often is a multiple of that number; a plain-text letter may be represented by 1, 2, 3,
different symbols; conversely, a symbol always represents the same plain-text letter, the same as
is the case in method (1). The equivalence between the plain-text and the cipher letters is
variable in encipherment but constant in decipherment.?

C. In method (3) there is, as in the first method, a set of 26 symbols; a plain-text letter
may be represented by 1, 2, 3, . . . 26 different symbols; conversely, a symbol may represent
1, 2, 3, ... 26 different plain text letters, depending upon the system and the specific key.
The equivalence between the plain-text and the cipher letters is variable in both encipherment
and decipherment.

2. Primary classification of polyalphabetic systems.—a. A primary classification of poly-
alphabetic systems into two rather distinct types may be made: (1) periodic systems and (2)
aperiodic systemd. When the enciphering process involves a cryptographic treatment which is
repetitive in character, and which results in the production of cyclic phenomena in the crypto-
graphic text, the system is termed periodic. When the enciphering process is not of the type
described in the foregoing general terms, the system is termed aperiodic. The substitution in
both cases involves the use of two or more cipher alphabets.

b. The cyclic phenomena inherent in a periodic system may be exhibited externally, in
which case they are said to be patent, or they may not be exhibited externally, and must be un-
covered by a preliminary step in the analysis, in which case they are said to be latent. The
periodicity may be quite definite in nature, and therefore determinable with mathematical
exactitude allowing for no variability, in which case the periodicity is said to be fired. In other
instances the periodicity is more or less flexible in character and even though it may be deter-

1 There is & monoalphabetic method in which the inverse result obtains, the correspondence being constant
in encipberme1t but variable in decipherment; this is a method not found in the usual books on eryptography
but in an essay on that subject by Edgar Allan Poe, entitled, in some editions of his works, A4 few words on secret
wriling and, in other editions, Cryplography. The method is to draw up an enciphering alphabet such as the
following (using Poe’s example):

Plain ______.____ ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher...______. SUAVITERINMODOFORTITERINRE

In such an alphabet, because of repetitions in the cipher component, the plain-text equivalents are subject to a
considerable degree of variability, as will be seen in the deciphering alphabet:

Cipher-........ ABCDEFGHIJKLMNOPQRSTUVWXYZ
C MGO E KJL HAFBD
; v I XN Q R
Plain. ... z s P V T
W Y

This type of variability gives rise to ambiguities in decipherment. A cipher group such as TIE, would yield
such plain-text sequences as REG, FIG, TEU, REU, ete., which could be read only by contert. No system of such a
character would be practical for serious usage. For a further discussion of this type of cipher alphabet see
edman William F., Edgar Allan Poe, Crypiographer, 8ignal Corps Bulletins Nos. 97, and 98/‘*901‘48‘
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minable mathematically, allowance must be made for a degree of variability subject to limits
controlled by the specific system under investigation. The periodicity is in this case said to be
flexible, or variable within limits.

8. Primary classification of periodic systems.—a. Periodic polyalphabetic substitution
systems may primarily be classified into two kinds:

(1) Those in which only a few of a whole set of cipher alphabets are used in enciphering
individual messages, these alphabets being employed repeatedlyin a fixed sequence throughout each
message. Because it is usual to employ a secret word, phrase, or number as a key to determine
the number, identity, and sequence with which the cipher alphabets are employed, and this
key is used over and over again in encipherment, this method is often called the repeating-key
system, or the repeating-alphabet system. It is also sometimes referred to as the multiple-alpha-

bet sysiem because if the keying of the entire message be considered as a whole it is composed

of multiples of a short key used repetitively.? In this text the designation ‘“repeating-key
system’” will be used.

(2) Those in which all the cipher alphabets comprising the complete set for the system are
employed one after the other successively in the encipherment of & message, and when the
last alphebet of the series has been used, the encipherer begins over again with the first alphabet.
This is commonly referred to as a progressive-alphabet system because the cipher alphabets are
used in progression.

4, Sequence of study of polyalphabetic systems.—a. In the studies to be followed in con-
nection with polyalphabetic systems, the order in which the work will proceed conforms very
closely to the classifications made in paragraphs 2 and 3. Periodic polyalphabetic substitution
ciphers will come first, because they are, as a rule, the simpler and because a thorough under-
standing of the principles of their analysis is prerequisite to a comprehension of how aperiodic
systems are solved. But in the final analysis the solution of examples of both types rests upon
the conversion or reduction of polyalphabeticity into monoalphabeticity. If this is possible,
solution can always be achieved, granted there are sufficient data in the final monoalphabetic
distributions to permit of solution by recourse to the ordinary principles of frequency.

b. First in the order of study of periodic systems will come the analysis of repeating-key
systems. Some of the more simple varieties will be discussed in detail, with examples. Subse-
quently, ciphers of the progressive type will be discussed. There will then follow a more or less
detailed treatment of aperiodic systems.

2 French terminology calls this the “double-key method”, but there is no logic in such nomenclature.

o<
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SecTioN 11
CIPHER ALPHABETS FOR POLYALPHABETIC SUBSTITUTION

Paragraph
Classification of cipher alphabets upon the basis of their derivation 5
Primary components and secondary alphabets. 6
Primary components, cipher disks, and square tables -7

b. Classification of cipher alphabets upon the basis of their derivation.—a. The substitu-
tion processes in polyalphabetic methods involve the use of a plurality of cipher alphabets.
The latter may be derived by various schemes, the exact nature of which determines the principal
characteristics of the cipher alphabets and plays a very important role in the preparation and
solution of polyalphabetic cryptograms. For these reasons it is advisable, before proceeding to a
discussion of the principles and methods of analysis, to point out these various types of cipher
alphabets, show how they are produced, and how the method of their production or derivation
may be made to yield important clues and short-cuts in analysis.

b. A primary classification of cipher alphabets for polyalphabetic substitution may be made
into the two following types:

(1) Independent or unrelated cipher alphabets.

(2) Derived or interrelated cipher alphabets.

¢. Independent cipher alphabets may be disposed of in a very few words. They are merely
separate and distinct alphabets showing no relationship to one another in any way. They may
be compiled by the various methods discussed in Section IX of Elementary Military Cryptography.
The solution of cryptograms written by means of such alphabets is rendered more difficult by
reason of the absence of any relationship between the equivalents of one cipher alphabet and
those of any of the other alphabets of the same cryptogram. On the other hand, from the point of
view of practicability in their production and their handling in cryptographing and decryptograph-
ing, they present some difficulties which make them less favored by cryptographers than cipher
alphabets of the second type.

d. Derived or interrelated alphabets, as their name mdlcates, are most commonly produced

by the interaction of two primary components, which when juxtaposed at the various points of

coincidence can be made to yield secondary alphabets.!

6. Primary components and secondary alphabets.—Two basic, slidable sequences or com-
ponents of n characters each will yield » secondary alphabets. The components may be classi-
fied according to various schemes. For cryptanalytic purposes the following classification will be
found useful:

Case A, The primary components are both normal sequences.

(1) The sequences proceed in the same direction. (The secondary alphabets are direct
standard alphabets.) (Pars. 13-15.)

(2) The sequences proceed in opposite directions. (The secondary alphabets are reversed
standard alphabets; they are also reciprocal cipher alphabets.) (Par. 137, 14g.)

Case B. The primary components are not both normal sequences.

(1) The plain component is normal, the cipher component is a mixed sequence. (The
secondary alphabets are mixed alphabets.) (Par. 16-25.)

1 8¢e Sec. VIII and IX, Elementary Military Cryptography.
4
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(2) The plain component is a mixed sequence, the cipher component is normal. (The
secondary alphabets are mixed alphabets.) (Par. 26.)

(3) Both components are mixed sequences.

(a) Components are identical mixed sequences.
I. Sequences proceed in the same direction. (The secondary alphabets are
‘mixed alphabets.) (Par. 28.)
II. Sequences proceed in opposite directions. (The secondary alphabets are
reciprocal mixed alphabets.) (Par. 38.)
(b) Components are different mixed sequences. (The secondary alphabets are mixed
alphabets.) (Par. 39.) )

7. Primary components, cipher disks, and square tables.—a. In preceding texts it has
been shown that the equivalents obtainable from the use of quadricular or square tables may be
duplicated by the use of revolving cipher disks or of sliding primary components. It was also
stated that there are various ways of employing such tables, disks, and sliding components.
Cryptographically the results may be quite diverse from different methods of using such para-
phernalia, since the specific equivalents obtained from one method may be altogether different
from those obtained from another method. But from the cryptanalytic point of view the
diversity referred to is of little significance; only in one or two cases does the specific method of
employing these cryptographic instrumentalities have an important bearing upon the procedure
in cryptanalysis. However, it is advisable that the student learn something about these different
methods before proceeding with further work.

b. There are, not two, but four letters involved in every case of finding equivalents by means
of sliding primary components; furthermore, the determination of an equivalent for a given
plain-text letter is representable by fwo equations involving four elements, usually letters.
Three of these letters are by this time well-known to and understood by the student, viz, 6y, ©,,
and 6,. The fourth element or letter has been passed over without much comment, but crypto-
graphically it is just as important a factor as the other three. Its function may best be indicated
by noting what happens when two primary components are juxtaposed, for the purpose of finding
equivalents. Suppose these components are the following sequences:

MHABCDEFGHIJKLMNOPQRSTUVWXYZ
@2)FBPYRCQZIGSEHTDJUMKVALWNOX

Now suppose one is merely asked to find the equivalent of P, when the key letter is K. Without
further specification, the cipher equivalent cannot be stated; for it is necessary to know not only
which K will be used as the key letter, the one in the component labeled (1) or the one in the
component labeled (2), but also what letter the Ky will be set against, in order to juxtapose the
two components. Most of the time, in preceding texts, these two factors have been tacitly
assumed to be fixed and well understood: the K, is sought in the mixed, or cipher component,
and this K is set against A in the normal, or plain component. Thus:

Plain Index
¥ i
(1) Plain________. ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) Cipher....... FBPYRCQZIGSEHTDJUMKVALWNOX
7
Cipher Key

With this setting Py=2,.
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¢. The letter A in this case may be termed the index letter, symbolized A,. The index letter
constitutes the fourth element involved in the two equations applicable to the finding of equiva-
lents by sliding components. The four elements are therefore these:

(1) The key letter, O,

(2) The index letter, 0,

(3) The plain-text letter, 6,
(4) The cipher letter, 0,

The index letter is commonly the initial letter of the component; but this, too, is only a con-
vention. It might be any letter of the sequence constituting the component, as agreed upon by
the correspondents. However, in the subsequent discussion # will be assumed that the index letter
18 the initial letter of the component in which it i8 located, unless otherwise stated.
d. In the foregoing case the enciphering equations are as follows:
) (@) Ke=Ay; P,=2,
But there is nothing about the use of sliding components which excludes other methods of finding
equivalents than that shown above. For instance, despite the labeling of the two components
as shown above, there is nothing to prevent one from seeking the plain-text letter in the com-

ponent labeled (2), that is, the cipher component, and taking as its cipher equivalent the letter
opposite it in the other component labeled (1). Thus:

Cipher Iniiex
4
(1) ABCDEFGHIJKIMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) FB;;YRCQZIGSEHTDJUMKVALWNOX
T
Plain Key

Thus:
(I1) Ke=A,; Py=K, o
e. Since equations (I) and (II) yield different resultants, even with the same index, key,
and plain-text letters, it is obvious that an accurate formula to cover a specific pair of enciphering
equations must include date showing in what component each of the four letters comprising the
equations is located. Thus, equations (I) and (IT) should read:
() Ky in component (2)=A, in component (1); P, in component (1)=2Z, in component (2).
(IT) Ky in component (2)=A, in component (1); P, in component (2)= K, in component (1).
For the sake of brevity, the following notation will be used: -
(1) Kup=Aun; Pon=Zepn
(2) Kxp=An; Ppa=K,p
J. Employing two sliding components and the four letters entering into an enciphering
equation, there are, in all, twelve different resultants possible for the same set of components
and the same set of four basic elements, These twelve differences in resultants arise from a set

of twelve different enciphering conditions, as set forth below (the notation adopted in sub-
paragraph e is used):

(1) Gxp=04p; Bn=0,p
(2) 6xp=61n; O p=00n
(3) 6xp=014; Oyn=0,n
(4) 6xp=044; Opp=06,n
(5) Bxp=0pn; O1n=04p
(6) 6xn=04n; O1n=6pn

f

(7) 6xp=0pn; ©19=6,
(8) Oxn=0.n; 015a=6pp
(9) 6xn=0p4; 61n=0,p
(10) ©xn=04s; O1n=6pp
(11) 6xn=0yp; ©15=06.p
(12) 6xn=6,p; O1=06,,
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g. The twelve resultants obtainable from juxtaposing sliding components as indicated under

the preceding subparagraph may also be obtained either from one square table, in which case

1/
/

k. If but one table such as that shown below as Tabl

twelve different methods of finding equivalents must be applied, or from twelve different square
of finding equivalents are difficult to keep in mind.

tables, in which case one standard method of finding equivalents will serve all purposes.

,-/_”L‘

N
4

&
.

e/l/——A is employed, the various methods

TasLe I-A
ABCDEFGHIJXLMNOPQRSTUVWIXYZ
F|IB(P|{YIR|C|Q|Z|I|G|S|IE{H|T|D|(J|UM|K|VIAIL|W|N|O|X
BI/P|Y RICIQIZ|I|G|S(E/H|T|D|JIUM|K|V|A|LIWIN|OIX|F
PI{YIRICIQIZ|I|G|S|E/H|T|D|JIUIMIK|V|A|[L|(W|N|O|X|F|B

Y|R|C|Q|Z|I|G|S|E[(H|T|D|(J|U|M|K|VIA|L|W|N|O|X|F(B|P

R|C[Q|Z|I|{G|S|E{H|T|D|J|U(M|K|VIA|L|W|N|OI|X|FIBIPIY

CI{Q|Z|I|{G|S|E|H|T|D|J|U[M|K|V|A|JL{W{N|O[X|F|B|P|Y[R

Q|Z|XT|G|S|E|JH|{T|DJ|UIM|K|V|AIL|WIN|O|X|F|BIP|Y|R|C

Z{I|G|S|E(H|T|DIJ|UM[K|V|A|JL|W|N|OIX|{F|B|P|Y|R|CIQ

I|G|S|E(H|T|D{J|U|MK|VIAILIWIN[O|X{F|B|PIY|RIC|Q[Z

GI|S|E|HIT(D|JJUIM|K|VIA|L(W|N|O|X|F(B|PIY|R|C[Q|Z|I

S(E|H|T|D!J|UIM|K|V|A|L|W|N|OIX|F|B|P|Y|R|C{Q|Z|I|G

E(H|T|D|J|U|M{K|VIA|L|W|N|O|X|F|B|PIY|R|C|Q|Z|I|G|S

H|T|D|J|UM|K(VIA|L|W|N|O(X|F|B|P|Y|R|C|Q|Z|I|G|S{E

TID|JIUIMIKIVIAILIW/NOIX|FIBIPIYIR|IC|Q|Z|I|G|S|E|H
DIJIU{M|K|V|A|L{WIN|O|X|F|B|P|Y|R[C|Q|Z|I|G|S|E|H|T

JIU/M[K|V|AIL|WIN|OIX|F|B|P|Y|R|C|IQ|Z|I|G|{S|{E[H|T|D

U|M{K|VIA|L|W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|{H|{T|D|J

MIK|VIAIL|{W|N|O|X|F|B|P|Y|R|C|Q|Z|I|G|S|E|H|T|D{J|U

K|V|AIL|W|N|O|X F|B|P|Y|R|CIQ|Z|I|G|S|E(H|T|D|J|U|M

VI{AIL|WIN(O|X|F|BIP|YIR|CIQ|Z|I|G|S|EIH|T|DIJIUIMIK
AIL|W[N|OIX|F|B|P|Y|R|(C|Q|Z|[I|G|S|E|H|T|(D|J|U[M|K|V

WIN|O|X|F|B|P|YIR|C|Q|Z|I|G[S|E|H|T|D|J|{U|M|K[V|A|L
N{O|X{F{B|P|Y(R(C|Q|(2|I|G|(S|E(H|TID|J|U[M|KV{A|LW

LIW|N|[O|X|F{B|PIY|R|C|Q|Z|I|G|SIE[H|T|D|J|U|M{K|V|A

O|X|F|BIP|YIR|C|Q|{Z|I|G|S|E|H|T|D|J{U{M{K|(V|A|L|W|N

X|FIB{P|YIR|C|Q|Z|I|G|S|E|H|{T|D|J|U|M|K|V|AIL/W|N|O

For example:

(1) For enciphering equations 6x3=9,,; Opn="0,p:

Locate 6, in top sequence; locate 6y in first column;

6, is letter within the square at intersection of the two lines thus determined.

Thus;

Ain; Pon=2Zepn

Kyn=
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(2) For enciphering equations 6y=0;; 9p/2=0.n: .
Locate 6y in first column; follow line to right to 9,; proceed up this column; 0, is
letter at top.
Thus:

Kip=A1n; Pop=Ken

(3) For enciphering equations 6xy=0;,; 8yn=0es:
Locate 6y in top sequence and proceed down column to 6,;
Locate 6, in top sequence; 0, is letter at other corner of rectangle thus formed.
Thus:

Kin=Apn; Pon=Xop

Only three different methods have been shown and the student no doubt already has encountered
difficulty in keeping them segregated in his mind. It would obviously be very confusing to try
to remember all twelve methods. But if one standard or fixed method of finding equivalents is
followed with several different tables, then this difficulty disappears. Suppose that the following
method is adopted: Arrange the square so that the plain-text letter may be sought in a separate
sequence, arranged alphabetically, above the square and so that the key letter may be sought
in a separate sequence, also arranged alphabetically, to the left of the square; look for the plain-
text letter in the top row; locate the key letter in the 1st column to the left; find the letter stand-
ing within the square at the intersection of the vertical and horizontal lines thus determined.
Then twelve squares, equivalent to the twelve different conditions listed in subparagraph f, can
readily be constructed. They are all shown in Appendix 1, pp. 96-107.

i. When these square tables are examined carefully, certain interesting points are noted.
In the first place, the tables may be paired so that one of a pair may serve for enciphering and the
other of the pair may serve for deciphering, or vice versa. For example, tables I and II bear this
reciprocal relationship to each other; III and IV, V and VI, VII and VIII, IX and X, XI and
XII. In the second place, the internal dispositions of the letters, although the tables are derived

from the same pair of components, are quite diverse. For example, in table I-B the horizontgl
sequences are identical-but are merely displaced to the right and to the left diﬁ'erent_m;al%M a
P

according to the successive key letters. Hence this square shows what may be termed a hor- e

1zontally-dlsplaced direct symmetry of the cipher component. Vertlcally, it shows no symmetry ; | Pl
or if there is symmetry, it is not visible.? But when Table I-B is more carefully examined, ani
invisible, or indirect, vertical symmetry may be discerned where at first glance it is not apparent; :
If one takes any two columns of the table, it is found that the interval between the members o
any psur of letters in one column is the same as the interval between the members of the homolo-3 ;
gous pair of letters in the other column, if the distance is measured on the cipher component. Fori
example consider the 2d and 15th columns (headed by L and I, respectively); take the letters P i
.and G in the 2d column, and J and W in the 15th column. The dlstance between P and G on the? w
" cipher component is 7 intervals; the distance between J and W on the same component is also’%
7 intervals. This phenomenon implies a kind of hidden, or latent, or indirect symmetry within é
the Clphel square. Infact,it may be stated that every table which sets forth in systematic fashion ?z
the various secondary alphabets derivable by sliding two primary sequences through all points of ¢
coincidence to find cipher equivalents must show some kind of symmetry, both horizontally an ”}

2 It is true that the first column within the table shows the plain-component sequence, but this is merely
because the method of finding the equivalents in this case is such that this sequence is bound to appear in $hat
column, since the successive key letters are 4, B, C, . Z, and this sequence happens to be identical with
the plain component in this case. The same is true of Ta.bles YV and XIT; it is also applicable fo the first row of
Tables IX and X.

e e S e RO
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vertically. /The symmetry may be termed visible or direct, if the sequences of letters in the rows
(or columps) are the same throughout and are identical with that of one of the primary com-
ponents;{t- may be termed Aidden or indirect if the sequences of letters in the rows or columns
% are different, a.pparently not related to either of the components, but are in reality decimations
i of one of the primary components.
j. When the twelve tables of Appendix 1 are examined in the light of the foregoing remarks,
the type of symmetry found in each may be summarized in the following manner:

Horizontal Vertical
Table Visible or direct Invisible or indirect Visible or direct Invisible or indirect
Follows Follows Follows Follows Follows Follows Follows Follows
plain cipher plain cipher plain cipher plain cipher
component | component | component | component | component | component | component | component

) ORI FI b S PR AU ORI M S x
) ) SRS IIPIURIN [RUNRPIPRIPIPIN R X fewemmceeen]omcccc e b S .
) § SRR BRI b PR S B > S R SR
IV e b S b J PRI IO I
| 2 (S S I AU [SPROUR I R x
'/ SR (RS SN > S O PR b S
v, b SN IR SRRSO SUNNUPRPRRUNU IOSPRPRUIPRUITN A b- S ISR,
VIII_ .. b S PR Ut PN UNIR BN b S P
) 5, G U VUV PRI HUIUIU b SN FRRORURURRUIN (RRURURRRRPUN PR X
D G ENIIPRSIPI SUIPICIRI SN X Jememceefomccccmeaaceaoas x
D€ SR [V (U b S P, b- S PR FRSCRNU VRN
XTI L b S I SR B > S PR A

Of these twelve types of cipher squares, corresponding to the twelve different ways of using a
pair of sliding primary components to derive secondary alphabets, the ones best known arnd
most often encountered in cryptographic studies are Tables I-B and II, referred to as being of
the Vigenére type; Tables V and VI, referred to as being of the Beaufort type; and Tables IX
‘and X, referred to as being of the Delastelle type. It will be noted that the tables of the Dela-
stelle type show no direct or visible symmetry, either horizontally or vertically and because of
this are supposed to yield more security than do any of the other types of tables. But it will
presently be shown that the supposed increase in security is more illusory than real.

k. The foregoing facts concerning the various types of quadricular tables generated by diverse
methods of using sliding primary components or their equivalent rotating cipher disks will be
employed to good advantage, when the studies presently to be undertaken will bring the student
to the place where he can comprehend them in the analysis of polyalphabetic systems. But in
= order not to confuse him with a multiplicity of details which have no direct bearing upon basic
principles, one and only one standard method of finding equivalents by means of sliding compo-
nents will be selected from among the twelve available, as set forth in the preceding subpara-
graphs. Unless otherwise stated, this method will be the one denoted by the first of the formulae
listed in subpar. f, viz:

\ Gn="0,1; 61=0¢p

Calling the plain component ‘1" and the cipher component “2”, this will mean that the keyletter
on the cipher component will be set opposite the index, which will be the first letter of the plain
component; the plain-text letter to be enciphered will then be sought on the plain compoénent and
its equivalent will be the letter opposite it on the cipher component.

, i,

QA

{

4
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Secrion 11
THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS

Paragraph
The three steps in the analysis of repeating-key systems. 8
First step: finding the length of the period 9
General remarks on factoring, 10
8econd step: distributing the cipher text into the component monoalphabets. 11
Third step: solving the monoalphabetic distributions 12

8. The three steps in the analysis of repeating-key systems.—a. The method of enciphering
according to the principle of the repeating key, or repeating alphabets is adequately explained in
Section XTI of Elementary Military Cryptography, and no further reference need be made at this
time. The analysis of a cryptogram of this type, regardless of the kind of cipher alphabets
employed, or their method of preduction, resolves itself into three distinct and successive steps.

(1) Determination of the length of the repeating key, which is the same as the determination
of the exact number of alphabets involved in the cryptogram;

(2) Allocation or distribution of the letters of the cipher text into the respectlve cipher alpha-
bets to which they belong. This is the step which reduces the polyalphabetic text to mono-
alphabetic terms;

(3) Analysis of the individual monoalphabetic distributions to determine plam-text values of
the cipher letters in each distribution or alphabet.

b. The foregoing steps will be treated in the order in which mentioned. The first step may
be described briefly as that of determining the period. The second step may be described briefly
as that of reduction to monoalphabetic terms. The third step may be designated as identification of
cipher-text values.

9. First step: finding the length of the period.—a. The determination of the period, that
is, the length of the key or the number of cipher alphabets involved in a cryptogram enciphered
by the repeating-key method is, as a rule, a relatively simple matter. The cryptogram itself
usually manifests externally certain phenomena which are the direct result of the use of a repeat-
ing key. The principles involved are, however, so fundamental in cryptanalysis that their
elucidation warrants a somewhat detailed treatment, This will be done in connection with a
short example of encipherment, shown in Fig. 1.

Mgssage

THE ARTILLERY BATTALION MARCHING IN THE REAR OF THE ADVANCE GUARD KEEPS
“ITS COMBAT TRAIN WITH IT INSOFAR AS PRACTICABLE.
(10)
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b. Regardless of what system is used, identical plain-text letters enciphered by the same
cipher alphabet ! must yield identical cipher letters. Referring to Fig. 1, such a condition is
brought about every time that identical plain-text letters happen to be enciphered with the same
key-letter, or every time identical plain-text letters fall into the same column in the encipher-
ment.? Now since the number of columns or positions with respect to the key is very limited
(except in the case of very long key words), and since the repetition of letters is an inevitable
condition in plain text, it follows that there will be in a message of fair length many cases where
identical plain-text letters must fall into the same column. They will thus be enciphered by the
same cipher alphabet, resulting, therefore, in the production of many identical letters in the
cipher text and these will represent identical letters in the plain text. When identical plain-text
polygraphs fall into identical columns the result is the formation of identical cipher-text poly-
graphs, that is, repetitions of groups of 2, 3, 4, . . . letters are exhibited in the cryptogram.
Repetitions of this type will hereafter be called causal repetitions, because they are produced by
a definite, traceable cause, viz, the encipherment of identical letters by the same cipher alphabets.

¢. It will also happen, however, that different plain-text letters falling in different columns
will, by mere accident, produce identical cipher letters. Note, for example, in Fig. 1 that in
Column 1, R, becomes S, and that in Column 2,H; also becomes S,. 'The production of an identical
cipher text letter in these two cases (that is, a repetition where the plain-text letters are different
and enciphered by different alphabets) is merely fortuitous. It is, in every day language, “a
mere coincidence”, or “‘an accident.” For this reason repetitions of this type will hereafter be
called accidental repetitions.

d. A consideration of the phenomenon pointed out in ¢ makes it obvious that in polyalpha-
betic ciphers it is important that the cryptanalyst be able to tell whether the repetitions he finds
in a specific case are causal or accidental in their origin, that is, whether they represent actual
encipherments of identical plain-text letters by identical keying elements, or mere coincidences
brought about purely fortuitously.

¢. Now accidental repetitions will, of course, happen fairly frequently with individual letters,
but less frequently with digraphs, because in this case the same kind of an “accident” must take
place twice in succession. Intuitively one feels that the chances that such a purely fortuitous
coincidence will happen two times in succession must be much less than that it will happen every
once in & while in the case of single letters. Similarly, intuition makes one feel that the chances
of such accidents happening in the case of three or more consecutive letters are still less than in
the case of digraphs, decreasing very rapidly as the repetition increases in length.

f. The phenomena of cryptographic repetition may, fortunately, be dealt with statistically,
thus taking the matter outside the realm of intuition and putting it on a firm mathematical or

objective basis. Moreover, often the statistical analysis will tell the cryptanalyst when he has

arranged or rearranged his text properly, that is, when he is approaching or has reached mono-
alphabeticity in his efforts to reduce polyalphabetic text to its simplest terms. However, in
order to preserve continuity of thought it is deemed inadvisable to inject these statistical con-
fiderations at this place in the text proper; they have been incorporated in Appendix 2 hereof,
The student is advised to study the Appendix very carefully after he has finished reading this
section of the text. .

g. At this point it will merely be indicated that if a cryptanalyst were to have at hand only
the cryptogram of Fig. 1, with the repetitions underlined as below, a statistical study of the

! It is to be understood, of course, that cipher alphabets with single equivalents are meant in this case.
! The frequency with which this condition may be expected to oceur can be definitely calculated. A dis-
cussion of this point falls beyond the scope of the present text.
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number and length of the repetitions within the message (Par. 5 of Appendix 2) would tell him
that while some of the digraphic repetitions may be accidental, the chances that they all are

accidental are small. In the case of the tetragraphic repetition he would realize that the .

chances of its being accidental are very small indeed.

USYES ECPMP LCCLN XBWCS_OXUVD
SCRHT HXIPL IBCIJ USYEE GURDP
AY_B__u( OFPJW JEMGP XVEUE LEJYQ
MUSCX JYMSG LLETA LEDEC GBMFI

k. A consideration of the facts therefore leads to but one conclusion, viz, that the repetitions
exhibited by the cryptogram under investigation are not accidental but are causal in their origin;
and the cause is in this case not difficult to find: repetitions in the plain text were actually en-

iphered by identical alphabets. In order for this to occur, it was necessary that the tetragraph
USYE, for example, fall both times in eractly the same relative position with respect to the key.
ote, for example, that L@ in Fig. 1 represents in both cases the plain-text polygraph THEA.
The first time it occurred it fell in positions 1-2-3—4 with respect to the key; the second time it
occurred it happened to fall in the very same relative positions, although it might just as well
have happened to fall in any of the other three possible relative positions with respect to the
key, viz, 2-3-4-1, 3-4-1-2, or 4-1-2-3.
1. Lest the student be misled, however, a few more words are necessary on this subject.

O QW >

jJ"/

In the preceding subparagraph the word “happened” was used; this word correctly expresses

the idea in mind, because the insertion or deletion of a single plain-text letter between the two
occuitences would have thrown the second occurrence one létter forward or backward, respec-
tively, and thus caused the polygraph to be enclpherea by a sequence of alphabets such as can
no longer produce the cipher polygraph USYE from the plain-text polygraph THEA. On the
other hand, the insertion or deletion of this one letter. m.lgﬁ’; bring the letters of some other
polygraph into similar. columns so that some other repetition would be exhibited in case the
USYE repetition had thus been suppressed. X

4. The encipherment of similar letters by similar cipher alphabets is therefore the cause of
the production of repetitions in the cipher text in the case of repeatmg-key ciphers. What
principles can be derived from this fact, and how can they be employed in the solution of crypto-
grams of this type‘?

k. If a count is made of the numberof letters from and mcludmg the ﬁrst USYE to, but not
including, the second occurrence of USYE, a total of 40 letters is found to intervene between the
two oceurrences. This number, 40 must, of course, be an exact multlple of the length of the key.
key has repeated itself 10 times betweeg the first and the second occurrence of USYE. It follows,
therefore, that if the length of the key were not known, the number 40 could safely be taken to
be an exact multiple of the length of the key; in other words, one of the factors of the number
40 would be equal to the length of the key. The word “‘safely” is used in the preceding sentence
to mean that the interval 40 applies to a repetition of 4 letters and it has been shown that the
chances that this repetition is accidental are small. The factors of 40 are 2, 4, 5, 8, 10, and 20.
So far as this single repetition of USYE is concerned, if the length of the key were not known, all
that could be said about the latter would be that it is equal to one of these factors. The repeti-
tion by itself gives no further indications. How can the exact factor be selected from among a
list of several possible factors?

;
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l. Let the intervals between all the repetitions in the cryptogram be listed. They are as
follows:

Repetition Interval Factors
1st USYE to 2d USYE 40 2, 4, 5, 8, 10, 20
1st BC to 2d BC 16 2, 4,8
18t CX to 2d CX 25 8.
1st EC to 2d EC 88 | 2,4,11,22 44
1st LE to 2d LE 16 2, 4, 8.
2d LE to 3d LE 4 2, 4.
1st LE to 3d LE 20 | 24,5, 10.
1st JY to 24 JY. 8 2, 4.
1st PL to 2d PL 24 | 2,3,4,6,8 10,12
1st SC to 2d SC ———— 52 2, 4, 13, 26.
(1st SY to 2d SY, already included in USYE.)
(1st US to 2d US, already included in USYE.)
2d US to 3d US : 36 | 2,346,918
(1st US to 3d US, already included in USYE.)
(1st YE to 2d YE, already included in USYE.)

the odds against a theory that the
ity for its occurrence is'.01).

~~m. Are all these repetitions causal repetitions? It can be shown (Appendix 2, par. 4c) that
repetition is accidental are about 99 to 1 (since the
It can also be shown that the odds against a theory that the

N 10 digraphs which occur two or more times are accidental repetitions are over 4 to 1 (Appendix
- 2, par. 5¢); the odds against a theory that the two digraphs which occur 3 times are accidental
(Probability is calculated to be about .06.) The chances are very
Certainly the.chances against

/)
/

the two occurrences of the tetragraph

repetitions are quite large.
great, therefore, that all or nearly all these repetitions are causal.

and the three occurrencesof the two different digraphs

(LE and US) being accidental are quite high, and it is therefore not astonishing that the intervals
between all the various repetitions, except in one case, contain the factors 2 and 4.
7. This means that if the cipher is written out in either 2 columns or 4 columns, all these

repetitions (except the CX repetition) would fall into the same columns.

From this it follows

that the length of the key is either 2 or 4, the latter, on practical grounds, being more probable

than the former.

Doubts concerning the matter of choosing between a 2-letter and a 4-letter

key will be dissolved when the cipher text is distiibuted into its component uniliteral frequency

distributions.

0. The repeated digraph CX in the foregoing message is an accidental repetition, as will be
apparent by referring to Fig. 1. Had the message been longer there would have been more
such accidental repetitions, but, on the other hand, there would be a proportionately greater

*number uf causal repetitions.

so all-pervading.

This is because the phenomenon of repetition in plain text is

p. Sometimes it happens that the eryptanalyst quickly notes a repetition of a polygraph of
four or more letters, the interval between the first and second occurrences of which has only
two factors, of which one is a relatively small number, the other a relatively high incommen-

surable number.

He may therefore assume at once that the length of the key is equal to the

smaller factor without searching for additional recurrences upon which to corroborate his
assumption. Suppose, for example, that in a relatively short cryptogram the interval between
the first and second occurrences of a polygraph of five letters happens to be a number such as
203, the factors of which are 7 and 29. Evidertly the number of alphabets may at once be
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assumed .to be 7, unless one is dealing with meséages exchanged among correspondents known
- to use long keys. In the latter case one could gésume the number of alphabets to be 29.
¢. The foregoing method of determining }Zﬁ period in a polyalphabetic cipher is commonly
referred to,the literature as “factoring the Jhtervals between repetitions”; or more often it is
simply called “factoring.” Because the latter is an apt term and is brief, it will be employed
hereafter in this text to designate the process.

10. General remarks on factoring.—a. The statement made in Par. 2 with respect to the
cyclic phenomena said to be exhibited in cryptograms of the periodic type now becomes clear.
The use of a short repeating key produces a periodicity of recurrences or repetitions collectively
termed ‘“‘cyclic phenomena”, an analysis of which leads to a determination of the length of the
period or cycle, and this gives the length of the key. Only in the case of relatively short crypto-
grams enciphered by a relatively long key does factoring fail to lead to the correct determination
of the number of cipher alphabets in a repeating-key mpher and of course, the fact that a crypto-
gram contains repetitions whose factors show constancy is in itself an indication and test of its
periodic nature. It also follows that if the cryptogram is not a repeating-key cipher, then
factoring will show no definite results, and conversely the fact that it does not yield definite
results at once indicates that the cryptogram is not a periodic, repeating-key cipher,

b. There are two cases in which factoring leads to no definite results. One is in the case of
monoalphabetic substitution ciphers. Here recurrences are very plentiful as a rule, and the
intervals separating these recurrences may be factored, but the factors will show no constancy;
there will be several factors common to many or most of the recurrences. This in itself is an
indication of & monoalphabetic substitution cipher, if the very fact of the presence of many
recurrences fails to impress itself upon the inexperienced cryptanalyst. The other case in which
the process of factoring is nonsignificant involves certain types of nonperiodic, polyalphabetic
ciphers. In certain of these ciphers recurrences of digraphs, trigraphs, and even polygraphs
may be plentiful in a long message, but the intervals between such recurrences bear no definite
multiple relation to the length of the key, such as in the case of the true periodie, repeating-key
cipher, in which the alphabets change with successive letters and repeat themselves over and
over again.

¢. Factoring is not the only method of determining the length of the period of a periodic,
polyalphabetic substitution cipher, although it is by far the most common and easily applied.
At this point it will merely be stated that when the message under study is relatively short in
comparison with the length of the key, so that there are only a few cycles of cipher text and no
long repetitions affording a basis for factoring, there are several other methods available.
However, it being deemed inadvisable to interject the data concerning those other methods
at this point, they will be explained subsequently. It is desirable at this juncture merely to
indicate that methods other than factoring do exist and are used in practical work.

d. Fundamentally, the factoring process is merely a more or less simple mathematical method
of studying the phenomensa of periodicity in cryptograms. It will usually enable the crypt-
analyst to ascertain definitely whether or not a given cryptogram is periodic in nature, and if
so, the length of the period, stated in terms of the cryptographic unit involved. By the latter
statement is meant that the factoring process may be applied not only in analyzing the periodicity
manifested by cryptograms in which the plain-text units subjected to cryptographic treatment
are monographic in nature (i. e. are single letters) but also in studying the periodicity exhibited
by those occasional cryptograms wherein the plain-text units are digraphic, trigraphic, or
n-graphic in character. The student should bear this point in mind when he comes to the study
of substitution systems of the latter sort. However, the present text will deal solely with cases
of the former type, wherein the plain-text units subjected to cryptographic treatment are single
letters.
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11, Second step: distributing the clpher text into the component monoalphlbets —d.
After the number of cipher alphabets involved in the cryptogram has been ascertained, the next
step is to rewrite the message in groups corresponding to the length of the key, or in columnar
fashion, whichever is more convenient, and this automatically divides up the text so that the
letters belonging to the same cipher alphabet occupy similar positions in the groups, or, if the
columnar method is used, fall in the same column. The letters are thus allocated or distributed
into the respective cipher alphabets to which they belong. This reduces the polyalphabetic
text to monoalphabetic terms.

b. Then separate uniliteral frequency distributions for the thus isolated individual alphabets -
are compiled. For example, in the case of the cipher on page 13, having determined that four
alphabets are involved, and having rewritten the message in four columns, a frequency distribu-
tion is made of the letters in Column 1, another is made of the letters in Column 2, and so on for
the rest of the columns. FEach of the resulting distributions is therefore a monoalphabetic frequency
distribution. If these distributions do not give the characteristic irregular crest and trough
appearance of monoalphabetic frequency distributions, then the analysis which led to the
hypothesis as regards the number of alphabets involved is fallacious. In fact, the appearance of
these individual distributions may be considered to be an index of the correctness of the factoring
process; for theoretically, and practically, the individual distributions constructed upon the
correct hypothesis will tend to conform more closely to the irregular crest and trough appearacne
of a monoalphabetic frequency distribution than will the graphic tables constructed upon an
incorrect hypothesis. These individual distributions may also be tested for monoalphabeticity
by statistical methods.

12. Third step: solving the monoalphabetic distributions.—The difficulty expenenced in
analyzing the individual or isolated frequency distributions depends mostly upon the type of
cipher alphabets that is used. It is apparent that mixed alphabets may be used just as easily as
standard alphabets, and, of course, the cipher letters themselves give no indication as to which
is thecase. However,just asit was found that in the case of monoalphabetic substitution ciphers,
a uniliteral frequency distribution gives clear indications as to whether the cipher alphabet is &
standard or a mixed alphabet, by the relative positions and extensions of the crests and troughs
in the table, so it is found that in the case of repeating-key ciphers, uniliteral frequency distribu-
tions for the isolated or individual alphabets will also give clear indications as to whether these
alphabets are standard alphabets or mixed alphabets. Only one or two such frequency distribu-
tions are necessary for this determination; if they appear to be standard alphabets, similar distri-
butions can be made for the rest of the alphabets; but if they appear to be mixed alphabets, then
it is best to compile triliteral frequency distributions for all the alphabets. The analysis of the .
values of the cipher letters in each table proceeds along the same lines as in the case of monoalpha-
betic ciphers. The analysis is more difficult only because of the reduced size of the tables, but
if the message be very long, then each frequency distribution will contain a sufficient number of
slements to enable a speedy solution to be achieved.
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REPEATING-KEY SYSTEMS WITH STANDARD CIPHER ALPHABETS

Solution by applying principles of frequency.

22

Solution by completing the plain-component sequence.

Solution by the ‘“probable-word method”.
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18. Solution by applying principles of frequency.—a. In the light of the foregoing principles,
let the following cryptogram be studied:

-

Rereammoaws

Mzssage

1 2 8 4 §
AUKHY JAMKI ZYMWM JMIGX NFMLX
ETIMI ZHBHR AYMZNM ILVMLJKUTG
DPYXK QUKHQ LHVRM JAZNG GZVXE
NLUFM PZJNV CHUAS HKQGK IPLWEP
AJZXI GUMTY DLT___]_E!____Q_ ECMYS QYBAV
ALAHY POEXW PVNYE EYXEE UDPXR
BVZVI ZIIVO SPTEG KUBBR QLLXP
WFQGK §_=L__£_I._.E PTIXKXKW DJZXI GOIOI
ZLAMV KFMWF NPLZI OVVFM ZKTXG
NLMDF AAEXI JLUFM PZJNV CAIGI
UAWPR NVIWE JK JKZAS Z_I_.._;_A_F_I_l HS

A search for repetitions discloses the following short list with the intervals and factors
above 10 omitted (for previous experience may lead to the conclusion that it is unlikely that the
cryptogram involves more than 10 alphabets, showing the number of recurrences which it does):

Repetition Location Interval Factors
LUFMPZINVC....... D1, K3 | 160 | 2, 4,5,8,10.
JZXIG El, H4 | 90 | 2,356,910
EJK B4, L2 | 215 | 5.

PTE E3, G3 | 50 | 2,5, 10.
QGK D4, HL | 85 | 5.

UKH A1, c2 | 86 | s

ZLA Ji, 14 | e | s

AS D3, L3 | 1756 | 3,57,

EJ B4, L2 | 115 | &.

FM a5, D1 | 87 | 3

FM A5, J2 | 185 | 5.

FM J2, J4 | 12 | 2,346
FM J4, K3 | 20 | 24,510
M K3, 14 | 30 | 2,3,586,10.
JA A2, C4 | 60 | 2,345,610
LA F1, J1 | 75 | 3,5.

LA Jl, L4 | 65 | 5.

LL Gs, H2 | 10 | 2,5.

NL. DL, H2 | 105 | 3,57

NL H2, KL | 45 | 8,50

VX c1, ¢s | 20 | 24,510
W A3, B3 | 25 | s

an
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b. The factor 5 appears in all but two cases, each of which involves only a digraph. It seems
almost certain that the number of alphabets is five. Since the text already appears in groups of
five letters, it is unnecessary to rewrite the message. The next step is to make a uniliteral fre-
quency distribution for Alphabet 1 to see if it can be determined whether or not standard alpha-
bets are involved. It is as follows:

AvLrEABET 1

—— ~

-~
—— —
z\ = = 2 -~

= Z o Z
ABCDEFGHIJKLMNOPQRSTUVWXYZ

¢. Although the indications are not very clear cut, yet if one takes into consideration the
small amount of data the assumption of a direct standard alphabet with W.=A4,, is worth further
test. Accordingly a similar distribution is made for Alphabet 2.

III

ALPHABET 2

n

= ~<S®. <® _=S%
' ABCDEFGHIJKLMNOPQRSTUVWX
hH,—

d. There is every indication of & direct standard alphabet, wit,
butions be made for the last three alphabets. They are as follows:

ALrHABET 3

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
ALPHABET 4

S. _SSSS S=SS_. - = =SE=x=

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ALPHABET 5

m

=

M
)
m
i
I
m
i

-— = ~

= Ex=x= =
ABCDEFGHIJKLMNOPQRSTUVWIXYZ
can b b

e. After but little experiment it is found that the dlstnbutlons
the normal when the following values are assumed:

!

est be made to fit

Alphabet 1._.._____ A,=W,
Alphabet 2___._____ A,=H,
Alphabet 3......... A=1,
Alphabet 4..._..__. A=T,
Alphabet 5________. A,=E,

J. Note the key word given by the successive equivalents of A,; WHITE. The real proof of
the correctness of the analysis is, of course, to test the values of the solved alphabets on the
cryptogram. The five complete cipher alphabets are as follows:

Plain._ . ABCDEFGHIJKLMNOPQRSTUVWXYZ

) I WXYZABCDEFGHIJKLMNOPQRSTUYV

2. . . _ HIJKLMNOPQRSTUVWXYZABCDEFG

Cipher{3__._.____ IJKLMNOPQRSTUVWXYZABCDEFGH

4o TUVWXYZABCDEFGHIJKLMNOPQRS

S..... EFGHIJKLMNOPQRSTUVWXYZABCD
FIiGURE 2.
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g. Applying these values to the first few groups of our message, the following is found:
1 2 8 4 35 1 2 3 48 1 2 3 4 3§ 1 2 3 ¢4 8 1 2 8 4 8

Cipher......_. AUKHY JAMKI ZYMWM JMIGX NFMLX. .

Plain___._____ ENCOU NTERE DREDI NFANT RYEST.

k. Intelligible text at once results, and the solution can now be completed very quickly.
The complete message is as follows:

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE GUN COM-
PANY IN TRUCKS NEAR EMMITSBURG. AM HOLDING MIDDLE CREEK NEAR HILL 543 SOUTH-
WEST OF FAIRPLAY. WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT MARSH
CREEK. HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG-TANEYTOWN
ROAD AND RHODES MILL.

. In the foregoing example (which is typical of the system erroneously attributed, in cryp=
tographic literature, to the French cryptographer Vigenére, although to do him justice, he
made no claim of having “invented” it), direct standard alphabets were used, but it is obvious
that reversed standard alphabets may be used and the solution accomplished in the same
manner. In fact, the now obsolete cipher disk used by the United States Army for a number
of years yields emctly this type of cipher, which is also known in the literature as the Beaufort
Cipher, and by other names. In fitting the isolated frequency distributions to the normal, the
direction of ‘“‘reading” the crests and troughs is merely reversed.

14, Solution by completing the plain-component sequence,—a. There is another method
of solving this type of cipher, which is worthwhile explaining, because the underlying principles
will be found useful in many cases. It is a modification of the method of solution by completing
the plain-component sequence, already explained in Military Cryptanalysis, Part 1.

b. After all, the individual alphabets of a cipher such as the one just solved are merely
direct standard a,lpha.bets. It has been seen that monoalphabetic ciphers in which standard
cipher alphabets are employed may be solved almost mechanically by completing the plain-
component sequence. The plain text reappears on only one generatrix and this generatrix is the
same for the whole message. It is easy to pick this generatrix out of all the other generatrices
because it is the only one which yields intelligible text. Is it not apparent that if the same process
is applied to the cipher letters of the individual alphabets of the cipher just solved that the plain-
text equivalents of these letters must all reappear on one and the same generatrix? But how
will the generatrix which actually contains the plain-text letters be distinguishable from the
other generatrices, since these plain-text letters are not consecutive letters in the plain text but
only letters separated from one another by a constant interval? The answer is simple. The plain-
text generatrix should be distinguishable from the others because it will show more and a better
assortment of high-frequency letters, and can thus be selected by the eye from the whole set of genera-
trices. If this is done with all the alphabets in the cryptogram, it will merely be necessary to
assemble the letters of the thus selected generatrices in proper order, and the result sould be
consecutive letters forming intelligible text.

¢. An example will serve to make the process clear. Let the same message be used as before.
Factoring showed that it involves five alphabets. Let the first ten cipher letters in each alphabet
be set down in a horizontal line and let the normal alphabet sequences be completed, Thus:
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

d. If the high-frequency generatrices underlined in Figure 3 are selected and their letters
are juxtaposed in columns the consecutive letters of intelligible plain text immediately present
themselves.

25
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ALFHEABXT 1 ALFHABRT 2 . ALPHABET § ALPHABER 4 ArLrHABET B
AJZJNEZAIJ  UAYMFTHYLK ~ KMMIMIBMVU  HKWGLMHZMT YIMXXTRMEG
BKAKOFABJK VBZNGUIZML. LNNJNJCNWV  ILXHMNIANU ZJNYYJSNFH
CLBLPGBCKL. WCAOHVJANM  MOOKOKDOXW JMYINQJBOV  AKOZZKTOGI
DMCMQHCDLM  XDBPIWKBON NPPLPLEPYX KNZJOPKCPW  BLPAALUPHJ
ENDNRIDEMN YECQJXLCPO OQQMQMFQZY LOAKPQLDQX CMQBBMVQIK
FOEOSJEFNO ZFDRKYMDQP PRRNRNGRAZ MPBLQRMERY DNRCCNWRJL
GPFPTKFGOP AGESLZNERQ QSSOSOHSBA  NQCMRSNFSZ  EOSDDOXSKM
HQGQULGHPQ BHFTMAOFSR RTTPTPITCE ORDNSTOGTA FPTEEPYTLN
IRHRVMHIQR CIGUNBPGTS SUUQUQJUDC PSEOTUPHUB  GQUFFQZUMO
JSISWNIJRS DJHVOCQHUT TVVRVRKVED QTFPUVQIVC HRVGGRAVNP
KTJTXOJKST EKIWPDRIVU UWWSWSLWFE RUGQVWRJWD  ISWHHSBWOQ
LUKUYPKLTU FLJXQESJWV  VXXTXTMXGF SVHRWXSKXE JTXIITCXPR
MVLVZQLMUV  GMKYRFTKXW WYYUYUNYHG TWISXYTLYF KUYJJUDYQS
NWMWARMNVW  HNLZSGULYX XZZVZVOZIH UXJTYZUMZG  LVZKKVEZRT
OXNXBSNOWX  IOMATHVMZY  YAAWAWPAJI  VYKUZAVNAH MWALLWFASU
PYOYCTOPXY JPNBUIWNAZ ZBBXBXQBKJ WZLVABWOBI  NXBMMXGBTV
QZPZDUPQYZ KQOCVJXOBA  ACCYCYRCLK XAMWBCXPCJ  OYCNNYHCUW
RAQAEVQRZA LRPDWKYPCB BDDZDZSDML  YBNXCDYQDK  PZD00ZIDVX
SBRBFWRSAB  MSQEXLZQDC CEEAEATENM ZCOYDEZREL  QAEPPAJEWY
TCSCGXSTBC NTRFYMARED DFFBFBUFON ADPZEFASFM  RBFQQBKFXZ
UDTDHYTUCD OUSGZNBSFE EGGCGCVGPO BEQAFGBTGN  SCGRRCLGYA
VEUEIZUVDE PVTHAOGTGF FHHDHDWHQP CFRCGHCUHO TDHSSDMHZB
WFVFJAVWEF QWUIBPDUHG GIIEIEXIRQ DGSCHIDVIP UEITTENIAC
XGNGKBWXFG RXVJCQEVIH HJJFJFYJSR EHTDIJEWJQ  VFJUUFOJBD
YHXHLCXYGH  SYWKDRFWJI IKKGKGZKTS FIUEJKFXKR WGKVVGPKCE
ZIYIMDYZHI  TZXLESGXKJ  JLLHLHALUT GJVFKLGYLS XHLWWHQLDF
FIGURE 3.

Thus:

For Alphabet 1, generatrix 5
For Alphabet 2, generatrix 20
Selected Generatrices{ For Alphabet 3, generatrix 19
For Alphabet 4, generatrix 8
For Alphabet 5, generatrix 23

Columnar juxtaposition of letters
from selected generatrices......

ZEHOHDZOZE]|~

OEXP>RE0AZ]w
EZA>EPEBEAEOQ|w
PHQOHAWMNZU XNOIK™
Qb HZEAAHRCIH

coazZmM™
o - o B It
HO@H O
HZb>"Z
Hhnm<X
Flad>aEH

Zo0onp»p0o
HQ@ M@

HEHZAR
QrFrRUo=



REF 13:@5]@@34- B 26
21

Plain text: ENCOUNTERED RED INFANTRY ESTIMATED AT ONE
REGIMENT AND MAC . . . .

e. Solution by this method can thus be achieved without the compilation of any frequency
tables whatever and is very quickly attained. The inexperienced cryptanalyst may have diffi-
culty at first in selecting the generatrices which contain the most and the best assortment of
high-frequency letters, but with increased practice, a high degree of proficiency is attained.
After all it is only a matter of experiment, trial, and error to select and assemble the proper
generatrices so as to produce intelligible text.

J. If the letters on the sliding strips were accompanied by numbers representing their relative
frequencies in plain text, and these numbers were added across each generatrix, then that gen-
eratrix with the highest total frequency would theoretically always be the plain-text generatrix.
Practically it will be among the generatrices which show the first three or four greatest totals.
Thus, an entirely mathematical solution for this type of cipher may be applied.

g. If the cipher alphabets are reversed standard alphabets, it is only necessary to convert
the cipher letters of each isolated alphabet into their normal, plain-component equivalents and
then proceed as in the case of direct standard alphabets.

h. It has been seen how the key word may be discovered in this type of cryptogram. Usually
the key is made up of those lettersin the successive alphabets whose equivalents are A, but other
conventions are of course possible. Sometimes a key number is used, such as 8-4-7-1-12,
which means merely that A, is represented by the eighth letter from A (in the normal alphabet)
in the first cipher alphabet, by the fourth letter from A in the second cipher alphabet, and so on.
This modification is known in the literature as the Gronsfeld cipher, However, the method of
solution as illustrated above, being independent of the nature of the key, is the same as before.

15. Solution by the ‘‘probable-word method.”’—a. The common use of key words in cryp-
tograms such as the foregoing makes possible a method of solution that is simple and can be used
where the more detailed method of analysis using frequency distributions or by completing the
plain-component sequence is of no avail. In the case of a very short message which may show
no recurrences and give no indications as to the number of alphabets involved, this modified
method will be found most useful.

b. Briefly, the method consists in assuming the presence of a probable word in the message,
and referring to the alphabets to find the key letters applicable when this hypothetical word is
assumed to be present in various positions in the cipher text. If the assumed word happens to
be correct, and is placed in the correct position in the message, the key letters produced by
referring to the alphabets will yield the key word. In the following example it is assumed that
reversed standard alphabets are known to be used by the enemy.

Mgssaae

MDSTJ LQCXC KZASA NYYKO LP

¢c. Extraneous circumstances lead to the assumption of the presence of the word AMMU—
NITION. One may assume that this word begins the message. Using sliding normal compo-
nents, one reversed, the other direct, the key letters are ascertained by noting what the successive
equivalents of A, are. Thus:

Cipher......____._ MDSTJLQCXC
Plain text.......... AMMUNITION
i (0, A MPENWTJKLP
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The key does not spell any intelligible word. One therefore shifts the assumed word one letter
forward and another trial is made.

Cipher.. ... DSTJLQCXCK
Plain text_......... AMMUNITION
“Key”. o eemeee-- DEFDYYVFQX
This also yields no intelligible key word. One co. es to shift the assumed word forward

nti
one space at a time until the following point is reach

Cipher ... LQCXCKZASA
Plain text.._..__. AMMUNITION
“Key” . LCORPSSIGN

The key now becomes evident. It is a cyclic permutation of SIGNAL CORPS. It should be
clear that since the key word or key phrase repeats itself during the encipherment of such a
message, the plain-text word upon whose assumed presence in the message this test is being
based may begin to be enciphered at any point in the key, and continue over into its next repeti-
tion if it is longer than the key. When this is the case it is merely necessary to shift the latter
part of the sequence of key letters to the first part, as in the case noted: LCORPSSIGN is trans-
posed into SIGN . . . LCORPS, and thus SIGNAL CORPS.

d. It will be seen in the foregoing method of solution that the length of the key is of no
particular interest or consequence in the steps taken in effecting the solution. The determina-
tion of the length and elements of the key comes after the solution rather than before it. In this
case the length of the period is seen to be eleven, corresponding to the length of the key (SIGNAL
CORPS).

e. The foregoing method is one of the other methods.of determining the length of the key
(besides factoring), referred to in Par. 10c.

f. If the assumption of reversed standard alphabets yields no good results, then direct
standard alphabets are assumed and the test made exactly in the same manner. As will be
shown subsequently, the method can also be used as a last resort when mixed alphabets are
employed.

g. When the assumed word is longer than the key, the sequence of recovered key letters will
show a periodicity equal to the length of the key; that is, after a certain number of letters the
sequence of key letters will repeat. This phenomenon would be most useful in the case of keys
that are not intelligible words but are composed of random letters or figures. Of course, if such
a key is longer than the assumed word, this method is of no avail.

h. This method of solution by searching for a word is cont.mgent upon the followmg cir-
cumstances:

(1) That the word whose presence is assumed actually occurs in the message, is properly
spelled, and correctly enciphered.

(2) That the sliding components (or equivalent cipher disks or squares) employed in the
search for the assumed word are actually the ones which were employed in the encipherment,
or are such as to give identical results as the ones which were actually used.

(3) That the pair of enciphering equations used in the test is actually the pair which was
employed in the encipherment; or if a cipher square is used in the test, the method of finding
equivalents gives results that correspond with those actusally obtained in the enclpherment
(See par. 9.)
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1. The foregoing appears to be quite an array of contingencies and the student may think
that on this account the method will often fail. But examining these contingencies one by one,
it will be seen that successful application of the method may not be at all rare—after the solution
of some messages has disclosed what sort of paraphernalia and methods of employing them are
favored by the enemy. From the foregoing remark it is to be inferred that the probable-word

_ method has its greatest usefulness not in an initial solution of a system, but only after successful
study of enemy communications by more difficult processes of analysis has told its story to the
alert cryptanalyst. Although it is commonly attributed to Bazeries, the French cryptanalyst
of 1800, the probable-word method 1is very old in cryptanalysis and goes back several centuries.
Its usefulness in practical work may best be indicated by quoting from a competent observer ®:

There is another [method) which is to this first method what the geometric method is to analysis in certain
sciences, and, according to the whims of individuals, certain cryptanalysta prefer one to the other. Certain others,

" incapable of getting the answer with one of the methods in the solution of a difficult problem, conquer it by means
of the other, with a disconcerting masterly stroke. This other method is that of the probable word. We may
have more or less definite opinions eoncerning the subject of the eryptogram. We may know something about its
date, and the correspondents, who may have been indiscreet in the subject they have treated. On this basis, the
hypothesis is made that a certain word probably appears in the text. ... In certain classes of documents,
military or diplomatic telegrams, banking and miuning affairs, ete., it is not impossible to make very important
assumptions about the presence of certain words in the text. After & cryptanalyst has worked for a long time
with the wrilings of certain correspondents, he gets used to their expressions. He gets a whole load of words
to try out; then the changes of key, and sometimes of system, no longer throw into his way the difficulties of an

_buolutely new study, which might require the analytical method.

1 Givierge, M., Cours de Crypilographie, Paris, 1925, p. 30.

To which I am prompted to &dd the amusing definition of
cryptanslysis attributed to a British vag: "All cryptenalysis
i1s divided into two parts: trance-tlitution and supposition.”

P

1

o
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16. Reason for the use of mixed alphabets.—a. It has been seen in the examples considered
thus far that the use of several alphabets in the same message does not greatly eomplicate the
analysis of such a cryptogram. There are three reasons why this is so. Firstly, only relatively
few alphabets were employed ; secondly, these alphabets were employed in a periodic or repeating
manner, giving rise to cyclic phenomena in the cryptogram, by means of which the number of
alphabets could be determined; and, thirdly, t