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-CONFIDENTIAL
NATIONRAL SECURITY AGENCY
Washington 25, D. C.
COURSE Military Cryptanalysis, Part I
LESSOR 9 Syllabary squares and code charts

TEXT ASSIGRMENT Par. 80

1. The following cryptogram is suspected to begin with the words
"REFERENCE YOUR MESSAGE NUMBER THREE FIVE FOUR DATED ONE SEVEN SEPTEMBER."
Solve the text, and recomstruct the cryptosystem employed.

CRDSC RJSES KSJTY CLSKR CQERB YJQIR
KPKOJ RCRK&BR TFSDPJ TYCDP FRDXB RCSFS
J8CS8J UFRFQ FRKPK UPDDO FOXBP LCRRB
DUKPI SLS¥® KOKRG OJNLP KPCOF SPFJP
CRRBF TJRLR AYJSH TFOXB QCKRH TESDY
LREUX UPCF® FNLRC NLUFT JSEOJ SFXCU
YFESK PJSHEX BRPFB XXBFY SCDPK SBKUCR
JWOCS LRBKO KRFPXJ ULPBR QCKSK VBQCP
JPCPJ UJRCS OFJRF PJSHEU BOBRK WPCRI
EVOBJ PERFY DORDD UKPDT BPLPH TFOXB
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2. The enemy is using a system incorporating a 10 x 10 bipartite
square within vhich there are inseribed letters, digits and syllables.
The row and column coordinates are invarisble, but a different internal
chart is used each day. The chart for 16 December was reconstructed and
found to be based on the key word PYRAMIDS as follows:

5 6 T 8

RES RI
AS AT
ION IS
SH sT
coO CcoM
ERS ES
HE dJd
RT 0
TER TH
VE L WE X

1l 2

ouU
TI

VO~ FWNHHO
B8 B mome ] ©
doE<Hal B
cummAwloda| v
«<H8oblludBd] ¥

The next day the following eryptogram, suspected to contain the word
CROSSROADS, was intercepted. Solve the text, reconstruct the chart for the
day, and determine the internal key word:

20 88 50 58 95 63 62 30 69 69 94 15 58 92 07
8 73 60 35 T7 95 61 38 78 30 50 66 o4 15 ik
8 62 12 12 20 38 31 L2 67 93 52 01 83 10

32 02 79 10 36 8% T2 9% Uk 79 5% T8 69 50
58 95 58 79 62 1b 30 50 T1 35 87 79 97 58
02 02 10 T8 k7 22 97 58 88 8+ 53 03 0L 93
B 78 79 79 T8 30 50 79 57 59 sk 08 5k g
72 89 T2 60 82 T2 94 kb 92 79 82 05 10 79

24 10 10 02 58 28 97 58 02 k3 69 05 96 S0
93 50 58 95 63 58 O7 11 21 TL 9% 35 84 27
.30 sk 87 50 35 68
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3. The following two messages were encrypted by means of the
Aggressor code chart illustrated in Fig 100 of the text, but with a
different set of coordinates It is suspected that both messages end
with the signature ENRIQUE VALENZUELA. Reconstruct the plain texts an’
recover the coordinates of the chart.

MESSAGE "A"
AT FE XL MK ZU AL CO TG QT KQ RD KN KL EL DR
JP XI RO GY RJ UA 8G Bd AT HX OD DV IX BR BD

* LI CE XL JA VL TA ET UY W QL KH WD AL YG PT

DI I YR LU EF NY ZR QQ IX SY UV

MESSAGE "B"
AL 1Q Qr MB VU EL UA TX XL PQ RJI WG IM GG IC
AT DR NP QT JB WD KZ EQ LA UG W AL YX PL 0Z
SR LZ AG Yo XH FG YY UP

k. The following message was encrypted by means of the Aggressor
code chart illustrated in Fig. 100 of the text, but with a set of non-
variant coordinates. Reconstruct the plain text and recover the se-
quences for the row and column coordinates.

EOC BO JO BO EO IO AY IT JO DO FEO AZ JO IQ AU

KU EO FQ AQ JO JZ JQ JY EO J8 JO JT J3 EO AX

AN AQ IX JO BO FU DU IP EO HQ BQ GQ JP A8 IR

CZ AT JO BW EO JS JO HZ JP IZ HX KV RO ¥ JO

IR EO FV DT DS IS ET IT J5 K8 BW JX ET MWW JX
—-CONFIDENTIAL—
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5.

the texts and reconstruct the cryptosystem employed.
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The following 30 messagea, intercepted on low-level ground nets,
have been selected for study because of homogeneous characteristics. Solve

(A condensed table

of the repetitions contained in these messages 1s included on pagesiO-12.)
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YOT 164k
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OAY
b5 39 09 09 09 25 19 99
k5 95 99 05 62 3%k 55 50
06 60 38 06 95 k1 05 92

DE ALU 1008 29 Sep 53

USO DE TOB 2219 29 Sep 53
5 19 19 39 59 25 19 99
b5 95 60 63 31 05 56 21
ok 05 56 o1 95 80 38 93
ETN DE SIA 23%7 30 Sep 53
45 19 69 79 09 25 69 ©9
95 7L OB 14 05 50 35 ‘00
86 66 11 05 45 95 88 05

TOB DE BYE 2142 30 Sep 53
h5 19 39 69 59 25 69 09
45 95 53 05 01 95 11 60
05 25 37 oh 63 ‘1T 95 86
L5
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BIA DE USO 1629 1T Oct 53
45 39 89.19 59 25 39 29
by 60 66 05 i3 90 95 32
13 05 79 59 49 6+ 9% 95

ALU DE IQS 2001 19 Oct 53
k5 39 99 59 59 25 39 99
95 02 05 33 95 41 05 67
98 78 o5 50 09 05 b5 88
55

I8 DE YUT 0905 12 Fov 53
k5 09 99 09 09 25 39 19
18 26 05 90 95 T1 05 56
b0 90 16 95 69 05 27 19

SIA DE ETN 1314 1k Nov 53

k5 39 69 39 09 25 39 79
95 26 35 05 52 75 k2 32
05 61 45 95 88 05 60 68
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INL DE SIA 1116 25 Fov 53
b5 39 39 39 09 25 19 59
73 32 15 55 95 30 31 03
95 16 05 T2 57 4 35 80
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1710 OT7 Dec
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51 32 05
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EIB 'DE BQT 1207 05 Jan

k5 39 19 09 09 25 59
60 05 03 50 50 B8O 95
89 05 56 T8 95 19 05

NLE DE IANQ

1519 11 Jan

k5 39 59 39 09 25 39
95 92 k1 sk 00 89 05
96 05 26 21 95 66 05

53
67
o1
19

53
67
o1
26

5k
02
17
76

54
39
50
86

13
91
83

52

95

62

%
00

3h
05

8

30

13
36
28

52

18

35
sl

32
63

17
52
33

05

31

]

35




—CONFIDENTIAL—

¥o. 26
05 19 69
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9% 9% 05
31 30
No. 27
05 39 89
35 31 5
2k 76 1k
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No. 28
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No. 29
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No. 30
05 09 39
b5 95 79
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QSN DE TRY 103% 12 Jan 5%
b5 39 09 69 09 25 39 19
95 50 81 56 12 05 T2 b9

16 09 89 09 09 88 31 81

YEO DE UTA 0932 23 Feb 54
b5 09 99 19 59 25 19 69
k5 95 60 37 73 05 T2 95
00 00 76 55 82 92 L6 95
SOL DE AYS 1440 13 Mar 5%
b5 39 T9 69 59 25 39 69
05 90 80 53 90 93 Mk 95
56 52 31 10 55 95 92 05
LUI DE OBU 1846 30 Mar S5k
5 39 b9 79 09 25 69 09
83 00 71 9% 05 0L 95 53
37T 77 32 12 10 92 9% 95

BQT DE UTA 0503 31 Mar Sk
b5 09 59 09 09 25 69 39
05 01 95 22
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CORDENSED TABLE OF REPETITIONS
FOR PROBLEM 5

The first column designates the particular dinome; the second column

shows the frequency of the particuler dinome; and the third column indi-
cates the messages (with occurrences of more than one shown in pa.rentheses)
in which the particular dinome is found.

;(3), 2, 4, 5(2), 6, 8, 9, 11, 12, 13, 15, 17(2), 23, 5, 26, 27(2);

9
10, 11, 12, 14(2), 15, 16, 18, 21(2), 23, 24, 29, 30
17, 2k, 25, 26
18, 20, 2k
T 2005, 5050, 108, s(4), 6(5) (), 8(5), 9(4), 10(k
1 2(k), 3(5), s 5(4), 6(5), T(4), 8(5), 9 10(%)
12(5§, 13(5), 14(5), 15(6), 16(5), 17(5), 18(4}, 19(ﬂ;,
22(5), 23(6), 24(5), 25(k), 26(k), 27(k), 28(k), 29(k),
5, 11(2), 20(2), 21
2, 3
1, 6, 9, 13, 18, 19(2), 22, 23, 29
2, 3, i(5), 5, 6, 7(2), 8, 9, 10(6), 11(3), 13(2), 14, 1;(3), 17,
18(3), 19, 20, 21, 22(2), 23, 24(3) 1,25, 26(5), 27, 29(3), 30(k)
24 3, 8(25, 9, 10, 15, 17(2), 20, 24(2), 25, 28, 29
2) 31 107 13: lh: 17
12, 13, 15, 16, 19, 22(2), 26, 27, 28(2), 29
2, 16(2), 21, 22 |
10, 13, 17, 27
3, 5, 9, 10, 20(2)
18, 19, 20, 21, 26
9, 10, 11, 13(2), 14(2), 15, 17, 18, 20, 21, 23, 2k
2ta) 205, 3, 6(a), T(4), 8, s(2), 10(2) (3), 13(2), 1
1(2), 2(3), 3, 6(2), 7(k), 8, 9(2), 10(2), 11, 12(3), 13(2), 14,
15, 16(2), 18(2), 20(2), 21, 23, 2k(2), 26(2), 27(2;, 28

11

8, 10, 12, 1k, 16(2), 25

3, &, 5, 6(3),7(2), 8, 12, 14, 16, 23, 30

, 11, 28

12, 13(2), 25, 27
1, 2, 3, 4, 5,6, 7, 8(2), 9, 10, 11, 12, 13, 14(2), 15, 16, 1T,
18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29,30
6, 18(2), 19, 20, 22, 23, 25
1, 5, 6, 7, 9, 10, 12(2), 13, 18, 29
3, 5, 22(2), 23
2, 5, 9, 15, 16, 1T, 23(2), 25
10, 18

11(4),
20(&;, 21(6),
30(2

20, 21, 26, 28

2, 102}, 11, 12, 20, 21, 24, 25, 26(2), 27, 28(2), 29

;éfgi 2, 3(2), u(2), s(2), 6, 1, 8, 16, 18, 19, 20, 21, 23, 25, 26,
17, 19, 21

¥, 6, 11, 23, 24, 26
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1(2), 2(2), 3(2), &(3), 5(2), 6(2), 7(3), 8(3), 11(2), 13, 15,
17, 19(2), 20, 2k, 25(3), 26, 27(2}

1, 1k, 16, 22(2), 26

2, 5, 7, 13, 111, 23, 27, 29

8, 11, 12, 29

1(2), 2, 3, 4, 5(3), 6(3), 7, 8(%), 9, 10, 11(2), 12, 13, 1b,
15(3), 16(2), 17(2), 18(2), 19(k), 20(3), 21, 22, 23, 2k, 25(k),
26(2), 27(2), 28(4), 29, 30(2)

9(2), 10, 11, 14, 15(2), 17, 18(3), 20(2), 21, 22(3), 23, 24, 26,
27, 30

3, 11, 17, 25

1, 19, 29, 30

2, 11&, 29

16, 21, 28

1(2), 2(3), 3(4), 4(2), 5(2), 6(3), 7(2), 8(2), 9(2), 10(2)
11(2§, 12(3), 13(3), 1h(k), 15(4), 16(2),17(3), 18(2), 19(k
20(3), 21(k), 22(3), 23(3), 2h(2), 25(2), 26(2f, 27(2), 28(2),
29(2), 30(2

3, 4, 5,6, 7(2), 9, 12, 23, 27

21(2

8, 19

1, 2(2), 3(2), 4, 5, 10(3), 14, 15, 16, 21, 26, 2

1, 2, 3, 6, 7(2), 10(2), 11, 12, 13, 15, 16, 17(5), 19, 24(2),

25, 26, 27, 28

7, 23

8(2), 10, 11, 12, 14, 19, 20, 21, 22, 23, 27, 28

5, 1&, 28, 29

7, 15, 24, 25, 26

1, 3,5, 7, 9, 11, 17, 20, 24, 25, 26, 27(2), 28

5, T, 12(25, 13, 16, 18, 21, 24, 26, 28(2), 29

7, 9, 14, 20, 23, 27, 28

1, 22, 26

1, 7, 8, 9, 10(2), 12, 1k, 15, 16(}), 17(2), 20, 21(2), 22, 23(2),
24, 25, 27, 28, 30

1(2), 2, 4, 7, 8, 9, 10, 11(2), 12(2), 13, 14(2) 16, 18, 19(3),
20, 21, 22(3), 23(2), 24, 25, 27, 28(3), 29

2; 3; h: 6: 15) 171 19’ 21! 23

1, 2, 3, 11, 14, 15(2), 16, 17, 18, 23, 24, 29(2), 30
9, 12(2), 1k, 23, 25

10, 16, 27

1, 3, 12

5, 13, 16, 18, 25, 27
6, 17, 21, 23

4, 7, 8, 19

2, 3(2), 5, 6,9(2), 10, 12, 13(2), 14(2), 16, 17, 16, 19, 21(2),
23, 24, 26(2), 27, 28(2), 29(2), 30

3, 19, 24, 25, 28

6, 13, 18, 23, 29

7(2), 15, 17, 20(2), 22(3), 24, 26, 27, 29

3, 5, 20, 27, 29
3, 9’ 11) 15! 20
6, 16, 18, 19
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11
6
1k

6, 9, 10, 12 13, 16, 19{2), 22, 24, 27(2)

1, 2, 3, b, 5, 6, 7, 8 9, 10, 11 12, 13, 1h 15, 16, 17, 18, 19,
20 21, 22, 23, 24, 25, 26, 27, 2é 29(2), 3

1,2, ﬂ 5. 8, 10, 15, 1T, 22, 2k

1, 5, 6, 11(2), 13, 15, 16(2), 19, 20, 21(2), 22, 25, 28, 29, 30

5, 6, 7, 9(3), 10, 11, 12(2), 13, 14, 17, 18, 19, 20, 24, 25, 26, 28
1, 22 26(2)

3, 5, 6, 9, 15, 27(2)

11, 21, 29

20, 30

5, 13
1, 2, 3, b, 7, 13, 17, 18, 19, 26
1, 2(2), 3, , 6, 10, 15. 16 18, 19, 21, 22, 2k, 25, 26, 27

1(3): 3, l"(2) 5, 7 (2) 8(2): 13: 1"‘(3)’ 15, 16 17, 18(3)’ 19(2)’
2? 22(3), 26(2), 27, 28(2), 29(2)
5(2), 21
1(2), 3, 4, 5, 8, 11, 15, 18, 19(2), 20, 22, 2k, 25(3), 27, 28(2),
29
1, 9, 10, 12, 13, 14, 28
10, 16, 29(2
1(3) 2(h) 3(#) h(3>, 5(3), G(h), 7(3 8(k), 9(k), 10(3), 11(h),
12(5), 13(h 15{5; , 18(4§, 19(3), 20(3), 21(5),
22(h). 23(5), Zh(h). 25(3 27(3), 28(3), 29(3), 30(2)
6, 9, 10, 11, 12, 13( 2 22, I, 25(2)
2,346, 7(2), 8(2), 15, 20, 2k
9, 10, 17, 19

i, 8, 9, 11(2}, 12(2), 1k, 16, 17(2), 18, 22, 27
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