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DEPARTHENT OF DEFENSE
ARJED FORCES SECURITY AGENCY
WASHINGTON 25, D. C.

LAFSA REGULATION , .
RRBER 90-1 18 March 1952

EFFECTIVE UNTIL 1 APRIL 1953 UNLESS SOONER RESCIWDED OR SUPERSEDED

~

COiZUNICATION SECURITY

Regulations G&em:l.ng the Use of Internal Communication
Facilities

l. QGencral. The fcllowaing regulations governing the use of elec-
trical communication facilitics prescribe a minirmm standard of trans—
mgsion scecuraty. Thgy apnly to all clectrical communication circuits
termnating in locations under the responsibility and authority of the
Director. The supervaisor of the area in vhich the terminal equipment

is located 1s dircctly responsible to see that the rules prescribed
hercin are straictly adhered to,

2. Plack Telephone System

as The common, or black, telephonc system 1s to be uscd for the
transuission of UIICLASSIFIED information ONLY. Particular care
should bé exerciscd in the use of the bleck telephone in an
arca aorce classificd anforiation is being discussed,
The usec of wveiled talk and vaguo rceferences to clessified infor-
nation is prohibited in that it does not cnsure protection to
tho subject under discussion and docs encourage outright breaches
of sccuraty Ly giving the user a false sensc of security.

Paragraph 2b above 1s not intended to prohibit the use of un-
classificd short taitles if tho conversation does not reveal the
conncction of the short tatle wath eaither the long t:l.'blo or the
classificd information itsclf,

Rced Telephone Syston

The sccure, or rod, telophone systen, i1dentificd by tho red
bands on thc handset er by rcd dial rings, may be used for the
tronstdssion of elrssitaied information up to and aneluding
SECRET, subjcct to thc following rylcs:

(1) The red tclephono will not be uscd whon a black tolcphono
v1than hearaing distance is off the hook, or vhen a loud-
speakcr-type interofficce comnumicataon syston within
hoaring is in usc.
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(2) 1If the party callcd on the black tclephone is engaged in
conversation on the rod tclephonc, the calling party will
not be permitted to hold ths line,

(3) Should oxtensions on the red tolephone bc roquired, all
oxtcngions must be in the sane roo and vasible to all users.

(4) Any trouble or unusuzl noises snall bo rcported at onec 1in
the manner proscribod in thc Red Phone Dircctory.

(5) Porsonncl atztioncd at Arlington Hall Station and Naval
Sccurity Stetlon will also abide by the rospective station
rulcs gcverning the usc of the rod telcphonce

§> TOP SECRET information will be transmtted cver the tclephono
at any tine,

Intcroffice Comraunication Systoen ,

Interoffice comunication systcns which have loudspeckers in the
receivers arc approved for the transrission of RESTRICTED infore
mation. .

Intceroffice comrunicotion systums which have only eerphoncs at
tho recelvers nay be approvod individually for tronsmission of
clagsificd infornntion up to and including SECRET. The Chicf,
Office of Comumication Sccurity, is responsiole for determning
the security classification for which cach systen is approveds
Applicetinns For approval will bo submitted to that 0ffice by
disposition forme

corrunication systens an an arca wherc informrtion is being dis-
cusscd vhich has a sceurity clessificaticn higher than thot for -
vhich the circult 1s approved,

Particular carc should bc oxercised in the use of interoffice .

Se Carcuits Equipped with On~Linc Encryption Devices. The haghost
classification of inforartion “hich Wy, be transmitted over o circuit
cquipped wath »n on-line cneryption deviee 1s the highest elassification
for which the cneryption systen is nuthorized. The r.aximun classification
wf inferretion authorizod for encryption in erch systen is contained in
appropra te operating instructaons.

6. Tecetronic Tronscriber Eguipiient

ne Transcribur equiprent such as the Dictaphono acy be used for any
security classificztion. The wars tape, belt, or disc has the
same classzification as that cf the highest classified information
contained thereon and must be safeguarded accordingly.
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b. Due to the physical impossibilaty of checlkang by the Security
Wotch Potrolnan ~nd Guards, all wire topos and all engraved
vclte and dascs shall be given handling and storage as if
classified at least COJFIDENTIAL.
BY COMLAID OF LAAJOR GENERAL CANINE:
) ALIFRZD R, HARCY
Coloncl, Signal Corps
Chief of staff
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