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DEP AR'l'f.IEtlT OF DEFENSE 
.ARl.iED FORC'F.S SECURITY AGENCY 

U .. I~SHI!ITGTOI'i 2S, D. C. 

.JFSA REGULATIOlJ 
18 1tarch 19S2 -lmiDER 90-1 

EFFECTIVE UNTIL 1 .-\PRIL 19S3 illJLESS SOONER RESCIIIDED oR SUPERSEDED .. 
COl:'UNICJ1.TIOl~ SECURITY 

Regulat1ons ~e~1g the Use of Internal Cocmun1cat1on 
Fac1l1ties 

1. General. lbc follmnng regulat1ons governing the use of elec­
tr1cal communicat1on tnc1l1t1es prescr1be a mi~1um standard or trans­
:uss1on sccur1ty. lbey np;:>ly to all clectr1cal comr.1umcation cl.l'cU1ts 
terunnRt1ng in locat1ons under the rcsponsib1l1ty and author1~ of the 
Director. The supcrV1sor of the area J.n \lhich th~ tel'l:linal equipment 
is loootcd 1s dJ.ractly rcapo:ts1ble to seo that t.~c rules prescr1bcd 
hcrC"1ll arc str1ctly adhered to" 

.. 

2. Black Telephone atstem 

a. T.hc comoon, or black, telephone ~J~ta~ 1s to be used for tnc 
transLll.ssion of Ul!CIJ.SSIFIED in:t'orm.:'\t1on Ol.ttt. Po.rt1cular care 
should be exorc1sod in the uso of t.,_c bl~:-clc telephone 1n an 
orca 1o~1arc class1r1cd 1n£or• ation is beJ..ng dJ.scussed. 

b. The usc of veiled talk and vnguo rGtfarencos to classl.£1cd 1ni'or­
nntion is proh1bited in that it docs not ~nsure protection to 
tho sUbject under d1scuss1on and docs encourage outr1gpt breaches 
or socunty by' g1VI.ng the user n false sense or scc~1ty • 

c. Pcragraph 2b above 1s not intended to proh1bit the usc of un­
class1ficd short tJ..tlcs 1f the conversation does not reveal tho 
connection of tho short t1 tlc Wl. th c1 ther the long t1. tlo or the 
class1ficd 1n£or~tion 1tsclr. 

3. Red TcleliJ.onc Syst,JI'l 

a. 'lhc secure, or red, telopho110 systca, 1dont1ficd by th-.J rod 
b..'\ncls on tha handset Bl' by red d1al rings, 1J.2Y be used for tho 
tr.:'ns·Jission of cl~ss1!'1..:Jd infor:u:J.tion up to and lllclucil.ng 
SECP.ET, subject to the £ollm.ling rules: 

(1) The red telephone ldll not be used when a black telephone 
·n tlun hem•1J:Jg d1stanco 1s off tho hook, or Trhon a loud­
speokc.r-tjpo 1nterofi'1cc cocnumcat1on ~Jsto1.1 ln. tJun 
hcru.•1ng is in usc. 
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(2) If tho ptlrty callc..d on thu black tolc}ilonc is er.gogo.d in 
convc.rsat10n on thl:l rod telephone, tho call1ng party will 
not be permitted to hold ~o line. 

(3) Should oxtt..ons1ons on tho rod tolephono be required, all 
oxtcns1ons nust ba 1n tho snrae roo,'l and "ll.sl.bl'J to cl.l users. 

(4) ll!Ii/ trouble or unur,'Wll. noises srulll bo reported nt once 1n 
the manner proscribed in the Red Phone D:Lrcctary. 

<>> Personnel at:J.t10lh. .. d c.t Arlington Hall sta.t1an :lnd. fla.val I 

Security S'tPtiap ldll tU.so abide brJ tho rospectivcl station 
rules governing ~1c usc of the red telcphonu. 

b. N J T<P S:a:cRET intom~tion will be "trr.r,srn. ttcd. over tho telephone 
at an:r tiJJOe e 

4. Intcrof.fl.cc COCJ',unicc.tion Systt.tl , 

a.. Intcrorr1ce cor.rJunic~tion systt.cs ~hich h~ve loudspcak~rs 1n the 
rocc1vcrs l'.ro approved for tho tronsn1sa1on or RESTRICTED infap. 
mtion. 

b. Intaroi'f1ce cor:Jr.unicc.t1on syst• .. I'JS whic:tl have oncy G.."'..'phonos at 
thO" roc e1 "'r"Crs r:JD::f be ;&pprovod ind.i vidu..'llly tor tr.:msru.S"s1on o.t 

.1 clnssJ.tirJd. infomnt1on up to t.md includl.ng SECRET. Tha C'll1l::f1 
Office or cor.rJ~ca.t1cn Security, is rcsponsiole for dctere1ning 
the secur1ty cb.ssif"icntion .tor 'Which C'lch systen is appx:oved. 
A_Dplicl't1nns for approval will bo subr..u.tted to thet Oftico by'· 
d1spos1t1on .term. 

c. Particular care should be oxerc1sod in the usc or 1ntoroff1ce • 
con1unication systc"ls 1Jl a.n :1ron 'Whore ini'o:rJ'Il<tion is being dis­
cussed llhich has a. scc\ol"ity cl:lss1ficGticn h1gher thnn thc.tr tor 
\'lh.Lt-h the circuit 1s approved. 

S. tion Devices. The h1ghost 
cl'!.ssi£1cat1on o or.11..,t1on • c U..'71 ~ rcmsr:u. o ovur 1.1 circuit 
equipped Tf.Lth ~n on-l1ne cnCr)1Pt1on davioe 1s the hiGhest class1ficnt1on 
for llh.ich the encryption sy.stor, is 'luthor1zcd. 'lhe r.aximwJ classification 
_.f inf'crr"c.t1on 'luthorizOO. for oncr;}rption in crch syotc., is conta.1ned in 
nppropr1!to opernting 1nstruc~ona. 

6. Zlcctronic Tr~nscr1bqr Equiprent 

~. Tr:mscr1b'"'r cquipr".cnt such as thG Dictaphone r.w:y be used for ~ 
secorit7 clnss1f1co.tion. l}bt. \T.J.1'9 tape, belt, or dJ.sc has the 
sa~ clnss1£1cation as th~t or the highest class1f1ed 1nformc.t1on 
contained thereon nnd uuat be safeg~~dod ~ccording~. 
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b. Due to the phys1ccl. 1l!IpOssib1l1ty or chccla.ng by tho Secur1ty 
~i'='tch P~troll'm.n .,nd Guards, all wiro tc.pos and all engr:1ved 
ooltt: and d1scs shall be e;iven handling and stornge as ii' 
cla.ss1r1ed L'!.t le'lSt CO!IF'IDENTIAL. 
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