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SIGNAL SECURITY AGENCY
WASHINGTON 23, D. C,

SPSIS-3

SUBJECT: Analysis of the Securlity of Communications

TO: Commanding Officer
Signal Security Agency
Washington 25, D. C.

1. Reference is made to a memorandum issued by the
Deputy Chief, MIS, dated 3 March 1945, subject: "Intelll-
gence Concerning Security of Communications" (Tab 4). 4

part of the first paragraph of this memorandum reads as
follows:

"l. The Director of Intelligence, MIS is hereby
charged with primary responsibility for conducting research
in connection with material obtalned from Ultra sources re-
lating to (1) compromises of cryptographic systems employed
by U. S. or Allied forces and (2) indications of enemy traffic
analysis of U. S. or Allied communications."

2. After three months of working under this dlrective,
1t 1s bellieved that this part of 1t should be changed to
vest primary responsibllity for analyzing and synthesizing
this material in a joint MIS-SSA committee since MIS personnel
alone lack sufficient background and experlience in communica-
tions, traffic analysis, cryptographic and cryptanalytic
techniques. Thus, studies and reports would be prepared at
Signal Security Agency with MIS assistance, but dissemination
would still be a responsibility of MIS. Under the present
arrangement, Signal Securlty Agency personnel have been work-
ing on these studles at MIS on an experimental basis. After
S8A personnel have prepared the studies, the latter are then
subject to delays in publishing and editing out of important
phases by MIS personnel due to a different point of view and
the aforesaild lack of experilence.

3. In order to insure proper coordination ln these
matters between Slgnal Security Agency and MIS, and within
Signal Security Agency itself, it is recommended that a perman-
ent Joint SSA-MIS Committee be set up to consist of the follow-
ing members:
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Director of Communications Research, Chairmen
Asst. Director of Communications Research, Deputy
Representatives from MIS
Security Division Liaison Officer to MIS
Representative from Protective Security Branch
Representative from T/A and Control Branch
Representative from Communications Security Branch,
Secretary

Ik, Broadly stated the functions of this commlittee would
be to determine what studies are necessary, coordinate their
preparation, and recommend thelr distribution. ‘'More details

.are given in the subsequent paragraphs.

5. Coordination will be necessary for the pertinent
fungtions, vhich functions are recommended to be assigned as
follows:

a. The assemblage of the complete information of
the Japanese T/A results and their explanation in terms of
standard T/A techniques. This should be the primary responsi-
bility of the T/A section of the Intelligence Division, SSA.

b. The assemblage of the complete information of
the Japanese cryptanalytic results, the 1dentification of
the Allied cryptographic system or communications practice
referred to by the Japanese, and the determination of the
correctness of the Japanese conclusions. This should be the
primary responsibility of the Security Division, SSA, since
this unit has access to the actual cryptographic systems and
the coomunication practices employed as well as to collateral
information (including any possible deception program which
may be used).

¢. The determination of the correctness of the
information reported by the Japanese with respect to battle
order, disposition, subordination, and operations of Allied
troops. This should be the primary responsiblility of MIS,
since it has access to such information.
1

6. When the foregoing phases of analysis and synthesis
have been completed, recommendations for corrective action
would be made jolntly, and the result, written up 1n usable
form for the theater commander, would be disseminated through
established MIS channels.

T. The process of analysis and the derivation of cor-

rective recommendations should be appllied to communications
not only of a War Department echelon but to those employed 1in
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the Theaters, since the knowledge of such possible breaches
of security, thelr analysis and possible corrective action
may be avallable only in Washington.

8. There 1s attached hereto a draft of a letter to the
Deputy Chief, MIS, which has the concurrence of MIS personnel
concerned, implementing the recommendatlions made in the fore-
going paregraphs, and which has attached thereto a revised
directive to replace that of 3 March 1945.

1l Incl: WILLIAM F. FRIEDMAN
Director of
Communications Research
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SUBJECT: Analysis of the Security of .Communications.

o 703 Commanding Officer - . _ L >
R . Signal Security Agency - : :
o ' Washington 25, D. C.

1. Reference is made to a memorandum 1ssued by the
Deputy Chief, MIS, dated 3 March 1945, subjectz "Intelli-
gence Concerning Security of Communications" (Tab A). A
¥a§§ of the firat paragraph of this memorandum reads as

ollova:

"1. The Direotor of Intelligonce, MIS 1s hereby
charged vwith primery responaibility for conducting research
in connection with material obtained from Ultra sources re-
lating to (1) compromises of cryptographic systems employed
by U. B. or Allied forces and (2) indications of enemy traffic
analyais of U. S. or Allied communications.“

2. After three months of working under this directive,
it 1s believed that this part of it should be changed to
vest primary responsibility for analyzing and synthesigzing :
this material in a joint MIS-SSA committee since MIS personnel
ufficient background and experience in communics-
ons, fic anslysis, eryptographic and cryptanslytic
techniques, Thus, studies and reports would be prepared at
_8ignal Schrity Agency with MIS assistance, but dissemination

° would still be a responsibility of MIS. Under the present

// arrangement, Signal Security Agency personnel have been work-

/ ing on these studies at MIS on an experimental basis., After
A SSA personnel have prepared the studies, the latter are then
deT e subject to delays in publishing and editing out of important
i+’ .phases by MIS personnel due to a different point of view and
A }9’7,the aforesaid lack of experience,
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" *w*" 3, In order to insure proper coordinstion in these

4 matters betveen Sigpnal Security Agency and MIS, and within
Signal Security Agency itself, it 1s recommended that & perman-
ent Joint SSA-MI3 Committee be set up to consist of the follov-
ing members:
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_SUBJEOT: Anquiis_or the Security of Communications

TO: Deputy Chief, Military Intelligence Service
' Room 2B 800, The Pentagon
Washington 25, D. C.

1. Reference is made to a memorandum issued by the

. Deputy Chief, Military Intelligence Service, dated 3 March
1945, subject: "Intelligence OConcerning Security of

Communications” (Tab A). A part of the first paragraph of
this memorandum reads as rolloﬁsz
| "]. The Director of Intelligence, MIS is hereby
charged with primary responsibility for conducting research
in connection with material obtained from Ultra sources
relating to (1) compromises of oryptographic systems em-
ployed by U. S. or Allied forces and (2) indications of
.enemy trafric analysis of U. S. or Allied communications."

2. After three months of working under this directive,
it 1s believed that thil part of it should be changed to.

o Jorhaarals Gand s
véest primary reuponaibility for &ﬂlifiils his material to _
a conmittee couposed of ropresentatives of the Signal Security

Yoe,
Agency anqklllitary Intelligence Service. The committee
would be-responsiﬁli ror-the preparation of reports analyz-
y . MJ\ DMN B

wa
ing roreign success

mﬁm—emus_tw of Allied
commnnicatians. Diasqnination, as in the past, would be
exclusively through Iilitary Intelligence Service channels.

3. It is suggested that the rolloving individuals should

comprise the committee:
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Director of comunif.!LLﬁ‘ms Research, Sivm nan
Asst. Director of Communications Research, Deputy
Representativesfrom MIS . dewivr d .

\ Security Division Liaison Officer to MIS-:
Representative from Protective Security Eranch
Representative from T/A and Control Eranch
Representative from comunicatiom Security Brench,

Secretary , ,

B, It is believed that the committee could coordinate -
more efféctive],y the research now be¢ing carried on and would
insure more time‘ly dissémination of results produced.

0 o, Y&,
5e A-—reﬂv-i-sed—-dtrecttve- of 3 March 1945

mttached hereto.(-2+& p’)

1 Incl W. PRESTON CORDERMAN
Revised directive Colonel, Signal Corps
Commanding
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Dir%ct;r of éomnunice.tion‘i Lg r‘:rc\} ‘EL) @&LL

Asst. Director of Commnnicacions Reeearch, Deputy

Representatives from MIS ¢ deeined -

S8ecurity Division Liaison Officer to MIS

Repreaentative from Protective Becurity Branch

Representative from T/A and Control Branch

Representative frem Communications Security Branch,
Secretary

4, It is believed that the committee could ooordinéte

 more affectively the research nov being carrie& on and would

insure more timely disse -atien of
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5, A peviscd &

1 Inel . W. PRESTON CORDERMAN
Reviaed directive - Colonel, Signel Corpa
' Fommanding .
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