
Serial: 

SIJBJ!'Cra Provild..cm or CCIIIIIIlDicationa Sacurit;y Aesietance to 
Poreigll Ckmar~Mrltao 

It ia raqU88ted tbat t• attache4 be cl18tributed to the 

8JIIber8 ot both boards £or ccmaid.erat1on at. the tort.hCCRing joint 

...tiugo 

/ 
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.... SE1@1R.~f6657ft .. 
IBIIIWIIXJM lfOR ...as, UBI110 8!1!18 CCIIHDIICll!IOIS 

BOlBD AID JIID!BIRS1 UJII!im ~!A!IS CCIIJDIIOAfiOIS SICDRift BOlRD 

SU&1BC'!1 P.Ndad.CB ot Co m1 O&'tti.OD8 Secar.lt.J' Aald.ataDce to 
PONI&a Oowera.at.s 

1. !lle lla1d.CII&1. SecurJ.tr COime11 DJ.ractiw oa Ca•nd•ticma Securit.7 

(EC 168. 20 Ootobal' 1953) states. ia ]m'a8l'&ph 1 o (2)(•)• 'Ua1i I.\. 1a 

tba Napclllld.1d.ll\J' o:l 'fille ad.tetl statU QfwsunloatloDs Slou£\J" Baarcl 

to e8ta'OU11b 'fi.Vcld pol.idw ~ to "&aide the Nlatt.oDa or the 

u. s. ~ wDh tON:lp pvei-...uta aacl !nberaatlcaal oraauf.Rtiaas 

U CCIIJIC •tten.tt AJal8 the bBCMIU7 pd.i~ 1a Gl8 1IJd.oh 1d11 

eatalaU.eh the ~ 1Diezo llld.ch Mll'tm1cat.ion8 aecar.lt.7 aaa!atancnt 

-. be prod.de4 to tore.1..p D&t1.«ma. l Jaa:ve JINJBred a pJ'OJlOI84 USCS!J 

clireotS.ve to tld.a tal 8114 I rea< 11 lld :Lta &ppfGt&1 tv" both ..._.. !he 

Jt1'0P0884 dUeoU.• la a~taehecl as Appen4f.x A. 8Qpplie4 w11ih :t.t ror 
t.t. GallWid.eace ot the 1 'NH is a IJ.aa•l'l' ~ brief dascriptior&a 

of the tqd:a-nt& aDl ~ 18Jlt1011184 in the dbeott'l8e 

2. t1nc1er IDCI.fiUDs aatf.CIIJ&l polt.q. it is aecea11a17 'that the 

fJI;ata.iDefeuaa JIW.tary IDtcmratd.on Coatrol ea.tttee (8-IIIICC) &lao . 
apprcma tba 4ll'eot;ive. 'Bieretozoe, l raoosaad 'bbat., aftGI' aPJII'OV&l b7 

tJSCSB 8Dl uscm, the llmou\1w SecNtar.r. usass. tGL'W&l"d u. direcUve 

to s-ma:cc tor ita corud.dal'&tla. Ira ao 4«1..rc the Bmoatiw SecNtarT 

8houl4 1J01nt out to S..DIIICC that, aoceph; as otberw.l.ee 1ndioate4 1D 

1nolaautt 1 to the dinotiw., the ecpd.)alllta 11atecl haft al1reaaV biMm 

&PPJ'O'V84 tor ftleaea aid that appl'Oft]. or t11e 4f.rectiva b.r 8-DIIICC ~ 

3. At.taehall as Appamtlx B ~ CODSideN.tiOD b7 the MJII'bWa 

ot the Bouda, ia a atat.mt or 1\Y oplld.oa ot the blplicat.ioDa of 
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t111l' the proposed directiw .. 

4• With rap.rd to UBCIB 29.2/1• dated 3 Jtq 1954,. 8ala38cts 

lelease ot .AFSAX 7 te &'lO Jlati<mal UN ( circmlated also aa 

tJscs& 3-1/t) the aetie zrecQIIDI8JlCle4 ia .oonaietent with the propo$84 

diJ'ectj.w. 1'118Ml'ore, aub3eot 'to ~ ot the latter,. l :reCQ11121's1Dd 

t•wrable ccma14erat.ioa ot uscm 29 .. 2/1 ( Ll sc ~ B '!»-' I' ). 
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DRAft 

US (Pil1JHICA'l'IOR8 m«JJJRJ:TI BQlRD DIBEC1IVE IJ_ 

1. PJJl!'CSI- 'l'he pmopoaa ot tld.a direct.ive is to eatablleh uBCSB policy 

govem1Dg t.be proviBio:n of Unitecl StateB comrmrdcations secilr1ty ~Ol'JJ&tion 
' 

and cr,yptogl"aph1c •teJ:"1al to :&ieDoily toreign govemments and :lntel'D8.tional 

military organisati.ous, aubjeot to approval of disclosure by appropriate us 

authorityo 

2o G»JERAL POLICY -

a. The use ot insecure cr.rptographic ayatems and COJliJIU!l1cation 

practices b,r :aat:Lons arid internati.onal milit.al7 organizations i'rieDdly 

to the UB can be detri.mantal. to the natioaal. securi:t7 oE the us. It. ahall 

be the general poUCJ' or the USCSB to iaprove the aecurit7 ot CGDIIUilications 
-

ot frierdly foreign nat:Lona with which the US has :tormal apreGDISDt ~or mtual 

def'.:maeo Th1a DB7 include, (1) the aeCDriQ' or COJIII!Witi-cations 'between us 
and foreign militarT organizations, (2) the security~ ca-mications within 

international milital7 orpaiations with which or :ln wbich the US participates 

by tonul agreement. and (3) the secunty ot uaticmal coJllllU!lications witlain the 

foreign governments where illaecurity would at:tect US raational interests. 

bo The Director. !fatio:nal Securi.t7 Agency, is designated as Ell.-ect\.t.ive 

Agent ot USCSB to carry out this policyo In th1ll capacity, he is authorised 

to take such stepa as he conaiders necessar,y, within policy established b.r 

the USCSB. to provide releasable cryptonaterial as described in the inclo81ll'e 

or assista.nco 1n coDIIIDlicat'lona security matters to tr1erdly foreign govel'fto 

manta and international. milita17 orprdsatiODSo 

APPER.DIX A 
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c. Disclosure ot ot.her specific it.ema ot crypt.ographic Daterial or 

intor.ma.tion not authorised in this Directive will be as approved by s-DMICC 

(Staioe-Detense Military Information Control Committee). CcmditiODB goverrd.ng 

disclosure ot cl.aasifiad mil1tar;r intormtion to foreign nat.iona are eatabliahad 

b.Y 8-DHICCo 

3.. ft!U'ASABLE CRYfJ.'OGMPHIC INFOBJfA'l'IOlf ... Crypto-equi:pmenta ard Cl"7Pto-

878tema l18tecl 1n the inclosure my be provided to the nations apecttied 11 

prov.lded cliacloSUl'e baa been approveci by' 5-IIfiCC. Operating instructions, 

repair aDd maintenance i.Datructions, and kq1ng material to be used with 

the•e 8J8tem& ar:d equipml'tnts are considered to be an integral part ot a cr,pto­

&)'Btem. '!'be USCSB will, as necessaey • umd the inclosure to contorm to United 

states toreign pol.ic7' with respect to tha specified nations, aDl to particular 

Cl"JPtt&raphic requireDJente. 

4• PROCEDURE FOR OBTAINING AUTHOm:zATION \0 tmiJ!'A.§l- All requests .tor 

release ot ceyptographic 1Dtcmation or mterial to foreign governments 

reccd:val or ird.tU.tecl 'bJ' USCSB JI!Dbers will be submitted to the Director, 

Natioml Security Agency. 

a. When the particular information or material requeatecl is releasahl.e 

to t.he pn"t.icular nation in accordance with thia Directive, the Director, 

National Security Agenc71 is authorized to turnish, within his capabilities, 

the required material. without referring the request to the USCSBo~o 

b. ~en the particular information or Daterial requested is not 

re1eaaable aa provided tor in thia Directive. and the Director. Nat.ional 

Security Agenc71 considers the disclosure to be in the US national interests, 

he will refer the request v.Lth his reCOliiD9Dlatione to ,s..:mncc through USCSB 

aDl USCIB. The Director. Natioual Security Agency. will provide iDf'ozmatf.on 

and advice as necessar,y to assist USCSB in reaching a decision. 

Incl: 
Four Groupe SE{JRET 
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j 
AU c:rzyptosystems atll equi;p11enta listed in Group& 2, 3. aDd 4 plus tha 

follOWing are releasable to these :nations: 

CSP 8S9 AFSAM 441 

ASAM 2-1 AF&M 451 

AFSAM 4A AFSAM 49al 
AFSAM 9 AFSAM 0261 

AFBAM 2l AFSAK D.311 

AFSAM :J6 AFSAH D2r 

AFSAH Dl7 AFSAH D371 
EO 3.3(h)(2) 

AF&M 499 AFSAW 72rxf PL 86-36/50 USC 3605 

AF.SU SOO AFSAW D722Jl 

AFSAX DS0.3 APSAX nsos1 

4FSILY D804 A.FSAY D8011 

AFSAl" JJ806 AFSAY Jl8071 

AFSI\Y DS08 AFSAI D8CJ91 

AFSAZ 7315 AFSAY D81ct 

AFSA.Y 81.61 

AFSAY83fi1 

AFS!\Z 7301
1 

AFSAZ D73051 

I 
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All cr.rptosptema aal equip.nts listed 1n Groups 3 aDd 4 plus the 

:toll.ord.Dg are rel.eaeable to the• D&t10DS& 

AJ'SAH r 
AFSAK 478 

AJ'SAK 258/250 

an....t.tma-tape Cl7'PtoSJBtaDB 

CSP 1752 (ope:raticmal. editions) 

Add1t10D&l. rel.eases: 

ASAH 2c:ol has been released 

CSP 889 haa been released 

AFSAX 4A he.a been rel.eased 

1

Not ~ rel.eaaect to L..l ___________ ____. 
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EO 3.3(h)(2) 
PL 86-36/50 USC 3605 
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GROUP l - SotJm AND CENT!JAL .AMERICA (leas Argentil1a lc Guat&DBla), c&YLON,a. 

All cr.yptoayatems listed in Group 4. plus the following cr,ptoayat-. aid 

~ta are releaable to theae natiolla; 

M209 1d.tb OLDIPUS kQ:lDa •t~ 
mms CJ7P1;o8l'lltama2 

CSP 1752 (tra:Jmug editions o~'f­

~ :pad 8)'81;-.3 

l. 
was held bT Bras1lg Ma:lco_, ard Peru 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

2
Authorized tor rel.eaae on needota=lmow ~·• bat not DOW held 'b7 8IJT except 
Colombia and PhilipPines 

3Are now released onq to I t 
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Authentication IQ'8tema (pmc:U aid papezo )1 

lfap reference ard ll'UIII81'ical coclee1 

Operati.oDS codes1 

1 
Recogrd.tion and Id.ent1t1cat1on ayat- EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

lpi'OY.l.81on ~ operatioml editicms 1aned to US forces is restricted to thoae 
1natancee where irlterz.cammn::l cation 1a requ1red. 
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GIA'SSAltY 

OB.aJP 1 

• ., - Aa ~he!doal, ~ted. tape-printiDa ---­
actd.ae UM4 tar att-l.tne l:l:ta&l. enoi~t .. 

AIJd W • All elec~l lchlld.oal ci]iWr •oldM ut.SU.Sq tift .... allll 
~ pr1Dol-- ot • cocle af&nal addtt.ift .,.t.. 

APSUIM • AD ~ opoatecl, 8 rnor cipher 1801d.ne ~ ftf 
J11"1Dc1pla (.adt.tW SIOID). _.be U8IICl tor ett-U.. Utenl 
-.,1~. 

APSAII9 - l ~ ~ HOalttJ' equl~, actaptable tar 
IQilCil1"CCr&& ... 

APSAJl 21 - A bancl operated, tape pr1at1ns cd.pher aeJd.De used .1D eaajanot.iOII 
"'ld.tb GneoptJaa .... 

APSUI 36 - A low .cbelaa• llaa4 operated, tape prlat;1ug. portablAI olpbar 
•china, ecpippacl1d.th ~a~Jbaar4• 

APSAII Dl?- A low echeloD, llaDcl opezat.flll. tape pri.Dtia&, portable, pun~~atic 
cipher aetd.ne, equ:l.ppd wltb ~-

AFSAil 499 - A .aob&Dioal authentiaat1clla dadce. 

APSAX 500 - Caatrol caa80la tor AP8l.J 'lCD _,. ,.._.tor cJaai peel tw ellCl7'Ptiaa 
~ taca1Jd.le, .altiplex, or atnsls aide liard teletJPBIIdter 
transd.uioDa 

AF8AX D503 - A f'ua1wlle M0111'1t7 eqd~ dnipld tor t.he ~ ud 
tra!llld...S.GD ot blaek ancl wld.ttt cow onr ~ 'liP ftldio 
u... 

AP8A.t J18D1. - Single oJamel, ..U-QD~~bl--..., paah-to-talk api80ia aeour1t7 
eq'ld.s-mt ( alplaciQ" ). 

APSlY D806 - Sinal• cba1D'81 tu11 dupl• 8pllllah aeour.L\7 8J8tel tor ,.. ower 
1aacl-11De or laa8 cU.nanGe liP radio. Alt8l'l'l&t1w~ :t.t car& 
provide five t.letft'e cllulwl.8 or one tacaildle cbaaaal • 

.&rSA.Y D808 - Airbome clpbony equi]881lt. 

APSAZ 7.31S- 57ncbr0aaaa, dDa1e chaDDsl, OD-J,ine te1epP.lnter ecpl.-ut. Prori.tteil 
trattio t1ov ucurlty azd autaatlc ••• ~-

.APSAIIIe4- A ana-U. tape MletJPe •curlt7 equls-nt (em-U. llbv) daai&Mcl 
to traaam.t. aa-llae &lid NCtd.ft arr-11ne. 

~ 

AFSlK 45 - A ane-t.• tape ~ •curit7 .qut~ (cm-liDe Jd.xer) ~ 
· -··--- tor use vJ.th a pr1ater or ti'UIMltte diatr1butora 
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APSAJI 498 - PneUJBtic authefttication deT.l.ceo 

.AP.8AK 026 - Single chamlel. QllChronou equ1:p18DtJ proYides traffic now 
IMIQUrity • 

.A.PSAM 031 • A •mall;r operatecl. tape priating. cipher device ua1q a live 
leYel. one-U. k8J' tape. iDtadecl tor uae as a cipher ctav1ca to 
enc~ diptal wather lnt_..i#ion. 

USAII D22 - &l.eotroalc ke7 pnvator deeiped. tor use vith the AI/PGC .JD.ectronic 
MDl.tipl.ez Bq1d.piMJDto 

APSUl D37 - A broadcaam teletJpe eecurit7 equipant llbich v1U 1acl.ude a CJ7Pto­
caaponent and QllObrord.sill& imd. ti'&DBIId.eeion c1rcut.t17 D8Ce1SM17 
to secure the oatpat ot &Ill' atandard. t.eletl'P8 dnice. 

APSA.W ?200- Equi~ consists or randta kq generator. aaaociatecl electronic 
circld.ts am! tive tape punches. (One-time tape procluct5.on 
equip!IBDt.) 

APSA.W D7224 - Bquipaent consists ot a raadom keT generator ancl aaaociated 
· electronic circuits. a set ot S punches and tapa check1Dg !18&!l8. 

APSAX D.50.5 - A facsimile aecurit,' equipalt designed tor the eDC17J)tion and 
tl'&D8JI1asian of b~ck and 11bite cow cmtr long dlatance 1d.re 
lines or Hr radio. 

AFMY D80l ... Single cbarmel selt-s;vncbroDOUS push-to-talk speech securit,­
equipmmt tor use as an intercOIIIIDJDication s)'llt• over short 
wire l1Db ot excellent trequenq Nspomsa. 

AFSAY DSlY1 - Port7-eight chlumel, f'u1l. clupla:$ lld.crowaw radio relq speech 
seclll'itJ' equip~~~nt. 

APSAl' DS09- Single cbamlel push-to-talk apaeoh securit,- apt• tor pnaral. 
use OYer wire lines. 

AFSA't D8l;D - Single cha.DDel low echelon speech security syata. 

AFSAY 816- Eipt chanilel .tul1 duplex Dd.crowa:ve radio rela7 apaech secur:lt7' 
. equi]:llllllt. 

AFSAY S30- Single cbarmel.. push-to-talk airborne speech priV&C7 equipnant. 

AFSAZ '1301 .. Light weight. electrOMcbard.cal tape reader tor enciphan.nt aDd 
, deoiphe~ tor uae with various cipher -.cbines. 

AP8AZ D'130.5 - A ehort teftl ••MP s)'l1chro111ser 'tor uae vJ.th the APSAM 9 and 
silllilar telet7P8 securit7 equipnmte. 

2 
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GJ100P 2 

AFSAH 7 - A keyboard-operated. tape-pr.1DIWJg cipher sachine wld.ch encrnta 
llteral ted an4 Jl111111rals. 

ArSA1I A.7B - A ~tee~. ta.pa...printiDg cipher achiue wbicb encr.J'J)ta 
:U,teral. text and 1111!181'ala. et,ptograpldaall;y idatiaal with 
APSAH ?. 

APSAII 25S/25C ~ el.ectrGMcbald.oa.l• ~-operated, tape-pl'J.Dtf!JI oipher 
acld.ne uaecl tor ott-Ura 1:1~ enciphal'Ent. 

o8P 17S2- Baclio ea11 sip oipl&v (le7i:La' tor CBP 1750). 

GllOUP' 
H 209 • Haacl operated, tape prlatiDg. portable -.c:llard.cal. Cipher -ld.De. 
UIUS- A ~tea wJd.ch prov1daa pol.Jalpbabetia aubat:l.tutioa wl'th Dtfated 

UDrelated alphabet at1'1pa. 

One-U. tape .. ..repeating Ice,- .kupp.U.ect. 1D tape tom. 

One-tile J&d - Bon-Npeatiug ke7 aupplie4 iD pad fON• 
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