MEMORANDUM FOR EXECUTIVE SECRETARY USCIB AND USCSB

SUBJECT: Provision of Commminications Security Assistance to
Foraizn Governaents.

It is requested that the attached be distributed to the
menbers of both boards for consideration at the forthcoming joint
meeting.

eclassified and approved for release
—S‘EGRH by MNSA on 05-02-2014 pursuant to
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MEMORANDOM FOR MEMHER3, URITED STATES COMMINICATIONS INTELLIGENCE
BOARD AND MEMHERS, UNITED STATES COMMUNICATIONS SECURITY BOARD

SUBJECT: Provision of Coommications Secarity Assistance to
Foreign Governments

1. The Faitiomal Security Comncil Directive on Commamications Security
(N3G 168, 20 October 1953) states, in paragraph 1 ¢ (2)(e), that it is
the respansibility of the United States Comemnications Security Board
to ostablish byoad palicies necessary to "gulde the rolatioms of the
U, 3. Government with foreign govermasts and international organisations
4n COMSEC matteras.” Among the necessary policiss 1s one which will
eatahlish the divection under which commmications security assistanco
can be provided to foreign mAtions. I have prepared a propoged USCSH
directive to this end and I rscormend its approwel by both boards. The
mmﬂmcﬁnuatmmdasm_d. Supplied with it for
the conveniente of the mesbers is s glossary containing brief deascriptions
of the squipments and crypbosystems mentioned in the directive.

2. mmsﬁagmﬁmm,itkmmmmttm
State-Defense Military Information Control Committes (S-DMICC) also
apprn;vethndiraetive. Therefore, I recommend thet, after approval by
USCSB and USCIB, the Bxeocutive Secretary, USC3B, forward the directive
to S-IMICC for itz consideration. In zo doing the Exeeutive Secratary
shonld podint out o S-IMICC that, except as otherwlise indicated in
inclosure 1 to the directive, tho equirments listed have already been
approved for roelease and that approval of thw directive by S-DMICC will
sonstitute approval of the relessability of the remaining items,

3. Attached as Appendix B for consideration by the members
of the Boards, is a statament of wmy opinion of the implications of
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% the proposed directive.

4. With regard to USCIB 29.2/1, dated 3 May 1954, Subject:
Release of AFSAM 7 for FATO National Use (circulated sleo as
USCcs® 3-1/1) the action recommended s gonsistent with the proposed
directive, Therefore, subject to approval of the lattesr, I recoamend
favorable considoration of USCIB 29.2/1 (UscsB 3-'/v ),

RALYXH J. CANING
Iicutenant Gemeral, US Arsy
Director
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US GOMMUNICATIONS SECURITY BOARD DIRECTIVE /r‘,____

1. FUBPOSE - The purposa of this directive is to establish u3CSB policy
governing the provision of United States commmnications security information
and cryptographic mter:llal to friendly foreign governments and intemational
military organisations, subject to approval. of disclomwre by appropriate US
authority.

2. QGENERAL POLICY -

a. The use of insecure eryptographic systems and commmication
practices by nations and international military organizations friendly
to the US can ba dotrimental to the national security of the US. It shall
be the general policy of the USCSB to improve the ssourity of commmications
of friendly foreign nations with which the US has formal agresment for mitual
defense. This may include, (1) the security of” commuphications between US
and foreign military organizations, (2) the security of commmications within
internstional milltary organigations with which or in which the US participates
by forzal agreement, and (3) the securdty of national communications within the
foreign governments where insscurity wounld affect US nationsl interests.

bo The Director, National Security Agency, lis designated as Exsueytive
Agent of USCSB to carry out this policy. In this capacity, he is authorized
to take such steps as he considers necessary, within policy established by

the USCSB, to provide releasable cryptomaterial as described in the inclosure
or assistance in commnications security matters to friendly foreign govern-
ments and international military organisations.

bl

APFENDIX A
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co Disclosure of other specific items of cryptographic material or

Information not authoriged in thls Directive will be as approved by S-DMICC
(State~Defense Military Information Control Committee). Conditions governing
diaclosure of classified military information to foreign nations ars established
by S-DMICC.

3. RELEASABLE CRYPTOGRAPHIC INFORMATION - Crypto-squipments and crypto-
systems listed in the inclosure may be provided to the nations specified,
provided disclogsure has besen approved by S~IMICC. Operating instructions,
repair and maintenance instructions, and keying material to be used with
these systems and equinments ars considered to be an integral part of a crypto-
system. The USCSB will, as necessary, ameni the inclosurs to conform to United
States foreign policy with respect to the speacified nations, and to particular

cryptographic requirements.
4. FPROCEDURE FOR OBTAINING AUTHORTZATION TO RELFASE -~ All requests for

release of cryptographic information or material to foreign govermments
recelved or initiated by USCSB membars will be submitted to the Director,
National Security Agencye.

8o When the particular information or material requested is releasable
to ihe particular nation in accordance with this Directive, the Director,
National Security Agency, is authorized to furnish, within his capabilities,
the required material without referring the request to the USCSB.

be When the particular information or material requested is not
releasable as provided for in this Directive, and the Director, National
Sscurity Agency, considers the disclosure to be in the US national interests,
he will refer the reguest with his recommerdations to S-DMICC through USCSB
and USCIB. The Director, National Security Agency, will provide information
and advice as nocessary to assist USCSB in reaching a decision.
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A1l cryptosystems apd equipments listed in Groups 2, 3, and 4 plus the
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following are releasable to theas nationss

CSP 889
ASAM 2-1
AF3AM LA
APSAM 9
AFSAM 21
AFBAYM 36
AFSAH D17
AFSAM 499
AF3AX 500
AFSAX D503
AFSAY D8OL
AFSAY 13808
AFSAY D808
AFSAZ 7315

Dol [/

AFSAM 4L
AFSAM 45

AFsay 498l
AFSAM D261
Arsax pard
ArsaM p2ot
AFSAM D371
APSAW 7200%
APSAW D72241
AFSAX D505>
APsaY psor’

AFSAY Deo7)

AFSAY D8OS™

APSAY DBlOl
AFSAY 81,,61
AFSAY g30%
arsaz 301>
arsaz o305t

JE03.3(h)(2)
' PL 86-36/50 USC 3605
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A1 cryptosystems and equipments 1isted in Croups 3 and 4 plus the
following are releasable to these nations:

arsan 7

AFSAM 47B

AFSAM 25B/25C

One-time-tape cryptosystems
CSP 1752 (operational editions)

EO 3.3(h)(2)
PL 86-36/50 USC 3605

Additional relsases:
ASAM 2-1 has been released
CSP 889 has been released 1
AFSAM 4A has been released
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GROUP 3 - SOUTH AND CENTRAL AMERICA (less Argentina & Guatem.la), CEYLON,

\EHILIEPINES AND

All cryptosystems listed in Group 4, p]nsthe following cryptosystems and
equipments are releasable to these nations:

M209 with OLYMPUS keying lllter:hll

VENUS eryptosystems?
CSP 1752 (training editions only)°
One-time pad systemsd

E03.3(h)(2)
/ PL 86-36/50 USC 3605

1
Was held by Brasil; Mexico, and Peru

2Authorized for release on nsed=to=know be,sis, but not now held by any except

Colombie and Philippines

3)Are now released only to




The following cryptosystems are releasable to these nations:

Authentication systems (pencil and paper)t

Map reference and mumerical cmies:l

Operations codesl

1
Recognition and Identification systems EO 3.3(h)(2)
PL 86-36/50 USC 3605

]'Provision of operational editions issued to US forces is restricted to those
instances where inter-communication is required,
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GLOSSARY
GROUP 1

csp 889 -~ An electromechanical, ksyboard-operated, tape-printing eipber
machine used for off-line literal encipherment.

ASAN 2«1 ~ An slectromschanical cipher mschine utilizing five rotore and
employing principles of a code signal additive syntem,

AFSAN kA ~ An electrically operated, 8 rotor cipher machine employing TTY
pd.:eiplu (modsified SIGNIN). May be used for off-line literal
enciphermant.

AFSAM 9 - A non-synchronous teletype security equipment, ada.pubhm
synchronous use.

AFSAM 21 ~ A hand operated, tape printing cipher machins wsed in conjunction
‘with one-time tape.

AFSAM 36 ~ A low echslon, hand operated, upnpriubing,porhbhcim
machine, equipped with keyboard,

AFSAN D17 - A low echelon, hand operated, taps printing, purtabk, pneumatic
cipher machine, equippsd with keyboard.

AFSAM 499 -~ A mechanfcal authentiocation davice.

APSAX 500 - Control console for AFSAJ 700 key gensrator designed for encryption
of facsimile, mltiplex, or single-side band teletypmwriter
transmissions

AFSAX D503 - A facaimile security egquipment designed for the encryption and
transmission of black and white copy over land-line VAF radio

AFSAY DBOL - Single chamel, self-synchronous, push-to-talk spessch security
equipment (ciphony)e.

AFSAY D806 - Single channel full duplax speech security system for use over
land-line or long distance HF radio. Altermatively it can
provids five teletyps channsls or ons faceimile chammel.

AFSAY D808 - Airborne ciphony sguipment.

AFSAZ 7315 - Synchremous, single chamel, on- teleprinter poont Providei
traffic flow security and autonﬁz.mmy nmbﬁlg y

AFSAM 4 - A ons-tims tape taletype security equipment (on~line mixer) dos:lgmd
to transmit on-lins and mcd.n off=lina.

AFSAN 45 ~ A one~time tape teletype ncurity squipment (on~-line mixer) designed
~—-————  for use with a printer or transmitter distributor.
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AFSAM 498 ~ Pneumatic authentication device.

AFSAM D26 ~ Singls channel synchronous equipment; provides traffic flow
sequrity.

AFSAM D31 o A mamually operatad, tape printing, cipher device using a five
level one-time key tape, intended for use as a cipher device to
encrypt digital weather information.

APSAM D22 ~ Electronic key genorator designed for use with the AN/FGC Electronic
Multiplex Equipment.

APSAM D37 - A broadcast teletype sscurity equipment which will inelude a crypto-
component and synchronizing hnd transmission circuitry necessary
to secure the ocutput of any standard teletype device.

AFSAW 7200 - Equipment consists of random key generator, associated elactronic
circuits and five tape punches. (One-tims tape production

equipment.,)

AFSAW D722/ - Equipment consists of a random key generator and assoclated
" electronic circults, a set of 5 punches and tape checking means.

AFSAX D505 - A facsimile security equipment designed for the encryption and
transmission of black and white copy over long distance wire
linas or HF radio.

AFSAY D801 ~ Single channel self-synchronous push-to-talk spesch security
equipment for use as an intercommunication system over short
wire links of excellent frequency responsa.

AFSAY D807 - Porty-sight channel, full duplex, microwave radic relay speach
security equipment.

APSAY DEO9 -~ Single channel push-to~talk speech sscurity system for general
use over wire lines.

AFSAY DBIO ~ Single chammel low echelon speech security system.

AFSAY 816 - BEight chanhel full duplex microwave radio relay speech security
" equipment.

AFSAY 830 - Single chamnel, push-to-talk airborne spesch privacy equipment.

AFSAZ 7301 - Light weight, electromechanical tape reader for encipherment and
 decipherment for use with various cipher machines.

AFSAZ D7305 - A short term message synchroniger for use with the AFSAM 9 and
sinilar teletype security equipments.

ANNEX A 2
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GROUP 2

AFSAM 7 - A keyboard-operated, tape-printing ciphor machine which encrypts
literal text and numrals.

AFSAM A7B - A koyboard-operated, taps-printing cipher mechine which encrypts
APtSA.nm']?" text and mumsrals, COryptographically idantical with

AFSAN 25B/25C ~An electromechanioal, keyboard-operated, tape-printing cipher
machins used for off-lins literal enciphorsant,

CSP 1752 -~ Radio call sign cipher (Eaylist for GSP 1750).

GROUP 3
M 209 « Hand operated, taps printing, portable mechunical ¢ipher machine.

VENUS - A eryptosystem which provides polyalphabetic substitution with mixed
unrolated alphabet strips.

Ons-tims tape ~ Non-repeating key supplied in tape form.

Ono-time pad - Non-repsating key mupplied in pad foinm.
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EO 3.3(h)(2)
PL 86-36/50 USC 3605
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