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POLICY AID HfOOBDmi POR DISCLOSUBE 
OF CRlPL'OGBAPBIC I!UOBMA.TIO'I m FOBEIGI 1\TATIORS 

I. PUBPOSE 

1. It is the purpose o:r this regulation to provide general. policy guidance 

011 rel.ee.se of cryptosraphic iD.fo:rmatic:m to foreisn na.tions 1 aDd a Ull.1.f01"111 

procedure for obtaining approval. from higb.er authority to d1sc1ose crY,Ptographic 

informatiOG to foreip raations. 

II. POLICY 

2. Several u. s. apncies are responsibl.e for matters perta.iDing to rel.ee.se 

of inf'Ol'Diation. 'l'he principal. agencies throup which EA. DlUIJt ~..k approval '£or 

cl1scl.oaure of cryptographic iDf'Ol"'IJB.tion to foreip cOUD.tries are as follows: 

a.. '.ft1e Sta:te-Defease Military IDfoxmation Control. Conmittee (S-DIICC). 

This Conm1ttee esta.bl.ishes the policy of the United States governing the discl.oaure 

of classified military information to foreign SOverDmellts. S-JIIICC is the final. 

approviDS autbori ty 011 disclosure of classified aecuri ty infcmaation to foreip 

uatiODB. Policies of 8-DIICC must be adhered to when 1n1 tiati.Dg and preparing 

requests for approval ot reJ.ease of classified cryptographic 1Df01"DDI!\.t1on. 

b. Joint Chiefs of Sta.t'f (J.c.s.). It is the policy of the JoiDt Chiefs 

of Staff that no .1oiDt cryptosrapbic device or publication will be made availabl.e 

tor cca'b:.tned use w1 tbout the approval. of the Joint Cbiefs of Staff. 

c. UD1 ted States Ccnmmicatious Intelligence Board (UseD) • ~e Un1 ted 

States CoaJnnmicatiODS Iatellige.Dce Board establiabes broad. pollcy w1 tb respect 

to the :aatioual CCIIIIT effort and has certain carmi tments pertai.DiDg to pre

servation of COJIIlfl sources. Bel.ease of cryptographic information which could 

have the effect of curtailing u. S. COMIIe must be reviewed by USCIB. 

3. Bxcbeage of teclmicel. crypto-iDf'ormation w1 th the U. lt. was authorized 

by the Joint Chief's o-r Staff followiDS the first US./Ult Ccannu1 cation Secur1 ty 

(CONSI!:C) Conference. u.s. crwtoSE'&phic 1Dfozmaticm forwe.rd.ed to the u. IC. lllUSt 

be cODfined to the specific i tema authorized for discussion at the first awl 

succeedi»g US/IE COMSEC cODferences. CryptopriDciples reservecl for exclusive 
• 

U. s. use will not be discl.oaed. Further 4evelopDents or e:x.teDsiODS to improve 
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cryptoprincip~es eJ.ready discl.osed to the Br1 tish may be disclosed provi.decl the 

extensiou is a logical aae to tbat cryptoprinciple, :J.nvol.ves DO new ccmcepts, 

aa4 does not WJe er.yptoprincipl.es ~ogical.l.y' related to cryptoprinciples which 

bave not been discl.osed to tile Bri ttsh. llew c~-ptoPrinciples Will not be 

disclosed to U.K. authorities UDJ.ess the i"ol.l.owiDg cODditiCDS are first 

satisfied:. 

a. The cryptoprinciple has been d.emoDstr&ted as beillg feasible for 

deve~opment. 

b. '.l'he cryptopriDciple can be used to meet au approved caibiDed or 

BA'l'O COIIIIilUUication security requirement • 

c. The Chief 1 Office of CommmicatiOD Security, certifies that the 

ceyptoprincipl.e will not be rezerved for exc~uai ve U. S. use. 

4. In all cases where cr.ypto-equipnents &l'"e to be me.de a:vailabl.G to the 

StrmdiDS Group for :IA'10 approval or s.dopticm., the revelation of cl'Jl)'toprinciples 

1Dvol.ved should be restricted to pneral sUillll&ries aDd descriptions, and should 

not 1Dclucle specific vi.d.ug cleta.Us, draw1Jl8S, etc., until or UDless, the 

equipaent is in production. 

5· For the purposes ot this regulation~ classified cryptograpllic information 

is d1 vided into two classes 1 defiD.ed as follows: 

The following types of ~togra.phic material &Dd 1Dtormat1cm nmmal.J.y 

will be assiped to Class "A": 

a. Hmual C1'7Ptogr&phic systems for which cryptolopc cl.eararlce of the 

user is not required. (Bxsm.pJ.es: One-time pads 1 double-transposi t1011) • 

b. Codes (one and two part) tor which ceyptographic (crypto1og1c) 

cl.ea.rance of' the user is not required. (Examples: Bomber Codes, Map Coordinate 

Codes). 

c. Authentication systems. 

d. Devices for which CJ:'1Ptograph1c cl.ea.mDce of' the user is not required. 

(Examples: Strip cipher system, liA!EX) • 
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e. lllstrl.lction pertaining to use and operation of Class "A" systems. 

t. Codes and cipb.ers which do not require cryptosrapbic cl.earance for 

discl.oaure. 

• g. Codes ciphers aDd cryptographic techDiques which are defiDi teJ.y 

eatabl.ished as 1D use or as ha'Ving been in use by the recipient country(s) • 

Class '15'' 

6. The foJ.l.owiDs t~s oi' cryptographic material ancl intcmration DOl!'ID&ll.y 

will be assiped to Class "B": 

a. Cnnmmi cation security equipaents, usual.ly electro-mecbanie&l or 

el.ectrc:mic 1D. zaature. 

b. Cr,ptopr11lciples which J11B.7 be iDcQ%lX)r&ted in such equipaents. 

c. IDatruct10DS for use and operation of such equipnea.ts. 

d. Cz7ptopr1Dciples of wbich there is reasoDS.bl.e doubt the recipient 

COUil'try bas kaowledp. 

e. Security e'V8l.uations 8Dd crypta.DaJ.ytic teclmiquea applicable to 

so1ut1ao of all Class "A" aDd Class '11" 1Dforma.t10D aacl ma.terial. 

III. PROCEDJBE 

1· 1!le class into which cryptosra.phic inf'ormatiOD is placed governs tbe 

procedure to be fo1lowecl in obtainiq approval. :tor cliscl.osure of the infOI'III&tion. 

Bozmall.y) the request tor discl.osure of a cryptopriD.cip1e shou1d contain a request 

also f'or rel.ease of operatiq 1Dstruct10!1s 8Dl other material pertinent to 

operation azul ma.inteDallce of the system. Coordina.tion vi thin BSA must incJ.ude 

both the Chief Office of Commnnicat.ton Security, and the Assistant Director, 

Office of ProductiCD: prior to forwa.rd:ing the request for discl.osure to the 

Director for approval. or sism.ture 

Class "A" 

a. DiscJ.osure of Class "A" cryptographic 1DfOl!'DiatiOD may be &P.Pl"OVed 

b7 the Director. A request for approval. of' discl.osure abal.l g1 ve full. detail.s 

illcluding reasCDS for disclosure and benefits which the u. s. ma.y expect to 

receive in retum for the inf'oDDI!I.tion disclosed, the aature of the material to 

be released, and, if pertiDeDt, DIBmler of reimbursement if release oi' material 

is illvolved and 8D7 increase in BSA. COMSEC production CODtiDgeDt upaD "tale release 
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of information. AcCCIUJ..P61171ns the request will be notification to S-JHICC 

settiDS forth the iDtozmatian authorized b;y the Director for disclosure 1 

the recipient Dation or Daticms and tbe benef1 ts e:x;pectecl to accrue to 

tbe U. s. b;y virtue of the discloauzre. 

Claas "B" 

b. In the case of Class "B" 1Di'omation, pollc1es of 8-DIICC, USCIB, 

a:a.c1 J.c.s. must be cCD&iderecl. Ill certain instances, prior actions b7 one or 

more of these asencies ma.;y ccmsti tute appro"Val. for release, or may, on the other 

hand, ~bit reJ.ease. Such previous acti01118 or decisions will be taken into 

account when prepa.riDs a request for cliscl.osure. Information similar to that 

required for Claa's ,..A" cryptographic information will be incl.uded iD the request. 

c. !he follow:i.Dg ccmsiderations sball guide forwardins of requests for 

release through appropriate cbannel.s to the agenc7 vi th fiual. authority to 

approw rel.ease: 

(l.) WhiJ.e liSA. COMSEC f'unctiODB remaiD UDder the J .C .s., a request 

for rel.eaae will be forwarded first to the J .c .s. for approval. If the J .. c .s. 

approves tile request will be forwarded .to USCIB aDd will. indicate tbat J .C .s. 

approval has been obta1ned. 

(2) When J.c.s. approval for reJ.ease is e.pparent tbrough approval 

of previous acticms, the request for approval. will be forwarded to USCIB w1 th a 

notatim iDdicatins J.c.s. approval DDd the circumstances of the approval. 

(3) Upon receiv.i.Dg both J.c.s. and USCIB approval, the request 

will be forwarded to 8-DIICC. AJ.temati veJ.y, the request to USCIB may request 

USCIB to forwa.J.'d the request to S-IIIICC upon approval. 'b;y USCIB. 

e. Wben 1 t is expected. tbat cryptographic information vil.l be introduced 

into the Canbined Cryptographic aDd Securi t;y Panel. of the CAR-UX-US JCECs to be 

cODSid.ered tor adopt1cm f'or Combined and BAm c(I!IDUJl1 catiODS, if acticm ~ obtain _, 

authority to release has not previousl.y been 1Di tiated, such action must be 

iDi tiatecl1 vi th the foregoiDg procedure 1 at the t:lme of' introducing the subJect 

into the CAll-UlC-US JCECs. 
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BDW1JD1 FOR 'l'8E CBAIRMAB, CEBSA 

SUBcJECT: DJ.scl.osul'e of Cryptop-apb.ic Inf01'11J8.tion 
to Foreip lfa.tiODS 

DLe 1Dcl.osed memorandum by tbe RSA members of 

CBISA is fonarded for CODsideration at the DeXt CIRSA 

meetiDg. 

IDcla 
a/a 

P. P. IBIG111 CAP.l'AD, USB 

for 

SECRET 



.. • 

.. 

e s~t:ifif1i631 
SBQMJ llhiUIIHt :HIAIIWJSOJI 

for 

DISClOSURE OF CRYP.OOGBAPBIC W\HIA'.m'll 
m FOiEIGB M'l!I01JS 

1. Tbere bave been several cases recentl.y in which successful. CCDPletion 

of actiODB to improve the e:eyptogra.phic security of M!'O and Cclll'bined (US-t.m:) 

ccmmmicaticma he.ve beeD delaJed. because of the necessity to obtain reJ.ease 

approval. :trcm the State-Defense Jlili 'ta.17 Cactrol CClllllli ttee (S-JIIICC) • ID SQDe 

cases it has a.l.so been necessary to receive the approval of the Ubited States 

CcxllmuDicatioaa Intelligence Boazd (USCIB) aDd of' tbe JoiDt Chiefs of Staff" 

(J .c .s .) • In the latter 1Data!lces, the Director, liSA.. has usua1J¥ iD1 tiated 

the actiODS necessary to obtain approval.. There ha"Ve been oceasiaDS also) 

iD which the Director I BSA., has sane directl.y to s-am:c requeatiDg autbori ty 
to rel.ease cr.vptosrapbic :1Dformaticm as has the .DC on otber occasiODS. 

2. ihe Director JITSA, 1a now establlsbiDS a procedure within :NSA to be 

followed in obta1Dir1S tbe various approvals neceasa17 for discl.osure of crypto

sralilic iDf'OJ.'!DB.tiOD to foreign Dat10DS • This procedure will, if accepted. by 

the agencies exercisi.Dg approvi.Dg authority, provide a means of Eterial.ly 

ahorteDiDg the time usuaJJ.y required to obtain approval. 

3. As a. first step 1 t is necessary to di vitle cryptos;raph1c inf'Ol'll&tiOD into 

two classes which are defined as follows: 

Class 11A" - Cl')'ptamaterial which is used iD :forwazrd or tactical 

echeloDs; has ceyptopl"inciples which aze widel7 known 

in foreifJl nations; or is of such a Dature that u. s. policy 

~ DOt require cr.yptographic cl.ee.nmce of persorme.l for 1 ts use. 

Class ''B11 
- AU other cryptographic inf'o1'1D&tion. 

4. It may be noted that much of the cryptosra.pbic i.Dforma.ticm which has 'been 

discl.oaed 1D the past faJ.l.s 1Dto Class ''A". 

5. Under the proposed procedure 1 the Director, BSA., would authorize 

discJ.osure of cryptogr:aphic 1nt'ozma.tion defiDecl u Class 11A" 1DfoJ."JJBtion, &Dd. 
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the Director, liSA., would enaea.vor to obtain approval. for :release of Class ''B" 

CQPtosraphic iDfOI'III&tiOD. frail the three copiZBDt autbozoi ties. 

6. Ill 01'der that 1 tems which are ill Class 11A" me.y be acted aD prcaptl.y 

vi thou.t :first obta1n1ng J .c .s. approval., the Director, :&SA, proposes to forward 

the inclosed JlleiiiD%'8IIdu to the J.c.s. for approval.. Sim1lar requests will be 

au1D1 tted. to USCD ancl S·IIIICC. 

7. It is reCCIIIDEJDCJed that CBIISA CODCUZ' 1D the foll.ow1Dg act10DS: 

!.· 8SA. zepreseDtati ves 011 the Combilled 8ecur1 ty aacl Cryptogm.phic 

Panel. of the Cd-Ult-US ~s, prior to submitting a paper which vill eventuaJ.l7 

require d1scl.osw:e of ceyptosraphic 1Dformat1on to foreip aations will: 

(J.) I:a.clicate tbat tbe 1nf'orma.t10D. is Class "A" CZl'Ptosr&pb1c 

1Dform.t1CID 8Dd authorized for release 'b7 tb.e Director, liSA., or 

(2) Include a statement to the effect tbat approval tor :reJ.ee.ae bas 

been obtai ned fZ'CIIl tbe copizant respaDS1ble authorities. 

(3) OD similar ;papers sul:IDitted by other aeenc1es, BSA representatives 

OD. the CCIIIb1Decl Security 8DI1 C~c PaDeJ. be aasiped the 

task of obtainiDS release approval &11d inform the Panel. ot this 

.tact in a •nner similar to tbat described above. 

~· l'orwal'd1r&s the 1Dcl.osed JDeiDOl'8Ddum by the Director, liSA, to the J.c.s. 
for CODB1clerat1CID. 
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DISCLOStJB&: OF CftP.L10GBAPBIC IlDORMASOII '1'0 JUREIGR IIA'!I<BS 
References: J.c.s. 927/$ 

J.. For the cc:mtil\Uaticm of secure combined US - Ul: ccmmm1caticms1 rmd. to 

1mprow tbe cammmicatians security of 1IA.m torces1 it is uecessary trail time 

to t:t. to CODS1der a u. s. cr)'Ptogr&pbic system., device or publication which 

mipt be used tor this purpose. Bei"ore J11SB7 of these items caD be :ro~ 

proposed tor ac1opt1CD by JIAf1'0 forces, or for use iD US-UK CCIIIIlUDice.tiODS (wbich 

oi'teD 1Dcl.ude Cc:llllrlaDwealtb. Bat1CDS not members of BAm) 1 1 t is Decess&J."Y tbat 

approval of the Jo1Dt Chiefs of Staff' be obta1Decl. !his is required in accozdaDce 

With the provisiODS o:t Joint ActiODS of the Armed Forces* which states that Do 

Joillt Cl'JPtosraphic device or publication will be D.D.de aw.ilabl.e for combiDed 

use without approval of the Joint Chiefs of Staff. 

2.. ID coasider!Dg the Dature of JD8ll7 eryptosraphic items for wbich 

requirements exist 11'1 liNl'O and in US - UK CQ!IIDmi catiou 1 a d1 v.l.s1an into two 

classes em be made. 9le cryptaoa.terial iD one of these classes can be 

cJBracterizecl by three properties: 

!. . It is used iD :f'orwa.Td or tactical echel.oD8. 

!!.· the ceyptoprinciples geuemll.y are wide]3 Jmown. 

g,. •Ol'lllBl.l.y cr,ptographic cle&rance is not requi:r:ed for access to the 

cryptcma.terial.. 

3.. In aeaenJ., the cr;yptoga.phic illfOJ.'DBtian in tbis class perta.1Ds to 
' 

C17,P't0s~:a.Pl1c systems and publice.tic:GS used ill tacticaJ. echel.an.s, 1D aircrai't. 

8Dd iD amalJ. surface craft. 1be 1 tems are ot the f'olJ.owiDS types: 

Authent1cat1an systems. 

Operatiozas Codes. 

C&J.l Sip Ciphers. 
Map CoordiDate Codes. 
Certain crnrto-clev.Lces of simple D&ture. 

4. 'Dle cryptoprincipl.es of these B:fStems are ~ wel.l.·kaown tbrousJ1out 

the world 8Dd in BCIIle var1a.tian are used by JJJBDy 111111 tary forces of other countries. 

'l'he security required for iDtozmation enc~eypted by means of these systems is 
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uauall.y for a short time cml.y'. 'l'he necessary CQI!IIPJD:l cat1011 secur1 ty is obtaiDed 

"b7 iSSUiDS new ed1 t10DS of codes 811d m.king :i'requeu.t cba.Dges of ke71D8 Date:t:"ial. 

1D the case of ciphers. 'D1e cammmica.tiCD security, therefore, is not clepeDdeat 

upon keepiq tbe paeraJ.. uature of the system UD1mowa but upcD tbe keys *ich 

are used. It should be po1Dted out 1Jl this carmectic:m tbat, because of the 

echel.ars or use, captu:re loss o£ aircraft over enemy terri tor:/, etc., would 

lead to illlmedia.te ~se of the cryptopr1Jlc1pl.e even if it were DOt ~ 

Jmowa. 

5. Use of cryptopapbical.J.lr cl.eared perscmnel for protect10D of crypto

ma.ter1al of the kiDd ~~~tmt10Ded 1D pa.rasraph 3 above is Clesirable but caDDOt be 

CODS1dered as BD absolute necesai ty. '!he cost of' mvestiptiDg the J.arae rwmber 

of 1D41 Vidu&ls 1Jl J.ov echeloDS f'or access to such ma:ter1a.l would be very sr:eat. 
\be tile invol.ved for 1nvest1&atiODa coul.cl affect serious~ the a'Vailabili ty of 

cleared. peraormel for caJDDua1cat1cms secur1 ty purposes iD these echelaas. 

Purthezmore, ~ cryptaDat-...r1al in this class is usual.ly basecl upon or cl.oseq 

related to wll lmom cqptopr1Dciples. C:ODSeQ.ueatl.y', the add.ed protectica 

afforded by a cryptol.ogLc cl.eara.nce is not as iJDportazlt f'or these S:fStems as 

is the case for other more ad:vanced. ~cipl.ea. 

6. In reco&DitiOB of the foregoiDS c01ldit1ca.1 Depa:r1:iment of Defeuse 

D1rect1w 1lumber B-5210.2, dated 5 JUDe 1952, authorizes EA. (AFSA) to 4esigaa.te 

certa1D tDC!S of cryptcmateri&J. as DOD-cr1 tical fran the security viewpoint 

SDCl tor which no ceyptosraphic cle&rance is required of 1l1d1 v.l.4uals tor access to 

security illfOl"DDB.tion if various classificaticms is still required. 

1· For c~ic iDf'cmDs.tion which does not fall within the category 

described in tbe foresoiDS pa.msraphs, the prov1s10DS of Joint Action of the 

Azmed Forces would be CaDPlled. with. 

8. In llpt of the forego1DS statements, I therefore 1"eCCCIDDJ1e.. tbat the 

Joillt Chiefs ot Staff': 

~. Authorize the Director, liSA., to approve release of cr,yptosrapbic 

material of' the followiDg tJPes to f'oreigu naticas I subJect to 11at1cmal. pol1c7 for 

discl.oaure of' classif1e4 security illf'm:ma.tion: 

(l) Ma.m.a1 cr:~Ptograpbic systems tor which cryptoJ.osic clearance of' ~ 

user is not required. 

(2) Codes (one- rmd two-part) for which crwtol.ogtc cl.earaDce of tbe 

user is 110t required. 
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(3) Autheotic&tiOD systems .. 

(4) C17Pto&mlia1c devices aD.clmchines for which CXl'Ptologi.c 

cJ.earaace of the user is not required. 

(S) Other codss1 ciphers1 8114 cqptcsrapbic techDiques wbic!l are 

def1D1tel.y established as 1D use or aa haviq been 1n use by 

the -.t1CD(s) involved in disclOSUZ'e. 

(6) lDatz'tlcti.CDS pertaiD1Dg to use of tbe foregoing CJeyptoga.pbic 

mtena.J.. 

!! . Direct amendment of Joint ActiCD of the Armed J'oz'ces to ccmf'QI'Dl to 

the fon&01DS ODthorizatiOD. 

9· Coord.iDatiCIIl with the Director, Comnmic&tiCIIDS•B.l.ec'tralics bas beerl 

ef:f'ected. 
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IBDWI1DI J'OB 'lU IBMBEBS OF USCIB 

SUBJ.F.CT: Discl.osure of Ceyptograpbic ID:ro:zmation to Foreip lle.t1ons 

1. 'Dlere are, at preseat, three agencies which 71Jta3 be required to 

approve rel.ease or disclosure of c~togrs.phic 1Dtormat1on to foreign nations 

~ese are the Joint Chief's of' Staff 1 USCIB, and the State-Defense Nili tary 

IDf'ormatiOD COntrol CCIIIDi ttee (s-macc). 

2. At present the general Da.tiODal pollcy pe1"1111 ts release of' COIFIJBft7AL 

cryptosrapbic iDtoma.tioD to Australia and BEr.l Zeal and and i'OP SECBE'"f crypto• 

graphic 1Dtorma.ticm to the UDited King'am tmd CanMa. as necessary to pemit 

~lementation of' cOiillm1cat10DS agreements. ID the case of e.ll IIA.m countries, 

and of the remaiD1DS CCIIIIIIJQil'Wealth cOUDtries, S·IKICC policy prohibits release 

ot C17.Ptographic iDf'ormation except as approved by 8-IIUCC in each 1Dste.n.ce. 

3. IJ.be maJor1 ty of the cCIIIDUDica.tioas agreements which are being 

tmplemeDted, either tbroush the CAR-UK-us JnECa or throush the ~s of the 

StaDdins Group of' WAm, require participation em. the part of' the D.'l'O aations 

and the cCIIIIlODveal.th countries. Furthel'll!Qre, the maJority of agreamente 

ccmcem the provisicm of tactical codes 8l1d ciphers su~ as aircra.tt codes, 

authentication systems, 8Dd the like, all of Ybich come within the "Class A" 

catesol'J' referred ·to in pa.ragral'h 4 below. In cmler for this type or material 

to be available wheu. needed, and to permit traiDiDg to be ccx.ulucted, it is 

Deceasa.ry to have it distributed ccms1dere.b1y in advrmce of the time when the 

countries which require it would be participating vitb. the u.s. in actual 

canbat operatious. 

4. Gen~ speakiDg classified cryptographic 1Dto:rmat1on ta.lls within 

oae of two classes as follows: 

Class "A" 

!lhe foll.ow!Dg types of cryptographic ms.terial and informaticm DOmal.ly 

will be assiped to Class "A": 

a. JIBDna.l cr.yptogra.phic systems for which cryptologic clearance of 

the user is not required.. (ExampJ.es: One-time pads, double-transpos1 tion) • 

b. Codes (one and two part.) for which cryptosraphic (cryptologic) 

cl.earance of the user is not required. (Examples: Bomber Cocles., Map Coord1Da.te 

Codf!s). 
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c. AutheD.ticaticm systems. 

d. DeVices :for which C17Ptosrs.pb1c cl.earaD.ce of the user is not 

required. (lxa•tqilea: Strip cipher S)'Stem, :lATEX). 

e.. InstructiCD perta1n1q to use a'!ld operation ot Class "A" systems-

f. Codes and ciphers which do not require cryptographic cl.earsnce 

for disclosure. 

g. Codes, ciphers, and cryptographic techniques which are defiDi tely 

established as 1D use or as haviDg betm 1n use by the recipient country(a). 

Class "B" 

The followiDS types of cryptosraP~ic material. aDd iDfcmDBtioa llO%'!D8J.ly 

will be aasiped to Class "B": 

a. Ccamm' cation security equipraents, usually electro-mecharl1cal or 

electroaic 1D nature. 

b. Cryptoprincipl.es which may be incorporated 1D. such equipment&. 

c. InatructiODS for use and operation of such equipaents. 

d. Cr;vptoprir.c1plea of which there is reasOD&ble doubt the recipient 

country has Jmowledp. 

e. Security evalu&tiODB aDd cr,ptaua.lytic teclmiques appllcabJ.e to 

sol.utiOD of all Class "A,. 8lld Class ''B" 1Df'01'11E.\tioD 8lld. material. 

5· In establ.isb.1.ng a liSA procedure for 1Dsur1Ds tbat tbe nece&S&IT 

clear&tl.ce actions are takeu., I have received traa tbe Joint Chiefs of Staff' 

authori t;r to approve rel.ease of JoiDt cryptosra.Phic material. of the Class "A" 

type, subJect to na.ticmal policy for 41scl.osure of class1:t1ed security 1Df'orma.tion. 

6. The mterial 1n Class "A" cODSists of the tJpe of cocle or ci:pher which 

does not require ceyptographic clesraDCe on the part of u. s. users, canta.ins 

DO new cryptoprinciples but rather CCllllsiats of cryptographic ideas generaJ.ly 

known to all D&tions, 8D4 would cause no insecurity to u. s. comrmm1cations 

if the cryptopr1nc1ple is known to hostile D&tiODS. Furtbermore, the 1IIA1'0 

countries recei viq ~= material are &iSJ&tory to aa:reements reprding storar,e, 

account1Dg., aDd issue of cr.vPtamaterial. 

7. I, therefore, recCJIIIDftDd1 in li@b.t of the foregoing statements., that 

USCIB: authorize the Director, BSA, to approve release of cryptographic systems, 

2 

SECRET 



.. s~nJt:;&q6631 

., '-.J n...n .L 

1Dfomat10D1 ad deVices to f'oreigo. D&tions without reference to USCIB, 

proviclecl that such systems, 1Df'ormation1 and devices are Class "A" me.:tter 

aa cletined in paragraph 4 above. '!he Director, liSA will keep USCIB 

informed of the i t.ems which he authorizes to be rel.easecl aDd the recipient 

D&tioo or natiODS. 
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JBII)BA10JJI( FOR BE CHAIBIIAIII S-DIICC 

SU&'JECT: BeJ.easing Cr)'Ptosraphic Information 

1. There are, at present, three agencies which may be required to approve . 
releaSe or discl.osure of cryptographic 1Dforma.t1on to foreip DS.tiODS. 'lbese 

are the JoiDt Chiefs of Staff, the UD1 ted States Ccmmnmtcaticas Intelligence 

Board, and J0111" ccmmittee. 

2. At present the general D&ticmal policy permits release of CODIIBI'l!IAL 

cryptographic intomation to Australia &rld Bew Zealand and 'J.'OP SBCBE'l ceypto

sraphic intOZ'IBtion to the United K:lngdcm and Caua.da as necessary to pezmi t 

implementatioo of cCIIIIDm1 caticms agreements. In the case of all BATO countries, 

aDd of the raaainiDg caJIIDOI!IWe&lth countries, S-IIIICC policy prabibits release 

of Cl'JPtographic int"oma.tian except as approvecl by s-macc in escb iDstaDce. 

3· \be maJority of the communicatiCDS asreemeu.ts wbich are beiDS 

1mpJ.emeDted, either tb1'ougb the CAJJ-UK-US JCECs or throu&b the CECS of the 

Standing Group of :tAm, require pa.rticipaticm on tbe part of the IIA'J.'O zaatiODS 

and. tbe cCIJJDKlDWe&lth countries. :ru.rthermore the maJority of asreements 

CODCem the provision of tactical codes aDd ciphers such as aircraft codes, 

autbeDticat1011 systems, aDd the llke, all of lihich come within the "Class A" 

category referred to in pBZ'&SI'apb. 4 below. In order for this type of material 

to be a'V8.1labl.e when :aeeded, and to perm1 t trainiDS to be cCDducted., it is 

Decesaary to have it distributed considerably 1D adwm.ce of the time when the 

countries which require it would be participating with tb.e U.S. iD actual 

ccmbe.t operations. 

4. General.ly speaklug classified cryptographic iDtomation f'alls within 

one of tvo classes as follows: 

Class "A" 

1'he following types of cryptographic material. and iDformatiOD no1'111&lly 

v1ll be assipecl to CJ.a.ss "A 11
: 

a. llrmue.l cryptographic systems for which cryptologt.c cl.earance of the 

user is not required. {Examples: One-time pads, double-trauposi tion) .. 

b. Codes (cm.e and two part) tor which cr:fPtogt'aphic (cryptologt.c) 

clearance of the user is not required. (Exsmples: Bamber Codes 1 Map Coordir.tate 

Codes). 

c. Authenticaticm SJ'Stems. 

d. Devices for which cryptographic cl.earance of' the user is not required. 

(Examples: Strip cipher system, IIAcrEX) • 
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e. IDstructiCD perta1D1Dg to use aDd operation of Class 11A11 systems. 

f. Codes aDd ciphers which do not require cr;¥.Ptographic cl.ea.raDCe 

for discl.osure. 

g. Cades, ciphers, and cryptographic teclmiques which are defin:L tely 

establ.ished as in use or as haviDS been in use by the recipient count17(s) • 

Clus "B" 

~ fol.l.ov1Dg types of cr.YPtoar&phic material aDd 1Dtorma.tiCD DOJ.'IIBl.l.y 

will. be aasiSQed to Class "B": 

a. C(l!lllpm1 cation security equipnenta, usually el.ectro-mechallical or 

el.ectra:lic 1D nature. 

b. CZ01Ptopr1DcipJ.es which may be incorpoJ:ated iD such equipraents. 

c. lDstructicus for use and operation of such equipaents. 

d. CrJPtopr1Dcipl.es of which there is reascmable doubt the recipient 

country baa lmow.le4ge. 

e. Securi t7 evaluations and ceyptal!alytic teclmiques applicable to 

sol.ut101l of all C.lass "A" and Class '1B" 1Dfozmat10D aDd material. 

5. In eatabllshiq aD BSA. procedure for 1Dsur1DS tbat the neces1!1817 

cl.eararlce aetims are taken, I have recei '\led frail tbe Joint Chiefs of Staff 

authority to approve rel.ease of .joint C%7,Ptograpbic material of the Class "A" 

tJPe, subJect to nat1anal pol.1cy for disclosure of classified security iDf"oz..ticm. 

6. i'he material. in Claas "A" conaists of the t1P9 of code or cipher which 

does not require cryptographic cl.ea.rance 011. the part of U. s. users, coataills 

DO new cryptopr1Dcip1ea but rather consists of cryptographic ideas generaJ.J.y 

lmowD to al1 natioua, aDd voul.d cause DO insecurity to U. s. camnm1catiODS 

if the c~topriDciple is kDowD to hostil.e Dations. FurtheJ:mo.re, the D.'.l'O 

countries receiVing such material are signatory to asreements rega.rd.iDg storase, 

accouu.tillg, 8114 issue of cryptCXDB.terial.. 

7. I, therefore, recommend :1.11 View of' tbe f'oregoiDg statements that the 

State-Defense 11111 tazoy IDf'orma.tion Control. CClii!ID:i ttee authorize the Director 1 

BatiOD&l Security Al!,.enc7, to authorize rel.ease of cryptographic systems, 

informatica. &DCl deVices necessary to implement cCIIIIlUDicatiOD asreeaeats 

prcnrided that such sya~, informatiCII. aDd devices are Class "A •• materie.l 
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as defilled 1D parasmph 4 above. 'lhe Director, liSA, will keep the s-mn:cc 

1Df'omecl of the items which he autborizes to be zoel.eased aDd. the recipient 

D&tiOil ar natiODB. 
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