
-------------------~--------------~~--~~ .... ... ) ....., - .. ...... 

The Director 
National Security Agency 
Arlington Hall, Vriginie 

Sir: 

REF ID:A66773 tt 

Da\ld Kahn 
Wand110r Gate 

(-.real !'teck, New York 

December 2a, 195~ 

The recent criticism of the nationalsecurity system 
by the Amerit"'~n Assocl.ation for the Advancement of Sc1ence 
~rompted the New York Cipher Society to ~ssue the enclosed 
T~Improve Our Cryptographic Defenses." As you can see, the 

statement first corrects an unwitting error in the Association's 
statement and then furthftr explains the danger inherent in the 
present overly-restri~tive cryptographic security system. We 
confine ourselves to our particular sphere of competence. 

We are aendiDg y~u a copy at this statement in the 
hope that the logic ot i~s position will con~ince you to liber­
alize our current cryptograp~c eecurity program. 

• "To Imppove OUr Cryptographic Defenses" was adopted 
without objec~ion by the New York Cipher Society at our regu­
lar monthly u~eting held in New York on December 20, 1954. In 
addition to the Board of Diructors of the American Association 
tor the Advancement of eo1enee, copies are being sent to Pres­
ident Eisenhower and to ot.her parties. 

We hope t~at this statement will prove o£ some assis­
tance to you ~n your worK of guarding the communicat1on lines 
which are so vita.L to the- nation. If' you have any questJ.ons 
concerning tha statemunc;, ple-l:ae do not hesitate to wrj te ua41 

Very truly yours, " . ¥ ~J_ " ... ~t ..... . / 
Pt'f:l&ident 
New YorK Cipher Society 

1!\pQJoved for Release by NSA on 05-01-2014 pursuantto E.O. 1352e 

' - ·~ 
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fH IW folk Clpbe• 8Mf.M7 a...-a with the pri.atd.plea 

uUtaa t•• cnt•••r flttid.oa ot eet••W• utenauoa tlblob wen 
.. , tOl'tJl b ~~~•:r..-.saa tiM Bella ot la,lODal S.O\lli.\,. ltJ 

the Board ot DineMr• ol 'b• Aael'lou Aaeoelatia t• *• AA&.,..,.. 
••• et SaiMe•• Ill $ha\ IIPlrl' et .....-.n, tlle SHietr wlabee 

•• peb\ •• tu' the A••*•'*-' bae •wl•Uall,. bpJti.S .,,. ... 

tla '" 1•• OtG ._..... ...n,,. polletea 1a a ft.eltl TlPl oo \1le 

u\leeal d.et••• ala'" Jaaa ••• _. S\a •f1Ulifle4 .. \1 .. ot 
•oo...s.oat.Sft ...... t.a Wte t.ll.owiq HilUM••• 

le-. •• clay •• tN1ih of tbat. na\eMn, a\rtetly ...... 

fM enllll cee'Atl or dpNra ••• b)' ov aaw4 teroae, tu .,.. ••• 
:l~ c.S.p)M.J'Jlllfi.U, ,_. • .., oo4e• •~' -ttli'Mr• litrelcea bJ ov U'JPHM• 

1,n1, tbe Muapa nAl\SaslftB ....a 11'7P"ualrd• ... all *•• 
•rop.el, 11• ld.'ld.a 'U1e bcv.atla ot eow:ri1Q' Jater.u'iie. How.YW, •• 

Lwcclf.a\loa t~Bsa::at to h«'f• O'hla'l.oolc¥t lMft the tan - •lHti.a:t~ i\.-tM 

~l'ld.'- al\A eaaea\£4 to 'b'* lt!'~' ... ~•• ~•aft sptUJltie, co•:.-.$ 

... ~t-1 'GltiS\al.J Uri.YO b-• ~·t.pl•• -uiU.* ~ft ...... J.tt ll»'S 
"'-- - ....... ~- -- ..... 
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awe the aecuritJ att.1Ult.1on "td.th resp&Qt. ~o cr,p~oga~tJ:·hY 

ia o:oepUouallr reetr1et1ve t \te Society feel a tbtlt it lf.tl'l"lnte a 

turth•• atatehOD't 

K&7 roaaoaa a~vate the h'JP~O&.t'&pb1o eecurtty aitaa'ble\'l 

iD. thia OOU1l1;1!."J • Clnet u.nd.oubCGdly t la tho wn'M1i contusion beuwe.f:U 

baaio neee.JI(•;~ aad tn.lbnoquo:at naulta wllir*' the SoQiety hs.a triad t.~; 

tl.ear liP in 'thia atattament.. Ano1;her is th® fnot. 'thl\t. t:hrc.mgb. the 

a&ea eryptoB:t·l:lphie intoraatioo baa e.ollaia'tt\ntlJ \aunt auppreaae4 ....... 

pi'Obably be~·..t.~• ot th.G very C('f1fua1on ex~lifto4 1a the AJ:.UJool•tt.on •a 

ataiament. Ano~her 1$ the natu.~al aoluaiven&aa ot th-9 profe&o1.cnals. 

StUl another 1 a 'the tra~t1o ezpenenq~ - a~ill all ~~ mah in 

the mRor,r of mar or (Nl.'" oryptograph•r• ~'" o.t h.av1~ «n American ex• 

poae i1l all. of hi£~ own coutryta motrt ee:Ot:'•t ae"t!v1t1ec 111 thin 

~1.~41 thi!"bJ" l'Uiliing y-eara of work an the aolut.ion ~t maltY' torole,n . . 

code•• Al...\ ot then fao'tora ada up to the qp&~ii!.l.ly heavy reoti.,...leo 

ti®e oa tho tl'ee d1&ttQsio!l ot e;-yptog:raph'f in tht;; OOl:t.~t,~J• 

SUob. a policy ia, in t.he 9Pinion of t-..1-J..e Sooiety 11 W'!W~"" 

aJ.pted &' ben arJ.d U..'-a«JQll&Oiol!ably Unge:rma:t At l'l'.ll'Bt" :-i!ftZ"' NQ..\lOl~~ 

point. 1uo; t!a1a ecnelu&d.ons. 

!ke tlra~ !.-e the ••t ol a;:"S~?tt$ fer let<-e ~)(1.~g¢t:l,.; $~ 

ovi~y H.pletiw.a uvaJ.'Iro..-1 by ~.b• ABstaciat,~e-n iu S.'t-$ e't'.!tPe;P;iJ AU 

these ar~u hold ilnw tor errptt~s:oa~ a£ wll 144 !til.~ b~3:! • ., 

at1atS.tl• k.~t.owleqe beoa~a. 1u1 ~!ll .~~~7 tt:q,~a~Mdt ·~ht\ l.attttt· 

.izu:ludaa :ihe ttt1•%R• hnJ,l\4);'1, tho S~;'lS.etJ' we.suld ~k~ ~11d.t tb:&. 

feolin(t ltffh1M thQ A•tMe5kt~.O".n' s ats.~u,tnts 't,batr t.h~ e&ll't.c-iiritr pN£!,."l"'S"lll 

ul.Uma,•ly tbreo\oruii t"lfN4oJ.a o.f' tnw~t., th~i; it ia tlMtr'llc~x :t(J· ... 

~ p~~t to ~~~~n i~ale, a~ th~t i~.t.~ ~ol•~~t~d ~~ly.b&~$~~0 

tr~ - .. ;\.. . . 
.ol!'f:,tl';.l··~·.ll.f"A.,"?n:'f'") .:~'-lit··~··. '... .y . :..., .·- ·'· ..... ~ ' . . .. 
~ .,. ... -ril ::;..;& ... ·:.... •"'W • ' • ..._. ~......... ....... ... ~~ -i.l""L •• .. .:..." _;,.,.''·~.<;"i[:" •tl(~jllo,it.S.~%-~f'~~.i'\ .~~~"~- •'t'•\·•: tX'i• tk:1t:'#t~".t.J·l '):~-'lt .. .U·=1.~)1; 
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et ~e pr~aae& Wt#ld. ~•u;ion. Ar.i!.d.G hoa ~io, the S&01e~y o~ Mili41 

:U.ttil .. .- to t.h.o A.lleoeiaticm '• •\atan~fllt b•yond raae.rld~tt; ~M' ftteltle 

l'.!'lt1o1a af!S S'I.I&Pfiion would pl'Obefbl., prove espeoi"llf tmt'lf'ral lu 

a ft.flll.t wbiflb. ba• so lone btu eeot6r1ff aad witMl"aWll. 

Setoondly, reetric~n t~~ ceyptoa...,aphie in.for1211Uon s\\mtt~ 

the qualltr ~d qu.n~ity ot a.ateur er,p~o~pbera •• & primo eo~rct 

tor aolf men a4 1deaa in thia ti.tald. The &b.ortsicht1td.nesa or tbla 

pol1oy wUl !njve 1J.h..1.s Dation, 'lq)•roept1W.y aa the flow f.4 MW Uf:~a 

atul taea alcn1l7 dii.es 'liP • or trtlh't~nU\!ly tJhen a tiiuclclon lbJbUiutS.on 

ealla 11\ vail\ tor erntoan.phe:;.~a.. C,.JPtognphe;:·a caau\Qt b$ Utaino4 

ovam1P,\; b~ t.b.,- will bB n•oded onraigbt.. fb'tAae •~ alNad)· 

lalcw aa~tia& about tho aubj•ot ttU.l be aYaUablo rn.r atl.r'i q.\d.ckly 

'haD 'tht:t•• tdto .flll'Wit be 'aught h-em tha poUlld 1ap. Purth~:r-, t:M•o 

aatn:t:"a 1d.ll. haTe, boo.aue of ~•t.r b&eks,ftom\1 ~' ter bott•l" '\l'M.ttlf:v 

aPD.diutc fif ~he pnbleaa f'J£ prao1t1~a1 fWJP~~aph::r than battUy 

wara-tnuod ._. lotablft aeaf"lJ aU iap~t •d~ p:rin~1pl.•• itt 

\b.o tlolcl atcm .from A'$tev lnvantics., 1iv.>Ii~&• i!<l'TJZte'!"eon ~ Btl.,_ 

(d.!1flaf£1e~ts 1"831" a eipho~ 4P1ee l'C) JtU.JJ ap llili~h, lllf.,s.h.t.ly •di• 

.Uif4, ia au.ll ued. b1 'i~o A.rar• Sir Charl&n ~e~t;;~t.(.)tl~; t.be ti.U!lO\t~t 

_ Jh'~:t11h e&1ent1n 11 en.a'ecl an :l.:llpa1ou f.t"'.tJP'ttJ~ph- ~\~"\ * cl.~htt:"* IJYP. 

t.~• •• pod. 'Citiat the Bn•i~th -.4 it a.e a .ft~ld ci~~\~ i\1 W¢';!."1~ WA?:-

~o8 Aa Aarien cleetrioal -.su~eu&l"; 011\t&r' &. V•:rnamJ i.tlvenM4 c 

atn .. tit t.olnyp.,.baee Sld.pbrertq•tnn•!n•~ .. Qfl: ~·tllumisa wee:m1'p-!lt)'~ 

~thy. to ••• a ~-1 troa 'ba~t~y, o Swe41sh ~oh.mit:lil mt• 

fff.se«r •a•tDCI Borie c. w. Hq4Pl.:Ut p:roc.u• ao •eellcmt. a 4d.p.h-· R" ~.fti~~ 

'th\ bMll do.~a uad. it. t1urhc lfoJ'!'lfi W'~r n, 4\ld Q Am$r'iGU j.:Mwtol!'" 

B.~~ a. iie'b-o:t~t, detrol.c.a:p~ a e1'7Ptegraph "WlU..$.1, ,!.~«:o'£'di~1...~ t.~* ~r, 

thlfr l•·r~iil\. 1.\&ll.l- io1- t~p .... t&Gtft't t~\C«iS.o:.J~.. Al-l. e-t .l~HJ..'t~ . ' , ' 

......... ~ -·.t:-· 
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item~~ e.mbod7 important oryp~p-aphio pl"'inoiplos j all haYQ •uoceoetlilly 

Mt the teet~ of pz'lllo't1oal uaageJ and all have been C'.roated by araatcQr 

oryptographerat ~- all o£ l'.h1ob atl'"ild.ngl:y c Cll.t''irw:.s the ~ortanoa ot~ 

amateur eon'tii·ibutiona 'o C:r)'ll'tograyb.y. The go'Ve.mllltbnt grabs £or the•e 

id•as, bu' unwisely rojeota calla tor help from possible contribQtor~. 

1he populari -t:r of eryptog1"UU.s in th~ puzale pages of no11.-spapara ill4i• 

ontee a lddel?i".ad. int~n-aat in tb1s au.bject, but thb go'fentrs•nt, in• 

etead ot ct•v~::..cpil'lg this poten~!.al. pOGl ot orypt.o:;rapbera, actu.aJ.,ly 

bttata down it~ interest b7 opprQas~.v• s•ourity :r-egulationa. Unlesa 

th1e policy it; chaug&d, what is nott tau,. may b~'lom~J $Uieide~t 

Finally, the o~y modern authoritiGG en crypto~aphy who ~~• 

Uscuand the llubject ot exo;Ja.aivo aeor(;oy both age~ thti~ sreat.e~ d1$­

aainst1GD ot C~1Jitogt~aphio intoril\lition bea'fl. aervcs the natiw. 

The tlrn, Ge~:rn-al Marcel Oivlarge, ch16!' o.f th• F:reneh ceyptograJ.~hio 

b\U"Gau whflHJ$ va··k d.\d BO much tro h'll'lp win World ~z· l 11 atatt£d !US tal" 

back ~• 192) the~ 

' 

tttfoo t.m.·:.h O#flre;;::,- is ~~~et.uea hs.ndul; 
R,Pl)~·•as;Lcn o£ cryptog:-apbio ut·Qi"raation 
N~Nlta tn ~r~ lack of aat 1a.fonw4 p•~ 
eoDa~l1 ~\e pnblicat~~ of &~~al 41£~ 
:f'\ised :tm.OIHl•tt~ ot certain qua.1ti ons • S\l.M 
ea tnat ~aemina t.~•po!',&ti1e.1l, dt,~B 
ltR px•el'O'G ~bit &fi.neral st.s..tf.· fitora eo!:\-.. 
eeel:t.ng d•t.P-1la o'E int..,reot 6o tJl:n !Ui.~~ 1t 

eryptf.\&r&phio 't-1.\l"a&ue h\ 'Wo:d.d. Wii.X' I• rptana b; !lmt.l~wning ~x~s~t.tiV$ 

tsfl.Sr~q end. eoa•l.,.li~s by 4et:l&ril!ll 1;M't t'JI:e~'t ~t firJltt(!gX'.lphic 

i:d'ol:'r.;ti.\tion is ot~CJN!\t.isl t.o • ~~ erypt..::tiJ."aph:l~ t~ltAnlc•.. Arter ~nl:v 

tw1r ·~•n.ta~ cf M~ 'M~!t 1 ht~ e~:ayau 

.. 
:~""""·· 

\ ____ .]. )\ f I •,#£" 
-----~ 
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"tha't ia, the aacrgq wbloh enahroudGd 

al.moa't al). C1"'JPtograph1o activities be!'ore the 
war baa prcn·•d itNll to be a two-ed.pd. asword. 
The experl.encee ot ~he Woli..d War proved eonelu .... 
IIi vely that such SGCrecy moat fraquently doaa 
11cre hal"~~ than gcod.. Itr prevent• t;be spreadirtg, 
aortg aold1era and oi viliana alike» of the gen• 
eral training 1n cryptography absolutely necea­
eaey for the conduct of modern wari'a.re. It. :re• 
a\r1eta the horison of the 4)t•yp~ogra.phe:r and 
lulla him into G fallnci~~a oelt•conaei~~~ 

Further on: "In b:t"iaf', all unneceeaa17 secr•oy 1a to a high de~"ee 

obstructive ~ knowltfdg;S of 5td at;f'iciencr ia. oryptogt\t.phyl• And .t.~'!;l 

tho third ot hia ooncluding r~eommendAt1one: qA max!D.un g&neral 

kno1d.&dg<e ot b<r-th c:eypto.:p<apb.y and cryptanalysis, with th~ el1mi . .'ta~;t<.'n 

ot all unneoeliUMU"1 ecu:rr~cy f ab.o1.1.ld ~o ,g1 VEal to t..h·.~ Oor}'HJ ot o!t'J.c~·l·~ '* 
Sutfu.t ~hea, nre the rea&Ql\8 lJtly ~M I$~ !$k Cipher Soci~l•J~ 

be1.1nea tha,. the prtJs.-nt ovel'ly-reat:ricti1Hl ~17f·togriph1o 8eUurit1· 

pJIOira.~ harms t.hlil U9.t.1on. 'lhs Sod.ot)' tuls that libttl~alizati.or& oi:. 

'he pl .. ogra atl:uw.ld l'ftak., a.vail.abl~ more baA?ic orn·.tographio bowlttt.A·~ 

and should -~~il«~ publi~ Ulter••~ in oryp~o~phy tiith~~ die• 

oloJJ!:lg m7 ft!S(h'fiJHSflrilJ"•tt«lC:""e_,. reatJl:t.&..- 'ru3 con b~J da.~u~ along -t~~­

l:lufUJ laid ~~ by t.he ~;e~natiCG. !no~hal~ W"f WlJ?JJ.d b~ t.-c .-.lfli~'\~4 

eertatn otfic;:tel publli,'Sat.t:(.ene m crwtogl~ph:r ttl ·th$ pu'bli~~ fh~t~·=~ 

hooka oontaia noth!ns Jtb-.3ut o.fticial eiplte:r~ and. of£ero little i.f ./ 

ilOW6TW~ t1he7 4"2:'~ ~U·lt.'!"ii;to$1-1 ::; 

. ~~ .. and ®wrplote. "n4. they ocu.ld fill a pr.1bl.i¢ ~-.1 wh\eth pr1vat.e :i..n• 

d-aatrrr doaa ~tot til.\ (proe'W'11!P..l.J beo.au.so \b cis..~ ta M .. ~1 •~ 
"• 
~ 
#­
$-

t.o be Vllpl"'fit,a~ltt). In o'&ba:r eoi•'ft&JdUt, the ~~).'"t~tn~t ~~:~.eti)."'U'6t -.. -:ff.u 
·~ 

smc.\l & l'tl:f'~11Ah.ing ~r l~ti .... demlilul but Ulpor\ut.ut a&t!arJ.i4.l. ~r. t~t ~utt-"':..J..if.::,)~-
as oM r;,.~ its prl.~sry .t\!lU:!\'dous, :Sut in CJ.f'JPW~~-~J~!'.tp 1.•~- m' .f!~Atld vi.~~ 
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syatiom) a.r.t·ord.ed the gf)\\"GI'nDitllit an oppol"tunity to downgx·~d• t.be se 

publioat1ona. Shmaehl.ly, instead of ae1s1ug that chJ~.\nOllt, the goveru­

YDOnt uaed tM ordor to upgrad• them, thua not only making t.hecl lm• 

n•u"Jet~aarily hard ~o obtoin .fc.r thoae 1ntuaestcd reeaniete and. MiJ.­

it.a:ry personnel wtto h.at"a a rtgbt. to thea., but also reMOTing them 

entirfJ17 trt>ill 'the t3duo~tioua.l apl'..area of the !l.linf ruuat.eur cryptog~a r.>he.r~ 

~ oo'i.lld therefrom ba:o~.fit themsteJ.ves and their eount.ry .. 

Tbta whole :picture i~ not blaok, ho,1ever. AL'lericsn Cr)'"i~­

an.alytStll as~;onished. th.-.J world ~th th"'ir :tam<lus ;,x·tl~r eol.ution of ;::h!& 

Japanf!sa CO(b~. U~doub·:-• .adl.y th• level of the:l.1• «aeemapli~bm9ll"t rG!\£i·~·.,j 

high: certain hints le-.1\d .cred~n!:e to thi.u rtc-rw. W!ftv·u•th~leaJt~ th@ 

lew Yol--k Cipher So<:iety .fe!il.D ~h~ evan t.hi.e brillia..'l'lt wo.rit can bft 

extend~Jd and i.mpro~lo~, and t.l:k'l'l;. £t. leaat one -,ay ·r.o do it. we~.ald be 

'to end the d.ang$l"ous preafi!S:t f·Ollf:-, Q:f exossai Te •eerccy. 'lhu.a c~ 

the bclJ't. 1nt.~n-•utts ot ~.er1ca be aer'i(:td.G 


