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David Kahn
Windsor Gate
C-reat veck, New York

December 28, 1954

The Director
National Security Agency
Arlington Hall, Vriginie

Sir:

The recent criticiam of the nationalsecurity system

by the American Association for the Advancement of Science
Erompted the New York Cipher Society to 1ssue the enclosed

To. Improve Our Cryptographic Defenses,” As you can see, the
statement first corrects an unwitting error in the Association's
statement and then furthar explains the danger inherent in the
present overly=-restrictive cryptographic security system., We
confine ourselves to our particular sphere of competence,

We are sending ysu & copy of thls statement in the
hope that the logiec of iis position will confince you to liber-
alize our current oryptographic gecurity program,

"To Imppove Qur Cryptographie Defenses™ was adopted
without obJection by the New York Cipher Soclety at our regu-
lar nonthly veeting held in New York on December 20, 1954. 1In
addition to the Board of Directors of the American Association
for the Advarcement of [ecience, coples are being sent to Pres-
ident Eisenhcower and to olher parties,

We bope that thls statement will prove of some assis-
tance to you in your work of guarding the communication lines
which are so vitalL to the nation., If you have any questions
concerning the stetement, plesse do not hesitate to write us,

Very truly yours,

el Fiber

President
New Yorx Cilipher 3Soclety

roved for Release by MNSA on 05-01-2014 pursuantto B0 13526

-\ ]




. REF ID:A66773 .

70 IPROYE UR CRYPTOGRAPHIO DEPFENSES

The How York Cipher Scciety agrees with the prineiples
calling for groater freddom of selentific information which were
set forsh in “Strengthening the Basin of Hational Sequrisy® by
the Beaxd of Diveoters of the Ameriean Assncliatieon for the Advansge-
asit of Sciencs., In thas iris of agreemonc, the Socciety wishes
e peins out that the Assosiatisn has unwittingly imphied eppesie

tien 0 Sts o suggested ssourity policies in a field vital to the
national defenss, This Lt has dene Ly its wmqualified mention of

Noomuunication aodas®™ in the fellowing ssntneses:

Bmmm«n godes straagth and
wdﬂm. mataéu pgu ond other
forunatlon can be kept out of eneny
hnmh 8t leasts temporerily, hy adeguste
¢y sefoguards, Alshough sush infows
aa'ﬁim wmtmuy beoomee ohaolele or is
sperctional use, unsil

thh hnppcmﬁ msuy fc proper and eff¢gw

¢ «ao 0an deny thae truth of that statemdnt, strietly read,
The asuonl cofen or cipbars wrod by sur armd feorcas, the koys used
in ensivharnani, she coexy codes or-siphers Lrokan by our eryptente
1yats, the pessagea Jesnltisg frem sush eryptanalysis «- 211 these
properly Lie wishin the bounde of sccurity infermssion, Howevszr, the
Ancceiation gnong to have overlgoled hars the faes oo elewiinve Rads
wpiiedy and cosaavial to the srgament - that these Zpesific, socded
$heny mﬂmm:r derive Do primsiples wiish ame amrm rzm!
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Since the security situation witk respest sto 4rypLogrephy

{8 cxoseptionslly restrietive, ths Suciety feels that it weyrenta a
furthor statensny:

Nany reasons aggravate the eryphegraphice sesurity situsiion
in this gountry. One; undoubSedly, La tha current confusion betwesn
baslic ressere: and sibssquent results which she Jecieby has teisd o
glear wp in this ztatsnent, Anothsy is ths faad thai through the
ages eryptographie information has consistantly besn suppressed =-
probably becsvse of tho very ¢mfuasion asxemplidicd 1n the Associstiont's
stateugnt, Asother is the natural smslusivencss of the profespicnals,
8611l ancther is the traumatie experiengs o~ 8tili all oo fresh in
the nmsiory of nany of oax gryptographsrs «» of haviag en imorican e

" pose M8 il of his own gowntrylts weat cedret setivities inm this
field, theyeby ruining years of work on the solutien of many foroign

sodes. ALl of thess faoctors add wp to the a¥psslally heavy restries
tions on the {roe dlsdupsion of syryplography in this sowntry.

Sash a paliey is, in the spiniem of the Scodaty; shorde
pighted 3% best and ungongeionably demperous at worst. 7ThHrss reszoup
point to this eenslusions,

- The firvss 33 the set of argussnta fer laes aﬁwﬁmga&t'atw
curisy repletisne advanged by ths Asasedmtden in $1s statament, ALL
thege argusests hold Lrus for wrypbegraply as woll as fop basle
setentifis kaovledgs becsuss, &s the Sesfsly explained, the latber
includes the former, Further, tho Seoisty would mcke axpliedt the
fooling bohind the Asmsalationts statenent thad tho sefurdéy progren
uitsmasaly shesstens Dresdon of thought, thet 1t iz thaveloerey ro-

pugnaat to Amexigen idaals, and theb 3% 1 tolerrisd only besnas
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of ths prescnt wirld tension, Aside from this, the fsolety oun adé
iitsle to thu' Apmciationts stetemsnt bayond remsrking that ombelde

. &ritialsm ans suggestion wonld probably prove especsially émmm in
a fHeld whiah has B long bsen esoterly and whthirewn,

' Sevundly, restristion of cryptographie information stimde
the guelity and quentity of asateur Sryptographurs w- & priss Sourss
for acw man snd ideas ia this fiodd. The ehgrsaightuduasa of thig
policy will injare this natdon, imporesptibly ag ths flow of asw Ldzay
and mak slowly dries up, or frighteaingly vhon & suddon mobllizstion
eails in veiln for cryptographers. Cpyptezraphers esnnot o t¥ained
everalght; bud they will b neaded overaight, Those ¥s slresdy
kunow semathing about tha aubjeat will b2 awvallable fap 2o quiskly
than thope who must be Seught frem the grousd wp. Purbher, these
amasenrs will have, booszuse of shalyr bagkgreund,; n far bebter undeg-
standing of the problemas af preetisal evyptography than hastily
wvar«traired men., Hotably, mearly all ismportont medevn pringiples in
ke fiald stem from ssateny invontions., Thomas Jeoffeorsen drew gpe~
gificstions for a eipbar device 150 yesrs age which, =lighily modie
ficd, 48 atill umed by 4he Avmy, Sir Gharles Whestobexne, the fanoug

_Britigh selentist, srezssd an mg;m:%.aﬁa e‘i‘yp‘;rzaﬂapﬁ af % Aohar spRe
ten 89 good that the Brisvich uwased it ae 2 fleld odpbaw in Yordd dar
I. An Amarviesn clestvicsl saglsesr, Gilbery 8, Vernsm, invented aw
audomabio taletype-basre seiphering-tirunssiosion woshandiss wsurpagsyd
soday, 7o save a cumpany from bevhwupicy, 5 Swedish machanigal ofte

ginaey nawed Bovis €. W. Hasgelia produesd so epsllent s elphee mevhloe
that bath sides usad it during World Waoy Y1, &ad an Awmerisanm Inwebol,

Bieard B. Bebsrm, develapsd a sryphogreph wilgh, asconding to funar,
the govermmens naes Sov tepe-sssret estewmmications, 4L ei‘ fhots
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items ewbedy important ¢r§pﬁegraphia principles; all have suacesefully

mat the teste of prectical usage} and all have besn wreated by amsseuy
eryptographers -~ all of vhlsh styikingly coufirms the importange of
anateur gontzibutions to eryplegraphy. The gevermment girabs for these
ideas, buds wwisely rejectas culls for help from possible sontributors.
The popularity of oryptograms im the puzsle pages of newspapers indie
ende? a widesnread interont in this subjeet, but the governmont, in~
soead of dews.oping thiz potentlal powl of eryptographess, actually
beats dowtt ity intsgrest bWy cppressive security regulations. Unlezs
this policy 1z ahanged, what ig now Lpdly moy beaoowss sulezida,

Finally, the only modern authoritias on cryptography whe hsve
di scussad the subject of axsssaive sadrssy doth sgrae that greater dig~
sexination of erypiographie information heat serves ths nation,
The first, Gensral Marcel (Mviervge, chisf of the Froenoh uryptographic
burean whoas work 4id so mueh ¢¢ help win World War I, slated as far
back as 1925 thet
Ped mush sseresy is sometiwss harwieli
suppression of cryplographis Infwmatlon
rerults in the lack of am luforsmod pev-
sormrel . while publicstion of genaral dif-
Tused iaauledge of deriain questions, sush
88 that ocnserning syransportaticn, doss

not provems the general stafl fren ¢on-
tealiing dstelils of intersst &5 tha spea7y.?

The segond, Xves Gyldexa, awther of the enly ascholexly histery of vhe
eryptographis tansaus Lo World War I, sbards by conderning exeasslive
sasrosy end coseludss by dedlaring that froedon of aryntagraphic
inforrwition ig sopentisl o5 2 good grypbogrephls soc¥ice. Afbey snly
four senSenssd of uls ook, hy gaysy
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“That 18, the &seereay whish enshrouded
almost all cryptographic astivities before the
wkr haa proved iteall to be a two-edged sword,
The experiences of the World War proved conclu~
uivelgathat such sasrecy most frequently doan
more hare than good, It provents the spraading,
anong soldiers and eiviliasneg alike, of the gen»
ernl training in erwpﬁogrgghy gbeolutely usgess
anry for the tonduet of modeyn warfare, IV rse
atriets the horizon of the ¢ryptographer and
Julls him inte & fallaclious aeif-concelit,”

Further on: ¥YIa briaef, all unnecepsayy secrssy is to a high degree
shatruetive to kacwledze of snd sfficisney in eryptographyl® And &x

the third of his sonsluding rogommendations: %A maxlmue gensyal
imoulsdge of Poth exyprogyaphy and cryptanalysis; with the eliminaiiom
sl all wneesssary sasresy,; should bo glven te tlie porps of officexs.¥
Sush, then, are the resasons Woy tha New York Oiphar Socisty
belisvas that ths presant overly-restrisctive sryrtograpble esourity
program harms the sation., The Settoty feals that libevalisation of
the program ahsmld maks avallebls more bapie aryprtogyaphlie nowledys
gnd should stimuiste publis interest in erypuegrcphy withagt dise
aloning any assersarily-sotre’ resulis,. Thisz esh ha doue slsng B
lines lald doun by the aszwosiation. Another wmay would Be 69 pelecls
gertain officizl publicaticne m ocowtography e the publis, Thass

books contain nothing absub officlisl elphers &na-affer listle 47 ;ﬁf
anything that is 2ow to the sglenesg., However, they ars mml}wuwitz@m _j§
and aomplete, and they cculd £il1 s publie demand which privete in- g%
dustry doaz not £1311 {presumably begeuss the demsnd {5 50 ss2l) 4y é?
te bs vaprofitable). I ocher soionsss, the geVernRnt CUaALYOSE . . F
gsigh & furaishing of Lov-~desnnd bus ispordant massyial o ke ;ﬁbli@ugi'

as ons of 468 privary fumesions, Bet i orppregrephy - 3 fisdd visg}
| t

%0 the retiwanld sedurity - L6 bwma Lbe baekx ea s Iuusidea. Proa

idemt Bisenbowmets Beosusive Under JOASO {reorganising the essurdty ©
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system] afforded the governmens an opportunity to downgrede thess
publieations, Shamefully, instsad of seiging that chanos, the govarne~
ment wsed the ordey to upgzrade tham, thus not only making thek une
negessarily hard to obtain for those interested reservists and ailie
itary personnel who have a right to them, but almo removing thea
entively from the educsitional sphares of the many saateur cryptogrsrhers
wba cowld therairom dzoafit themselves and their cowmiry.

Ths whola ploture ls, not blagk, bowever. Ameriean &rypi-
easlyats astonished the world =ith sheir fawous prswar solutloen of rihs
Japanesa code, Undoubvadiy the level of thelr agsomepliisheami remsisg
high: ¢ertain hints lend oredense to this viaw, Nevaerthelsss, the
Hew York Ciszher Socisty fesls shst even thies brilliant work ¢sn bs
extendad and improved, snd thas &% least one way to 3o A% would be
to end ths dangerous presaent pollcy of exgssalve ageresy. v pax

she beat interasts of Liserica be sarvad,




