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l. a. The term Communicat.ton• Int~enoe /(COHili%} deui&nates the 
1Df'onw.t1on mi teahniei! materii£ 'lii\il:t ng l'rom./tha .int.erception ant 
nuc:IJ" of :lntiercepted coromunicatiane. 

b. The term t:rattic analyaia (T/A) designates tho operations 
1nvo1Yecl in. the •tudy o? 'fJie ii'iitiriii!sn and cha:racteri8t.ics of inter
cepted communications (procedure ai&nale, l!less.ace heading~. oall signe1 
etc., Dh bear1np1 Raiio Finger Printina data, lUid otber technical lida) 
tor the purpose o1' obta1n1na 1ntormat1on2 ooncemtng th.• organim•tion an! 
operatlon ot 'the commun1oat.1on ayatom or net-.rc:rks on wioh the c~a
t1ona IU"' pa.aaing. 

o. Tho term trat.tio intelligence/ ('l/I) ia. that. OOKINT llbi.Oh is 
produced br draw!n& i.Jl!ererlces or aiCIUotlona trom the 1ntormat1on obtained 
b7 T/A operations detinod. above. 

ct. The tert1 e!!in ~ {P/'r) 1naltdes oa!IJI1Un1cat1ona ot tvo \aortea 

(1) Cateaory 1 .. Plain-language co:mmunioaticna passed on 
internal radio links or the country 1nVol'Y"ecl. 

itt vo • 

•· The tem eaees~l"fl,t'ors to the steps and oporat.tons per
tom.e4 on intercepted cor.iiniiilca•ona, up to ard inaludirlg their translation. 
It d.oee not include the preparation ot reports, apprec,..tiane, digests, 
etc., based upon the intormation constituting tn• ena-ps-oduot ot t.be 
CQ!IHT, T/A and T/I opara£tonal 'tbat is, the t~ does not include tbe 
preparation or so-oalled tinishecl "intelliaano••" 

2. a. 'l"ba principal ditterenoes betweonl• !ArSA oraan1sat1ona 
ard ar.rancemcnts tor the processina ot pl&1n ... text are as toUowat 

(l)b / Jis currentl.T orpn111ecl on 
a centr izil tunottioriit basis, that •• the etru.oture as a whole 

1. This and the tollow.t.na det1n1t1ons ap~ to the terms as apec1ticaJ.4r 
u•ed in this report. 

2. 'rhie into:rmation :f.a used (l) u a gu1d• to eftic1mt intel'Cept control 
and operaU.on, (2) as an aid to or,yptanaJ¥eia, and (3) as a basis tor 
what ia detinod !n lo. 

). I I 1s incl.uded in this categ017 because •uch codes al"o 
aviUib1e irid are 1n.ten1«1 tor econom;y, not eearec)". 
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comprises nino lui• De~nta -.hich poJ'tOl'm.tec:hnio&lly d1.f' ... 
t!IX'9Ilt. operations, ThU.t.l · 

proceasing tunot.t.ono 
•tnee th inoludo the 

(2) In tho ca.aoi ot' the A13A COKIHT eatabliahment,. the primary 
eomponents ot tb.e .ol"&anizational etxoucturQ ~ separa.\ed on • 
t~ t1onlll bUU but t'rom there on d01m tb,e •epara.t1on\ is on a 
pographic-area. l:la~1a. Re!errina to Appeild.u 21 it vU:L be noted 
that t.ha APSA COMINT organization ia d.1v:1.d..S ~p into 'thJ."ee DUlin 
Departments a Collection (02-c} 1 Process in& { 02...0) ~ and ~alua
tion (02-E) J umer the Proees,.inc Department ~re are t~ee 
divislo.na the M•chine Divi81on (Al"SA-22)t •.·· .. the Genoral Pl'QCessi.ng 
Division (AFSA-2)), end the Special Procesain& Di'Vi.aion (Al"SA ... .24)" 

(h1.y the 1 .. •· ,~ter tvo ~at cone; in ~t1'1'1· .. with this \;repol"··.. · t • .AFSA-24 deala only vi ycnrnmmicationa, oxeept 
foro certain T/A ard other opera ms c ucted r AFSA-2;2 on 

I lpl..tn ... textJ the c1eta.Uec1 procesoi~ otpl.d,n ... 
tltiit oom1nunications ie condu.oted vi thin AP'S.A-26, a separate 
division Ul'J.ier thb Chief or Evaluation (AFSA-02E), a ms.tter V\~oh 
WUl. be d1ac~ed cl•taU preeently. AFSA .... 2J deals With ~th 
encrypted and plain-languaee comm.unioations .ot all other govarn ... 
llf.l'ltsJ AF;;JA ... 2f is thon su.bdividecl on a &eographic-area basis, 
•ome~t like I 

2 
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J I Howver, there 1s very close 
l1a1eon betveen the workers in these geographioal. d visions ant 
those in the homolo ous a ioal. d1v:ts1ms ot 

(c) The orgamiu.t1onal •tructure o.t 'lollel 
1ndioating the position o! the plain-teJ¢ am oth~er~pl:"Q~.~c.-s-s'Tfiii~-----1 

.~:0 ~.~(h)(2) 

p~~:-36150jJ~c~sos:;.,~::.~~j~1t;F;ri:~U>E~~:f:eral 
(AFSA...,i4) Unier the Chief or Processing (AF SA...02D). 

(c) Prooef,lsing orl lcategocy l and Cataeor;y 2 
comunicat.iona is done within three geogra.phioal branchee (81 c, 
D) or the GenEtral Processing Division (AFSA-2)) wxler the Chie!' 

4; Tho division •io re::n•ible tor the etudy oD1 "".U.""t.i·····.m··. ot Task I I __ lplain-text traffic, ODd tor the :uot.ion 
or apeoiillsid \rite.l. sence :tnrormat.ion conoenrlng Task •;JI I 
economic and illduatr.i.al oraanbat1ona and capa,bilitiee, s J.68 
on armed tOl"Ces (Rear Area) aa directed. tt 

S. For e::ample, AFSA-242G works in close collaboration with other aeotiona 
o£ AFSA- ard with .AFSA·2~ Ot rtant interest ia the 

is ormation being or direct use to 
-.~,~ •.•. ueer g personnel or .AFSA-282. Among other duties t.hi.$ 

aectton preparos general phns~ requirements, ar.d equipment. apeaU'1oa-
t1ons !or ta.oilities or .fixed intercept stations under operational 
control ot AP'SA. See AppenUx 4 tor ti'te other sections or AFSA-242. 

J 
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• I Is 

i 
ot Proce~ein.g (AFSJ. .... Q2D). Sue~ ?/A IDi 1/I work -.a is neceasary 
or can be done on t.haaa communicat:lont j." al~o dooe liltbin these 
earno branches. These branches (AP'SA-2.)B c, D) &leo prooe:s!l 
encrypted ooiJJnun1oat1ons arxt, in !'act1 t.l., p'roceaeine or both 
encrypted am plain-text comm.un1cat1ons 11!1 ccncluoted \.a• an 
inteJ/ated operation - the persona who do .• the ol)'pt. anal·. ,-sis, T/A1 

iii!'' t ·,;n omcryptad mess&&es also rrsry• Catemrf ....... l a··.m·.. C&tegocy 2 pl.d.n-text messages in the various • languages 
1nYol.ved. ! 

I 
(d) The orpniZ4t.1on o~ the ottJ.oe ot Oper11t.ions\.1n regard 

to tho procestd.ng or plain toxt 1• .teto ehown 1n diagrammatic !<mn 
1n App&Ddix 4. 

A A A ere s nov no co"lm rpart to tlds, that 18, 
there :1.a no central unit !or "reportin&ljlu In tact, &llCh 
activities are supposed to bo "ille~alu eo far as AFSA doill$ 
t.h.em is concerned.. i 

I 

(~) Hwcver_. veey recently a, new departure has b0a1 madel 
eertain Mi ts o! .AFSA-02 are preparing &M iJJfJUi.na •reports, n 

111. th tho COiJlita.nce of thecon~r q;enoies. 0! special intareat 
1n th_is connection aro the repory.s7 prepared 1n Al"JA·23D. which 
deals w1 th the Atda.tio Area. Th~se raport3 are ot use principally 
to th& SerVices. since they c~p COIIIN't applicable to C""""""t······ ... st I I A tdmllar but emaller reportitli 
operat1.on 1r.r conducted in AFSA-2 c 1 the product ot lllich is o! 
special inte.Nst to CIA. U th18 sort ot 11report."i.ni" ware exteni
.t trithin AP'3A..021 am eapeo1all)r it the ureportsn pru..-red within 

I 
I • D1 II • • T J '*' ' ; •:e.ta . .. 1 t .1 

7. Artl'f¥ 0-2 has everal representatives "4ork.ln.; 111~ A.F:;A. ... 2JD porsonnel 
in tho preparation o! those reports. , 

I 

4 
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the various units were then passed to a c::entt>al\ reporting unit for 
the whole ot A1SA...02 U directed, I am. ot the opinion that not only 
would the e!fioieno;r or .AFSA-02 operations be increased to an 
important degree but aleo the! quality- .or. the.• ··.•nd.-pr. odu.ct. \\co. ns1d.er
abl)r improved. Such a central reportJ.ngi unit V<llld be ve.ey- advi•-
.Ole •inoe it not only could !use or integrate the\ report~ prepared 
bT various amall reporting units in the • processing \.sections ani 
branches, but it could aerve the important tuoot1on\ot :stamam .. 
ising terminology_, format,. etc. It is ort.lmt to \.,mphasize this 
ph.aa& in the dit.rereooes between AFS mechanioe 1n hand .., 
ina the P/L problem. 

has there een any & ei!J.p p t'l av a e meaeagas 
.......,on.,........,a~a·ubject, and in these rarf!,t instances the translation.IJ are pub ... 

llshed in book form rather th4n ae irdi vidual .oams. On the other 
hiU¥1., AFSA has alwa,ys been un!er soma preesurQ to issue as\ large 
a nutnbci' or individual translations ae poseibl6. The right to 
Ylt"ito reports 1s not univera:dl.ly nov .acknowledged. In the Qaae or 
8h1pbu1ll1ine;., A.FSA wa8 enjoined U> restrict its efforts !ntir~ 
to .messaeo tx-anslat1on~ 

b. There is one area~·· i pictt.lre "Which•. presents additf.ona.l 
operational d;tf'tereJ.lOes botween .· / AFSA, namely th. ose in connootiQn·. with 
the handl!.ng ot vhat is called orl.'f .Ide COl'llr.lunit:ations.,n Because ot 
their very nature, rorei&n trade communications D&ss across the geographical 
bourdaries eat.t>Ushed vi thin both AFSAr loperat.irlg divisions 
end bl"anohes_, and unless the C(ID'll1un1Qathms 01 OO'Wt parties to an interna. ... 
tional trade act1Tit;r or operation are available tor atuly- by one rather than 
t\1'o group• ot CC!O:N'r wrkers, :much can be lost in the wrq o! intalllgence. 
For ~e mesaa&es invol.Yilla !oreign-tr.de deals ~ pa.aa between Brasil.. 
ani CHChoalo"Vald.aJ it the •tud¥ or euch messages ~ divided on • geogl"aphic ... 
area basis., one at\117 group would handle only those originating in Czeoh
oelav.td.a, altho\lih both sets o! messaefJS would be 4 ieable to the same 
1'oreian-trade deal,. Recognizing thiJJ tact, 

In AFSA1 1owever6 ore n ... r e pro 
i.e apU t up amana va.riou• brarx:hes ot AFSA-2) and between AFS.A•2l ani AFSA-26. 
Su.oh a apli t 10.1nldvisable .m. in 1fi¥ opinion 1 t would be well for 
AP'SA to tollow pattern in this area. or the P/L problem ani set up 
a aingle unit proceae all. !"orei&n ... trade coorJU."'li.cations ot. Category ~ type. 
In tbis reapeot., ;you will be interestEd to know that AFSA-02 has plarmed the 
aama type or operat.i.on, the only- problem. delqibg action bein& the shortage 
of orltio&l lin¢ets to 110:rk both plain language am eryptan.alytio problema. 
The change ll\aY" well be et.teatat within the next .30 days. 

s 
I-UP'" F-·- -~ - SU~DE 
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). •· It hELl been/.susgesta:l in cert$1n quartl!:r's (1) thatiL.. ............ ___ ....J 

system ot centralized F'/L processing is mote eti'icient;, ani better than our 

: 

dc:r:zi'Jd syste:a, (2) t.ha t. there.t't:We we would. do well to f'ollow the 
lf{J) tha.t i.f' so ce.atralized the ..mole P/L processing\opera-

on co shotWii be li.f't,ad oat ()! A.FSA and madCJ .a roaponsibil1 t;y or 
soma other intellig~co organization which ll'd.gb.t be more ef'.ticient in COHih"T 
pr<Kiuct.ion .from "th1.a SOI.ll"Ce_, and (4) that. if' not lift$! out .t'rom AFSA V¥:4"k-
1ng quutars the other intelligence oraantzation Bho.uld be pemittecl to 
cOl'lduct t.'le intepated P/L processing by •its own pe:rsonneJ. in AF:JA vorld.ng 
qutrters. 

D. .ls• to the t:Jrst of' tho !oreaoing suggestions, I think it valid 
to s~q that. it tnel l1a moN et'.ficient •. (and I daresay 1t 1s) 
tbis is not because or but. despite the centralizatian. •• Careful analysis or 
t.he technical picture leads me to tho Cctlv1ct.1on that ~e primary !actor 
which makes./ 1 t mro e.f!ioient is the fact th3. tl •. ·•· ]not only pend tted 
to enaaga in a eo-called •intelligence function• but .is encouraged and 
auppartecliin dcxin,g so. I • -

I ./ I Instead of haYing to do Whit: .AFSl does, viz., 
process/ani translate millions of mas$ages meraly to f.1.ll"'D. tbem over to a 
duq ~thorized 11intelligence..producing agem,p which deems its prerogat.i ve 

to put the •bits and pieces" to .. ·gether to make an .. ·•.. •intolligonce story_.n 
ersonnel are permitted to select, di.acard, s"WQrnar'in, ext.ract, etc., 

rom the original. bits am pisces, this resultins 1n • much mora e.fficient 
operation, s1:nce a "reporting" eyste111 el.iminates the l'leressit..y ot .f'ul.ly' 
processing and tranal.at:J.ug large nWibers o~ mesaagos which may not be useful.. a 
8. An exception which is logical w:xier a nreport.inc" syatesr.. is in the case 

ot decrypts o! diplomatic messa&es. He~ our state Department desires 
tho verb&tira texts., a.Di righ.tl,y so. In tact_, it voul.d be wall U' those 
decrypts WC'e turned over · t e ges in those cases 
wtlere the toreign la.ngua.ges, tilbuld present littJ.e 
di.C!'iculv for consumer-rd ent. IncidentaJJ.y, 
it this were done 1n the case of a great deal o£ labor 
1n AFSA would be saved b;y el1l:~tr:ng tne neid ~GOtranslation,. '-~ . r+r:• 
practice 1.a .tollovedl -=-~~tL~€~-:-:-::~ ._. E,.~C}r[:l#t!: 

=-· • ~- n--.-
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In addition tho .m ... produot is probabl;y ot batte.r quality, sima amaJ.l bits 
ot intormation that turn up 1n proc:eseing aro l1kel:Y to be unknown to 
purel7 111nte.ll1gence" prod.uein& personnel who are merely reoipients o£ 
transJ.ationa, It is f.W.liarit;y With .U the bi.ts ani pieces that makes 
!or better qualitT of ths and product.---

c. A• to tba aecord sugaestJ.on, I .te.eJ. sure \that reial:dlesa o! 
which type o.r P/L processing is preferable (c~trillzed.\ or decentralized) 
the contact between the personnel processing .P/~ ard thoaa.pl'Ocessin& 
encryptad mess~s (inal.uding the T~d 'l' l! phases) mtist be exceptionally 
close,. It ia true that 1 t 18 close · bu't, in AFSA1 irt. tho case or 
three lar&e geozraphioal br~httt!J ( ... 1 (;1 D) which\\ handle Category 2 
tratfic, it is not a case or close contaotr tlle aama pee>ple work on both 
encrypted ant P/L tratfic. lt ia lo~al that the processing •ct1vit4.u 
be arranged so that this will be poseible, tor it is very\orten. the oase 
that vhethel" a message will be sent in enorypted or in pl&fn .. ~e tom 
is a. decision of the originator &l¥1 thus subject to his ~ or tho 1r..omoo.t 
perhaps. lienee. it 1e occasionally found that both i;ypas of\ mess-.ges are 
.ent on tho IIIU!le aubjeot ard theretore the plldn-..language onf!l tom excellent 
"crlbatt into the encryptad oneaJ on the oth.er ha.IXi1 the deoeypted Jr~IJJ!Iaaes 
orten make the plain-la.neuage ones more intelligible. In this conneo· .. t1ont 
in AppenrU.c:es S am 6 v1ll bo toun:i additic:;nal technioal reaeona and 
..:ampleo vi>¥ the ..., .. unit ehould hardlo bi>th! typ~$ ot ..,••&&!tO and ~ 
the AFS ayatem in this regard is1 in ray opinion,- better thanl \ \ I s;ystem.~ In short, centrali~ation oft~s -.dva.ntages• but eo doe-1 deoen~il
iu.tion, and the technical edvantagea ot each in tM spacit'io oa.ee wner 
discueeion must bo the guide aa to hw much or each -cype or vorking ahould 
be mnployed 1n r anization I am told in this Cot'lnGCt.ion a recent 
AFSA V1a1 tor to 

have, as desor.\.bed above w:xler para&raph 2a l • 

d. As to the third suggest10l1., I think l have aaid enough ~ the 
!ore&oina cOlJII\ellts to indicate my ca:rvtction that While ot cou:oae ~ost 
anything ia possible ani that the P/L proce~ating could be put in one 
packa&a and lifted out o.r !FSA~ to do eo woUld bO & 6ild .mistake. It W"oul.d 
reduce llt'.ticiency 1n tho procasatln£ o£ both. P/L and encrypted ca.'!Wunic•t1ros • 

9.. untU recently intemall fcca.togory l) P/L traffic vas pro ... 
cessed b,y a section of a branch ot the Special Prooessing Division 
(AF5A ... 246)J it. 1• no-w~ processed b;y a a~parate division (AFSA-26) uM.er 
the Chief or Exploitation (AFSA...02E} J but evon the close contaot 
betwen thtt personnel worki~.· I I 
and thosa working on intern P/L tral"tio cannot be as erti-
eient u would be the ease if p essina ot both types or tra!f'ic 
were uxxier the Alll9 diVision. 
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•• l"inal.J¥1 as to the .fourth suggestion, it 1a hardl7 necesea:r;y 
to point out tho .Snrln1strative and other problems ot baYing personnel wbo 
do not bolong to 10u work 1n your quarters but not uniar 70\U" adr.dnistra
t1Ys or operational control. Thera are Gll.OUih cases or this eort ot thing 
al.read¥- vhere tr..e necessity tot' them 1e much Jtot'e evident than 1n the 
cue unier consideration. 

8 

WILLIAM F. FRUDMAB 
Consultant 
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