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REF ID:A53968 

SE~U::ITY INF-:af:'.1AT.ON E;o 3.3(h)(2) Tor secr~ET Sl'eDE PL 86-36/50 usc 3605 

TOP SEeRB! SI:JfBB - 91!8t:IM!Y BiPOBMtcftOI' C 0 P Y 

J.FSA-23 
lecesa1ty ot PJ.aiz\ Tcut\~ CJ7ptanalys1.s 
AFSA-2JC) • •... \ \ 28 Febr.aar-J 1.9.$2 

1. All sections at AFSA 23C are reading so• or the ~r,yptogr..,phic systems 
or tho countr:lss vith which they are concerned. The a.-an~U1 t.7 ot pl.a1n text. 
material has been !oUDl 1nValuab1e 1n many casesJ on aev~\ occasions it. has 
led to solutJ.on or nev tQBtems. All cr.vptanalysta ant t.ranslato:rs ld.ll testU)" 
to the necessit-y or bringing togetber all related. data tor tbe optillr~Z exploita­
tion or communicat.tons intalli,gence. Specif'ic euJDPles. are eited bela<~. 

2. A Cl7Ptogr&phic system is not solved in a vacuum nor\. iu an ivo17 tower 
~ abstract m.a.ther!latics. Tho basis o.r operat.i..ons at .AFSA, namely tha.~ one 
operating unit shall process the traffic ot a specific (:OUlltey~ \ciph.er aai plain 
text, has proved its Yaluo. nu.a aethod has involved the correlation ot all 
avaUable intarmation1 b1storlcal b~urd. current coUatoral.,\\.pla1n text and. 
cipher traf'tic, .U or which are essential, not only 1n cryptanal)'tJ.c solution 
but also in scm"iUii'g, priority assignment and translation ot C01111l\.ln1Cat1ona 
intelligence. It ia a basic principle in ana.J.1tic roseill'Ch that \1111 available 
pertinent materials or .. spec1t1c, homogeneous tqpe be ~1ecl 't4&ethor. The 
production ot coJJD111.mications intelligence .1B no exception. In au al'lal1"a1s or 
messaeea dealing td. th a epecitic top1D aU &Tailable 1118Ssages should \be included 
in the atudy'J the original external .tom of su.ch mesaaf!es, whethex- \pl.a1n text or 
cnpher .. transmitted by teletv"Pe. Morse, voice or some othe.r medium, \.is \.an inciden­
tal. feat\U"e which has no relSV"ant. bearing on the JDethoda ot producing CCJWJT. 
AFSA. 1a llietd.on 1s the production ot carmmurJc:at.1.ons inteJ.ligenceJ it AFSA is to 
carry out its llission. plain text and c.tpler 11.ust not be s$paratecl. 

3. In add1 tian to tho broad requirement tor study ot plain text in \.c;eypt­
anaJ.7sis• the toUoid.ng are spec1£ic instarl:::ea o£ so~ution .or cipher b)'" us• or 
plain tel:t. 1n AFSA-23.31 

b. APSA~ J Messa.p nUDlbers of diplomatic COIII!luni ... 
cat1C11S include plain 'text messages iii the same series. Present. st"Ud7 ot tbes&. 
numbers which are auspected ot imicating the subject matter- J'eQ.uires the 
ana1.ysis or p1..a.1.n text u well as c1.phar t.rattic to test. th1a theory. Once the 
theor,y is co:afinled,~ the vol'\'ls6 names am phrases or ain text will be used to 
usuao ct her text and thus to veri k • The 
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c. USA 
~ in code recove~ry==_ :":"'. '='JII""""'ll:"'':::=-r--....&o...;.--......... ........., 

establish the caCle value tor 

d. AFSA~ _. IThanksit.(ti ap.rsonal;:a:tn text messa,ge rrOlfl 
Phyongyane 1 t was possible tO BOlve thel // // • • -.. -.. _ \_ I \Bf 
assuming that ._ d.pher message or the eam&idatewa!l idg by the &alllO person, 

I I his name was cribbed in •t .the en:l, and the. diSraphic substitu-
tion equa.re was subsequently recavere:l .. 

•• AFSA.~ /i E! circu1ar message va.:'l sent out tQ_ cQrt ... 
sul.ates in both d:Pfier 8ii1 pli!ii tei:'E ___ .·_.· .·.i/ When these_.· me_.· saa~s •_ ar_ e identi!'ioo ______ a.s ___ -_· __ 
C.'.lplicates_, it vas possible tol // // • • ·._ • \_ \_ I 
text vas used, by inserting the ttDct/iran thO pli:!ri teirransl'd8sion. 

r. AFSA1 

2) Polic~iplhln text has constant.lJ been o.f' ~t h$lp in roading 
both regular am eecur;tw police syater.cs. wan-ants for arrest. are very o.rten 

_lon other llnks. Plain te.xt•1B partJ.cularly important :t: ,...~= ~ ____ .iiono _link __ .-- am in one or __ m_.i0l'e.•pol1ce systems-.. · •. (!Qr' example: 

ere or g general. phraseology- and 1dentilication ot abbreviations 
found in too cipher text • 

.3) /MU1tar;y pl.a.in tut..r---faJ.th~ugh comparat1Yel,y rar~ sent,. 
has made oossibJ,e id,ti.tlcation or hevot the_. more di.tticult. c:od. e values in I / _tor example, the &I'D up me.lhlng n Army General start." 

. .4) P:Ldn text on the na: ! r~ m'Wie 
possible th ___ e_i :1d.entificat.1on of ~9::: ~' ::.- :Unce tone Cif'llR: :;terial iB 
dit.rorent tor each lane in thai __ ___ Ja.r:rl probably I I tho idcnti!'1cat1on ~ r •. 

Sl Plain text hao been =uabl<i in t.raining J.in&uiats ....,_ 
crypto-lingui.ets. It. is used .in the Je I cl.ass g1Yen at present by !'.r. 
John Murphy. lew linguists in tho s are always broken 1n on plain text. 
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6) Pla1n text provides/not oriJ:¥ traiJ11ng material but constan1i 
..,rking material. Thus when an important. &)litEm!. becot8s readab!e, translators 
can be puJ.l.ed. te:nporar.Uy ott p1a1n text, /am conversttl.r 1t an .1Jnport.ant 
prior.lfir is given out tor a subject toUDi in plail1 tiJXt, ar it\a large cipher 
s;yatem become:J unreadable, translators ~an be shU'tfJCi temporarily to pld,n 
1icl.t. All tbis increases ~' nexibU:l.ty aDl etti0l$l.c;y of ttl$ ~action as a 
whole. 

«• AFSA 
mathematical tec:;:..br-::que=. a::'-1'"'=o=r~a~=c~~ln:":e=-=:-r.:o:-::~r~~;..;::;==-..;==-==~:.a=:::....:=;...._---', 
B7 using the phraaeology tro:m several. plain tex. :messaps e 8Ule a 
'DEir~ vas I!fs1ble to pradict text. ar.d to verity both text and .k:~T on a 

I :nn:;:g tne :Jr!~v:!!~n~~~n:to~=-~ablo trartic, am thus 
11. AFSA~ /- /'!""" - f the l>ruak: into code recovery on 

the two reaiable am. one pa.?Wfli re;a;G.·. · 16[ .• .• lsys·. to111S. vas accompli·. shed. 
b;r the .tact t.hat. mostl ./ ~in text r8lera tO Cipher acsaa,ges mi v.toe 
versa. ! ata:rt in aolvinli'the constrl.tct4.on o:t the presentl.1' unreadable! 
syatan which contains ti.ve code books/auper-enc$pbered v:ttb .additive ha~s~s--ean ....... -. _ __, 
great.l.y aided by plain text reterenc• to table$• codes aiditive, eto. When 

aol.ution or the system.·.·.· reaches book ... -... ·breald.ng eta .• · ge········ t=he•............. I plain text messages of' the same ~riocl 111U bo the spr1ngboa:rd ~-~· ~~ :an :fA> 
f'irst recoveries vi.ll ibe Jlllde. One • or tbe nrevtous I _ _ _ _ __ 
was solved w1 tb the aid o.tl - 1:tn • tnbe=-="'""::"::r:::-r.=z:-.----;~III:"T-=s"'""':"::-::•:--__. 
been the h1stor.r ot /al.l plidii teXt iii! clphBrvattic. It is· ..•. ao 1ntemingla1 
that the separation or one 1"rcn tho o1her vould ptesent to the cxyptanal1'at 
aD:l book ... break.r en al.llost unsum.ountable difticul:ty-. 

I ./ / • I hu been .t'acU-
1-t.ated by the cotiilt!OD ot pla1n text am cnpber. References in pl.a1n text to 
cipher messages pr"OV1de 1ntormation o£ tb.e content or the cipher message, 
names, addresses .. f'orma.t, etc. / At present there is on t'ile in the •ect:Lan a 
large gro 100 1» 200 text meaaa s llhich ret"er to the presently 
unreadab Thaae, when the super encipher-
merit is 110lved aDi they 111a7 nl.l. help to solve it) will. provide tor the book­
breader suasesticas as to the contents of' a~cod.ed meseages. 

I fThe subjects or traffic in the diplomatic aystaa 
I tare p~nantli foreign trclde ani commercial in na turo. When wor'd.Dg 
on bOoi text recoverr or on recovery or aubstituti.on squareD it has been ard. 
vUl continuo to be important to knov aa much as possible about all datalla ot 
the trade tranaaot.1.ons u given by plain tat. This inclmea the coll'lllodities 
1m'ol.ved• ehips ani shipping arrango:nents, established practJ.ces, t'or:mat aa:l 
usual pbraseolog,v o! theae mossagea, signaturoa, etc. That JmoWlcdge ot th1a 
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eort 1a i.Idispensable tor the trai.ntng o!inml porspnrtt!ll ~ are to bo initiated 
into this vork is beyond ques"tim~/As ff)r the •tr$.ct.1,1 <ii.ploraat.ia portion o:t 
this m:o~.terio.l1 plain text traf't:tc/has ;tn. "the parst 11-el.d~ \important collateral 
1n:to:rmat.ion without lihieh the bteald.ngi or ciphEJr would ha~e\ been tar mare 
di.fiicult it not impossible~ /;tt, has/yielded deta!l.s ·to cohl'irm the accuracy 
ot questionable or pa.rtial.l.y/un.teadable ciphe~ ma.teri.al$..,\ \as\ 1n the case of 
liats of . . . . ~ ~ Cl:dria"\ \• Hames or personali-
ties such a.s irst occ .~ .. • in pU.in \text soon appeared 
in oipher uso us reco on or tbo.~acUitatcd break-
ing into the substitution aquares. since as so®\ as a pOrtion of' the 
Vl:l1"d appe _ e. an t w~ able to recognize thi.s• ot.herid.se unus.ull. form 
u a possible po:r't.tc.n ot thei text. 

That there/ .is a aert.:dn amount or intenningl:1ng or • .. pl.a.1n an:i cipher .i8 
ahown by the ra.ct that tables of' contents or tra1n.i.n& fi.l.:n\.~ \first requested 
b'om I lin a cipher.irnessage were furnished in a plain ···.text reply .from 

4. Brilliant c.rypta.nalytic work has been df)ne crypta-l.inguists who used 
their language .r~t 1n tho translation of plai.n.\ UJxt trarfic. When 
they were assignai to much or whbs& traUic daal.a 
with torei&n trar;te, they vera able to predict text not Oi1l.Y.beoause or their 
knowlooee or th(:l language., but because or tb.ei,r backgroum, :m 1 lcomuru.-
eauons of tbB. oountey concerned,. 

s. The inter-relation or plain text is further illustrated \by tho .fact 
that certa.in countries encipher conmunicatton:3 which ethel;' Cc)\.Ultrie~. =.=B:.......:::~:*--=a=---. 
in the clear. All the voluminous co:mmun1cat1.ons on trade·· betwer. :..:e::::n:..L...---c:-..---.,...... 
am I tare 1n cipher# but rGla;ys or sh1 ts o£ oods !rom 
may come in plain language messages between e tween 

I lancr. is discussedo.· ain texts the 
aamo type or transaot!ona are dealt with m the h1gh .. grad iph.er system. 
It is impossible to divorce one type or communication trom ano r, Bither by 
subject matter or manner of transmission. 
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