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1. All sections of AFSA 23C are roading some of the czyptogmphic aystems
of the countries with which they are concernad. 'l‘he availability of plain text
material has been found invaluable in many casesj on sevaral occasions 1t has
led to solution of new systems. All cryptanalysta and translators will testify
to the necessity of bringing together all related data for the optimum exploita-
tion of camunications intelligence. Specific uamples are cited beloi.

2. A cryptographic system is not solved 1n a vs.cw.xm na' j.n an ivory tower
of abstract mathematics. Tho basis of operations at AFSA, nely thatl one
operating unit shall process the traffic of a specific country, ‘cipher and plain
text, has proved its value. This method has imvolved the correlation of ail
available infarmation, historical backyround, current collateral, plain text and
cipher traffic, all of which are essential, not only in cryptanalytic solution
but also in scanning, priority assignment and translation of communications
intelligence. It 1s a basic principle in analytic research that all available
pertinent materlals of a specific, homogeneous type be studied together. The
production of communications intelligence is no exception, Im an analysis of
nessages dealing with a specific topic all available messages should be included
in the study; the original external form of such messages, whether plain text or
cipher, transmitted by teletype, Morse, volce or some other medium, is an inciden.
tal feature which has no relevant bearing on the methods of producing COMINT.
AFSA's mission is the production of commnications intelligences if AFSA is to
carry out its mission, plain text and cipher must not be separated. IR

3., In addition to the broad requirament for atudy of plain taxt 1n crypt-

analysls, the following are specific insta.mea of solution of cipher by use nr
plain text in AFSA-233: :

a. ATSA| Iairrields ara

referred to by nucber, and the place name ot mentioned, Thanks to apluin
text message addressed to an individ ‘ Lo

be APSA{ |Hessage numbers of diplomatic cmmunin
cations include plain messages e same series, Present study of thesa
mumbers which are suspected of indicating the subject matter, requires the
analysis of plain text as well as ciphaxr traffic to test this theory. Omce t-he

theory is confirmed, the words, names and phrases of plain text will be used to
aysuno cipher text and thus to verify key. The

| In the recently solved |
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aid in code recovery of the | I',;Dnl;y recenﬂy it was possib]a to

establish the colle value forL_I |becaus "”af a plain text m~ss a dealing

with the same genéral subjec | 1 [

to the pmcurement of 2000 ani an unrecomradﬂgroup. / From ‘a.n baglia ax a
n lext message At wan obsd.ous that the group was "mules.“

d. AFSAd
Phyongyang 1t was possible 1o solve the P e
assuming that e cipher mesasags of the same;,« 'y Telgned By “he aame person,

[ |his name was cribbed in at the end, a.nd the d:graphic substitu-
tion mquare was subsequently recovered

®, AFSA circula.r mssage ruw sent out to ccm-
sulates in both cipher and plain text " When these messages were identifiad as
duplicates, 1t was possible to| ]

text was used, by inserting the t.nxt .frcm tho plain taxt tfran:smmsion.
£. APSA Sl |

| vid— ‘

ing names of people and pla@:’és ,,hzbject matter and pbraseologﬁri AT present,

nlain text files are being compiled to add breaking in the new[

2) Police plain text has consianily been of great help in roading
both regular ard aecurity police systens. Harrants for arrest are very often
 one 1ink and in one or mare police systems (for example:
/|on other links. Plain text is particularly important
here for providing general phraseology and i.dmt.iricaticn of abbreviat.iona

found in the cipher taxb.

3) Hilitary plain text al’t.hough comparativaly rarely sent,
8 identification of a Tew the more difficult code values in
' Por exanple, the group meaning TATIY Gemral Staff,.n

h) Plain text on the national
possible the identification of 19 of 20 13
diffarent for each lane in the

‘the identification sx—mm—m.

has mad

5) Plain text has been ble in training linguists and
crypto-linguiats. It is used in the class given at present by Mr.

John Murphy. New lingulsts in the s 8 always broken in on plain text,
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6) Flain text provides not only tr: ‘material but constant
working material., Thus when an important system becoms readab is, translators
can be pulled temporarily off plain text, and conversely if an important

priority 1a given cut for a subject founi in plain text, or if a large cipher
system becomes unreadable, translators can be shifted%temporarny to plain

: section has dav‘elopad new

By using the phraaeology fron sweral plain t.ex. mssages of the aama date
jod, it was sible to predict text and to verify both text and key on a
| ithus gaining entry into hitherto um'eadable traffic, arxl thus
confirming the offectivenass ot tha new techniques. B o

The braak into code recavery on
the two readable and one systoms was accomplished
by the fact that most afers to cipher messages and vice
versa., A start in so.;ving he construction of the presently unreadable
system which contains five code books super-enciphered with additive has b
greatly aided by plain text references to tables, codes, uddi‘hive, eto, Hhen
solution of the system raa.chea book-breald.ng ataga, the| ‘

first recoveries will be made, One or the preVious
was solved with the ald off ~ kn the plain te‘xt. This has
been the history of all plain text am cipher traffic. It is so intermingled
that the saparattm of one fron the other would present to the czwptanalyat
and book-breaker m almost unsumountable difriculty. \

a’ has been facile
1tatedbytheco of plain text amd cipher, References in plain text to
cipher nessages provide information of the content of the cipher measage,
names, sddresses, format, etc., At present theras is on file in the section a
large gro (100 to 200 phin tut messages) which refer to the presently
unreadab | These, when thse super encipher=
nent 1is solvad {(ard they may mll help to solve it) will provide for the book-
breadex auggsstims as tha contents of encoded massages.

%m—cu—rlmg subjects of traffic in the diplomatic system

”are P nan oraign trade axl commercial in natur¢. When working
on text recovery or on recovery of substitution squares it has been amd
will continue to be lmportant to know as much as possible about all detalls of
the trade transactions as given by plain lext. This includes the commodities
involved, ships and shipping arrangements, established practices, format ami
usual phraseclogy of these mossages, signaturos, ete. That knowledge of this
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into this work is beyond questicn. A8 ror the st.rin 1
this material, plain text traffic ‘has in the past yie

difficult if not impossible. - It has yieldad details to nrirm the accuracy
of guastionable or partially unraadable g r mat.erlal as in the case of
1imts of Y ‘z

ties such as o

in cipher aln_,_m 1 recogni on of the nu_fmilitated broak
ing into the subatitution squares, aince as soon as a portion of the
word appe s whe. T t was able to recogniza thia ol rwise unusaal form
a8 a posaible pcrt.im of the text, 5 - :

That them ia a certain amount of intemingling of3pla:',n and ecipher is
shown by the fact that tables of contents of tralning films first requested
Lronm | __Hn a ciphexf message wers ﬂxm;l.shed i:jx 8 plain text raply Lrom

L1

e Briiliant cr,ypt.analyt.ic work has been dtme oy crypto-linguists who ugsed
thair language first in tho translation of [ |plain text traflic. When
they were assigned to | much of whose traffic deals
with foreign trade, they were able to predict text not only because of their
knowledge of the l;nguage, but because of their backgmund in commi—
cations of t.hs ‘opuntry concerned, / :

5. The :mten-relation of plain 'caxt is turt.har 1llustmted by t.he fact
that certain couniries encipher communications which other countrias m ag
in the clear, All the voluminous communications on trade between
and[_ Jare in cipher, but relays of mimmts of gooda rrom
come in plain la messages ‘between

I_Iis discussed in ain texty the
samo type of transactions are dealt with in ths high~pgrade ipher aystem.

It is impossible to dlvorce one type of communicailion froxm another, eithexr by
subject matter or manner of transmission,
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