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COPY 

'fO t AFSA..02D 

FROM • AFSA-23D.3 

VIAl AFSA-2301 AFSA-23 

SUBJro'ra Pl.ain Text IXploitat!on in the Chinese Military ProblEA 

Since the activation or the Chinese CCI111t1Ul'liet problem at /IFSA in mid 
l949, a l..a.rp body of intormaticn ha.R been iPMUCed Oll Chinese Commun.:tet 
MU1tar.r forces. From the etardpoint or b.· .oth qu.alitr.• am axxt amount, rtrtu.ally 
.U or this 1ntormati.on has bean derived !"rom an ana.lysis ot plain text 
messages. In the period 15 Juno l949 to 5 March 19.52, almost 8o per cent 
of' all lld.litary 1dent.U'ications vera pro'rldcd by plai.n text tratfic -
largel.y by personal messages on the Camnercial Network. 

Chinese Cammmist Milit~dentifieations 
· {!S June !949 - S / fi !952) • ·• 

source 

Col11ntJre1d let Plain 
Text Traffic 

Enciphered Trattic 

Total 

GRCUHD FORCES1 

lumber or Identifications 

325'1. 

Per cent 
o.r Total 

78% 

.Although! ltra.t.fic currently 
provide identifiCation or ta.ctlea:L iliilts iri korea, Virtually all 1dent1-
!i.cQU01lS or Chinese Communist Grouni Force tactical units in China proper 
(Field Armies; AI'fiY Groups• Armies an1 DiVisions) are derl:red exc1wrl.vely 
from pJ..ain text I !/ 

Maximum .Jflmi>er and Percentaee Number arxl Percentage 
llUlllber Identified hom I.denillied !rom 

Echal.on ot Units Plain Text l'la1n Text ani Ci~~ 

FUl.d Armies 4 4 ~lOOt) 4 too;;) 
Artq Oroups 22 l4 

m~ 
14 64%) 

Al'Jdes 70 4l 46 6S%~ 
DiTiaions 210 S7 85 (40t 

y I !lrd!!r ot Batre~ Cll1r!e•e Ccmm!unist .~~. Fo.r:ces, 4 Dec.,.bcr 1951. 
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.... ..,., ..... ,unita above division 

(a) First identU'ications o! the lllO~II"enliOnt 
China tovam Manchuria, 'J'On'IY'\,....._,irl 

(h) Further indications or molrem•ant 
Manchuria. }/ 

The above reporto vero 1s sued 
.aalo intervention 1n the torean 

AIR -

!I 
}/ 

(c) t:Lrst iMicat:tons that li:IY.'"'~o:H•l~ 
Armies 11ere eiU"Oute 
t.i.ons by as much as 

(d) n.ecant d.itlclooure ot 
to Manchur.i& .trom. ~tUr~.ra~&t. 

(o) Increase in the 
China by ,.,..,.r.u.v.~o.UJla 
c.over-4esiem 

--- . - -- ----=~-

~ mUitaey 
htt~rest1 

units pro­
mro.J:'!:lation an the 

G'l"f''\lM ,....,...,.,. ...... in China. 
d1strict. 

- --------
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,. 

!2i!'su!ECRETSYEDE 
II;,Y&t&n at cover-nU:!bers ua.-1 by tactical air units aide clear tho' reg.t­
•nt - division relationship am vas essential to aubaaqJent intE~I"PNta­
tian which 1nc1uled enciphered air traf'tiC. Y 

Hrst CCKilfl identitiCations or the Fourth Air Reg1.ment, tbe 27th Air 
Regiment,. the )rd, 5th al'ld 18th Air Divisions came trom plain text trattic. 

Firat. retereme to air tninirlg schools appeared in pl.ain text :l.n 
Avpst, 19SO and for.axxt the ba.G1s tor aal.ut1.on ot the Fll&ht School cover­
design.'ltion II)'Btem :and idrmt:l.f'icati.on ot ~cola. §/ 

With cUl"'l'entl J plain text pro-
vides important auppiementar;y lritOl"!!iatton on air iiiiits China and 
pueral. support to the intelligence e.t'tort. 

EO 3. 3 I hI I 2 I 

JU.VAL 
PL 86-36/50 USC 3605 

Dcept for 11m1ted iDtonation ~ya,Uable .t.tom a .au amou,nt ot illYal 
• traffic passed I _.· / l•irtual.ly aU CCKiliT intor-.t1on on 

the I f.: deri vecl hom plain text messages passed on 
the COillliorc181 Jletvoi'k. Th includes infOl'Jilation on command organization, 

DiSEPARABn.r.rY r:P PLAIN TEXT AND ENCIPUERED TRAFFIC PRC.C&35Dl0 

While plain text trat.fia proVides extensive COMIJrl 1n1"0l'lni:ltiott\ on 
Chinese Co:'liN.ni8t military units and orpnlsations -- in liW'lY oases \mos1i\.or 
1111 of that intorma.ti.CDl - urder no a1rcumstances can t.he pl"'Cess1na\ atd 
analysis ot pl.& in tat link acti vi tq IL.....,-......... ....,.......,.-...,.,.,..,,.,....-..,.,.___,...-=--..---,.........,...,....___. 
To do so -would damage not only the technical. camrr ef'tort but aer1oualy 
iDhibi t the product! an ot intel.llpnce from intercepter! comun:tcatton•• 

Prooa31n& ot rar Bast targets is based em the recogniticm that c1"3Pt­
anal.ysis, trat:fic analys1a w linguistic cploi tation are mutu.ally depllnel. -
ent am t.ha1i the purpose or eaoh,. together, 1a to provide the maximUM. con­
trlbu.tion possible to the reportina or intell.:lgence operation. 

Intcrmation deri.Yed hom the dq-to...dq processing ot plain text by 
analysts has enablocl thoso anal,ysts to accompllsh a.rd hasten sol11tion ot 
encipherai traf'£11:. 
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