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SUBJECTs Plain Text Exploitation in the chinese Hilitary Problem

Since the activation of the Cninese Gcmmniut pa.'éblem at AFSA in mid
9, a large body of information has been produced on Chinese Communlst
#1118ary forces, From the standpoint of both quality and smount, virtually
all of this informatlion has been derived from an 8 of plain text
messages. In the perlod 15 June 1949 to 5 Marxch 3.9525, almost 80 per cent
of all military identifications were provided by plain text traffic -
largely by personal messages on the Cwmiemial Networi.

Chinese Communist Military Identifications
{15 JuRe I9LY = 5 Farch 1952)

“ Par cent
Bource Numbexr of Idmtiﬁcatimn of Total
Commereisl ¥et Plain . 3281 76%
Text Traffic
Enciphered Traffic 935 22%
Total 1186 |
GRCURD FORCES1 B
Although Itra.t‘i’ic currently

provide identification of tacliical uniis In Korea, virtually all identi~
fications of Chinese Communist CGround Force tactical units in China proper
(Field Armies, Amy Gmups,, Arsnies and Divisions) are derived exclusively
from plain texts

HMax)man ,Nwaber and Percentage Rumber and Percentage

Number Identified fyom Identified fron
Echelon _ of Units Plain Text Flain Text and Cipher
el S - N T
Axrmy Qroups
Armles 70/ Ll 59%} L6 65% g
Divisions 20 57 27% 85 {Lo%
P by tf.le - Chinese Communist Uround Forces, 4 December 1$51.
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Significantly, the great bulk of COMINT @ [ Junits above division
lavel is available only from plain text traffic. Piain text military
identifications hawvs provided 1nt9111geme or" part cular interest:

{a) First identifications of the movmant of _: mits from South
China toward Manchurias, roported in July 19

(b) Further indications of movmm axxi mantiticat.ion of units in
Manchuria., 3/

The sbova reports warc issued prior to

Chinesa Comunist large-
ecale intervention in the Xoraean war. ‘ ‘

{¢) Pirst indications that almnts of the F:Lm'c- amd Second Field
Armies were enroute to Korea, pre-dating rmm-line identifica-
tions by as wuch as six weeks, L/ ‘

(d) ERecent disclosure of the shift of ! ‘
to Manchuris from Southwast China.

{o) Increase in the leval of military unit Mmtii‘icatiom in South
China by solutdon, thmugh plain m‘b trafr;lc, o.f military unit
caver-desigmtims. /

In brief, mmufiutions or Chinese (kxmxunist military units pro-
vided by plain text traffic furnish most of the COMINT information on the
disposition and movement of the Chinese Commnist Ground Forces in China
Proper and Manchuria, most of the COMINT information on military district
carganization in China, the organization of various military headquarters
achelons, the locations and activities of miiitary schools; md most of
the COMINT in.forma.tion on military supply mt.tars. * ,

AR

The foundation of all U,;‘;B, ostimates of idr Order of Battle in China
and Manchuria rests whol;ly on AFSA pﬁ.nin taxt repartsg Solution of the

2/ Movement or Fourth Piald Arsyy Units 17 July 1950, |

3/ Movement of Yourth Field Units, Fo. 2, 1 Sepmbm-il%o,l '
-7 LY ﬁomaxﬁ. af 50 AYRY roops, 13 November 1950,

i/ Movements of First Field A%ﬂmts 5 February 1951, |
- Movenant and Lurrent Uis nd Fleld Army Elementas,
THarch T5L]

s/ |16th Am in nanchuria Eorea 'l'heatra 1L Pebruary 1952,
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systen of cover-nibers used by tactical air units made clear the regl-
ment - division relationship ard was essentlial to subasequent interpreta-
tian which included enciphered air traffic. 7/

First COMINT identifications of the Fourth Alr Regiment, the 27th Alr
Bngiment, the 3rd, 5th and 18th Air Divisions came from plain text traffic,

Firat referenca to alr training schools appearad in plain text in
August, 1950 and formcd the basis for solution of the Flight S5chool cover-
designation system and identification of achools, _8_/

with current | plain text pro-
vides important supplementary Information on alr unIts In china and
general support to the intelligence effort.
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NAVAL PL 86—36/50 USC 3605
Excopt for limited information uva!.lable rnm & wmall nmount or ‘Naval

traffic pessed —Tvirtually all COMINT information on

the| _ “derived from plain text messages passed on

the Commorclial Network includes information on command organisation,

INSEPARABILITY OF PLAIN TEXT AND ENCIPHERED TRAFFIC PRCCESSING

while plain text traffic provides extensive COMINT infarmation ocn
Chinese Cormunist military units and organisations -- in many cases mast or
all of that information - under no circumstances can the 094 avd
analysis of plain text link activity '
To do so would damage not only the technical COMINT effort but neriousl;r
inhibit the produciion of intelligence fron intercepted comunicaﬁ_ona.

Procesying of Far Bast targets 1s based on the recognition that cxypie
am.‘l.ysia traffic analysis and linguistic exploitation are mutually depond-
thnt the purpose of each, twgether, is to provide the maximum con-‘»
tﬁ.buticm possible to the reporting or intelligence operation, ]

Infurmation derived from the day-to-day processing of plain text by"
analysts has enablod those analysts to accomplish amd hasten solution of
enciphered traffie,
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