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·- TOI SEeRR6fl:SUiDE - -
DEPART~ OF ~ATE 

uASlliNtr'TO.N 

4 October 1951 

.ME.\IDRAMliT.ul FOR TdE CHAIR..l.IU'4 1 U$lB 

SWJB}T; Portu.;uese Communications Security 

1. At ita :31xtJ=eighth See'till{i on 10 A1Jiuat 1951, U~ltf decided 
that the Uepartment ot .:itate and the CIA should prepare jointly a 
detailed plan for a direct approach to the Portuguese Government 
baaed on the prcposal contained in plftl.il"aphs 11 am ll ot the Jld Hoc 
Committee Report to u.:£IB on this subject (~IB 2J/U db. ted· 7 . ""ust 
1951) o 'I he deta:lled pl.e.n which has been _prepared lUJd approved_ by the 
Department. and C lA is presented in the para~ phs \Vhioh follat~ in 
terms or its obJectives, bases, tb.e means available and t.Jle procedures 
to be i'ollO':Ied o ' 

. 
'2. ObJectives o£ the PlaD• 

a. To obtain assurances tbat Portuguese r.epresentat.1ves 
in MTO wlll observe requests ot US re,lll"esentativea 
regardirli the handling o£ classified 1Dtormation 
made availabl~ by tb.e Ullited ~'tates; 

bo To reduce the leakago ot CO~lO and tu\TO TOP ~.I!.CRe.'T 
and Sl!CRET intcrmation through the insecurity of 
PortU&;&aese OommUDications; and 

' 
co To 1lld uce the PortUiuase Govet"Dment to make more i.uae 

or the authorized &TO crypto&;raphic system (TY.Pl).) 
and to compile their own books ot cryptojpTaphic set ... 
tings tor use in connection with tha TIP~ • 

.lo bases tor the plgo The approach must demonstrate that: 

&o The security of hi&blY clas~itied ~ 1ntormation 
nnd vlans has been Jeopardized thro~h misbnr.ldl~ 
by the ~rtU~;:uase; , . 

- -
bo c~:w inf'ormation .bas beEJD involved; 

c 0 l'he mishandling bas included (l.) disre&ard or tho 
request. ot a l1.i representative ms.ldng -the inf'o!."'DD. ... 
tion available and (2) violation or ~~To security 
practices; 

Inclcsurtt witb USCIB 2)/JO dated 8 October 1951. 
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do· 'Thit US bas received indications that the PortugLtese 
do not consider TIP4 a reliable c:r,yptographic, 
svst.em• and OJ?L 86-36/50 usc 3605 

" 1 • EO 3 . 3 (h) ( 2 ) 

e. The US considers TIPEl to be entirely suitable 
am that its reliabUity can be demonstratm 
by appropriate U$ or J~ATO otticiala., 

4. M!:ans available., 

ao Dil•ect access by the US Ambassador in Lisbon. W 
, the Premier ot Port~Jial. 

c. obtai$1d 
om a eouroe ,.estai'D ..:.11r0pe " o in turn 

obtained the information from a-contact through who• 
ha had had brief access to a co~ or the cable from 
tllrioh to his Govemmento The source and his oriei.Dal 

5o .f£ocedurea. 

ao Tlie matter is to be bandled parse~ and ex.clusi,ely 
bet3een Amb&ssador MacVeagh and Premier ~la~ar amd is 
to be lmown onlJ to the Ambaaeador among U~ Embassy 
porsonno1 1D Lisbon. 

bo Ambassador r111acVeagh is to r~ceive hie instruction in 
this matter in nashin"tono 
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do It considered suitable by Ambassador MacVe.igb, his 
approach to Premier .lalazar is to be made alone the 
folloA"ing lines: 

(1) istablish.the delicacy and urg~ncy of this 
problem to the US Governmento 

\ 

(2) Pre&ent the ev1de11gej 
pointina o\1~ that the.!-,-:o=rig:ll""::':ibi=Tx--:s=-=o~ur~ce=--=Bild=-nl:":ii!ir=---' 
relia.'t)il:lty are not known, b11t that most ot t.be 
iDtOl'matioD contained ill ~e report J.S .knor11n to 
'be true b1 the W Government, and that it must 
be aseUilled., tberefore, that t.hose tacte contained t:Jr~ 
1n the roport to ahich the iJS Government is DOt 

PL 86-36/50 USC 3605 
EO 3 . 3 (h) ( 2 ) 

directly privy may also be correcto 

(3) Point out. tha.t, it this a::ssumpt.1on is corrcsct, 
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the IJ.i is grea~ concerned overa (a) the leakage 
ot critical US classified inf'ormat.icm; (b) \Jlrich's 
apparent disreprd of the specitic request tor 
upec1al handli.Dg ot the ~ormation contained ill 
para .1 of the reportJ and (c) the apparent Portuguese 
disregard tor the authorized NATO cryptographic BJ~temo 

(4) Require categor.:SI:al assurance from the Portueueso 
Government that (a) its representatives would 
·observe the requests of U.S repreeiento.tivas reprdiDg 
the handling of olaasitied Wormation Dl9.de avaU
able by them and th:lt (b) .NATO security practJ.ces, 
incl'Liii."lg the use of the authorized hATO cryptolJl"&.phic 
system, would be obaerved at all timeso 

(5) Oi'ter the assurances ot W Government that the 
'J:X~ is a reliable crypiiot.mp.bic system am that 
its use as required 'by .L.A.TO security regulations 
is a necessal7 security ,Precaut\on; po1nt.1Dg out 
that, it the Portuguese require .further assurance 
ot this, they qht request a demonstration ot 
the security teatures of the m!iC:hine trom csither 
the u.; GoverD~~ent or the ~cur1ty Coordinating-
ommittee ot t e a ~tand Grou 
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6o A copy of tbej lt.o be used :ln this 
approach is attached heretO as EiiCloaure lo It cona1Bts ot a 
translated extract troml I 

7o fmbassad.or . .NacVeap is expected to arrive 1D •~ashington for 
coneultation OD./OX' about. 5 October. lD order that. this mo.t.ter may be 
taken up with. .h1m whUe he is here, it 1s reqi1Boted tbat UOOIB consider 
this plan at/ita •eting on 12 October &lld that the Views and concurrence 
ot the brit115b in the eeneral approach have bean obtained by that timao 

EO 3.3(h) (2) 
PL 86-36/50 USC 3605 

&lclosure 

/a/ ... Park Armstrong, Jr. 
"• PARK AIWSTRO.ttG, JR. 

Special Assistant, Intelligence 
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(.lllTRACT = TR.AMSIATIOI) 

A usua.Uy reliable aource, with excellent contacts 1D Hestern 
European diplomatic cirolea, haa prodded the 1ntormat1cm set tort.h below 
w1thol.lt1 ha.vever, ident1f71Da the ocmtact from whoa be obtained the report. 

/ 

le Rui UlriCh, the Portugl.l8ae Ambassador to Lol'llon, ncen~ cabled 
a report to hie Government coverillg a recent meeting or .NATO represent& .... 
tives in Loalono The salient poiDta were as toUcMa 1 

ao 'l:he discussion at the meetq centered arouad the question 
ot the admiaaioD ot Greece 8IJd Turkey to t.be Atlantia Pact 
orpnbat1ono 

bo SWeral members ot the 14ATO grGI.lp, nota'bl7 the w'Candinaviana, 
opposed the 1D.olusilm of Greece aiXl Turkey 1Dto the a~TO 8Dd. 
proposed tlult. a llediterraneaD Pact be established wb1oh vrollld 
be composed or the ma~or ponrs 1 and to which Greece and 
Turke7 would be 1Dviteclo 

Co The president ot tba meetins did DOt •ll'•• with this pro= 
posal, 1Dd1catinl that. a llecl1t.eft"anean iD.ct would mereq 
cause dl.lplJ.cat.ion ot the &TO organ1zat10D and would cause 
urmecessary complications 1D political 8Dd m111tarJ ait.uationao 

do The pres~ent added that the S..orpo:ratiOn ot Greece aDil 
Turke7 1Dt.G the Atl&Dt1o fact would not aecesaarill' be cause 
tor war, bl.lt lli&bt iacrease political aal eoODOJDjc pressures 
on Greece aDd TIK"ke7o 

eo Regarding air bases, the president &Xl*Jted tbat Turke7 
vould make tac11:1t1ea available as bad the other JATO 
countries, but stated that the UAited States would admit 
Turkey to HATO even with lild.tecl use ot a1rtleldllo / Ull"iQh 
reported that th1a 1Dtoratsma wu se il8D&1tive that tba 
representativea were asked not to telepoapb it to theSI' 
pernments, a p-Kat~t1on which ba peraoun7 fel.t was net 
D8CCIIIEI"7 o 

Ulrich concluded b7 advisiDC that tbe Fact JIIDGhine (a1o) 
was not suftioien~ secure tor aeneitin intormation. 

lJa14 Co•JGo Source states that t.he lack oZ 1SpaoU1c detaUs in the 
report should be attributed not ODly to the tact tbat the SDtormat1on 
was received seaODd.-bald 1 but to tbe extnmalJ ahozot }IGI"iod ot time the 
intormation eas made aw.llable to him b7 hla oontaoto 

Wa.ahingtoa CoJI!I!lFlto It .baa bea 'detei'ID1Ded that the d:1BCUIIII10D reported 
above took place at the 'th ot Jul71 19Sl, ••Ung ot the MUO CoUD0:11 
Depu.tieso 
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to tbe 

tlll'.fEO ~ COJ.IltlmC.AftOl!iS Ilft'ELLIGElllCi: JJOABD 



Rlt'ORt BJ' Bl 1IICD AD JIJC 

to .... 

Ul1ftU ftA'I!I:8 CCIIIJIICABQE DJIII.T.TIBI!I! 1IOABD 

BepB't, wtdeh NCCILI..eedl tbat: 

"b. tiD U.s. Dalep1it.ca to tba U.S .... u .. :s:. ec.breace m ft'ach 

e-._m'eat1au aeear1'\7 'be COI'It1l.u.-1 u aa all Jloc bat¥ w· ueartaf.D --. . 

·1111p ud -.., YS.~ tlla !r• nark o£ t'bl8e poaet1cu1 to aol.ve 

tbe Pclr'tvpe• J.lll'C)lllal. 

o. Purtb.er ccmsiclel"attcm ot eaepticaal, 41reet aeuca to 

!lp'ove Ponva-- ecWm:Jost1aDs eecuri'Q' 'be dd'el'nd pad1nc 

(1) CCII.Plat1ca of the ata&'17 no-aa81de4 ....._. b above &114 (2) EC 
. -

tb8 l1'eDch Guwaz--.t." 

2. !!lie .Ail :aoe ec.atttee 11aa coatUDell tte ~ or t11a ;pi."'blta, 

&114 lB8 41anl.apel ta. a44S:U.aaal. rac:ta aDil oaaclualoaa ll8t 1'c:ll1;b belcJar. 

3· the BAm aecur1ty .,....._ 11114 :ngula:tiaDs &aaqaed 1oo poteet 

HUi~ive liN1'0 !DfanatiaD are ~- i'ar t.ha P1D'J0811*.. lf!Mt c1eftDS.t1aaa 

"Caalle" &114 "Hf011 '!DtC...:t:laB an clau' all e1JIJC&Pt1ble ot .be'!Ds 

8I'P11el wtth pnac1•1ca.. 

-:tt 1a aatie1pa.tec1 t11at a .., d.ocvamt, D.c. 2/T, 1lh1cb -. &JP'OVed . ..,. 
't.be st:eadtns Group 11114 1iba II1U:tiu7 Bepreaata:Uvea CCimlit;tee aZ BA!O 
em 13 Apl'11191jl., &Dd '11!11cb 1a JIOIP aaitS.S 1'ia1 aJP"0981 'b7 tile 
CouacU Deputlea, v11l IIOCIIl bee~ eft'eet:lve. !.be aev ~ v:Lll 
mere~ ...,«.Y' a4, m ...u measu1"e1 claz'U)' 'tbe C11l'l'ellt aeeul'lt7 
8J8tal .. zoepla1i1CID8. . 

.. 2-
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4 • Some Partuguese eCJI!i'DmicatiOD& vhicb eatain iDfomatiOll that 

clear~ :f'al.lD. vithin the 11111ta Btipulat~ by the definitiODS aTe aecure, 

since tbHe -emnameatiODII ue beiq ~tted by the autJiorised crnto .. 

qatas, via.~ ftPEX nth ·~ settiDgs. Rowever, even in cues wbere 

the Portuguese have uae4 'l!PEX, their .. lack c4 "knov-holr" 1n the cQ!Jillmi

catioa secmi.t;r (COMSEC) field ad the muail«Jr in vh1ch the;r use the -.chiDe 
1\'Jt.ke t.hose aeanpa posaibq vulnerable to cr,pt~e attack aDd vaak.en 

the DlO 'f!PElt rqa1iem as a vbole. 

5· Same lW.fO c(!11!1'11UD1cat10DII1 ho!mver11 contain informat:J.on which ay 

be cbara.c'tel"ued by . the deaiBD&ticm "HA'.r'O frillge tram.c n, 8Dd wb1ch 

aoeamenta. At the time t11at the dct1'1DitiODS of ccaac and l'Lm) informa

tion 'liJe1"8 elabarated1 the question vhether naticmal cCl!llllell't vas to be 

coaaiderea. cosmc or JWro 1Dtormtion vaa d.iecused aml spec1f1c pro

vision 'tllat it be so cou1clered vas excl:aded. ~s ezcl.uaicm vu at 

·the~ c4 the De~t ot state, vbS.ch, inter alia, cl14 DOt Viah 
. . -

ita OWD representatives to BN:OO b~ 1Jl :reprc1 to this matter. In 

the eue ~ Partuguese C('I!!IIIIUii cat10DB, it is both COSDUC ar J!fAil'O material. 

azul this ":frillge tra:ff.'ic" which cODSti tute the prizaci:pal sources of 1D

aecurity oZ :ruao and u.s. ~tion. 

6. Ia t~ttmg m.ttoml. comment, the Partugueze· IIII!!IDber ot the 

Ccnme11 Deputie~ 1n LoD4oD pref'are to use a Partuguase cr,ptoa)-stem rather 

tbim 1'!PEX b~ause he :fears ~t the Brtt11Sh m1ght read 'l'!P&X me11sages 1 

since the sett:I.Dgs · e.re· provided b7 the British. . The Portuguese ceypto-

87Btema used for tbis purpose is the Jfagelln C•38 &ebiDe ritb. au.eh poor 

procedures tbat in all probab1llt7 t.be UoS.S .. Ro ad other countries are 

read:lng the~ Partaguese messages, even though tbfq ~be tl'alls.mitted 

1· On 25 Apr'l1 1.951 all IiA'l'O ~ :oationll were illf'cirm4 by 

SGM-616-51 that the Sipatory Ust1ozaa at tbe Bartl~. Atlantic Treaty 
. . 

OJ!'gaD1zat1oo ~ authar:i.sed, in &Mition to c~ting their om 
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plugboard settq key&, to ~ 1Ddiv1dual. national Boob of setti!lp 

for ftPEl, -alloul4 this be 4es1recl., "in crier still turtl1e:r to preserve 

the cliacreet nature or the c:be.mael,a provi.ded :ror Bat1cmal ue. n ~ 

vezie al.lo ~at the same t:lml tbat "the U.K. have~ a 

11&1!1Dl"W1mt USCZ"1bf.Dg a ~ .tho4-for the CCJJ~~ai'•tioa of a~a: 

aettbp u:til ·a cow v1ll. be made avaUable to other aember -.tiODS 1:t 

desired." Cfba traDslaiaaion o~ stloaal. COJ!iliiiLeDt b7 ~PEl macb1nea nth 
~L 86-36/50 ust 3605 
EO 3.3(h) (2) 

8. The A4 Bee CCI'III!ttee :baa ascertaizted- tha-t- DOt • a1~ ODe a£ 

tile BA.'lO cOUD'tz"~s :bas 7et ava:1l.ed itaeJ.f or the oppartuDiif7\ to c_~ 

or to use its om Batioaal. 'Books of Set,tmp'* 1 or eve. o1: tbe\ authorit)' 

grcurti!d to cOIIS'truc't i"ta OVD. aat1oaal pl..ugboar4 eettiusa. Tbei'e $n1 . . . 

:1D the ~ ot Partucal, no :IDU.cat:I.ODS . of en 1Dteation to 4o so ·111_ the 

Dear fUture. 

··•.. . 

whieb JB1Sbt be Ulld.el"te..kea ·to can'lh.""fi this a1tuatioD.. ~ to its 

del:lberat1ons the Ccami~ee agreed that the protecti.cm of'l 1. 
~eats_ is still the ovenidillg :f'ac~ 1D this cue, and that arJ;f 

aolut1cm wbicb YOUld definite~ preJulice them ahou1d be UD6.eJotak1m oaq 

aa a la.a't nl.lOI't. or nven proposal.O_ ~ of serious couideraticm it 

attat1~ studiecl tlJne wbich Wile a~ to ofter the best ~· 

of produc1Dc 'iaDfi)4Sate or, et l.ea&t pram;pt, nmedtal resul:ts, at tbe 

* S:lnce the last meetillg of the/Ad Hac CCIIIIBittee iDtcn'Stion bas arrived 
isulicatiiJ& that as ~ l Ausue:t Delsiua ,has ~eel s:t1cmal. aett1Dp 
rar ftPEX but V1thotlt racour$e to tbe bUic British -~1oDBl mti!O• . 
razlihllll. 
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same time voulci present tbe leaat da.l9ger or security risk to the u.s o; 

the Cali!m1ttee t~ UMD:Jpous],y selected b'om IGIO.D8 the three the cme 

Vidch it 4eertJs the moat feasible aa1 best 'l.m4er the cirCU1118'taaees • '!'be 

l2 bel.oa'J &11 ~ moe eet farth 1n EDclolm:re "A", together with 

ea:rali3el1ta • 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

c. A prcm;Jt e.ael.ioratton ot the p.resen~ iDHCure situaticm can 

be cspeetec1 if' the P~ coulA be: 

(1) ~cu to~ wi'th 1UO .secmrltJ' replaticma,; 

(2) Given fu.rther 1D4oetriM.tion ao that 'the7 voW.d ac;.uire 

fQJl. cODtideDCe 1n t.b.e securi:ty of 'f!PEX; 

(3) Im1uced to .m more use of tbe liATO aU't!aar1zed cr.fP'to

fqetem ('l'IPEX~ u4 

(4) PersuWtd to take ~ of the pend.ssicm panted 

lfA'1'0 IR.Ilbera to COi'PJPUe their OUD :natiODBJ. bOcks og 

sett11188 for "HPEX. 

12. a. The selected p.-opoaal., b:a.me4 upon these pre:miea., S.nvol.ves 

a direct, aDd 1.1~ (to t.be POi'"'l;ague.Ge) UDUateral. (U.s.) sp,proach 

Oil & Qcrller=-t-to-G<Ner111Jmlt lev'el• with a vi..eft to clel1ver1Dg a. sbock 

- 5-
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--~f.: ... 

(1) Ita representation em. the Colmcil. Dap.d;:lea 1a deliber· 

&telJ' violatiDs not cmq a veU-4e:fined 1IM.'O eam.nni

caUOD BGCur!V replatio.u to vbich t.be Ponuguese 
. 

Goverwt BOJ.esml7 aubaeribed, bUt also -.m.testa 

U1;t;l.e hea1'tlmq 1D ~ an a;preuq stated 

requut b7 tbe Pree14ent of tbe C:mmcU Depd;iea that 

certain 1Dfonat1cm be tnumi:ttea cm:q bJ' c~,; ad 

(2) The aecurit7 v1olat1cm iDYolved tile diecl.osure ot ,. 

h:tp"q HWJitive u.s 1Dtonat1ol1 ~a cbaracter cleaZ'q 

political. ti.Dl dl .hisbe&t ~ to liNJ.lO Uld u.s. 
E03.3(h) (2) 
PL 86~36/50 USC 3605 

b. 1'be ..... 01' vehicle 'to be" ~ gag this purpoae vOUl4 

be ectal ft'"ldeDce bli8ed CD mtcnattcmj 

c. '&e Fortuguea. Oover.IIIElt W0\1l4 be i.Dfarmad that the u.s. 

Gove:rl!lae.at is so !Dceaaed aDd coacei"D8d about this ~ violation 

d1rectl7 aff'ecttDs ita O'Wil securl'\T, u veU as tba't or the vhol.e ot 

B.~, 'tibat it CQDBiderecl re1'err1Dg the matter to tile COUDCU Deputies .• 
. . . . 

lln'e:l"theleras it vas reluctamt tO taD· such action, prcwide4 that prompt 
. . 

steps would be taken to correct ·the situation aDd that ua11!"8.DCe8 

wot.11:4 be stva by' the Portvgueae Gov"erDmeDt t.bat the action it 9ill 

take WUl prfi'I"Cmt a repetition of 8UCh Yiolat1on &lt4 d1D"egal"d or 

eecur1:t7 procedures 1D fUture. 

c. Cfheae aasuraDCea most. ccq;>rise: 

(l.) Aaeunmce tm.t a ;request by a Jll!l!mber govezolll!eDt pre

aentmg intaraticm to a BATO boq that such illtorma

ticm be tn.Damittecl ~ b7 acemrg;an1e4 bag Yill be 

etrictly observed; IUld 

(2) AssureilCe "that, vheD. eJ.ectr1cal·'tra!umliss1oD must be 

·.employed, ~ 1ibe authorized BA'l'O crypto~ (m-EX) 

... 6-
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wU1 be uecl. far the trutmd aeicm_ p'f -~ 1Df0l'ma• 

tion, u provs.ae4 1D. lWI.'O secnzrf.ty replat10DS. 

e. The apprcach thus far wul4 JIOt so 'be1mJd the poiat ~ 

WkiDS care ot the secuz1.'t7 or COSMIC 8DCl JIA'fO mP SECBI!:! 8114 

SECRET illfomaticm [the obJect of polll't (1) or~- ~J• it 

would not ta1le care of leakap f':rcm at1cmal c01llllellt em. 1114'0 •tters 

L...---------------___.lctbe obJect o£.po1Dts (2), 

(3 ), · am1 (It-) or pa.1'881'aph uif. ~, the approach aJ3oul4 so 

fUrther ad attempt to g1ve ·the Partvpeae autllo!'1ties positive 

as~e tbat tbe ftPEX 18 a aecu:re aNI& ·ot eCIIIIDm1caticm, but 

·1 'th1s eoul4 be claDe _. poiDtiJIS 

out 'tbat: 

(1) Unless &Joa.e ccmtrf)l ~placed OD the ~tema 

~L 86-36/so·usc 3605 
EO 3.3(h) (2) 

em,pl.oyec1 'for t.J3e traaam1u1cm t4 DA'l'O iritOJ'DIBtia.D, 

iD. aa· lfSi:o:t u 12 a.u.teret fQBWmsJ ail 

(2) A 81Dgl.e er,ptoQBtem, vis., ftPEI. wu selectecl by 

t.Jse 1WrO COUDCU a:tte due aei1berat1cm 'beca1lse oZ 

tbe hiP aegree or securltJ' tt aft'ar4e 1lh!m propelll'l.l" 

WIJed. 

Sbo1llB. aoubt raaiD, it -could be augested tbat the matter be nrten'ed 

to tbe Btlma1ng C!'oup. 

13. T1le .M. Boc CQra1 ttee 1s 'll'!!Mlldmous 111 its op1niOD tbat thia 

]m'OJIO&al sboul4 be adopted, ~ "the 1'ol.l.o171Ds reaaau: 

a. It appeal"a to offer the anq· pros:ram for prompt ftiDied1al 

· act10Jl vhieh affords both securtQ" .a a reucma'bl.e :pl'Oapeet ~ 

being eft'eetive. It 18 rec~ tbe.t. to be eft'ect1ve, 887 al'Jjlroe.ch 

to the Portvguese on tbiaf subJect I!IU8t shock ·th&m.. Thia "abock" ·mwrt 

be cfJ such a m:ture that it v1l.l. 1DJmre tbeS.r compliance rith BM!O 

aecu:r1't7 replatioas ~the tra.wmd.GSiaD ~ cluaU'iecllWl'O 

1Dtana~~j I· 
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PL 86=36/50 usc 3605 
E03.3(h)(2) 

I I vU1 PI'~- tb,i• "shock", aiDce this 

L...------Jic0Jit.a.1Jm the8e 1iJportant ele.IIIIJlta: (1) a. violatiOD aZ a 

speeU1c nqlle8't 'by tbe Preo14ent O'f tlle. COQDCU Deputiea DOt to 'trula .. 

ai:t tbe iDtclnaticm ezcapt by coUr-ier; (2) a atatameat clear}1" 1DQ 

c11eati.Dg tbat tbe Protugueme represeatat1ve azoroptea to b:1lrJ8el:t the 

capr.b111t7 c4 reverstJos a .1Wfpent of the Preaident ot the CouncU . . . . 
DopltieB u to tbe necesatt:r tor aee1"8C7; &DJ1 (3) a etatemeut n- · 

VMJ1ug the Portupese attitvlla oa the wse err ftl'EI. 

b. . It ahoul4 be noted tbat the tlllllJr ~ availa~ cmtl 

poa1t1-ve evideDce tbat tile Portuguese are vioiatima l'lNlO eeeurf:ty 

regulaticm &D4 "tbat tbeil" cC'iiJIIND1cat1c:ma cODI&ttute a grave risk to 

-tbe IISCUI"1'Q' at tba u.s. ana. uro has bema 1 

c. It &lDo prov14ea aa Gcel.leJit oppartunitJ' to 1Ddoct:rizlate 

t.be Portuguese at tbe !ripent. leVel sa tba aetual securitJ' ot the 
. . 

lnPJ!:X qsta; 1t ·C&D be co.Diluc1ve to set1o1Ds tbe Protuguese to 

use it for COSMI~, JIAilO '!OP SECIE!' eud 8ECRB'l 1Df'armat10DJ aD4 it 

J11a7 lead tba t.o caQil.e 'their CM\ ftPEI[ aettmp far "t1'ue

mS:tt1Dg at.iCi'l&l. COiliiUBt 111Yo1V'ill8 such 1Dtormat1on. 

).,\. It will. be Dace&S&J.7 to obtain the CODe~ of tbe :toaaon 

S1pal IateJUpue Boa.l'd (LSIB l :to tAts propoae.l, vhich sboula be can-. 

DIUD1.cated to that Board without del.Q' if it is aceeptecl by UBCIB. A 

lS. a. The Ad Doe Ccad.ttee 1e of the opi.Dioa that the approach 

to tbe Portuguese· outlined ill put&graph l2 em be 1Uider1iaklm without 

r~~ tbe mtter to the l!iatiODal Security' ColmcU (DSC) aliA wi:thout 

TOP SECRET SUEDE 



avait1Dg the EC clec1B1cm em USCD: 11/,/132 .J 

proposecl actiao. aoea. DOt involve 
~------~----------------~ 

b. '!Ira C(Bd.ttee also feels U1at! t.be ·aact detail.a !#/uek:lng 

tlJe &P,Pl"O&Ch1 the Qeeific u.s .. of'fic1&1. or· oft'1c1al8 to be desipated 

to ake it, ai.ul tbe spec11'1c P~se official. or oft1c~ .to be 

approached, ehou1.4 'be decided bJ' the Deput;ment of state. A c1raft 

of a nitable memoramua to the Becz'et&.r7 of state is a.t t'OI"th 1n 

EDeloaure "Dn .. !J?L 86-.36/50 USC 3605 
EO 3;:3(h) (2) 

1.6. i'he. A4 Bee CCDI!1ttee CODaiiers that: 

a.. All tile Other propoSls $at forth in EncloSure "A., 1 except 

Proposal B are 
~----------------------------------~ 

8111table ~ u loq-tem prosraa; 

b. It voul4 be adv1able to 1Ditiate action 01l one ~ :mare or 

tb.oJae proposals am p.romptq u ~icable so ae to assure a.na a

tend tba beDefita which -.y f'low f.toa the Ad Hoc COIIIII:lttee 'a seleeted 

propoaal -tor ~te act1on, .. olitlf.Ded 1n paragraph 12 .. u that 

propceal. :1a opgroved ail eueuteel; .,. 

c. SUch laug-term action mq &lao l.a.Y tbe ~k 'for P:&-oposal. 

B ab.oul4 it become neceseaz'7 to resort to that propceal.. 
•, ' . 

17. 'l'he A4 lice Commi:ttee f'Urtb.er conside1's tbat Proposal.s A1 D, E~ 

81!4 c, which BH ov.tU!!ecl 1n Enclo&u:re "A", do not fall ll'tric:t.q nthiD the 

cop1B&l'lee t:tr "CSCID, althoup t.hq are of' intwest to USCD;. that they 

shoul4 be 8twliecl iD. cletaU by tbs propar I lsecv1'fi7 autbol"itiea 

of the ~ ot state am DGtfeJwe; &124 tbat they ahould be re:fented 

to these 8\lt:borit!es by- the State and A7:m7 members ot USCD. It 'lfB3 be 

· DOted tbat several Of the lorig-terla p:opoaa1o are interdepeDJ.eut in the 

sense tbat they vould rein:force ODS :mother end voul.d ~ U"DSt e.t.tect1ve 

18.. P'imll;y6 nth Nfennee to the tirective gi"Rm the Ad lice 

CC&Iittee 1D USCID: 23/18 to cpl.ore the possibW"tJ' of illst1tut1Dg 

_,_ 
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·sateguaris invol~ greater use ~ cou:rier aervice aaa. of 'hr'ns'na 

this aboUt ~ a apprcacb to .the ~-- Allied CcmaeMer Europe· 

(SACEUB), the Ad Boc Camm:!.ttee 1fisbes to point em that the ~ 

Part .... iJmecu:ri:ty iJWol.vos eiJII!IIImtea'tiaDa whieb an em the dipl.o

a.t1c lev'el. &D4 110't bfttveeA m:ll1'ta.r7 ~- Far tb1a NBI!IGD tba 

attar 1s cme in vhich SACEUR baa ~ 3ur1sclictiOD. 

19. It is ~ that: 

a. The action propoaed m Paragraph 12, ad Ellcl.o~Nre& ncn 

·.:·b~ The lcms-tem p.roposals outl.1Ded 1D EDcl.oa1111"8 ."Au be 

ecceptd m pr11lciple, far rarenmce to t.lle~t:y 
. . 

autborities of the De~ of state ad Defease. 

PL 86-36/50 USC 3605 
EO 3 . 3 (h) ( 2 ) 

-JP.-
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PROPaW.S STUDIED Bt THE AD HOC COMIIITDE 

TO COHREC'l' THE 

lllSECURI1'Y OF POm't1GlJFSE CCHIUIICATIOWS 

WGEEDJS TO U.S. OR NATO 

1. tlf.OPOSAL-.A: Tbat an ettort be made, tbrough the Security Coord1nat1Dg 

CaaiU.ttee of the !l.l!O standing (koup, to coDriuce the mioua I'ATO maabera requir ... 

in& 1ndoctrillat1on1 1Dclud111g particular~ the Portuguese,. of the aecurit;r &llCl tohe 

adequaq of the mEl crJPto878t• and procedures wb1ch haw bean authol"isecl tor 

the tranam1se1oa of eeaaitive NATO information. 

COMMERT 

This proposal ad.ght produce either prompt or l.cmg-te:na rsed1al resul.,.s 

but the Caamittee feels dubious about the attie&CJ' ot such an approae~ alnce it 

has DO elamants ot shock aeceeaa.r;r to j.mprese the derelict NATO members. Put 

uperieDce attords DO ba.s1e tor a belief 1 or even tbe hope that such a simple ap·· 

proach would. 'be ettectlw.. The fatuous cont1dence which, as a general rule, those 

ia well known 
~----------------------------------------------~~ 

and 110 reliance Call be placed ill th111 approach to the problelll. ot the inaecurity 

of Portuguese CCIIIIIIIJD.icaticms CODtabd.Dg COSMIC or I.To TOP sEcRET a.ncl SECRET 

1ntormation.. PL86-36/50 USC 3605 
EO 3.3(h){2) 

2. ll!gPQSAldh 'l'bat a direct. u .. s. or tJ.S./U.K. approach to the Portuau••• 

GovenDIISilt be -·· 

L...---------~ The objectiw 'IIOUld ~e t.o force immediate adherence to COSMIC aecurit;r 
. . 

regulations,. thus p!'O\.'uciDg JDUiiPL rced.1a1 results • and· to asaure an eftlltua.l 

reDJ"p.nizatiOD 8lld ~t in the aecUl"it;y of all Portuguese CGDm'IJDicatione .. 

au fbil!il p:rGposal. 1s p:ract1call7 identical with that propoged iD 

USCI.B Wl32 1D regard to I t ud in-9alYes a direct approach t.o the 

Portupeae at the b1pe.t goftnaantal leYel, 'ria •• the Secretar;r of State 

.. ; 

.-·11 - ~ •.a• v.l.'b USOII Ad 
· • Hac ea..ttt• leport dated 

6~W1· 
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.. 

·"" 
'through the u.s. Ambaaaador 1D Lisbon to. the Portuguese M:lnlate'r. ot· Foreip. 

Affairs (MFA). 

b. Such an approach necessitates brtngiDg the COIISJX: situation to 

the attaDtion of the MFA :lD a maDDer so dramatic u to shock Ida 1Dto takiag 
'J?.L 86-36/50 USC 3605 

apeed.J and ef't'eotive actloD. EO 3 .. 3 ( h l ( 2 ) 

c. The diaadvantapa ot such an approach in tbe caa •. ot the 

Portuguese are: 

general iuecuritJ!'"iidndedness aDd J.oquacitJ ot the ~upese peaple ·aa a 

whole make·· this coun.e da.Dgerou.a. 

(2) In the case ot L...l ___ ___.lthe purpose ot dellvv1ng \such 

a shock·la to bring abOut a drastic overhaul ot the cr;rptoqst.tllll!l .-.\prac

ticesJ 

L...-_____ ___.1 'l'bere ie, bowevv, not ouq n~ '111118diate or Oftr-ridiDs 

I 

I 

necessit7, trca the point. ot view of u.s. aecurit7, ot br1rJ&1ag this about 

ill. the · caae of the Portuguese •I 
pi"'vicled tbat segment ot the :blsecurit.7 which iD:valYSa leakage ot \.COSMIC or 

NATO TOP SECRET and SECRE'l' 1ntormt.1cm can be elim!Dated. f 

P.RO.PQ9AL C: "!'hat a bip~level approach to the Po1>tupeae Gcrre~t - . 

be made • disclosing our pos1tiw Jmowleclge ot Portuguese riolatiolla ot the COSMIC 

the 

diacloeure would be made oetenaibl7 rith a . Yiev to 1n111sting upon Portuguese ob

senuce Of tbose regul&ticma, thus producing pl"'DDpt r.ed.ial results. 

COJOIDJT 

This ia the propoll&l 1mani111C11U1q qreed to b7 the Coalllittee· and ie 

discussed in detail in paragraphs 12-15 ot the basic paper. 

4., ~AL Jl: Tbat there .be eatabllahed a NATO courier serdce which 

would be adequate to ul~PPDJ"t the preserlt HATO qreaaaaut that all. possible C<ISMIC, 

NATO TOP ·SECRBT aDd. SECRE'l' !Dtormation be tra.:.lSDd.t.ted b7 pouch., 

··---··- -----------



CUIIENT 

The Ad Hoc Ccmmitt~e studied the ··tter ot;~Creater use ot courier . . 

service b,r NATO memben 8lld turthar a:plored "'the. P6aa1b1l1ti ol fnst1tut1Dg .. 
safeguards 1n tbe form of a note to recipient~ ot a81181t1w HA'IO intorMtiaD 

stating that beEore th8 1Dtormati.on ia ·Nleued theft IIWit be assurances that 

it vUl. DOt be to:nrarded 'b7 ~ electrical c0Jimw:-n1aat1on :meana; but 1t necea

aarr to torvard, tbat secure cour1er aerrice wuld be utUized (aee paragraph 

24 o:t reference Report). The Cammit·t.ee finds that: 

ao The cUI'l"ellt regul.at1cma* relative to the tl"&1181D1aaion of. ~C 

Wormatioa and doc;:umellta (Paragraph 14, Almex ~ to D.C. 2/7) clearq requ:l.n 

that. courier service be giwa t1rst priority aa the .ana ot traarad.aaion; 
. 

electrl.ca.l cr.vpt;ograph1c tnmsnd aaica •should anq be utilised vherl time does . ... .·· .......... . 
Dot permit the use of acc•:apuded bag.• . · 

• I• 

. b. . u.s. Air Force, .A.nQ", aDd State Department air courier aenicea 

han beRn ·placed at the disposal of MATO SOftJ"IIIll8Dt& to the l.hd.t.ed eztan~ tbat 
< 

such services are· aft1l.able. Howevv, eYeD auch ot these services as are ·at 

their disposal are not used b7 the IA'OO gow~s tor the transmission of 
. . 

utioDal camaeut, since thq are unvllliq to req upon the 1nd.olabU1t;r ot 

pouches J10t accompanied 'b7 one ~ their Olllii ut10Dal couriers. 

c. A NATO courier senlce 110Ulclnot onq be ext~ coatq but 

also there 1s nathing to 1Dcl1cate tbat the NATO goyel'111181lt.a 1ft)U].d put J!lllch con-

. ftdence even iD a NATO courier aerrl.ce ualesa natiaaal couriers of their OWD 

aelectiOD. were proy1ded to ac~ the pouches 111 each cue ot such ·trana

miseiaa. 'l'be aftilabU1t7 or such couriers 1s questiaaabl.e. iD ri.ew ot the 

apebaa to each goyerwt, and. JIIDI'eCmir, there are t•s when electrical 

tNDma:llleion ~ be uaed• eo tbat the door. voulcl still 'be lett open f9r aecu

rit.7 riol&tioll8 1D such 1nataaces, ai.nca the &Oftl"'DDJJlt caacerned lld.gbt. still 

use ita insecure naticmal 87St• tor D&tional. ca1111181lt 011 COSMIC 1Dtomat1oa~~~~ 

5. PRQPOSAL E: That there be eatabliahad. a ,aeaurit;r tra1Dillg PJ'O&I"'IIIl1 

. . 
curriculum, aDd school tor all elemeat~ of the NATO orpaia.t:lca, both ci'V'ilJ.aD 

and JdlitaJo.y. 

*' See footnote to para. 3 of this Report. 

I 
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. ...... 

See coslllellt under Proposal~ .. F am G. 

6. PROPOSAL!: That a bilateral u.s ... Port.upeae aecurltT aurte71 ti1m11ar 

to the recmtq COIIIPle'ted tripart.ite U~S.-Uela··French 1111n87at be ad.e and. that 

this ISIIr'NJ' :lnclude amng ita objectiwa (l) the att.atDJIIII!ftt ot Dltual.J1'-agNed 

standards tor ··periiOIIDel UJd plvaical aecurit;y ami~ 

See coaawt under Proposal G. 

. 

PL 86-36/50 USC 3605 
. EO 3 . 3 (h) ( 2 ) 

7.. PROPOSAL.Jb That ID e.ttort be made to obtain adoption tbJoou&hou,t 

I.A.'J,'O ot tbe Tripart.ite Securit7 Standards llOII being COIIBidered tor adopt:lOD . 

1Q'" the u.s., U.K. UlCl J'nmce. 

. . 
a. The basis tor Propoaala E, F, and G is to be f'ouncS 1n the 

following extracts traa NA'l'O doClllllt!Dte: 

(l) Parao 3 ot Appelld1x to D.C. 2/7, ll April 1951:* 

.. ,. BQtblia)pj¢ 0~ Appeie! to. cwtrol and CoordiDatt. Securitz. 

f:._OIIIIdttee. .l Securit7 Coordisting Comit.tee of the Standing Group 

ie coU.ituted., COIIIpOSecl ot FNucb, United States and Ullitecl k1nfl.l• 

rapre8Ciiat1aa, Securit7 represantati vea ot other JD8IIIber CDIUltriea 

or apokearH~D trca Regiaaal Securit7 Committees v1ll be cal.lec1 upcm tor 

assiataace wheD necessarr. The Securit7 Oool'dlDat~ CGIIID1ttee is 

reapons~e ~irectq to the staud'nl Group tor the eupel"riaioD or sacu

rit;y ~thin the whole of the NATO s)'Sta at all lnels and tor the 

periodic .,.,.,.,nat1011 ot the fuDctioDiag tbereot. Mil' aecurit7 poliq 

attacti.Dg NATO as a whole v1ll require tiDal approftl at the Council 

leYal..• 

• See ~· to para. 3 or tJd.a Report. 

TOP SEC~f'_T lal~P.JhtmemAd 
• 



(2) Para. s ot s.G.-41/3, 10 Apr111951: 

185. Tbe SecuritJ' CoorcliDatiDg Ccmmittee Sball: 

a. Be reapoDa:l.ble to the Studing G:roup tor recOJIIIeJJdat:l.oDa end 

guidance concaming securit;r pol1C7• 

b,. Supen:lse 8lld periodical.lJ' examine the .functioning of the NATO 

Securit;r S7sf;a iDclud:l.Dg COSMIC registries aad the COSMIC a;yst-. ot cam

IIIUDicat:lon. !he autbor:l.t;r of the C0UDtJ'7 to be epmined v1lJ. be obta1aed 

before the nutnation is CU'I":l.ad. 011t &ad lt v1ll be CODdu~ed b7 ad tr.l.th 

the asa!staDce ot the countr,r aoacemed. n 

b. These eztracts are quoted to ahou tbat period:l.c Securit;r Coor

diut!Dg Cclllld.ttee redws ot the JlATO Securit;r Spt• and ita actual maDDer ot 

fullct1on1ng haw been apecitical.q auUiorized. 

c. The .Ad Hoc Ccald.ttee bas learned tbat aaae ot the JlATO countries 

do DOt nen haw a doctrine or c1ocuDlaDt dealing with such •ttara as pb;raical. or 

persarmel aecur:l.t;r, let aJ.cme BtaDdards to llbich their authorities shoul.cl atriveo 

d. The ~ical, per8GID18l.0 and industrial atandal'ds ot securit;r 

recentq eJabcw.'atecl lv' the 'rrlpart;ite Group • 1t approftd b7 the tbree Gcnrern··· 

maata concerned, vill be applicable OILq to those 118Dbars of NATO; lllllllllbers auch 

aa Portugal will ncrt. be bound b7 tbose ·standards. It • howeftr, these atamiarda 

vera adopted b.J all NATO countries. this ·wuld be CODduciw tCilf&rd improvemeDt 

in those phases ot rsecurit;r thraughout NATO. The deairabilit;r of doing ao 1a 

beCCDing more clear as JATO 18 praar1llg 1D straqt.h., 

.•• Uader the COftJ' ot such periodic I"'I'V1ann as those referred to in 

subparagraph a ab&ma0 the Seeurit;r Coordinating Ccad.ttae, throqb the Stamting 

Group 11 could :1Datitutcs enquiries 'DII'ith rewpect to the a:iatence ot .aat1onal s.acu

rit7 standards llll;d the obaenrmce of aU NA'l'O aecurit7 :regulat:laaa, including 

those d-.ling vith. the use of courier aerrice and el.ectrical tranamiasioao 

t. lbrewr 11 eYeD 11 the 'l'ripartite Securit7 Standards wre adopted 

throupout NATO 1 tra:lnlng 1D their practical. applicQtiorl ad usap wr.Ul be re

quired. and courses of instl"'lction ot aenral web' duratioD vill be necessar.r 

as 811 initial step. Such COUI"88!1 could well--include :aot. ODl;r the three abo'n-

-.ationed phases of pnenJ. aecarit;r but also the basic el81181ta of ccwmm:S,cation 

... 15 - F.acJ.osure •A• with uscm Ad 
IDa c..d.tt• ~ elated 
6 AquA 1951. 
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aecurit7, and the proper usage ot the authorised JATO ~--· Such 

1Ddoctriaat1an should be provided at all NATO leftls, iacludtng that ot the 

Council Deputies. In order tar thia to be effective, cont:bluawJ· supen181on 

&Del rerlw of the 1fll' 1D vbich the training 1a being applied in practice will 

be neceB~~ It 18 cleal", thereAa, that to be tal.q etfectiw, the acticm 

coattmplated 1n these last three propoeala !.a ileceea&l'il,7 loDg-tem ud con

tiDuing 1D chaioacter. 

• g. The COJ!IIdttee is ot the opiDion tbat, 1D Nprd to all the 

toreaoing proposals, the •tter JIIU8t be discuasecl with the U.K. authorities 

before 8117 approach to the Portuguese is made, eapec:lalq if a proposal 

~-

-16-

PL 86-36/50 USC 3605 
EO 3 . 3 (h) ( 2 ) 

EDcloaure •A• with USCIB Ad 
Hoc Calld.ttee Report dated 
6 Aupat. 1951. 
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E' 3 . 3 (h) ( 2 ) 
p 86-36/50 usc 3605 

RrltaT .. rillJK.,; nBn 
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PL 86-36/50 USC 3605 

- 18 --· laol.onN •• 1d.Ua USClB 

TOP -SECRET~ED!t~ 
---- ·- ·-- -- -- ---



ENCIDSU.RE "B" 

• 

* U.nderl.iniDg suppliad. 

-19-

EO 3 . 3 (h) ( 2 ) 
·YL 86-36/50 usc 3605 

.· . 

Encl.oaul'e •s• with mcm 
Ad hoc CCIJIDittee Rep~ 
Dated 6 Aupst ·1951 
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ENCIDSUBB ncn 

Memorandum tar Chairman, London Sisnal Int~eDCt!t. Boar4 

Subjecta · Inseaurltq of Portupue Ccmmd-catJ.oDs 

Bnclo8111"e: Repo~ on Portugueae C«mm,_,.cation Seaurity. 

1. The encloaure is a Report; approYed by the Urd.tecl Stat.ea 

propoeed to l'SII8d7 a ait~ danpz'oua to u.s. aDd HA'ro seourltr, 

arisins frOm tbe 1macur1tq of cart.aiD Portuguese coalllllm1cat1onao 

· 3. Bar~ telegraphic re~ Vft>Uld be &J)pre_ciatedo 

EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

-20- Enclosure ncn with USCIB 
Ad hoc ·committee Baporl; 
Dated 6 August 1951 

TOP SECRET SUEDE 



.. ~ 

mcwsuu nnn 

llemoraradum tor: 1'he S8C1'8tal7 of State 

Subject. I Proposed action 'b7 the U.S. Gcml1'11118ftt in the matter ot 
. inaecur:l:tq ot POJ"t,queae cCIJIIIniD1c_aUau 

Encloeure1 Baport. em Po.rliuguue Caamunicat.ioa Secur.ltq 

1. The encl.oSUN 1a a Repo~ apprcmld bT the Uzd.ted statea 

, 8llCl iuvol:na ~t.icD 

pzopoaed to r.ae\T a Bitat.ion ~to u.s. 8DCI RA'l'O aecurJ.t,., 

ar1tdDg fi'OJIL the 1naecur1tq ot certam Port.upeae CCIIIIlUIIicaticmao 

2o The ~ proposed 'bJ' the UDitecl States Calllllnrd.aatiolus 

Intel 1 1 gmce Board aa outllDed in parag.ralfa 12 of the &lol.osure hall 

reCeived the concurrence ot the Ionclon Si&nal ~ Boal"do 

3o It 1a requaated tbat the act1on proposed. to correct the 

danger to U.s o ancl NATO arJ.BiDa fran the 1naecuri:t,· ot Portqueae 

cCIIIIIDDicat.ioDS~ be implaented at the aarUeat practicable date. 

- 21 - Enclosure 11D•·with USCIB 
Ad- hoc Committee Report 
Dated 6 Augaat 1951 
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DRAFT AS REVISED 26 JULY 19.51 
t._. . 

REPORT OF THE USCIB AD HOC CCMUITTEE 

to the 

UNITED STATES COMMUNICATIONS Tifi'ELLIGENCE BOARD 

on 

PORTUGUESE. C01~1IDNICATION SECURITY 
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D-R-A-F-T D-R-A-F-T 

REPORT OF THE USCIB AD HOC COMMITTEE 

to the 

UNITED STATES cmmtJNICATIONS INTFLLIGENCE BOARD 

on 

PORTUGUESE cm.mUNICATION SECURri'Y 

Reference: uscm: 23/lS 

1. At its 66th ]leetine, 13 Jul.y 1951, USCm approved the referenced 

Report, which recommended that: 

"b. The u.s. Delegation to the u.s.-u. K. Conference on French · . 

cornrlnudcations security be continued as an ~ .!:!2.£ bcdy to ascertain 

the exact extent to vrhich present NATO practices may provide secure 

nays and means, vrithin the .framework or these pl'actices, to solve 

the Portuguese problem. 

e. Further consideration of exceptional, direct action to 

i.r.rprove Portuguese communications security be deferred pending 

(1) completion of the study reco~mended under ~ above and (2) NSC 

and USCIB decisions whether such action is to be taken vis-a-vis 

the French Government." 

2. The Ad Hoe Committee has continued ita study of the problem, and 

baa developed the additional facts and. conclusions set forth below. 

3. The existing NATO regulations designed to protect sensitive NATO. 

ln.f'orma.tion, as set forth in. D.Co 2/7, 1.3 April 1951, are adequate for the 

purpose, if strictly enforced. The definitions of rrcoSMIC" am "NATO" 

information are clear and susceptible or being applied·with precision. 

4. Some Portuguese communications which contain information that 

clearly falls within the lizrlts stipulated by the definitions. are secure, 

since such cOil'mUilications are being transmitted by the authorized crypto

sirsterns, viz., TYPEX l'li th simplex settings. However, even in cases where 

the Portuguese have used TYPEX, their lack of security and the rnanner in 
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which they use the. machine make those messages possi_b4" vulnerable to 

cryptanalytic attack ~d vmaken the NATO 'l"YPEX system as a Whole •. 

5. Some l'!ATO co.mmuniea tiona, however, contain infomation which may· 

be characterized by the designation "NATO i"ringe traffic", and which 
-

consists largely or national comment on COSEIC or NATO matters and docu-

ments. At. the time that the definitions .or COSMIC and f.JATO information · 

were elaborated, the question whether national comment tvas to be 

considered COSIHC or NATO ini"ormation \'las discussed and specii"ie provision 

that it be so considered was excluded. This. exclusion vras at the request 

of the Department of State, which, ~ alia, did not wish its own repre-

. sentatives to NATO hampered in regard to this matter. It is COSMIC 

material and this "fringe traffic" 'VIhich constitute the principal sotirces 

of insecurity as regards NATO and u.s. infomation~ am which, in the case · 

of Portuguese communications, are causing serious damage to security. 

6. In transmitting national comment, the Port.U?,Uese member of the 

Council Deputies in London (and diplomats of other NATO governments) 

prefer to use their own national cryptosystems rather than TYPEX because 

th~ fear that the British might read TYPEX messages, since the settings 

are provided by the British. In the case of Portugal, the national 

cryptosjrstem used is the Hagelin c-3S machine, t·li th such poor procedures 

that the messages are easily solved-. It may be assumed with aome certainty 

that the U.S.S.R. is reading these Portuguese messages. · 

7., On 25 April 19$1 all NATO member nations. were informed by 

SGl-i-616-51 that the Signatory Nations of the North. At.lantic Treaty Organ

ization we.:re authorized, in addition to constructing ~heir own plugboard 

setting keys, to prepare individual National Books of Settings should this 

be d~sired "in order still further. tO preserve the discreet nature of the 

channels provided for National use." They were also informed at the same 

3 
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time that 11the U.K., have pl"t::pared a memorandum describing a secure method 

for the compilation of simplex settings and a copy 1'1ill be made available 

to other member Nations if desired. " 

s. The Ad Hoc Committee. is attempting to a$certain whether any NATO 

country has yet availed itself of the opportunity to compile its own 

"National Books of Settings", or even of the authority granted to compile 

its ovm National plueboard settir\gs. It is obvious, however, that Portugal 

has not y:et availed itself of either opportunity and there are no indica. ... 

tiona of an intention to do so in the near future. 

10. The Ad Hoc Committee has studied the matter of greater use of 

coUX'ier service by NATO members. · It has further explored the possibility-

of instituting sate(!Uards in the fC)rm of a note to recipients of sensitiv-e 

:NATO information stating that bef.ore the information is released there must . ) 

be assurances that it will not b.e forwarded by any electrical communication 

means; but if necessary to forward, that secure courier service would be 

utilized (see paragraph 24 of reference Report). In this connection the 

Ad Hoe Committee finds that: 

a. The current regulations relative to the transmission or COSlHC 

. information and documents (Paragraplt 14,. Annex "B" to D.C. 2/7) clearly 

require that courier service be given first priority as the means or trans

mission; electrical cryptographic transmission "should only be utilized 

when tir.ie does ·not permit the use or accompanied bag." 

4 
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b. A NATO courier service bas been considered. Such a service 

v1ould coat about $100,000 per month. Although the cost of such service 

might not be too great in view of the importance of keeping certain matters 

secure, there is nothing to indicate that the NATO governments would put 

much confidence even in a NATO courier ser\~ce unless national couriers of 

their mm selection rrere provided to accomp3n7 the pouches in each case of 

such transmission. '!be availability of such couriers is questionable, in 

view of the expense to eaeh goyernment, and, moreo'l'!er, there are times when 

electrical transmission must be used, so that the door would still be left 

open far security violations in such instances, since the government 

concerned would still use its insecure national system for national comment 

on COSMIC information. 

e. A better and far less expensive answer might be to provide 

iridoctrination and training in the production or national settings and in 

the proper use or the TYPEX machine for COSMIC and NATO material as well 

as for "fringe traff~e~ 0 

11. '!he physical, persormel, and industrial standards of se<furity 

recent~ elaborated by the Tripartite Group, if approved by the three 

Govemments concerned, will be applicable to only those members of NATO; 

members such as. Portugal will not be bound by those standards. I£, however, 

these standards were adopted by all NATO countries, · this would be conducive 

tcmard improvement in those phases of security throughout NATOo The desir

ability or doing so is becoming more clear as NATO is ~owing in strength. 

l2. Even if those standards vtere adopted throughout, NATO, training in 

their practical application and usage will be required and courses of 

instruction of approxf.ma.tely three weeks v duration will be necessary. Such 

courses could well includ.~ not only the three above-mentioned phases of. 

general security but also .t~e,. basic· elements of communication security, and 

the proper usage of the authorized rt~TO eryptosyetems. 
• • "·. •• > • ~ -•• 
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J.7. a. Paragraph 3 of the Appendix to D.C. 2/7 reads as follows: r ~'~) .. Establishment of A~eneies to Control and Coordinate Securit;y • 

.!· At the Sta.ndi.n& Group.l.evel: :J!le Security Coordina.tiv,g 

Committee. A Security Coordinating .committee of the Staniing 

Group is· constituted, composSd of French, United States and 

United Kingdom representation. Security representatives or 

other membe:." countries or spokesmen from Regional Security 
' ' 

Committees will be called upon :f'or assistance when necessary. 

The Security Coordinating·Committee is responsible direct~ to 

the Standing Croup for the supervision of security within the 

. \7hole of the NATO s,yst~ at all levels and for the periodic 

examination of the .functioning thereof. Any security policy 

affecting NATO as a whole vtill req'lire final approval at t~e 

·Council level." / 

b. Paragraph 5 of S.G.-41/3, dated 10 April 1951,. reads as .follovrs:. 

~~s. The security Coordinating Committee shall: 

a. Be responsible to the Standing Group for reeOllll:lendationa · 

and guidance concerning security policy. 

b 0 Supervise arii period.ica.l.q examine the . functioning or the 

NATO Security System including COSMIC registries and the COSMIC 

system or communication.. The authority of' the country to be 
EO 3.3(h)(2) . · .. 
PL 86-36/50 USC 3605 examined will be obtained before the examination is carried out 

and it will be conducted by and with the assistance of the 

country concerned." ./ 
e.. These extracts are quoted to shaN that periodic Security 

Coordinating Committee examinations of the NATO Security System and its 

functioning have been speellically' authorized. / 
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REPORT OF THE USCm AD HOC COMMI'I"I'EE 

to the 

UNITED STATES COllUUNICATIONS INTELLIGENCE BOARD 

on 

PORTUGUESE Cm·!f..!UNICATION SECURITY 

Reference:· USCIB: 23/lS 

2. The Ad Hoc Committee has continued its study of the problem, and 

has developed· the additional facts and conclusions set forth below. 

,3. The existing NATO regulations designed to protect sensitive NATO 

information, .as set forth in D.C. 2/7, 13 April 1951, are adequate for the 

purpose, if strictly enforced. The definitions of "COSl<~IC" and "NATO" 

information are· clear and susceptible of being applied v:ith preeision. 

4. Portugues~ · co.mmurrl.cations which contain information that clearly 

ralls Within the limits stipulated by the definitions are secure, since 

suqh communications are being transmitted by the authorized cr1Ptos,ystem, 

viz., TYPEX with simplex settings. 

1 
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5. Some NATO communications, however, contain information which may be 

characterized by the designation "NATO fringe traffic", and which consists 

largely of national comment on COSMIC or NATO matters and documents. It is 

this "f'ringa traffic" vrhich constitutes the principal source of insecurity as 

regards NATO and U .So information, and which, in the case of Portuguese 

communications, is causing serious damage to security. At the time that the 

definitions or COSMIC and NATO information were elaborated, the question 

Whether national comment was to be considered CQSrJIC or NATO information was 

discussed and was specifically excluded from the definitions. Tnis exclusion 

was at the request of the Department of State, which did not wish its own 

representati vee to NATO hampered in regard to this mat tar, and at the same 

time did not wish to "cheat" by' having its diplomatic representatives use 

u.s. aysteras contrar.y to the NATO agreement. 

6. Such national comment ie most frequently originated by offici.aJ..!,J of 

the Foreign Office or or the Diplomatic Corps rather than by members of the 

rnilit~ departments of the NATO governments. This is particularly true in 

the ease of Portugal. 

7. All the TYPEX machines allocated to ~JATO members by the British 

have been distributed and are in us~. However, the hold era are all in the 

military departments of those ·NATO countries, and no machines have been 

allocated for use on the diplomatic level b,y members of the Foreign Offices 

or Diplomatic Services. However, it appears that ·additional allocations of 

TYPEX machines for use on the diplomatic level would not accomplish the 

objective, for the .reason given in the next paragraph. 

8. In transmitting national comment, the Portuguese member or the 

Council of Deputies in u;~on (and diplomats of other tJATO governments) 
I . 

prefer to use ,their ovm national eryptosystems rather t}l..an TYPEX because they 

fear that the British rirl.ght read TYPEX messages, since the settings are pr<P 

vided by the British. In the case of Portugal, the national cryptosystem 

2 
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used is the Hageliil c-.;38 machine, with such poor procedures that the messages 

are easily solved. It may be assumed with some certainty that the U.s.s.R. 

is reading these Portuguese messages. 

9o On 25 April 1951 all NATO niember nations were informed by SG!!-616-51 

that the Signator.y ~tiona or the North Atlantic Treaty Organization were 

authorized, in addition to constructing their own plugboard setting keys, to 

prepa~ individual National Books of Settings should. this be desired "in 

order still further to preserve the discreet nature of the charmels provided 

for National use .n They were also informed at the same time that "the U .Ko. . . 

have prepared a memorandum describing a secure method for the compilation of 

simplex settings and a copy will be made available to other member l'!ations 

it desired. n 

10. The Ad Hoc Committee has no information as to whether any NATO 

countey has yet availed itselt or the opportunity to compile its own . 

"National B~kls of Settings", or even of the authority granted to compile its 

own National piugboard settings. It is obvious, however, that Portugal hae 

not yet availed itself of either opportunity and there are no indications of 

an intention to do so in the near futureo 

/ 

EO 3.3(h)(2) 
(b)(3)-50 usc 3024(i) 

-TOP SECRET -SUEDE 



12. The Ad Hoe Committee has studied the matter ·or greater use of 

co'tll"ier service by NATO members. It has further explored "the possibility 

of instituting safeguards in the form of·a note to recipients of sensitive 

NATO information stating that before the inforcation is released there 

must be assurances that it lrl.ll preferabq not be fon1arded· by any elec

trical carnmunication means; but if nece~ear,y to forward,.that secure courier 

·service would be utilized" (see paragraph 24 or referenca Report).. In this 

connection the Ad Hoc Committee finds that: 

al) The currant regulations relative to the tranSll".ission of COSMIC 
I 

information a.m. documents (Paragraph 14, Annex "~" to D.C. 2/7) clearly

require that courier service be. given first priority as the means. or tranS= 

mission» electrical cr,yptographic transmission "should on~ be utilized 
. . 

"tmen time does not permit the use of accompanied bag. n 

/ b. U.S. Air Fore~, Arli'\V, and State Department air courier services 

have been placed at the disposal of NA1'0 governments ·to tjte limited. extent 

that such services are available. Hol'.rever, even such or these services as 
.I 

are at their disposal are not used b,y the NATO governments for t~e trans-
. ' 

mission of national comment, since th~ are unwilling.~o rely upon the 

invlolabilit;y or pouches not accompanied by one of their mom national· 

couriers. 

c. A NATO courier service has· been considered. Such a service . · 

would cost about $100,000 per ~onth,- a fairly sizable amount vdth.a far-flung 

system which is becoming larger with each add~tional eountr,y that enters into 
' 

NATO. Although the cost of such service might not· be too great in view of 

the importance of keeping certain matters secure, there is nothing to 

indicate. that the NATO governments would put much confid~nce in even a NATO 

courier service unless national couriers of their·' own ·selection were provided 

to accompany the pouches in each ease of such transmission• , Ttie availo.billt;r 

. of such couriers is questionable, in vievt of the expense to each government, 

and, moreover, there are times ~\'hen electrical transmission must be used, so 
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that the door \70Uld . still be left open for sec·uri ty violations in such 

instances, since the government concerned would still use its insecure 

national system for national comment. on COSHIC :lnf'orma.tiono 

d. A better and far less ex:pa naive au.swer might be (1) to furnish 

additional TYPEX .inachines for use on the diploo;;~tic level, and (2) to provide 

indoctrination and training in the production c.•f national settings am in 

the proper use of the machines for NATO "fringe traffic". and j>urely national 

comment on communications having a bearing on NATO affairs. 

13~ The physical,. personn<~tl, and indust~dal standards or security 

recently elaborated by the Tripartite Group, if approved by the three· govern

ments concerned, will be applicable to only those ·members of NATO; members 

such as Portugal V1ill not be bound by thos.e standards D If, however, these 

standards were- adopted by all. NATO C(Junti·ies, this would be conducive tovtard 

improvement in. those phases of securlty throughout NATO. 'lbe desirability 

of doing so is becoming mo" clear a•~ NATO is grmring in strength. The 

proposed . integration into a single r:dlitar;y force or the five separate forces 

of France, IWy, Western Ge:rm.al\Y', Bel~iwn, and Luxembourg increases the 

importance of a single set of standards· of security. 

14. Even if those standards were adl>pted throughout NATO, training in 

·their practical application-and usage lvill be required and courses of 

instruction of appro.ximately three weeks' duration will be necessar.y. Such 

courses could well include not only the th!~ee above-mentioned phases of 

general security but also the basic elemc:,nt.s of communication secUrity and 

cryptography, particularly in regard to t},\e application and usa&e of the 

authorized NATO cr,yptosystema. Such coura~es could ba established under the 

authority of the Couneil_of Deputies wit.h SHAPE desi~ated as executiw 

e.gentr. 

5 
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15 o Action such as indicated in paragraphs 13 a.nd · 14 \.is by its nature 

long-term in character, requiring at least one o::' two years\. The current 
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with respect ~0 the observance of the regulations in regard to the use of 

courier service and especia.ll.y of TYPFX~ In so doing .the enquiries vrould 

lead naturally, and 'tdthout arousing suspicion as to motives, to questions 

regarding the compila~ion of national settings for TYPEX as authorize<! by 

the Standing Group on 25 April 1951. ·Such queries would be all the more 

innocuous if it were pointed out and if it were true t-hat the u.s. and the 

. U.K. were using their o'\"·111 nationally compiled settings for TYPEX in national 
' . . 

comment on rJJi.TO matters in view of the high security of the TYPEX system and 

its guarantees of privacy for purely national communications. 

21. Should this plan' prove feasible, the first government to .be 

;_~PP;r'~~ched shQUld be Portugal, vrho should be assisted in every·i,ay .. PoS11Ji.ble 
, .. ' -::.._. . . 

to institute the compilation and use of national settings for TYPEX at the 

earliest practiea~~e moment. 

22. The foregoing plan should and probabl¥ coUld not be instituted 

without prior agreement. w.i. th the U. Ko authorities, and negotiations with 

LSIB should be initiated inmediately. Drafts of telegrams to the appropriate 

authorities are contained in the Enclosure. 
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ENCLOSURE "A" 

Lolngaoterm Program for Introduction of Remedial Measures for a General 

Improvement in the Security of NATO Communications 

le Security eoordinating Committee (SCC) of the Standing Group (SG) 

undertakes a review of NATO security regulo.ti,ons in accordance with 

provisions of paragraph 3 of Appendix to D.C. ·2/7 and paragraphS of 

SGc-41/3 .. 

2. SCC recommends to the SG that & 

a., The physical, personnel, and industrial security standards elabo .. 

rated by the Tripartite Security Group be adopted throughout N.1.TO and 

be applied throughout all NATO levels including that of the Co1mcil 

Deputies (CD). 

b. With a view to insuring and faeUitating strict compliance with · 

the regulations set forth in paragraphs 14 and 17 of .Annex 11B". to D.,C., · 

2/7~ indoctrination of "NATO authorities in the use of TYPU be provided 

at all evels, including that of the CDJ sueh indoctrination to include an 

explanation as to whY TYPEX was selected, its proper use, compilation of 

National settings, etc. 

3.. Follo\'ling approval and acceptance by the CD of step ~~~ the sec recommends 

to the SG that there ·be established under tho auspices of the CD, with 

SHAPE as exec:uti ve agent 11 training courses of approxir.;o.tely three weeks 1 

duration, such courses (1) to include not only the elements of physicalp 

personnel and industrial security but also the basic elements of communication 

seCurity and the proper usa of tho authorized NATO cryptosysterns, and (2) 
.· -

·to be open to military and civilian personnel selected by each NATO government 

on the basis of the needato-knowo 
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ENCLOSURE "B" 

Program £or lmmediate Remedial Measures to Correct the Insecurity of 
Portuguese Communications 

EO 3.3(h)(2) 
Pt 86-36/50 USC 3605 

1. Following approval by the National Security Council of USCIB in regard 

....._ _________ ____Jiuscm requests concurrence of tsm to t.he .making 

or a direct unilateral (U.S.) approach to the Portuguese Government at the 

highest level with a view· to correcting the current insecurity of Portuguese 

eommunica tiona dealing 1.rl th NATO af'fairs. 

2. In presenting the matter to I.SIB, the "proposed steps viouldbe indicated 

as being the following: 

a. '!he U .. S. Secretary ot State, through the u.s. Ambassador 1.n Li3bon, 

_notiiiea the Portuguese Minister of Foreign Affaire (rAFA) that the U.S. 

Government has a report from a usuall.7 most reliable source that th$ 

COSMIC or NATO classified information be. transmitted either in TYPEX with 

simplex settings provided·by the British or in TYPF~ with simplex settings 

or national production • 

.3. Upon acceptance by !SIB of the steps outlined in paragraph 2, to make 

the approach to the Portuguese MFA as indicated. 
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SEeREI:£~~L1jDE 
D- -A-F-T . 

REPORT OF THE USCI:S AD HOC COMMITTEE 

to the 

UNITED STATES COl/liDNICATIONS INTELL!GE1"lCE BOARD 

on 

PORTUGUESE CO~JNICATION SECLYRITY 

Reference: USCIB: · 23/18 

1. At its 66th Meeting, 13 Jul_y 1951,_ USCIB approved the referenced 

Repot·t ~ which recommended that: 

11b.. The U.S. Delegation to the tJ fts. -U .. KG Conferenc~ on French 

coruro:unications security be continued as an ~ ~~ body to ascertain 

the exact extent to -which present lJATO pra.ct:t.ces may provide s_ecure 

vays and means, vithin the f'ram.evork of these practices, to solve 

tha Portuguese problem. 

c. Further coD.sideration of exceptional, direct action to 

_ improve Portuguese colllTllUilica.tions security be deferred :pending 

{ 1) completion of the study recommended under ~ above and ( 2) NSC 

and USCD3 decisions whether ~uch action is to be taken vis-a-v'"is 

the French Government." 

2. The Ad Hoe Committee has contin"..1ed its study of the probl.em, and 

has developed the additional facts and conclusions set forth below. 

3, The existing NATO regul.atiori.a de~igned to protect sensiti'"e NATO 

information, as set forth in D.C. 2/7, 13 April 1951, are adequate for the 

:p1,1Tp0se; if strictly followed. The definitions of "CO.SMIC" and "NATO'' 

information are clear and susceptible of being applied with precision. 
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4. Some Portuguese communications vh.ich contain information that 

clearly falls_ vi thin the llmits stipulated by the definitionc are secure, 

since these communications are being tran~mitted by the authorized crypto-

syster.lS 1 viz. 1 ~X vi th simplex settings. However, even 111 cases where 

the Portu8uese have used TIPEX, their lack or ~MSEC "lmov-how" and the 

ll\aDD.er in which they use the machine make those messages possibly vulnerable 

to cryptanalytic at'b&Ck and weaken the NATO T'lPEX system as a vhole. · 

· 5. Some NATO communications, however, contain intol"mation llbich may 

be characterized by the designation "NA!O tringe traffic", and which 

consists largely of national coilmlellt on· "COSMIC" or "NAT011 matters and 

documents. At the time that the ·definitions ~f' COSMIC and NATO information 

were elaborated, the question whether national comment was to be 

considered COSMIC or NATO information'vas discussed and specific provision 

that it be so considered vas excluded. This exclusion was at the request 

of the Department of State, vhieh; inter,!!!!, did not Wish its own repre

sentati vee to ·NATO hampered 1n regard to this· matter. :In t_he case of 

Portuguese coJIDIDJD.1cationa, it is both COSMIC material and this "fringe traffic" 

Vhich constitute the principal sources of insecurity of NATO and U.S. 

information. 

6. In transmitting national cOmment, the Portuguese membe:r of the 

Council Deputies 1n · London prefers to wse a Portuguese ceyptosyatem rather · 
. . 

than TIPEX because he fears that the British might read -TYPEX messages, 

since the settings are provided. b7 the British~ In the ease o:f Portugal, the 

Portuguese cryptosystem used is the llagelin C-38 machine, w1 th such poor 

·procedures that-in all probability the U.S.S.R. and other countries are 

reading these Portuguese messages, even thoush they may be transmitted by 

lrire systems • 
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· 7. On 25 April 1951 all NATO member nations vere in:.formed by 

SGM-616-51 that the Signatory Netions of the North Atlantic Treaty Organ-

iza.tion were authorized, in a.dd.it:!.o~ ·to constructing theil" own plugboard 

setting keys, to prepare individual Na·tional Books of' Settings should· this 

be desi~ed "in order still further to preserve the discreet nature of the 

che.tmels provided for Nation.al use.;, They trere also inf'ormed at the .same 

time that. "the U.K. have :prepared a memore~dU!t!. describing a secure method 

f'or the com_pilation o-r s:i.l:!rpleic settings aud a cow will 'be ~de a'!ailable 

to other member 1-qations 1f desired." . The t.ransmisaion of National comment 

by TYPEX machines with Nat~.onal settings is not prohibited.. 

~- The Ad Roc Committee ha.s ascertained that not a a:.tngle one of' the 

NATO countries has yet availed itself' of the opportunit-y to compile ita oun . ' ' 

"Ne.ti.Dnal .Books of Settings 11
, or even of the authority grentecl to com"Pile 

1 ts own National plugboard settings. There are, · :1::. th!! cc.!3c of' Portugal, 

no indication a of' an intention to do so in the near f'uture. 

//// 

·, L....--1 ---- EO 3.3(h)(2) 
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10.. The: Ad Z.hc Committee considered a number o.f proposals for action 

which might be· undertaken to correct this situa.tiono Preliminary to its 

deliberatio~s the Committee agreed tlia.tJ .... ____________ _, 
interests was almost an over--riding factor in this ease, and that ~ 

solution which nould dafini tely prejudice them should be undertaken au.l,y 

as a last resorto Of seven proposals vortey of serious. consideration 

it attentively studied three which while appearing to offer the best 

chance of producing immediate org at least promptp remedial results, at 

the same time vrould present tho least ·danger or security risk to the U.So; 

the Committee then unanimously selected from among the three the one 

nhich it deems the most feasible and best under the circumstanceso The 

proposal thus selected is described in paragraph 11 below; the rem!dning 

proposals are set forth in Enclosure "A" P together with commentso 

llo The selected proposal is based upon these three premises: 

Co A prompt amelioration of the p~esent insecure situation can 

be expected if the Portuguese could be (1) forced to eomply with Nl\.TO 

security regulations& (2) given some indoctrination so that they would 

acquire full confidence in the security of TYPE.X9 (.3) induced to make 

mol"e use of the llATO authorized cryptosystem (TYPi.X.), and (4) take 

advantage of the permission granted NATO members to eompUa their own. 

national books of settings for TY?~Xo 

1.2 0 ao The selected proposal 1nwl vos a direct 11 and apparentlY 

unilateral (UoS.,) approach on a governJ:'Iellt-.to ... eove.rnment level" with a 

viev: to delivering a shock to the Por1il'.guese Govemment by showing that: 

(1) Its >representative on the Council Deputies is deliberately 
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3.3(h)(2) 
86-36/50 usc 3605 

vlola:ting not otfY a nell~defined NtlTO cornmunicaticn .scourj.ty 

·regulation to ~hich the Portucuese Government _solemnlY ·subscribed, 

-but.also rnenjfests little hesitanc,y in disregarding an expressly 

stated request by the President of .. the Council Deputies that certain 

information not be trrinsmi tted by telegraph; and 

(2) The security violation i~volved the possible disclosure 

of hiehly sensitive _U~So information of a character clearly political 

and of hir .. hest .importance to nt"oTO and Uo3., security., 

e, The Portuguese ·Government "i?OUld bo info:r.'med that the U.-.So 

Government is so incensed and concerned about this. flagro.nt 1r.iolation directly 

affecting its O\':n security,as well as t.h~t of the \·;hole of K,i.TO, ·t.hat it is 

seriously considering referring the matter t.o the Council Deputies; hor.evorp 
! . 

the· U .. S~ Gove:t'nment is ~eluctant. to tako zuch action 9 provided prompt steps are 

tel{en to correct the si tu:ition an:l 'assui"ances arc given bJ, .. the fortU{:;"!lCse 

Government that"the action it ~ill take will prevent a repetition of such 

violation and disregard· of security pi:·ocedureso 

do 'l'hese as:su:i-a.riaces nnist cor.~pr~se g 

(1) Asaurance that ·the authorized NJt.TO cryptosystem _(TY.I-~) 

vill he_rea..fter be used for ·tho tran~mission of all CO.SlllC 9 TOP SECllliT 

and SEC!t~T 1'-:ATO ini'ormationli .:md n.<itional comment on such information; and 

(2) Assurance that a request 11 ey u, government tabling information 

bsf'or"' ·a tiATo'··body 9 that, such information be transmitted only by_ courier 

will be strictly ~bservedo 
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3.3(.h)(2) 
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e.. 'I'he 

This CO'!.lld be done merely by pointing out that TYi".i.!:X 

was selected by the NATO Council after due delj.bcrution beco.use of the high 

degree of security 1 t affords whert properly uuec!.; 1'hey should then be 

induced_ (1) to direct the cryptographic bureau of the Ministry of Foreign 

Affairs (Mr'A) to com!Jile national settings for Po~tuguese TYi-I!;X comnlw"dcaMons 

al!ld (2) to issue a d3.recti ve that. when trtlilsmission by ac:corapanied bag is 

not feasible because of the time factor and eJ.ecti'ical tranBI:l..i.ssion r:rust be 

employed, all Portuguese communications dealing directly or indirect.ly ~~ith 

r.ostuc oi• TOP S.t:Cru."'T ANP SBCRET NATO information Will be transmitted ei the:t• 

in TYPEX mth simplex setiings prov.tded by tho B:r·itish or in TYfBX with 

sin:plex sctt1.ngs of national production. 

1.3o The Ad Hoc Committee is unanimous in its opinion that. this proposal 

should be adoptedp for the following reasonsl 

ae It appears to. offer the only program fox· px'Ompt remedial 

action \vhich affords both security and a roasonable prospect, of being effective~ 

It is rec:o&rriized that to be ef:fectj.ve, any approach to tl".a Portuguese on tllis 
·, 

subject must ohock ttle:m,. This nshock11 must oo of such a nature thD.t it will 

i.n.suz·e their compliance v;i th NATO secu.dty regulation~ governing th.e Y'o!.lli.S-

mission of classified .NATO 1nforir.at1on~' 

rill produce this "shoclt", for these 

x:~assE.Lgas contain. thesG important element~;~: (l) a violation of a specific 

request by the President. of the Cmun.c:l.l D(1Jput.ies not to tr.ansrnit tho :l.n.fo.r~ 

mation by electrical means; (2) a. statement cler~rly indicating '/;hat the 

Portuguese represcntati vo arrogatos to birm::elf the capability of re-versing 

a judgment of the President of the Council Daput.ios as to t..he necessity for 

sel!recy.i) and (3) a. s·tatement l"'ovealir:e the Por"Cu~ese attit.ude on the use 

of TY.t·::::x .. 

b~ The t.brcotened aetion~ v.i.z .. 6 1;o b'r:i.ng the violation 'w the 

a.t.tention of the Council Deput:i.es,:, twuld no doubt greatly alarm the 
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PoTtU~Jcse Government and it would probabl~ consent to almos~-~·reasonable 

:&:"equest if doing so would avoide such actiop .. 

de It also provides an excellent opportunity to indoctrinate the 

~ortucuese ut the hichest level in the actual security of the TY?~ ~stem; 

i.t mll be c:Jnducive to getting the Portuc;uese to use it for liv.:Ol.J..li 9 TOP SECRET 

and SEC~~ NATO information; and it will probably lead them to compiline their 

own TYf't;! settings for transmitting national comment on such informationo 

l4o lt will be necessary to obtain the con~urronee of LSIB to this 

proposal
9 

which should be communicated to that Board \'Iithout delay· if it is. 

accepted by USCIB.. A draft of a sui. table telegram is contained in Enclosure "C" o 

l5o ao The Ad Hoc Committee is of the opirdon that the approach to the 

Portuguese outlined in Paragraph l2 ean be undertaken vdthout referring the 

matter to the Hati.onnl Security Council (NSC} and without mmiting .the 

NSC decision on USClB g 14/1{ I 
L....---___ ____. 

ba The Committee also feels that the exact details of making the 

approaeb
9 

the specific UoSo official or officials to be designated to m~te the 

s.pproaeh, and the specific Portuguese official or officials to be approached, 

should be dec:!.ded by the Department of Stateo . a draft of a suitable memorandum 

to the secretary of . Stute is set forth in ~closure II D" 0 

16> The Ad Uoc Committee. considers· that~ 

ao All the other pror.osals set forth in .iidlclosure "An 11 except 

Proposal ~ ~ are suitable only 

as long=term programs; 
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b .. It would be advisable to ir~tiate action on one· or ~oi~ of· 

those proposals as promptly as practicable so as to assure and e,_'i.end the 

benefits 1-1hich may flor1 from the execuUon o.f the lld Hoc Committee's selected 

proposal for_ immediate .action, e.s outlined in paragraph l2; and· 

c., Such long--tom action may also lay the ground""\"lork for .Proposal 

B should it become necessary to resort to that proposaL 

17.. The Ad }ioc Committee further considers that 11 except for Proposal 

B, all the proposals outlined in Enclosure "A" 9 tJhile of interest to USCIB, 

do not· fall strictly Within the cognizance of U~ClB 11 and should be studied 

in detail by the proper body or bodies of NATO.. It may be noted that se't!ers.l 
-or the lone-term proposals are interdepende:-1t in the sense that they v:oul.d 

reinforce one. another and nould be mo~ effective if undertaken together under 

the same authorities. riith this in view the memorandum set forth in Enclosure 

"E" has been preparedo 

18.. Finany, with reference to tho dl.recti ve given the Ad Hoc Committee 

in USClB: 23/18 to explore the possibility of instituting safeguards involving 

greater· use of courier service and of brlngit~g this abOut throueh an approach 

to the Commander o.f SlL"LP.i~, the Ad Hoc Committee \'iishes to point out th.D.t the 

present Portu~teso insecurity involves communications which are on the diplo-

matic le~l and not between military personnelq For this reason the matter 

is one in which Slli1P.i;"; has no Jurisdiction$) and .an approach thruugh Siid.PZ would 

not only be inadvisable but also ver.y probably quite ineffective in bringing 

about the results desiredo 

· 19.. It is recommended that: 

O.o The action proposed in Paragraphs l2,14 1115P and 179 and mclO<" 

sures "On 11 "011 , and 11E11 be approved; 

bo The Ad Hoc Committee be directed to maintain contact ,with this 

problem in order to inform USCIB frorn time to time as_ to progress made in its·· 

solution and to notify USCI.B when a satisfactory level of communication sccuri t;·· 

has been attained by the Portuguese in the transmissi_on of classified ini'orma.1;.i'; 

affectine the security of the UoSo and l~;~TO, 
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PROPOSAlS STUOIID BY ·THE AD HOC CO!.~!ITTEE 

TO CORRECT THE 

"EO 3.3(h)(2) INSECtffiiTY OF PORTUGW.SE COt!1J!HCATIONS 
PL 86-36/50 USC 3605 

DANGEROUS TO U.S. OR NATO 

lv PROPOSAL A: That a non-intensive effort be JIJ!lde, through the 

Security Coordinating Conmdttee of the NATO standing Group, to convince the 

various NATO members requiring indoctrination, including parti~ularly the 

Portuguese, of the security and. the adequacy of the TYPEX cryptosrstem and · 

procedures which ha'Ve been authorized for the-transmission of sensitive 

NATO information. 

COJ.1IliENT 

This proposal might produce either ~rompt or long-term remedial 

results but the Committee feels dubious about the efficacy of suph an 

approach since it has no elements of shock necessary to impress the derelict 

NATO members. Past ei.tJerience affords no basis for a belief, or even the 

hope that\~uch a. simple approach would be effective. '111e fatuous confidence 

_which, as a general rule 

no reliance can be placed in this 

approach to the problem of the insecurity or Portuguese COirurnwnieations 

containing COSMIC or TOP SECRET and- S~RET NATO· information. 

2. .ffi.OPOSAL B: That a direct U.S. or U.S./U-K. approach· to the 

Portuguese Government 

·objective 'TOUld be to force U!medie.te 

adherence to COSH!C security -regulations, thus producing prompt remedial 

results, ~~ to assure an eventual reorganization and improvement in the 

security of all Portuguese communicationao 

C01'!1M'm 

a. This p?opbsal is practically identical v.rith that proposed in 

uscm: U/132 in regard! I~ involves a dir~ct appToach. to the 

Portugue-se at the highest governmeniai level, viz., the Secretary of State · 
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~through the u.s. J'.mba.ssadoz> in Lisbon :to the .Portuguese Minister of Foreign· 

il.ffairs (rlifi'll). 

b. Such an approach necessitates bringinp, the COMS~ situation·t.o 

the at·t;ention of the ],\inister of Foreig11 !U•faire in a manner so dramatic as 
I 

·~o shoek him into takinp, speedy and effectiw action. 

e. The disadvantages of such an approach in the case or the· 
.E03.3(h)(2) 

Portuguese ars: p[ 86-36750USC 3605 

. L___l -----..,..----------..,..---------------'1 
The general insecurity-mindedness ·and. loquacity of the Portuguese 

people as a whole rn.ak:es thia courS\!~ dangerous. 

{2) In the. case or I lithe pul'pose of\dellv-ertng aueh 

a shook is to bring about a drastic overhaul of the cr.vptosystems an\i 

practices of 

Thera :ts~ 
I 

or over-riding necessity, from the point or view of u.s. s¢<:1.Arity,. of 

bringing this about in the case or, the Portuguese, but l-llso \it \·vould 

prov1.ded that Degment of the inseeuri t;r 

which involves leakage of COS1.tiC or Ti!ATO SECRE'r and TOP SECRET 

.ifl..for.mation can be ellid.na.ted tvithout a complet.e overhaul of Portuguese 

c~;ptos,yst~as and practices. 

3. .ffi_O?OSAL _g: 'l'ha.t a high-level appx•oach to the Portuguese Gowrnment 

be made, disclosing, our poai ti ve knowledge of Portuguese violations of the 

C~1.fiC security reguJ.ati ons !-1 ~--:---:-----:--:---:-:--:----:----:---:-----:-::-----
sources; the disclosure would ba made ostensibly vdth a view to insisting 

upon Portuguese observance of those regulations, thus producing prompt 

:remedial resul t:s • 

This is the pTo~~al unanL~ously agreed to by the Committee and iG 

discussed in detail in paragraphs 12-15 of the basic paper. 
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4. PROFDSAL D: That there be established a NJ\'fO courier service which 

would be , adequate to support the pro sent JITATO agrae.!llent that all possible 

COSliTC, TOP SEDRET and SECRET NATO inrol"iii.ation be transmitted by pouch~ 

·The Ad Hoc Committee studied the matter of greater use of courier 

service by NATO members and further explored the possibility of instituting 

safeguards in the form of a note to recipients of sensitive NATO information 
. ' 

stating that before th~ information is released there must be assurances 

that it. will not be for.·,'al"ded by any elect.rical cormmmication means; but if' 

necessary to forward, that secure courier ser,ice would 'b::l utilized (see 

paragraph 24 of reference Report). The Committee finds that: 

a •. The eurTerit regulations ,rela:C.ive to the transmission o.f COSMIC 

information and documents (Parap:r~ph 14, Annex "B" to D·.c. 2/7) clearly 

require that. courier service ba eivan first p:r::'iorit.y as the means of trnns~ 

mission; electrical cryptomraphie transm:lssion "should only be utilized . 

'i'l'hen time does not permit the use of aceompa.riied bag.n 

b. u.s . .fl.ir Force, Arrrry, and State DeiP...rtment air courier services 

have been placed at the disposal of NATO r,overnments to the limd.ted eA~ent 

that such services are available. Ho'J.rever, even such of thesa a~cEis a.s 

are at their disposal are not used by the NATO governnents for the trans~ 

mission of national comment, since they at-e unwilling to re]$ upon t~e 

inViolability or pouches not accompanied by one of their own national 

couriers. 

c. A NATO courier service would not only be extremely do~rtly but 

also there is nothing to indicat.e that the NATO governments \1Touid put much 

confidence m.ren in a NATO courier servlee unless national couriers or their 

own selection were provlded to accompany the pouches in each case of such 

tt•ansmission. The availability of such couriers ia que_stionable, in view 

of the expense to each go'inJl"DDD,ent, and, moreover s there are times when 

electrical transmission must be used, eo that the door would still be left 

open for security violations in such instances, ainee the government con

ce~ned mieht still use, its insecure National system for National comment 

on COSMIC info:rrmation~ 

12 
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5. PROPOSAL E: Th~t there be established a security trai.ning program, 

curriculum., and school f-or all ~leinents ·of the NATO organization, both 

ei vllia.n and mili tar.v. Lf.oNG-TEllli P.ESULTS J 

C011lnml' 

See comment under Proposals F .and Go 

EO 3.3(h)(2) 
PLB6-36f50 USC 3605 

6o PROPOSAL F: 'r}lat a bilateral U.S.-Portugu.ese securit1 sur'IY'EIY, 
s~tlar to the recently completed tripartite u.s.-U.Ko-French ~7, be made 

and that this survey- include among its objectives; (1) the attaimnent\ of 

mutua.l.ly--a.gread standards tor personnel and p~ys:tcal security and (2) the 

COMMENT 

See comment under Proposal G 0 

7.. PROPOSAL G: That an etrort be .made to obtain adoption throughout 

NATO or the Tr:J.partite security· stand.B.l"'ds now being considered for adoption 

by the U.S. , U o K. and Franca. LfuNG-TERM RESUL TS_j' 

COMMENT 

a. The basis for PropOsals E, F, and G is to be found in the 

f'ollo\"rl.ng extracts from NATO. d.~cuments: 

lFSA FORM 781-Cl)S 
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'< 1) Par q 3 of Appendix to D.C. 2/'7, 13 Aprll 1951: 

"3o l!:sta.blishllMmt of ~neies to Cop.tro;t am Coordinate Securitz. 

a. At the St.andi.r;g Group Level: Tha Security Coordinating 

Committee. A Sec~ity Coordi~ting Committee of the Standing 

Group is constituted, composed of French, United Sta.tes and 

United Kingdom representation. Security repre!3entat:ives of 

other member countx•ies or spokesman from Regional Seeurit;r 

Committees·vr.ill be called upon for assistance when"necasaaryo 

The Security CoordirAting Committee-is responsible direct~ to 

the Stcw..ding Group for the supervision of security v!ithin the 

whole of the NA'l'O system at ·a.n levels ap.d for the per·iodic 
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~1ation of the f'uncticni~ thereof. An:r securlt;:r poliey 

affecting NATO as a whole will rGquire final approval at the 

Council level." 

(2) Par. 5 of S.G.-41/3, 10 April 1951: 

"5. The security Coordinatirig Ccmmrl.ttee shall: 

a. ·Be responsible to the Standing Group for recommendations 

and guidance eoneerning security policy. 

b. Supervise and periodically ex:am:ine the funCtioning of the 

NATO ·Security System including COSUIC registries and the COSMIC 

sys~em of communication. The authorit,y of the country to be 

examined vrl.ll"he obtail!led "before the e.leamination is carried out 

and. it will be conducted by and with the assistance of the 

countr,y concerned." EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

b. ·These extracts ~e quo~ to show that periodic Security 
. . 

Coord.inatik'lg Co.mmittee revieWs. of the NATO Security System and its act.ual 

manner of functioning have been speci.f!eally authorized. 

c. The Ad Hoc COmmittee bas learned that some of the NATO countries 

do not even have a doctrine or document. dealing v.-"ith such matt~rs as 

physical ·or personnel security; let alone standards to which their authoritieS 

should strive o 

d.. The Commit tea is of the opinion that, in regard· to the a;;ubjeet· 

of physical and personnel security' a unilateral (u.s.) approach to the 

Portuguese Government woU.ld offer advantages. J 

I This applies to · 
~------~--------------------------~ 

Proposals B, C, and.F. 

e. The physical, personnel, and industrial standards of security 

recently elaborated~ the-Tripartite GroupJ if approved by the three 

.Govel"nmeri.ts concerned, 'L'ri.ll be applicable onl;v to those members of, NATO; 
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members such as Portugal will not be bound by thos~ standards o If, however, 

these standards were adopted by all NATO countries, this 'tiTOUld be eo~ucive 

to'Wal"d improveme11t in those phases of 'security throughout NATO. 'me .des1,r

ability or doing so ie becoming more clear e.s NATO is growing in atrengtho 

t. Under the cover of such pe~odic . reviews as those referred to 

in subparagraphs !. and ,!!, the Security Coordinating Committee could work 

through the Sta."lding Group to institute enquiries with respect to the 

existence of national security standards and the observance of all NATO 

security .regulations, including those dealing vdth the use of courier ser--

·vice and electrical transmission. 

g. HOV!ever, even if_ the Tripartite security standards were adopted 

throughout NATO, training in their ~cticai application and usage will be 

required and courses of instruction of several weeks v duration will be 

necessary as an initial step~_ Such courses eould well include not only the 

-three above-mentioned phases of general security but also the basic elements -

of communication securityj and the proper usage of the authorized NATO 

cryptosystems. Such indo~trina.tlon should be provided at all ~L\TO levels, 

including that of the Couneil Deputieso In order for this to be effective 

continuous supervision and review of the ways in which the training is being 

applied in practice will be necessary. It is clear, therefore, that to be 

fully effective~ the action contemplated in these last three }%'1)posa.ls is 

necessarily long-term and continuing in character" 

h. It is also obvious that _several of the long-term· proposals are 

interdependent-in the sense that they would reinforce one another and would 

be most effective if Undertaken togethero 

~.. Following approval of the CouncU Deputies, there could be set 

up under SHAPE, in order to afford instruction in the standards of security 

elaborated by the Tripartite Group, a training course of approximately three 

'reeks tor individuals selected by the dif!e~nt NATO countries; sueh n course 

to include not only elements or physical, personnel and industrial security 

but also the basic elements of cornmul;liea.iion security. and- cryptography', 

particularly in regard to the application and usage or autho~ized NATO 

cryptographic systams. 
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.. 
jo Action such as that conter:Jplated in Proposals A, D, ~, F, and G 

docs not fall strictly within the cognizance ot HSCID but or N/.TQ authorities. 

Hence, stich proposals should be referred to those authorities as bei.ltg or 

interest to USCIB but for the consideration and action by NATO •. 
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REPORT OF THE uscm AD HOC COJ,1U:TTEE -

.to the 

UNI'm) STATES COWroNICATIONS INTELLIGENCE BOARD 

on 

PORTWUl!SE -COl~.rut!ICATION sEcuRITY 

1 

.. ; 

·TOP SECRET SUEDE 



REPORT OF THE USCIB AD HOC Cm'!J,iiT'rEE 

.to the 

UNI'l'ED STi\'l'ES .CO!J/iUNIC!tTICUS IN'I'f:IJ..IGE1\iCE BOARD 

Ol!l 

PORTUGUESE COEHUN!CATION SECffilD'Y 

Referei'i.Ce: USCIB: 23/lS 

1. At ita 66th f·~eet:l.ne~ 13 July 1951, USCIB approved ¥J1e r-..7ferenced 

Repo:rt, vthich recozmneaded that: · 

11b. 'l'he U.S. Delegation to ths U.S.-U.K. Confe~ence on Prcneh 

commuirl.ca:tions security be cont:U!t!ed· as a.n E,d hcc bcdy tc ascfii:r-t.ain 
-- --=--. . 

the exact e:,rtent to 1tthich prese:nt NATO practices .may p~~~ovide se~u:re · 

i~he Pm .. tuguesa problem. 

(1) coJ.:r:pletion of, the study l"ecommended under·.!?, abcv¢ and. (2) NSC 

the French Goverrunent.r~ 

' 
2. The Ad Hoc Coriun:U:;~e~ has corrtinued :l.ts study of' tb.e problei!l., and 

haa de'tr'Cilcpro the additioi'l.a.l factE! and conclusim1s set forth 'b-~low. 

in.tormtion are clear and suoceptible of being applied vrith precision, 

4. ~me Portugu0se CO.iu< .. m .. m.icntions which contain info:nn&tion that 

(,:learly falls within the liP1its st.ipt!l~ted by the defil'lit:i.cna .ar-s secure;; 

since t..heso eomm.wti.cations are being transrnittsd by the authorized c:eypto

syste'.l1!S, viz., TYPEX with simplex sa~tJ.iigeo Homr"'el", even· in eases where 

t}is Portuguese hav.e us9d TYPEX, theii' la.ek of .. seeuri ty and the .maimer in 

MSA FORM 781-C!JS 
6 JUL 51 

2 

TOP SECRET SUEDE 



w~dch tha;:; use th~ m"'ohine make thos~ messages possibly vulnerable t.o 

be ch~raet.e:ri2;ed ·by the designation 11 NATO fringe· trai'fic1', al'-...:i which 

con~ieta la.TgElly of m.tiom.1 comment on cos;nc OT NATO ma.tt.ers a!ld docu=-

. mel~t.~o At ~£.hr. time that the d.efinit::l.ons of COSI.:<JC and Nf,_TO infol"maticn 

WEl:r'B e~aboratvd; the question whether national comment -u.ras to be 

conBider>ed COS~UC or NATO i:lli"or.mation '!.'!8.6 discussed and-- specific provision 

that lt be so considered was excluded. This tJxelusion vras at th'3 raquest 

of the Depart.raent of State, which; inter alia, di.d not vri.sh its mm repx-e~ 

s:;:.ntatiV$2 to NATO hampered in regard to this :matter. In the case of 

Po:ctuguesa conr.cuni.eatioru;, J.t is COSHIC material end t.hiro ~~rriT:.ga t:raf.fie;n 

6, In tr-'=;J-1S1!rl:i~t.ing rotio:nal cor.nncnt, "the Po~->tuguese mer/oer of the 

Comv.:dl Deputies in London (and diplomats of o"~he:r:· NI\TO gover.flJntmte;) 

prefer to use their own national c1~tosyst~~s rather th~1 TYPEX because 

they fear that th~ British rnir,ht read TYPEX messages, since. too sat.tings 

arc provldad by the British" In the case of T'c·:<.:'tugal, the national 

tl"'r.at the UoSoSoRo is rending these Portuguese mes3agesol even though they 

ma.y be tl"ansrid t ted by wire systems. 

7 o On 25 Apr:n 1951 all NATO member natio:na were informed l:w 

SG¥.t=616=51 that the Signatoey- Nations of the l~orth Atlantic Treaty Orga11-

iza.tion were nu.thorized, :l.n addition to cor.st.ructing their own plugboard 

sett.i!'.g kaya~ ·to pr-epare individual NationP~ Books of Settings should this 

be desired "in ordnr still further to preseJ.--v-e the discreet nature of' the 

ehanneJ.~ provided for National useo IV They \"lel"$ also in.forrned at. the aa.m:a 
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tim~ that "the U.K. have pre~ a memm."andum desci .. ibing a aecur·a methOd. 

for the compila.ti~n or sil<1plex. asttings ~ a copy 'loti.lJ. be .mi:lde available 

to othsr member Natiorts if deail'zd."- CJ.'hetransrniea:ion of National comment 

by TYPEX machines with National sattinga is not prohibited·. 

S. The Ad Hoc Committee is a.ttempt:i.ng '~o ascertain whether a.!I.J :NJ\.'!'0 

country has yet availed itself of. the opportunity to compile its ovm 

"National -Books of Settingsfl, \?I' even of the authority granted to co.iup:U.e 

i t.s own Na·tional. plur,bcard aettlngi:3. It in obvious, hO'b'rGver, that Portugal 

hae :not yet ava:ned itself of either opportunity and there are no indica-

tiona of an intention to do so in the near future. 
EO 3.3(h)(2) 
PL 86:-36/50 USC 3605 

// 

10. The Ad Hoc Corr.mittcc han studied .the .ni .. q,tte~ of g:r·oat.tn;· uee of 

courier service by NATO members. It has f~~her explo1~d tl1e·possibility 

of instituting safefUardB in the fo~ of a note to recipients of sensitive 

NATO information stating that before the infonnution is released there must 

be assurances that it will _not be fo~rded by any eleetrical commuriication 

means; but if necessary to fm.'"'t'rard., t..hat. secure courier service !'l'ould be 

utilized ( aee. paragraph 24 or zoei'e:rance Report) o In this connection the 

Ad Hoe Commit. tee finds that: 

a. The cur'rent regu)..9.tiona relative to the transmission or COSt';IC 

information and documents (P~ragraph 14, Annex 11B" to D.CQ 2/7) clearly 

require that cotwier sernce be given first priority as the mean a of ~~ra.ns~ 

mission; electl":lcal eryptc:>eraphie t:r&'lsmiseicn ushould only ba· utilized. 

v1hen time does not per·:inl,t the use of accompanied bag. n 

. L...--1 _ _____,........_1 . . 
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b. A ·Nil. TO courier service baa been considered. Such a service 

would cost about t·lOO,OOO per month. Although the cost 

might not be too great in view of the importance of keeping certain matters 

secure, there is nothing to indicate that the NATO go~~nrn.ents would put 

much ~onfidence even in a NATO courier service unless national couriers of 

their ovm sele.ction were provided to accompany the pouches in -~ch ease of 

SU(~ transmission. The availability of such couriers is questionable, in 

view of the expense to each government, and, moreover, there are times when 

electrical transmission must be used, so that the dcor would still be left 

c.pen for security violations in &Jch inatanceo, since the goverment 

croncerned Illie,ht still use i~s insecure National system for National CO!!IJllent 

on COSJHC information. 

c. A better and far less· expensive answer would be to instill · 

conf5~dence of NATO members in the security of the TYPEX ·system, and to pro

vid·.e indoctrination and training in the production of National settings and 

in. the proper_ use of the TYPEX rna.chine tor COSUIC and NATO material as well 

as to'!: "fringe traffic"~ 

ll. '!be physical~ personnel, and industrial standards of security 

recent~ elaborated by the Tripartite Group, if approved by the three 

r.~ernments concerned, will be applicable to only those members of NATO; 

members such as Portugo.l will not be bound by those standards. I£, however, 

these standards were adopted by all NATO countries, this Would be conducive 

toward improvement in those phases of security throughout NATOo The desir= 

ability of doi~r, so is becoming "more clear as NATO is grardrig in strength. 

l2. F.ven . if those standards were adopted throughout NA'fO, training in 

their practical application and uaar,e wi~l be required ar~ courses of 

instruction of approxi.l!lately three weeks 9 duration will be necessary. Such 

courses could well include not only the three above-menttoned phases of 

general security but also the.basie elements of communication security, and 

the proper usage of the authorized NATO cryptosystema. Such irAo~trination 

sho~d be provided ~t ali NATO levels, including that of the CouncU Deputies~ 
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s~rt.t.ings and to us~ 'I'l'PF.X .fOJ\" massages corrt<rlning COS?:IIC, NATO ·roP SE:CHET 

p!!ly continue but "Will. increasH o 

~j~(:t of. phySical and J;er::;o.n:n.,9.1. security,., a <J.ID.i.J.atera.l {U 650) appro.:"1ch to 

the Portuguese GoverruJLEmt would offex- advruiliagee" 

MSA FORM 781-C13S 
6 JUL 51 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

6 

TOP SECRET SUEDE 


