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REPORT OF THE USCIB OOCJlDDIATal 

TO THB 

UNITED STA'l'!'.9 CO!:mJIICATiaiS DnEI.IJDENCE BOARD 

(B 

PORrmUF.SE lD.!l!UHICATICif SECURM 

THE PROBIBl! 

1. .To ~ and nalu&te Pcriugu._ cOIIIDUD1cationa eecurit;r aD! ita bear

img 011 t.he security ot North Atlantic '&eaty Organization (NA.TO) and u,..s .. 
claas1f1ed iDtOl"lDatiOD. 

. PACTS BEAROO ON '!HE PROBLF.l! AL'D DISCUSSDl 

2. See Enclosure. 

CONCLUSIONS EO 3 . 3 (h) ( 2 ) 
PL 86-36/50 USC 3605 

3. It is conol.uded that.: 



.. 

PL 86-36/50 USC 3605 
EO 3.3(h) (2) 

!!· The ?ortugueae authorities respomd.ble tor ~ prcduction and uae 

ot ita cr,ptoayetema aboW great ignorance ani aa1Tete in tM whole field 

ot cryptology. Ill tact, they a~ to be not Olll.¥' who~ UIJIJiare tbat 

their cCI!IIIUid.cat.ioDa are opeD to rather .ay" reading by ~C 

proceaaea, but also there ia rea&OD to believe that certaill high\ of'ticiala 

are campleteq unaware ot the ex:lateDce ot such a acienee aa c~sis. 

!· Portugueee COl!IIIW11caticma hulecur:l v .1111Q" soon became a matter or 
nrious eoncem aa NATO develo~ mid the Portuguese beccae more involved 

in t~ATO attaira, becauae of (1) their failure to take adequate ·cot~ 

precauti01111 to aateguard J!ATO illt'OI'IIIation in their national COJIIIIUnicatiODS, 

(2) their inaecure practice& 1D coanection with the use ot the TYPEX 

machiaea turniehed. them b7 the U.K., thua jeopardiziJJg not 01117 their own 

T!PEI NATO conmmications but also the TYPEX c:camd.cati0118 of other NATO 

IIIIIIDbera, ani (3) their auap:l.c10ZUJ with regard to British isauaDCe ~ 

TYPEX and ke7B thereto, which auspicioDS lead them to transmit certa1n 

NATO :lntcmaatica in their arm inaeC\11"8 ll&t.icmal 878tem. 

&• The RD-tugueae people and the Portugueae Gover~Jmeftt so lack an 

UDderatardiDg ot the need tor pby"aical 8IJd pe:reonnel sacurit-7 measures 

necesaa17 tor sateguarding clasaif'ied 1rltormat1on that. even U techrd.~ 
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aOUid C01Sl!C •terial.a nre provicled th•, there would be DD aaaarance 

that the u.s.s.B. could Dot. obta1D tboae •terialll b.r clalllest.iDI ---~ 

· thus obda:U.ag their need tor ~ ot Portugueee ccmmmf.cati01111. 

!· I'D tha abaence ot aact _lcDCirl.edge of the practices Which IKII' 

app]J' (l) to t.he ~ b,r NATP hold~ t4 "l'IPII and ita aaaociated crwto

materialll aDd. (2) to ·the variowa 'Qpes or categories of NATO or raticmal 

claaa:lt1ed 1ntonati~ wb1ch _,. be 8llCI"J1)ted b.r TYPEX, there i~ no 

aalnii'&DCe that all aw.Uable and authorized W8J'II aDd .ll8aD8 ha-ve been 

applied t.GII8I'd a aolutiOD ot t.hia probl.aa. · 

:1. lD v1ew ot h aban DBither (l) the GtaDt ot the preaent ctqer - -
to claeeit18cl intOI'lllation ot IA'l'O aad tb8 u.s. which 1e 1nberent ill ·the 

. . . 
in88C11l"1t7 ot :Ebrt;ugaae COIIIDUIIicationa zxr (2) the general.iDaacuri\7 of 

th8 Partupee Goverrment muld j1181;1f,r axaeptiollal, dil'ect acticlll toward 

:1mp1'anmaDt of Partupae comn~atiODa aecurl t7 at this t.t.s.. 

BECOJaaDATIORS 

4. ·It ie recOI\IIIDled that: 
:-;!:." 

a. 'lbe conc:lueiOIUI of tJilil &tud7 be approved &8 the preaent; tJSCm 
·-· "·:'! . 

'l1ew with regard to the prob].aa •. 

b. '!be u.s. Delegation to t.be u.s.-u.K. Ccmterence em Fl'eDcb ca..-- . 

rd.catione aecuri.ty be contialecl u ~ ad hoc bod.J' to ascertain the exact --
ex.tent to which present NATO p.ra.ctioea S7 pJ'OV1de secure 1IIQ8 aDd 

..,., witbin tbe tramawork ot t.bese pract:J.Cea, to aolw the Port.ugueae 

JZ"obl•. 

£• Further cona1clerat1on. of amept1o~al, clireot ~ticn to 1mprotn 

Partupee commurd.oat.iona aecurit7 be deterred peDliiJI ~§) caapletion or 

the atuq reoonMidecl uncler -~ abcml aid (' llSC 8lld USCIB declalolul 

whether au.ch action :le to be takeD ~ the French GOverrl!ant. 
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fiFO~FJJij 
~!e!mP~SIB!!!!IE~iitj!BBEt!!!;!•~U!t·~St;:. ::JEaU:S!£;20!Rt~!'r--

FAC'.l'S BEARDIJ 01 TD PROBL1I4' AID DISCUSSIOI 

GENERAL STA'lm.lllm' 

1. IDtelligeDc:e ~ be der!wd fmm ~catiOIJII b.r &IV' or all 

ot the tollawins .-tbcda: 

a. D7 obtaiD1Dg phJ'aical poeeeaaion of the exact t.exta or t1w . . 

subetallce ot the CCIIIIlUid.catiom (hereafter called J.fet,bad 1); 

b. B7 obta1ld.Dg pbplcal poaseaaiOD of the c~terlal (kq-

11ata, · code booka, ete.) neceaaarr tor direct readi.Dg ot the 1nterc~~ 

trattic (hereafter can act !.flthod 2) 1 

e. B.r ~terception and~ ot. ·th. cmnnn1cati0118 (here-

alter called Uathod 3). 
PL 86-36/50 USC 3605 
EO . 3 . 3 (h) ( 2 ) 

EO 3.3(h) (2) 
PL ~6-36/50 USC 3605 
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4. Die cr,rpto8J8tema uaed b,r Portugueee .ad.litary aid naval attaches 

empia.r tbe Hagelin c-38 cipher achine. S1rlce thia •chine ud its uaage 'b7 

otber apnciee ot the Portugueea Gcwv~Dent wlll be treated belaLr, no 1'urther 

NmaJ"ks on th1a pbue ot the problal will be ade ill this aect.iCD. 

5. It is true tbat Pcrtugal baa hndehecl a coitt.inaeat ot troopa to the 

U.N. tor service.1D Korea but no 1DtoJW.tiOD 1a available at t.his. time 

regarding the cOIIIIIIID1cat1ona ot these Portugueae farces 1D ~' wtlat cr,rpto

IJ1'8tells thq are ua!Dg, it liiiT, 8lld hGir the.r are baing U88d. 

POR1'UGUFBB DIPUID.TIC Cov.t.ruNICATIOIS 

6. 'lhezre 1a unquesticmable technical ev1denee that the C17PtoP"aphic 

QBtema ard practices recentq alii cunerrtl.T •pl.oJecl by the Portuguese 

Gcmmaent illite cUpl.CI!Btic and col.cmlal carmmd.cat1ou are auch tbat prac

t1calq all ot thoee COIIIIIIUnicatiODS, it intercepted, could be read b.r ~ 
. ' 

ProJ.rq •tatted 8111. equipped C!OI!IDIJnicaticma intelligellce . ( COJaNT) orpn

ia.ticn. 

1. ~ naivete ot the Portupeae with regard to cCIIIIIUid.catiODB •curit7 

1e quite ev:l.!ient traa. their lazitq in regard to the physical protection ot 

~ter1al.e; their ignonmce ot oryptol.ogic techniques is eatabU.ahad 

'b7 ftr7 t_a~lv Ol")"ptograJfdc practices 1D connectioll w.l.th use ot their an 

naticaal ciphers u 1rel.1 aa or the TYPE% machines tarnished them b.r the 

British tor NATO ·cCIIIDUidcaticma. 

8. a. Some almost incredible breaches o£ aecurl'tJ' in the use ar haDllJ.ns 

ot ~ugueae cr,rpto.aLterials have been reported b7 Portugueea dipl.aaate 

themselves tmd although these 1nc1denta wve attelded to by the Foreign 

M1rl1atr7 1n ·due U., th8118 cues illdicate onq too cl,earq tbat Portuguese 

diplamatic persoDn8l are not 'ftll indoctrinated in the bann 1ng ot claas1tiecl 

TOP SECRET ~UlJ~[Q)@' 
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b. 'l1le 1118tructi01111 1n the prefaces ot avatli.Ql.e Portugueaa code 

boob conta!D no general precepte on the mbject ot aecurity. Althousb sane. 

ott~ cr,ptographic apteu are fwdallaDtal.ll' am ~eaWLJl,. goocll' t.he8e 

are mete vul.Derable either tbrough m1•• or tbrough cCDpl'aid.... . AJ.aoat. 

~ t1Pe ot 'ri.olat.ion in tbe guut ot CO!&SEC insecurit.T practice•.i• to be 

~OUDd in Po~eae crypto-cGDI!lUJlicat.iona, \ 

. · d. 'l!le1r attitude tGII8l'd the T!PEX ach1ne aDd 8781'AIIIia f'oatered b.r 

·an maarranted ta1tb 1n the 1Dv1alabU1'Q' ot their 01111 natioaal s)'8tema arid 

1nval""a a clearJT stated sueplcion that all ?ortuguese meaaapa acipberecl 

by 'l'!'PEI will be availab~ to the Britillll. 

e. '!be foregoing atatamanta are aupported b.r evidence gi,en belar. 

. . 
receat J'8U"8 b7 POI'tugue• diplcData in impoJ"'t.allt EaropeaD .poata. The 

Ambaaaadar 1D IadOD, 1n J&llUIIJ7 1950, diacwered a diacrepaiiC7 be~ 

1nnntane" r6 .1943 and 1946, alld. tOIUid no :recDI'd ot the dispoeit.ion ot · 
. . 

mieail:ig cipher •t.er1al. ~o J88l"8 elapaed before the Portugue•_ m.niater 

1n BarD lntcnal Lisbon that cipher .material ... .miaaillg .. a reault o:t 

robbel7. Warat of all was the caae ot the Portugueae lBn1eter to COperlbapn, 

who lett hie codea'ld.th the BruWan .AIIbaaaador ~urirJg ·a trip to LillboD. 

10. It 1a true that theae !rJcident.a receiftd otficdal att.entJ.aru tbe 

l8Jd.ater at BerD waa rra:spt.q relieved; the CopeDbasen cades 1f8l'8 quickl,y 

retr1avecl; am. the Ambassador in Iadon ~sed suitable changes 1D proce

cluN. llavertheleaa, these caaea :lnUcate ~too ~q tbat Portupese 
. . 

d1plama.ta are !lot well iDloctrillated 1n the bantling ot claaa1t1ed. •ter1al. 

6 
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EO 3 . 3 (h) ( 2 ) 

REF ID:A67152 
PL 86-36/50 USC 36 



- -~~~~[~~-• -" ZJ2.z[ 
PL 86-36/50 USC 3605 
EO . 3 . 3 (h) ( 2 ) 

]3. a. 1tleN are liOUDd ildicatiODB tbat the Portupeee are '1RL17 ot Uld.Dg 

ft'PF..X becauee the7 tear that thetr tratfic Will be readable by tJae Britiab., wbD 

furld.abed the ftP.u •cb1Dea./ 

b. Su.ch a tear i.e not UDtOUided. 11hen COIUd.dent1011 1a taken ot the 

ta11uzoe an~ part ot the Partupeee to ava!l t.hemaelvee ot tbe po~bUitiea 

pJ"'\'id.ed. b7 BA'ro arr&D~aDallta for the uae of T!PEX ~ ~ nat1.caal co.rzau

n1cat1.._, b7 .lll88ll8 ot ke78 and •chine aet.tinge canpileci 'b.r ·each nation 

itaalt, rather tl\an b7 •aNJ of tboee pro'fided b7 ,- Britieh. 

8 

PL 86-36/50 USC 3605 
EO 3 . 3 (h) ( 2 ) 



/ .•/// 

I Tb:la practice, U cOiltilmed, •n be moat det.rimaDtal to the 
L...-----....1 

securi\7 ot RATO clallllifted iDtOBatiaD. 

~L 86-36/50 usc 3605 
S!ATUS OP PalTmUESE CH!PTOimr EO 3 •. 3 (h) (2) 

14. There iii no ev:l.deDce tbat the Pcrt.uguaae .make 111\f concert.ecl eitort. t.o 

manitor their CIIVII canJn1cations tor the purpoae ot .obaervJ.Ds or controJUrw 

CCI.iSJI: ./ 

l5. '!here: (lppeara to be no tradition ot COMD.llf in Portugal, and onl7 one 

book on tJa8 mbject 18 ot Portupeae orig:la, 1'11"itten about. 60 J"U'8 880· 

Al.thoup reC81lt; aDd uauaJ.q rel:Jablei 1Jitcmaat.1on 1alioatea ~ t.bel'e mats 
within the Interaat.iOIIBl aDl state/ Securi\7 ~, Pol1c1a IDternacrJonal •. 

de De.feaa do Eet.ad.o (PmB), ~ aectiOD 1lhiCh ia coDC81"Ded. 1'11th cCIJIIIIUd.cat1aaa 

aa wan aa witb ~ 8114 o~, it c:ert.ai.Dq CIIIIDOt ~active, 

or wl1 iDto:naed., ar 111 a podtioa to br1ng abau.t imp.rweiaellt 1D Partupeae 

. L....-1 ___ _____. 

16. Except tor tbe tact that •1.1aten1Dg (1Jit.ercept,ion 8lld .mcaitor:las)• 

18 1lated as a source~ :lntanla.tica tor tbe Portusae• ArtJII IDtelllpnce 
. . 

Section (3&. Repart.:lcao), there is no 1Dtonati011 OD tile CJ7Pto].og1c actJ:vit~ 

ot the Portugueae ll1Diatriea ot the ArtQ- 8lld Nav. 

9 . 
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3. 3 (h) (2) 
86-36/50 usc 3605 

CONSRJ.BNCF.! or INSECURlft OF POB.TOOUBSB CCJmUBICATmNS 

17. !• Frail the str.l.atll" Ddll'taz7 standpo.1Dt, there is little question that 

Porliugll8ae traf'tic pnaants the greatest problaa to RA'ltl aecurit.,'. The 



--------~~~-~~1~5~2~-------------

. PL 86-36/50 USC 3605 
EO 3 . 3 (_h) l2) 

20. It is true that ourrent:b" the Portuguese are ~made prJ.v t.o t.he m:re 

88D81ti'9'8 'NATO PQ11cies,. decidons, 8Dd. illtormaticn. BowYer, the aituaticD 

Dd.ght beccme DDN aeriou as NA10 deftlops, the Portupeae receiw •n axt.aive 

and JDDre lllllld.tiYe mtonat!on, anc:l became more iDvolved ill HAm affairs. 

CONSIDERATIONS N3 TO POimDJESE mERtfAL SEClJU.'l'I 
~ 

2lo It 1a obvious that 89811 it tecbnicalll' aOUDc:l cr,ypto81'8tem& ami aaaociatecl · 
·• . 

proceduree wre epl.qred q, or tul'ld.8hecl the Port.upese bT the u.s., it is sliUl 

neceaaa17 to ware tbat aaother govel'llllart,. ai14· eapecrlallT the u.s.s.a., could 
. . 

not abta1D. copies ot the c:17'Pt.cmater1ala eqiloa'ed tor those s,ratema, because . 

auch an outaide aan~t is t.hc obviouall' ill a poaiticm. to obtain the claaat

t1ed 1Df'Ozma.tiall 1¥ a~ llethod 2 (._ pal"&ll"&ph 1;!1· abaYe).. Therefore, tbla 

report; aut ccmaidar the Portuguese ld.tuaticn fl'aa this point of view. 

. 22. Appmd1x 1 to tllis encl.oaure deal.a with the st:.atu ot Portuguese .intema1 
. . 

aecur.l.tT. It 1nd1cat• 'Y'flrT clearJ.y that the Portuguese people and the Portuguese 

Gcmlrrmeat so lack m understanding ot the need tor ~alcal and paratmnal aecur-

1v ·measures aeceasli17 tor aat~ clasa1tieci !Dtoaatian that 81"811 it 

tecbrd.calq IOUDd C018BJ: Mterl~a wre ~ lv' ·.thea. or pravid.ed them 'bJ" the 

u.s., theN preseatlT would. be 110 .. UI"aalae that the u .s.s.a. would. Mt obta1D 

thoae Jll&1;el'1als, tha8 obd.at!ag &IV need on thail' part to obta1D Ponupeaa 

claald.ded. illtol'lll&tion b,r J.fetbad 3. 

TOP $CRET g)_(W~~~ 
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23. Consideration could be gl.van to an approach to· the Portuguese Gcmtrrammt 
. . . 

with a 'View toward. illpl'O'tiDg the aecuritf' ot ita comnnnd cationa. just as is DOW 

balag. considered 1D the caae ot the lreoch 0o'V8ftDilalt. This heRr.,.., is prematare~ 

since 110 dec1alaa baa ,at bee made II' the Rational SecuritT CoUDCilin regard to 

the pr.opoaed approach to the French Gcmlnmlent. 

24.. At ita ld.zt,y-t1.fth ..ung, 011 22 Jane 1951, USCIB 11apl.orecl the poaa1b114:t.Jr. 

Ot 1nst.1tut!Dg aatesaarda 1D the fOI'ID ol a DOte to recipients of smsiti'l'e RAm 1D

torat1on, stat1Ds that before iDtOl'JIIatioD is :released there .must be assurances 

that it 1dll prdJrab:q DOt. be tOI"II&Z'ded by 8JIT elsct:r!cal cammnfcatiou meanaJ 

blt U D8C8Sa&l7 to ~. that ~ure courler aervice woulcl be utW.zed. 11 HcM

enr, Wore ak1ng a recamuiadatloD a1.oDg the8!e llaea to HA'm gcmnt~meata 1t· 

would be · nece881117' to &udJ' the praatioaM 11 'tl' ot 1Dst1tut.i.Dg such a safeguard 

·b,r all the RA'IO Dallbera. Such ,. ltur:W would require considerable ~by the 

Secarity Coord!Datia& Ccmd.ttea ot the Sl;ard!ag Groap ot the IA'ro Councn. 

25. Detailed iDtcmaatiaD is ~ldng aa to the pract~ea wtd.ch now awll' (a) 
. . 

to the. uap 'beiDc llllde, ·lr BATO holders, of !IP.BX aDCi ita associated czwto-
ateriala, and (b) to the 'Val"ioua 'tfpea 01" cateaonea or N.Am or D&tional c:J.aa

a1t1ed. 1Dt01'111atim wld.ch II8F be mei7Pted b.r mn. There is theret~· no aa

auraace that all available and atbor.ll.ed wqa and maaaa ffll! atta:JnSng OOIISEC 

have been apPlied tOIIIZC1 a aolutlcD ot the problem of 1Daacur11if' ot Portu.gaeae 

cCIIIIIIDid.cat1ana. Such detailed !ntomatiaD 1IOUl.cl probabJ;r be V8l7 uaetal 1D de-

'ViaiDg raaec;l1al measures, 111.tb1D. the t.raDarork ot preaeat authorised procedurea, 

wld.ch Jld.Pt mat.ar.l.al.l..Y asaist .tD 1'8Ct1f):lD& the ~tuat.ion as repzrds the ioaecur

itr" at Portu&ueae ccmmun1 cations, as .U as of. thQae ·ot cartain. other HAm 

goYel'llila1ta. 

· 26. ID ccmnection· 11lth the subject ot possible ramct1al meaau-aa~ atteatian 

1a 1nri.ted to the tact that such 118&8111'88 are also be1Dg Cllr1"elltq stlldied 1r 

the Sacur114J COOI"d1Dat1Dg Ccad.ttee of the StancHng Grou~ ~ RA'm*. Ita. puticuJ.ar, 

the tollowfng · act;J.oa is be.fllg c:aaald.ered by that Ccaad.ttee: 

~~ 3 . 3 (h) ( 2 ) 
86-36/50 usc 3605 . 



arn~~~EM 
•8. It is aubmil!'k6Ml:(hf;. ~ ~ neceasar.va-

(a) To ensure that whea TJpax Mark II machines have been isau8ci~ 

tbe7 ~ br~ iDt.o uae with the least poaaibl.e dala.'r· 

(b) Sines the CouncU of Deprl;ies was set up aft!U" the· allocation 

ot '!)pat llark II macld.nes, (SGI.i-2()()-50 ot 20th JuJ.y ~ 1950), to 

dr• the Counc11 ot Deput1•• attention to the regulations 

regard.ing CI7PtosraJidc chalmels .in ord8r to ~e whether 

the allocation is eutticient to m•t their :requirements. 

(c) To issue further guidaDce to NATO agenciea11 DIBklDg it clear 

that talegapbic tratr1c 111vol.v1Dg DOt aa:q •Cosad.c • interests 

but ~ao other cCIIIIIIUd.cat!ons 1'8lated to North Atlantic 'l'reat.Y 

!Dtereats 1111st be BeDt br the apprcwed c,rpher s,yatea." 

"Bli:CIIIJ!HDATIOH 

119. That action should. be taken alcDg the linea of paragraph 8 above.• 

~. UntU the torego1ng poasibllities tor reEd1al measures have bean •

ploreci, a direct approach to, the Port.ugueae GoverllaEIIlt is not indicatec1 and 

would be amd.se. 



1. 'l'be Portugueae GGnr.eat plaoea aecurit:;r emphaa1a OD aafeguardina 

the RegU. u a political ent.it:;r. Ill 110 doing, ac:b1neJ7 tor tbe pr'Otectioa 

ot claaaitied information :In the h&D~Ja ot polit.icalq reliable peNODa 1a 

ri.rtuall.T ipond. The inet.rument uaecl b,r the gayel'IMDt. to check political. 

re1iab1li't.7 ia the IDtema:Uonal aDd State Securit7 Police (Policia 

IDtemacional e de Deteaa do Eatado - ~). Beaidea its rout.i.Da dut.iea of 

border coatrol and control ot JRCm~~Bbt of toreignen 1D Portugal, the PmB 

placea int'Ol"'llmta in GovernlleDt departll&eDta ud 1Dto oppoa1t10D groupe 

includ.iug the· Cammurd.eta. 'ftle maiD empbaala 1D PIDB actirlt7 is pl.acecl on 

t.he auppreaalon of internal 1111bvere1'18 el.allanta. 

2. 1he PlDE reports that it 1a placing eftectiw curba on tbe Portuguese 

Coelmm1at. Pa.'l"t7 (PCP). B7 act.ion taken in late 1950, the Pml cli.ima to haft 

reduced. the Dallberahlp ot the PCP fran 41 500 active membera and 7,000 

QJIIPilthisera 1D 1949 ani 1950 to 2,500 actlw aaabere and 5,000 IQ'IIpathizen 

in early 1951. 'Ihere ia no aupportiiJa evidence to aern aa a check aplraat 

the PIDE clalms. 

3.. 'lbe Cclllnunillt Part.:;r ot Portupl ia collllidered illegal; therefore· no 

measure ot ita •t.reacth ia availablia. Ita etfectiftlleaa ill evading police 

a,ct..iOD •• d811l0D8trated b7 the iaab.Uit7 ot the PIDE to capture the Secretar,r 

General ot the PCP, Dr. Al'R!'O CUNHAL.. CUNHAL Ra finalq arreated in 

lWch 1949 attar havillg been hunted b7 the PillE tor more than three ;pare. 

A comment. b7 a PmE iDapector, 1D September 1948, 

L..-------1 
perhape expl.alu CUNHAL' a abllit.T to elude the PIDE. The Inepector 

aaid t.hat he wu reaaonabq sure that ~ere ware cCIIIIIIUI1iet agenta 1li the 

ranka of the PmE. !bre recent succeaa on the pari. of the PIDE in neut.ral.is-

111£ COJnllllaldst. actlvitiea in Coimbra aDd in tbe capture ot a ieadl~Js Central 

Ccadttee member coulcl liJdicate .tbat. poaalble leaka troa the PmE to~ PCP 

had been elt.miDat.ecl. 

EO 3 . 3 (h) ( 2 ) 
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4. The PmE thoroughl.J' inveatigataa all potential PIDE rec:ruita. After 

recruitment, the nn JDeiDber is held on probation tor cae ,ear. After the em 

ot the probational7 period, spot. checka are .-de on the pananeat, JDallbera. · 

5·. '1'be PIOE is lax 1D the lil7sical securit7 at ita premiaea. Entrance 
. . 

put a door guard 18 uaualq eaaiq made. Before entering the interior 

restricted area,. a visitor has to .till out a tom at a guard desk indicatiiJg 

who he ia and tJJ.e nature of his buaiDesa. However, once he becOIIIllta lmolm, a 

visitor, even it a foreigner, can pass traa tJrl guard desk to cme of aeveral 

waiting rOCIIlll unattended. Papers .trequentq are lett on daeka of emJJt.7 

offices iD the restricted area. -rtut Portuguese seer:L to take it for granted. 

that the visitor would not be preset . unless he .had a right to be there. 

Identif'icat.ian paseea are not required ot •pl.o.yeea. There is no evidence 

that there is 8.117 greater emphasis on aecurit7 in other pw! auent departments. 

6. 'l!le Portuguese Foreipl ottice ard Portugueae Det8D88 establi&lllent 

ahGir an attitude toward Spain that clear]¥ renects the caacept that the . 

daatinies o1' Portugal and SpaiD are iDaltabq 11Dkecl. '.rhi8 concept, las led, 

accordill£ to unccaf'bmed reporta, to the submiaaion ot reports acquind 'bJ' 
. . 
the Portuguese goYer&ant as a member ot IA'l'O to Spard.ah autboritiea. In an 

August 1950 int.ervi•, Pri• J!.inister SALAZAR stated that 11Portugal1 s 

cont~butiOD to Europe •a aecurity biaged on the role to be pla,ed by Spain. n 

·In this connectim, Daf'enaa !.~later, Lt. Col. SAW!'OS COOTA, trequentq 

ccntera w1 th Spanish authoritiea on the quation ot the deteue or the Iberian 

Peninsula. 

7. 1.'he temper ot the Portugueae people, a ganu1oua group in a count~")" 

where aecurit.T baa been no probl•, doea DOt lend ltaelt to reat.ricticma 

f'oll.clned 1D countriea where the presence or an eJa17 is .IIIIOI'e acuteq felt. 

8. Even wharl the presence ot an 8111819" is po.int.ed. out, the Fbrtuguese 

Goverllll8lt appeara to take a beD8\'0lent. rather thaD a aneN atUtucle ill 

meetiDs the threat. 'l'h:ls attJ.tude ia illdicated 111 the GoYerJDent•a treatment 

ot the PCP. l"l1en etmHAL Callllt to trial. aa a DI1Dber ot a auppoaeclq outl.awed 

political group, tlw judge heari~ the case gave a comparativeq Ught aentenoa 

on grounds that Portuguese law failed clsarl7 to place the Part,' in an illegal 
. . 

statue. 
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9. r.hile the potential ot the PCP to acquire intormatioa through iDlU· 

tration ot the Goveraaent is great, there ia no evidence to show that the 

Part7 is ~perl,y organised to make the moat of this adVBDt.ap. 

10. 'lbe relat.ianahip ot Portusal to SpaiD is 111ch that there would be 

little moral compunction on the part of the Portuguese to deter them fraDL 

,tYing m1lital7 alii political secrete to the Span1ab. Tb1a is part,icularq 

true it tbe Portupeae felt that by 8UCh action theT 'II01Ilcl further the case of 

aecarit.J' ot the IberiaD Perdnsula. 

11. 1'o IIUI!IIIIIriu, the Portuguese people al1d the Portupeae Governmellt ao 

lack all urderetanl1Dg of the need tor J)h7rd.cal aDd pereomel securi't7 measures 

in repn:l to the aateguard~ of claaa11'1ed irltarmatioD that a basard aztata 

in prodding them with such intomation. It that CcwernD8Dt. is to tuDction 

properly in ita role u a member ot the North Atlantic Treaty 01-pniaation, it 

appears clear that measures rill haw to be takea to indoctrinate the Portuguese . . 

on security practice• required in the handling ot claaaif'ied intOJmation which 

ia either alr~ 1D their poaaeaaion or which ma.y ~ given to th• ill the 

tuture. 
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