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<~y Ground “orces Equipment Review

Chairmmn, ASATC

l, This memorandum swmnarizes the comments of the
Ciphony Sub-Comnittee of the ASATC on the Army Ground Forces
Douipnent Review Board Report. The nemorendun is divided in-
to four »narts as follows:

I. Gencral Corrents
11, COmm::ts on Specific Paragrarhs of the 3ubject
III, Corents on the Statements imde by the Theaters
and Other .igencles on the Subject TReport
1V, S3Sumary of the rresont 3tatus of the Ciphony
Frogram

I. CESRAL OOILRETS

2. The stend tgken by the irmy Ground Forces iquipment
Reviewr Board with resard %0 ciphony equiprent may be sum-
marized as follous: ]

a. .an integrated sscure telaphone syster should de
tiie prinary means of tectical corrjunicstlon.

b. .J\deguate secure and light weizht cishony squip-
ment 1s the preGonipant reed In achieving such a comrmnlica-
tione systeri.

¢. Develonrent of ilmvroved oiphony ecuinment should
be glven the highest Hriorvity.

3. The Gud=~Comnittee concurs in the iuportance of ol-
phony ecuipment and in the necessity of giving its develop=-
ment the highest priority. The speed, convenience and the
advantagea of direct personal contact odtained with voloce
commmunication are fully recognized Lw the sub-comnittee. How-
ever, certain facts must be considered defore a final deci-
sion is reached to use voice cormmnication as the primary
means of tactical communieation,

4., The complex nature of speech results in serious
technological difficulties vhich must be overcome before
both secure and light weight ciphony equipment can be pro-
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vided, At the present stage, secure equipment can be proe
vided but such equipment is large and complex., Present
light weight equipment is insecure and lnadequate in other
regpects, It must be recognized that no solution is now

in sight which will entirely overcome the problema involved
and that it will probably be some ysars before equipment
which is both small and secure enouzh to be used on the very
widespread basis contemplated by the Ground Forces can be
developed, Furthermore, severe oompromises in the remainder
of the communications system may be required to accommodate
such improved oiphony equipment,

$. Another factor to consider in the widespread use of
ciphony equipment is the lack of a permanent written record.
In the case of 3IC3ALY, a high echelon secure ciphony de-
vice, 1t was found necessary sfter a period of use to in-
stall recorders for this purpose,

6. In view of the adbove, it is recommended that the
development of ciphony equinment be continued with the high-
est vossible priority with the aim of ultimately achleving
the results desired by the Ground Foroes while, at the sane
time, continuing a consideradle program to develop improved,
rore convenlent and faster literal cipher systems.

7. One important decision which must be made in con=
nection with the application of ciphony to an integrated
communications system concerns the plan used in applying
eiphony to the system. Two general plans are possible:

a. Clphony equipments located at the users with
no intermediate c¢ciphony devices.

b. Security for each link in the system provided
by separate ciphony equipments, This would mean that when
a 0all passes through several switohboards, ciphony equipe
ments located at the switchboards (and at the users) would
secure each link in the system independently.

8. wWhile {(a) ebove is the more desirable alternative
from a security viewpoint, since the users san bde certain
that adequate security is being maintained over the entire
system, the difficulties in providing end operating the

-gystem make it thoroughly impractiecal. Cryptographically

communicabdle oiphony devices would be required at every

telephone, This will only be possidle when a very amall

but highly secure device is available, PFurthermore, every
user would have to be in possession of the key settinge
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required to communicate with every other user with whom

he must communicate. This is obviously impraectiecal in a
highly integrated system from both securlty and operatione
al viewpoints. A further objection to this plan is the in-
flexibility which would result, It is therefore recome
mended that plan (b) or a compromise between plans (a) and
(b) be adopted,

9. The Board report has very little to say with re-~
gard to Cifax equipment. It seems likely that a need, per-
haps not clesarly recognized at the present time, exists for
a c¢ifax devlice for transmitting classified maps, sketches,
photographs, etc, The Cryptographic flan (SIGIRA) includes
requirements for two types of cifax devices: (a) A porte
able device for use in forward echelons and (b) 4 fixed
plant device for use between higher headquarters.

II. GUILENTS uN SFLCINIC PARAGR.PLS OF 'TE 30ARD REFORT

10, 2Par. 89b - Preproduction models of Speech Equip-
ment ..Ji/G8Q=3 are now in the hands of this igency and tests
on them will be completed by 15 March 1946. Thils equipment
partially fulfills the requlrement for equlipment for Army
Corps and Division nets dut does not meet the military char-
aocteristice included as Inclosure 3R of the Soard Report,
The nomenclature, Speech Equipment AN/CS/ =5, has been as-
slgned equipment to meet the mill’ary characteristics. ~2ilot
models will be availadle in not less than two years. 3Ipeech
Equipment AN/CSQe4 to nmeet the mIlItaTy characteristics
(Inclosure 2R) for equipnent for Regimental, Battalion and
Company nets is now under development, but pilot models will
not be avallable for several years,

11, ?Par. 106a - Concur,
l2, 7Par. 108h « Concur. However, in general no dif-

ference between equipment for use on radio and wire should
be contemplated.

13, Annex R, Par. lb « Ooncur in so far as the need
for sapeech sequIty 18 expressed.

14, Annex R, Par. 20 « See ragraphs SHE 5 and 6
above, p 58 - paragrap :f ’

18, Annex R, Par. 3b -~ Conour. However, in general
no d4ifference between eqqument for use on radio and wire
should be ocontemplated,
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16, .nnex R, Par, 3¢ - Development work on these
equipments has already,baan started, See Paragraph 10 above.

III. COLLENIS ON STATEMENTS OF THrAT.RS AND OTHERS

17, _TO Comments, Par, 89a - Concur with one excep-
tion~=no inherent security 1s avallabdle in any radlio equip-
ment, including AN/TRC-8.

18, LTO Comments, Par, 89b « Conocur, However, due to
the technical proovlems Involved in the development of such
equipment, 1t is unlikely that light weight equipment of
medium and high security can be provided for a oconsiderable
period of time. In the immediate future, equipments will be
eitier large in size or relatively inseccure.

19, .TO Comments, Par. 89g -« Concur in the need for
enclphered facsimile. 1f RC-58 is used to transmit the plain
text of written messages, some neans of enciphering the trans
nitted signal should be provided. It is not felt, however,
that the cipher device should be duilt into the facsimile
equipment, but rather that the facsinlile and sipher equip-
ment should be of functionally integrated design. See par-
agranph 9 above.

20. ETO Corments, Par. 3 - Concur in statement as a
general policy. .xceptions may he rcquired in specifiec
cases, however, .

21, U3AF? Comnents on Specific Parazraphs 1 and 2 =

Conecur in the Importance of speech securIfy. ’
23, USAF? Comments on Snecific Paragraphs, Par, 5k =
Kilitary Charactoristios, Tnolasure 23, IﬁF Equtpmeni Ko~

view Board Report, covers equipment which will fulfill these
requirenents, It is not recommended that combined radio-

telephone and voice security equipment be provided.

83, SCEL Comments, FPar., 108db - Conocur, -See paragraphs
3; 4, 5 .and 8 above,

24, AFPACS41/lc - This statement is interpreted to

mean that a secure oiphony device should be provided for
use with such a system, . Concur that aecugity would be re<

’

quired for such a system.. i
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has become increasingly apparent. The first recognized

need for speech security equipment which resulted in the de-
velopment of a highly secure device was for e~iipment to se~-
cure radio-telephone circuits vetween ‘Jashington, D.C. and
the various theaters of operation. The equipment developed
to gill this need was Telephone Terminal RC-220-T1 or SIGe
SALY.,

26, The 3SICSALY 18 a very large, intriocate de~-
vice, consisting of approximately 50 seven foot individual
bays and requiring fixed plant installation in buildings
capable of beilng alr-conditioned. aAlr-~conditioning ap~
paratus in included as a »art of each terminal.

27, The equipment has served its purpose very
adequately, The cryptograrhic principles utilized are
gound and the development and use of the equipment has
nroven to Ye a aigsnificant steppin: stone in the advance-
ment of the art of speech securlty.

28, 3By the spring of 1942, 1t was apparent that
there were definite requirements for speec: security equip-
nent, not only in the high~level echelons with which 3IC=- )
34LY was associated, but also in .rmy Corps, Division and
lower. ..t this time the Army Communications Board invest-
izated the requirements (Case No. 77, "Security of Volice
Communication over .ire and Radio Cireults"), proposed
military characteristics for threc types of speech security
equipnent, and rscomiiended their developnent, These were:

e I - Zquipment for use forward of the Division,
offering %wo {Z) hours of security. Equipment should not
welgh more than 50 pounds, should not occupy more than 1%
cuble feet and should not require rmore than 150 watts of
primary power,

Type II - Equipment serving headquarters of Div-
isions, Corps, armies and Task Foroes offering 72 hours of
security, IEquipment should be oapable of being installed
and operated in a standard 24-ton Cargo truck with a trail-
er for primary power supply.

%zge IYI -~ Bquipment serving headquarters of The-
aters, Defense ommnnﬁs‘ Ua jor Commands and the War Departe
ment offering 128 monthe' security and bve operable as teme
inal equipment in fixed plant installations.

9. The reéommendations of the Army Communications

Board were approved by the Assistant Chlef of Staff, G=¢
and condurred in by,the Assistant Chief of Staff, G2, '
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30, The requirement for Type II! equipment had
already been filled by SIGSALY. It was then necessary to
develop the Types I and II devices. Nomenclature was as-
signed as Speech Equipment, AN/GSQ-l, for the Type I equip-
ment and Speech Equipment, AN/GSQ-2, for the Type II equipe-
ment, (lLater, the AAF requested that two Type II equip-
ments be furnished; one installed in a shelter, and the
other packed for air shipment. The former was designated
as Speech Kquipment, AN/G3Q=3).

B, 2Present Status

31, Speech EZgquipment, AN/GSG~1, which was devel-
oped in an attempt to meet the requirements for Type I equip~
ment, is a device operating on the time~delay-scrambling
{(TD3) principle. The Army Ground Porces becane interested
in 1t after a demonstration before the Infantry Board at
Ft. Benning in larch, 1945. It was declded by the Army
Ground Forces that it would be acceptable as an interim de-
vice and would be issued on a T/0 and T basis to Army Ground
Forces units., At the time hostilities c-ased, nlans were
belngz made with the manufacturer for large-scale production.
at present, sjpeclfications are prepared, test data are avall-
able and t2e equipments may be manufactured if the need
should arise,

32, The principle faults of the equipment are:
(1) It does not offer sufficlent security.

(2) It can be used ohly on a push-to-talk
circuit, due to the inherent time delay
of the systen,

{3) It 1s too large and requlres too much
power to be used as a man=-carried device.

33, Speech Equipment, AN/GSQe3, which has been
under development in an attempt to meet the requirements of
Type II equipment, 1s a miniaturization of the SIGSALY equip~
ment, Contracts were placed for six (6) service test or pre~
production rmodels, and two (2) of these have b
By 15 Harch 1948 a1l oty (6] w1l Eaoscuhareqbeen.doizeyed.
engineering and service tests will have been completed.

34, Before the cessation of hostilities, the
Army Ground Poroes indicated a subatantial requirement for
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Speech Equipment, AN/0S(~3, Again, arrangements were be-
ing nade with the manufacturer for large scale production,
the squipment bYeing accented by the AGF as interim device.
After VeJ Day, the proourement program was cancelled and
nothing further has been done teward scheduling procure-
ment to provide the equipment to tactical troops, although
the equipyment has been standardized.

35, The AN/G3SQ=3 fell short of the military char-
aoteristics as set forth for Type II equinment in the fol-
lowing respects:

(1) The equipment is much larger and heavier
han called for by the ¥/C's. Instal~
lation 1s made in a large 4-wheel trailer
with the power unlt carried by the tow=-
ing tractor {ai~ton Cargo twuck).

(2) Speclal microphones are needed (these
are furnished as part of the equipmgnt).

36, The equipment exceeds the 1/C's with regard
to securlty requirements, in that the security offered 1s
comparable to that of the SIGSALY. The size of this equip-
ment could not be appreciadly reduced by lowering the se-
curity.

C. Current Zlans

37. Both Speech Equipment, AN/GSG~1 and Speech
Equipment, AN/GSu =3 have fallen into the category of in=~
terim devices for the irmy Ground Jorces because of the re-
cent requirements which became evident early in 1945, These
are set forth in militery characteristics prepared by the
Arny Ground Forces and forwarded to the Army Security Ageneoy
in Zarch 1945, The two equipments reguired by Army Ground
Forces have been asgigned the nomenclature of Speech Equip~
ment, AN/GSQe4 and Speech Equipment, AN/GSQ-5 (Inclosures
R a?d 3R, Army Ground Forces Equipment Review Board Re~
port}.

38, At the present time, research work is belng
condueted with high Triorit in order that the two equip=-
ments may be expeditiously developed. Severai proposals
for the AN/G3Q=5 ehow promise and these are being dilis
géntly studie Work on the AN/GSQ-4 haam oonsigted of pre-
liminary researeh and, as yet, no method for providing the
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necessary security with the size and, as yet, no method
for providing the necessary security vith the slze and
weight limitatlions has been reve@led, The work continues
on this basls.

39. Every effort 1s being made to kee» abreoast
with the trend toward miniaturization and functional ine
tegration of Army communications equipment., From the de~
velopment cf the 5IGSALY to the projected plans for Speech
Equipment, AN/G3Q~-5, great strides have been accomplished.
It 18 expected that, although no immediate solution is ev~
ident for the amaller equipments, more secure and some-
what smaller devices may be developed.in the next few years.

DANIZL F. II0TH

Captaln, 3ignal Corps

Chalrman, Ciphony Sub-
Connittee



